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	Bid Solicitation #
	26DPP01263

	T3163 - Law Enforcement Equipment and Technology: Speed Detection, Surveillance, Cameras, ALPR, CBRNE Detection, Unmanned Aerial Vehicles, Bio-Terrorism Detection Systems, Ancillary Equipment, Software and Services - Statewide




	
	Date
	Time

	Due Date for Electronic Questions
Refer to Bid Solicitation Section 2.1 for more information.
	May 13, 2026
May 27, 2026
	2:00 PM

	Mandatory/Optional Pre-Quote Conference 
Refer to Bid Solicitation Section 2.5 for more information.
	Not Applicable to this Procurement.

	Mandatory/Optional Site Visit
Refer to Bid Solicitation Section 2.4 for more information.
	
Not Applicable to this Procurement.

	Quote Opening Date
Refer to Bid Solicitation Section 3 for more information.
	June 12, 2026
June 24, 2026
	2:00 PM



Dates are subject to change.  All times contained in the Bid Solicitation refer to Eastern Time. 
All changes will be reflected in Bid Amendments to the Bid Solicitation posted on www.njstart.gov.

	SET-ASIDES

	     Small Business Set-Aside
For Goods and Services:
☒  I          ☒  II          ☒  III
For Construction:
☐  IV          ☐  V          ☐  VI
	☐  Not Applicable
☐  Entire Contract 
☐  Partial Contract 
☐  Subcontracting Only
☒  Preference

	     Disabled Veteran-Owned Business Set-Aside
	☐  Not Applicable
☐  Entire Contract 
☐  Partial Contract 
☐  Subcontracting Only
☒  Preference
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[bookmark: _Toc225851654]INTRODUCTION AND SUMMARY OF THE BID SOLICITATION
This Bid Solicitation is issued by the Department of the Treasury, Division of Purchase and Property (Division), Procurement Bureau, on behalf of Statewide Using Agencies and the Cooperative Purchasing Participants.  This Bid Solicitation is structured to fulfill the State’s requirements for quantitative and timely delivery, standardization and compatibility.  Contracts resulting from this Bid Solicitation will be extended to more than 2,800 Cooperative Purchasing Participants.  Quotes submitted in response to this Bid Solicitation shall be through the State of New Jersey’s eProcurement system, NJSTART.  Bidders are advised to thoroughly read all sections of this Bid Solicitation and follow all instructions.  
Bidders are strongly encouraged to visit the NJSTART Vendor Support Page, which contains Quick Reference Guides (QRGs), supporting videos, a glossary of NJSTART terms, and helpdesk contact information.  Bidders should utilize the QRGs before attempting to submit a Quote through NJSTART.   It is the Bidder’s responsibility to ensure that the Quote and attachments have been properly submitted.  Inquiries concerning the use of NJSTART may be directed to njstart@treas.nj.gov. The Division will not respond to substantive questions related to the Bid Solicitation or any other Contract via this email address.

[bookmark: _Toc208904571][bookmark: _Toc225851655]PURPOSE AND INTENT AND BACKGROUND
The purpose of this Bid Solicitation is to solicit Quotes for various categories of law enforcement equipment and technology, which include but are not limited to, Laser/Radar Speed Detection, Mobile Monitoring Units, Body-Worn Cameras, Interrogation Room Surveillance, In-Vehicle Recording Systems, Automated License Plate Reader/Recognition Surveillance Solution (ALPR), Perimeter Security Solutions, Chemical, Biological, Radiological, Nuclear, and Explosive (CBRNE) Detection, Unmanned Aerial Vehicles (UAVs), Bio-Terrorism Detection Systems, Ancillary Equipment, Software Applications, and Associated Services, which are identified below.

It is the intent of the State to award Contracts to those responsible Bidders whose Quotes, conforming to this Bid Solicitation are most advantageous to the State of New Jersey (State), price and other factors considered.  The State may award any or all price lines.  The State, however, reserves the right to separately procure individual requirements that are the subject of the Contract during the Contract term, when deemed by the Director of the Division (Director) to be in the State’s best interest.

[bookmark: _Hlk217907849]The Bid Solicitation and State-Supplied Price Sheet contain nine (9) categories/price line items, which are itemized as follows:
	Category Number/Price Line Number
	Category Description

	1
	Laser/Radar Guns and Speed Monitor Trailers, Parts and Accessories

	1A
	Laser/Radar Guns and Speed Monitor Trailers - Consulting Services, Hardware/Software Configuration, Training and Repair Services

	2
	Chemical, Biological, Radiological, Nuclear and Explosives (CBRNE) Detection, Mitigation Products, Parts and Accessories and Personal Protective Equipment (PPE), Parts and Accessories 

	2A
	Chemical, Biological, Radiological, Nuclear and Explosives (CBRNE) Detection, Mitigation Products - Consulting Services, Hardware/Software Configuration, Training and Repair Services

	3
	Area Security Equipment, Supplies, Parts and Accessories

	3A
	Area Security Equipment - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services

	4
	Police In-Car Video Solution - Hardware

	4A
	Police In-Car Video Solution - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services 

	5
	Police Body Camera Solution - Hardware

	5A
	Police Body Camera Solution - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services 

	6
	Interview Room Camera Solution - Hardware

	6A
	Interview Room Camera Solution - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services 

	7
	Automated License Plate Reader/Recognition Surveillance Solution - Hardware 

	7A
	Automated License Plate Reader/Recognition Surveillance Solution - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services

	8
	Law Enforcement Drones/Unmanned Aerial Vehicles, Parts and Accessories

	8A
	Law Enforcement Drones/Unmanned Aerial Vehicles - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services

	9
	Bioterrorism/Biodefense/ Biowarfare/ Chemical Warfare Combatant and Detection Equipment, Products, Supplies, Parts and Accessories

	9A
	Bioterrorism/Biodefense/ Biowarfare/ Chemical Warfare Combatant and Detection Equipment, Products, Supplies, Parts and Accessories - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services



Any product offered must comply with any and all Federal, State and local requirements including but not limited to the requirements of the Secure and Trusted Communications Networks Act of 2019, Pub. L. No. 116-124, 133 Stat. 158 (2020).   
Important:  The Bureau does not intend to invoke the Best and Final Offer process (Bid Solicitation Section 8.12) for this procurement.  As such, Bidders are encouraged to submit their best and final Quote pricing for each price line bid with its Quote submission.  The Bureau, however, reserves the right to invoke the Best and Final Offer process should it feel it is in the best interest of the State.
Bidders providing a Quote for Categories 1 through 9 must bid on the corresponding services lines, 1A, 2A, 3A, 4A, 5A, 6A, 7A, 8A and 9A, in order for their Quote to be considered for an award.  For example, a Bidder providing a Quote for Category 3, Price Line 3 (Area Security Equipment, Supplies, Parts and Accessories), must also provide a Quote for Price Line 3A (Area Security Equipment - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services) in order for its Quote to be considered responsive for Category 3.  Similarly, if a Bidder intends to bid on Price Line 3A, they must also bid on Price Line 3.  Both price lines must be bid on in order to be considered for an award.  Bidders may identify dealers/distributors within its Quote submission that they intend to utilize under the Contract for the products and services lines.  Please refer to Bid Solicitation Section 5.7.

The Division intends to award a Contract to each responsive Bidder that submits a Quote that meets the category definition and requirements of the Bid Solicitation in accordance with Sections 8.9 and 8.16 of this Bid Solicitation.

An Agency-Use Price Line (Price Line 10) will be added to all Contracts to allow for the Using Agency payment of emergency/expedited delivery charges, as per Bid Solicitation Section 4.8.  An Agency-Use Price Line (Price Line 11) will be added to all Contracts to allow for the Using Agency payment of restocking fees and return shipping charges, as per Bid Solicitation Section 4.9.

The State makes no representation and provides no guarantee as to the minimum, average or maximum volume of purchases to be made under this Contract.

This procurement includes a Small Business and Disabled Veteran-Owned Business set aside preference. See Bid Solicitation Section 3.8 and Bid Solicitation Section 3.9.

The State of New Jersey Standard Terms and Conditions (SSTCs) included with this Bid Solicitation will apply to all Contracts made with the State.  These terms are in addition to the terms and conditions set forth in this Bid Solicitation and should be read in conjunction with them unless the Bid Solicitation specifically indicates otherwise.  

[bookmark: _Toc208904572][bookmark: _Toc225851656]BACKGROUND 
This is a partial reprocurement of the products and services under the T0106 Law Enforcement Firearms, Equipment and Supplies contracts.  Specifically, this is a reprocurement of the following existing categories:

	T0106 Category Number/Price Line Number
	Category Description

	5
	Laser/Radar Guns and Speed Monitor Trailers, Parts and Accessories

	8
	Chemical, Biological, Radiological, Nuclear and Explosives (CBRNE) Detection, Mitigation Products, Parts and Accessories and Personal Protective Equipment (PPE), Parts and Accessories 

	11
	Area Security Equipment, Supplies, Parts and Accessories

	13
	Police In-Car Video Solution - Hardware

	13A
	Police In-Car Video Solution - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services 

	14
	Police Body Camera Solution - Hardware

	14A
	Police Body Camera Solution - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services 

	15
	Interview Room Camera Solution - Hardware

	15A
	Interview Room Camera Solution - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services 

	16
	Automatic License Plate Recognition Surveillance Solution - Hardware

	16A
	Automatic License Plate Recognition Surveillance Solution - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services



Bidders interested in reviewing the expiring Contract’s specifications and pricing information may do so by following the instructions below.  Bidders should not rely upon or use data or information from the expiring Contract when preparing a response to this Bid Solicitation as this Bid Solicitation addresses the State’s current requirements. 
· Go to: www.njstart.gov 
· In the search bar, select “Contracts” from the drop down menu
· Enter “T0106” and click “[image: ]”
· The expiring Contract list will appear under “Results”

The following categories were not part of the existing T0106 Contracts and are new to the subject Bid Solicitation:

	Category Number/Price Line Number
	Category Description

	1A
	Laser/Radar Guns and Speed Monitor Trailers - Consulting Services, Hardware/Software Configuration, Training and Repair Services

	2A
	Chemical, Biological, Radiological, Nuclear and Explosives (CBRNE) Detection, Mitigation Products - Consulting Services, Hardware/Software Configuration, Training and Repair Services

	3A
	Area Security Equipment - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services

	8
	Law Enforcement Drones/Unmanned Aerial Vehicles, Parts and Accessories

	8A
	Law Enforcement Drones/Unmanned Aerial Vehicles - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services

	9
	Bioterrorism/Biodefense/ Biowarfare/ Chemical Warfare Combatant and Detection Equipment, Products, Supplies, Parts and Accessories

	9A
	Bioterrorism/Biodefense/ Biowarfare/ Chemical Warfare Combatant and Detection Equipment, Products, Supplies, Parts and Accessories - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services



[bookmark: _Toc225851657]EXCLUSIONS FROM THIS BID SOLICITATION:
Items specifically omitted from this Bid Solicitation include, but are not limited to the following: 
1. Vehicles of any kind, including, but not limited to Fire Trucks and Specialty Vehicles (term Contract M4029) and Police Vehicles (T2776);
2. All types and sizes of marine vessels, including all marine craft, equipment, accessories and services offered under T0969 - Marine Craft and Related Products and Services;
3. All contracted products and services covered under T1786 – Equipment Acquisition & Installation for Marked and Unmarked Police Vehicles and Prisoner Transport Vans; 
4. All radio equipment and accessories offered under T0109 – Radio Communication Equipment and Accessories; 
5. All surveillance and access control security systems offered under T2424 - Surveillance and Access Control Security Systems;
6. All traffic signal camera image detection systems offered under T1473 – Traffic Signal Controllers and Camera Image Detection Systems – Statewide;
7. Scientific Equipment and Scientific Supplies of all types (term Contract T0115);
8. Environmental Instruments and Equipment (term Contract T0983)
9. All equipment, apparel and accessories offered under T0790 – Firefighter Protective Gear, Equipment and Supplies;  
10. All uniforms and apparel covered under T0448 – Uniforms, Apparel, Footwear and Accessories; and
11. All clothing and apparel covered under T0046 – Protective Clothing, Apparel and Footwear.
12. All products and services included in T0106, which include the following categories:

	Category Description

	Ammunition 

	Firearms and Firearm Repair Parts

	Firearms – Repair Rate

	Firearm Accessories

	Non-Lethal Weapons/Riot Control Equipment, Parts and Accessories

	Leather/Nylon Goods and Tactical Gear

	Body Armor, Bomb Suits and Accessories

	Search and Rescue Equipment, Supplies, Parts and Accessories

	Marine and Scuba Equipment, Supplies, Parts and Accessories

	Vehicle Equipment, Siren Systems, Antennas and Vehicle Light Systems and Associated Accessories

	Vehicle Equipment, Siren Systems, Antennas and Vehicle Light Systems Installation and Repair

	Vehicle Window Tint and Associated Accessories

	Vehicle Window Tint Installation, Repair and Maintenance Services



[bookmark: _Toc225851658]NOTABLE DIFFERENCES BETWEEN THIS BID SOLICITATION AND THE PREVIOUS T0106 BID SOLICITATION:
Bidders are cautioned that the new Bid Solicitation addresses current requirements.  Some differences between the current Bid Solicitation and the previous Bid Solicitation include, but are not limited to:
· Bidders must provide the completed State of New Jersey Security Due Diligence Third Party Information Security Questionnaire.  Please refer to Bid Solicitation Section 3.13.12;
· This Bid Solicitation removes the Quote submission requirement for manufacturer’s/distributors certifications;
· This Bid Solicitation removes specific brand names from the State-Supplied Price Sheet.  The State’s most commonly-used/commonly-requested brands will still be listed in Bid Solicitation Section 4.1, but they will not be represented by an individual price line on the State-Supplied Price Sheet.  Instead, Bidders will write-in the brand bid in the spaces provided on the State-Supplied Price Sheet.  As permitted previously, Bidders may offer multiple brands for a given category/price line.
· Bidders are still permitted to bid brands that are not specifically listed in Bid Solicitation Section 4.1 as the State’s most commonly-used/commonly-requested brands.  Any brand bid must meet the requirements of the category.
· A market basket evaluation will not be conducted and Quotes will not be ranked for award.  Instead, all responsive Quotes will be considered for a Contract award.  
· A Contract selection/ordering process has been outlined in Bid Solicitation Section 4.18.
· The Contract selection/ordering process contains a preference for small businesses and disabled veteran-owned businesses.  Please refer to Bid Solicitation Section 4.18.
· Two (2) new categories have been added to the Bid Solicitation and State-Supplied Price Sheet:  Category 8 – Law Enforcement Drones/Unmanned Aerial Vehicles and Category 9 – Bioterrorism/Biodefense/Biowarfare/Chemical Warfare Combatant Products and Equipment, Supplies, Parts and Accessories;
· This Bid Solicitation permits Bidders to offer software, cloud storage solutions and related equipment and accessories as part of the price list for the brand bid, provided that the software, cloud storage solutions and related equipment and accessories pertain to the products contained within the given category; Any cloud hosting fees or charges should be included on the Bidders Price List submitted pursuant to Bid Solicitation Section 3.24 and such pricing will be subject to the percentage discount or markup quoted on the State-Supplied Price Sheet.
· Requirements for negotiations involved with additional licensing software terms and conditions or cloud storage solutions as set forth in Bid Solicitation Section 8.17.

[bookmark: _Toc208904573][bookmark: _Toc225851659]CONTRACT AMOUNT
The estimated amount of the Contract, if stated, shall not be construed as either the maximum or minimum amount which the State shall be obligated to order.

[bookmark: _Toc208904574][bookmark: _Toc225851660]ORDER OF PRECEDENCE OF CONTRACTUAL TERMS
The Contract awarded, and the entire agreement between the parties, as a result of this Bid Solicitation shall consist of:  (1) the final Bid Solicitation, (2) the State of New Jersey Standard Terms and Conditions dated 6/3/2025, (3) the Quote, and if applicable (4) any Bidder responses to clarifications; (5) a Bidder’s Best and Final Offer, (6) other negotiated document, and/or (7) third party document.  In the event of a conflict in the terms and conditions among the documents comprising this Contract, the order of precedence, for purposes of interpretation thereof, shall be as listed from highest ranking to lowest ranking as noted above. 

Any other terms or conditions, not included with the Bidder’s Quote and accepted by the State, shall not be incorporated into the Contract awarded.  Any external documentation referenced, including those documents referenced by a URL, including without limitation, technical reference manuals, technical support policies, copyright notices, additional license terms, etc., are subject to the terms and conditions of the Bid Solicitation and the State of New Jersey Standard Terms and Conditions.  In the event of any conflict between the terms of a document incorporated by reference, the terms and conditions of the Bid Solicitation and the State of New Jersey Standard Terms and Conditions shall prevail.

[bookmark: _Toc208904575][bookmark: _Toc225851661]INTRASTATE COOPERATIVE PURCHASING
The Division intends to extend the Contracts awarded to the State's Intrastate Cooperative Purchasing Participants.  Although the State is making the use of any Contract resulting from this Bid Solicitation available to Intrastate Cooperative Purchasing Participants, the Division makes no representation as to the acceptability of the Bid Solicitation’s terms and conditions to any Intrastate Cooperative Purchasing Participants.

[bookmark: _Toc225851662]PRE-QUOTE SUBMISSION INFORMATION
The Bidder assumes sole responsibility for the complete effort required in submitting a Quote and for reviewing the Quote submission requirements and the Scope of Work requirements.  

[bookmark: _Toc208904577][bookmark: _Toc225851663]ELECTRONIC QUESTION AND ANSWER PERIOD
The Division will electronically accept questions and inquiries from all potential Bidders via the “Q&A” Tab of the Bid Solicitation in NJSTART.  Questions should be directly tied to a Bid Solicitation Section, the State-Supplied Price Sheet, Form or Attachment; and should reference the specific Bid Solicitation Section or document to which it relates.

The cut-off date for electronic questions and inquiries relating to this Bid Solicitation is indicated on the Bid Solicitation cover page.  In the event that questions are posed by Bidders, answers to such questions will be issued by Bid Amendment.  
[bookmark: _1.3.3__Mandatory_Pre-Bid_Conference][bookmark: _1.3.5__SUBMISSION_OF_BID_PROPOSAL][bookmark: _1.3.2_SUBMISSION_OF_BID_PROPOSAL]
A Bidder shall not contact the Using Agency and/or the Procurement Specialist directly, in person, by telephone or by e-mail, concerning this Bid Solicitation, prior to Contract award.

[bookmark: _Toc208904578][bookmark: _Toc225851664]EXCEPTIONS TO THE STATE OF NJ STANDARD TERMS AND CONDITIONS (SSTC)
Questions regarding the State of New Jersey Standard Terms and Conditions and exceptions to mandatory requirements MUST be posed during the Electronic Question and Answer period and shall contain the Bidder’s suggested changes and the reason(s) for the suggested change(s).

[bookmark: _Toc208904579][bookmark: _Toc225851665]BID AMENDMENTS
In the event that it becomes necessary to clarify or revise this Bid Solicitation, such clarification or revision will be by Bid Amendment.  Any Bid Amendment will become part of this Bid Solicitation and part of any Contract awarded. Bid Amendments will be posted as a file attachment on the “Summary” page of the Bid Solicitation in NJSTART after the cut-off date.  

There are no designated dates for release of Bid Amendments.  Those Bidders who are on the bid holder list either through commodity code registration in NJSTART or by acknowledging the bid in NJSTART should receive notification of any Bid Amendment(s). If a Bidder is not on the bid holder list, Bid Amendments are still viewable on the “Summary” page of the Bid Solicitation in NJSTART.

It is the sole responsibility of the Bidder to be knowledgeable of all Bid Amendments related to this procurement. An interested Bidder should check the NJSTART “Open Bids” Tab on a daily basis to ensure review of the most updated information.

[bookmark: _Toc208904580][bookmark: _Toc225851666]MANDATORY/OPTIONAL SITE VISIT
Not applicable to this procurement.

[bookmark: _Toc208904581][bookmark: _Toc225851667]MANDATORY/OPTIONAL PRE-QUOTE CONFERENCE
Not applicable to this procurement.

[bookmark: _Toc208904582][bookmark: _Toc225851668]PRE-QUOTE DOCUMENT REVIEW 
Not applicable to this procurement.

[bookmark: _Toc225851669]QUOTE SUBMISSION REQUIREMENTS

[bookmark: _Toc208904584][bookmark: _Toc225851670]QUOTE SUBMISSION 
In order to be considered for award, the Quote must be received electronically by the Division’s Proposal Review Unit, through NJSTART, by the required date and time. 

The date and time of the Quote opening are indicated on the Bid Solicitation cover sheet and on the “Summary” Tab of the Bid Solicitation webpage within NJSTART.  If the Quote opening deadline has been revised, the new Quote opening deadline will be shown on the posted Bid Amendment and on the “Summary” Tab of the Bid Solicitation webpage within NJSTART.  Quotes not received prior to the Quote opening deadline shall be rejected.

Quotes will be publicly opened and announced by telephone conference on the date and time of the quote opening. 
(Dial-in phone number: 888-204-5984 / Access code: 2602305)

When submitting a Quote through NJSTART, do not use any symbols (i.e., #, @, $, &, *) in the filename as this may prevent the Quote from being properly uploaded.  Uploaded files must be compatible with Microsoft Office and/or Adobe software applications. DO NOT UPLOAD files with extensions such as .zip, .numbers, or .pages.

When uploading the documents to NJSTART, the Bidder should select the “Confidential” option in NJSTART for attachments on the “Attachments” Tab to request that the documents not be displayed publicly through NJSTART. Marking an attachment as "Confidential" in NJSTART shall not constitute the Bidder's designation of the attachment as exempt from public disclosure under the New Jersey Open Public Records Act (OPRA), N.J.S.A. 47:1A-1 et seq., or the common law right to know.

[bookmark: _Toc208904585][bookmark: _Toc225851671]BIDDER RESPONSIBILITY
The Bidder assumes sole responsibility for the complete effort required in submitting a Quote in response to this Bid Solicitation.  No special consideration will be given after Quotes are opened because of a Bidder’s failure to be knowledgeable as to all of the requirements of this Bid Solicitation.  The State assumes no responsibility and bears no liability for costs incurred by a Bidder in the preparation and submittal of a Quote in response to this Bid Solicitation or any pre-contract award costs incurred.

[bookmark: _Toc208904586][bookmark: _Toc225851672]ANNOUNCEMENT OF QUOTE INFORMATION
On the date and time Quotes are due under the Bid Solicitation, all information concerning the Quotes submitted may be publicly announced and shall be available for inspection and copying except otherwise noted:  
A. Information appropriately designated as proprietary and/or confidential in a Bidder’s Quote shall not be available for inspection and copying; and
B. Where negotiation is contemplated, only the names and addresses of the Bidders submitting Quotes will be announced, and the contents of the Quotes shall not be available for inspection and copying until the Notice of Intent to Award is issued by the Director. 

[bookmark: _Toc208904587][bookmark: _Toc225851673]QUOTE ERRORS
In accordance with N.J.A.C. 17:12-2.11 “Proposal errors,” a Bidder may withdraw its Quote as described below.

[bookmark: _Toc208904588][bookmark: _Toc225851674]QUOTE WITHDRAWAL PRIOR TO QUOTE OPENING
A Bidder may withdraw its Quote submission in NJSTART prior to the Quote opening; however, Bidders should note that while withdrawn NJSTART Quotes remain viewable by the Bidder on its Vendor Profile Homepage, they are removed from the Division’s view and cannot be considered for Contract award. The Bidder may submit a revised Quote as long as the Quote is received prior to the announced date and time for Quote submission. Bidders may refer to the QRG “Submit a Quote” for additional instructions.

[bookmark: _Toc208904589][bookmark: _Toc225851675]QUOTE WITHDRAWAL AFTER QUOTE OPENING, BUT PRIOR TO CONTRACT AWARD
If, after the Quote opening, but before Contract award, a Bidder discovers an error in its Quote, the Bidder may make a written request to the Procurement Bureau to withdraw its Quote, or a portion thereof, from consideration for award.  If the Bidder’s request to withdraw is made in good faith, and the State will not be significantly prejudiced by granting the withdrawal of the Quote beyond the loss of the benefit of the bargain to the State of the withdrawing Bidder’s offer, the request shall be granted.  Evidence of the Bidder’s good faith in making this request can be demonstrated by one (1) or more of the following factors: A mistake is so significant that to enforce the Contract resulting from the Quote would be unconscionable; that the mistake relates to a material feature or term of the Contract; and that the mistake occurred notwithstanding the Bidder’s exercise of reasonable care.  After Quote opening, while pursuant to the provisions of this section a Bidder may request to withdraw its Quote and the Director may in his/her discretion allow said Bidder to withdraw it, the Division also may take notice of repeated or unusual requests to withdraw by a Bidder and take those prior requests to withdraw into consideration when evaluating the Bidder’s future Quotes.

The Quote withdrawal request must include the Bid Solicitation Number, Bid Solicitation Title, and the Quote submission date and should be sent to Procurement.Bureau@treas.nj.gov.

If, during a Quote evaluation process, an obvious pricing error made by a potential Contract awardee is found, the Director or his/her designee shall issue written notice to the Bidder.  The Bidder will have up to five (5) Business Days after receipt of the notice to confirm its pricing.  If the Bidder fails to respond, its Quote shall be considered withdrawn, and no further consideration shall be given to it.

[bookmark: _Toc208904590][bookmark: _Toc225851676]JOINT VENTURE
If a Joint Venture is submitting a Quote, the agreement between the parties relating to such Joint Venture should be submitted with the Joint Venture’s Quote.  Authorized signatories from each party comprising the Joint Venture must sign the Offer and Acceptance Page.  Each party to the Joint Venture must individually complete and comply with all the forms and certification requirements in Bid Solicitation Section 3 – Quote Submission Requirements. 

[bookmark: _Toc208904591][bookmark: _Toc225851677]SMALL BUSINESS SET-ASIDE CONTRACTS
Pursuant to the provisions of N.J.S.A. 52:32-17 et seq. and N.J.A.C. 17:13 et seq. this is a small business preference Set-Aside Contract for Category I, II, or III, for Small Businesses.  

This Bid Solicitation includes an evaluation preference for those Bidders who are registered as a Small Business Enterprise (SBE) with the Division of Revenue and Enterprise Services, Small Business Registration and M/WBE Certification Services Unit as of the Quote Opening Date.  See Bid Solicitation Section 4.18 (Contract Ordering/Mini-Bid Process) for additional information.

The Bidder must be registered as a qualified small business with the Division of Revenue and Enterprise Services, Small Business Registration and M/WBE Certification Services Unit, by the date the Quote is received and opened.   

A Bidder should verify its Small, Minority, Veteran, and Women Owned Business Certification status on the “Maintain Terms and Categories” Tab within its profile in NJSTART. In the event of an issue with a Bidder’s Small, Minority, Veteran, and Women Owned Business Certification status, NJSTART provides a link to take corrective action.

If the Bidder has previously registered or been certified as a Small Business Enterprise, the Bidder should ensure it is currently registered and that its registration is active with the Division of Revenue and Enterprise Services, Small Business Registration and M/WBE Certification Services Unit, prior to the Quote opening date, to be eligible for award.  The Bidder should ensure that it has completed the annual verification, if required.

Information, registration requirements and application are available at https://www.nj.gov/treasury/revenue/ucs.shtml.

[bookmark: _Toc208904592][bookmark: _Toc225851678]DISABLED VETERANS’ BUSINESS SET-ASIDE CONTRACT 
Pursuant to the provisions of N.J.S.A. 52:32-31 et seq. and N.J.A.C. 17:14 et seq. this is a Set-Aside preference Contract for Disabled Veterans’ Business.  

This Bid Solicitation includes an evaluation preference for those Bidders who are registered as a Disabled Veterans Business (DVOB) with the Division of Revenue and Enterprise Services, Small Business Registration and M/WBE Certification Services Unit as of the Quote Opening Date.  See Bid Solicitation Section 4.18 (Contract Ordering/Mini-Bid Process) for additional information.

The Bidder must be registered as a qualified Disabled Veterans Business with the Division of Revenue and Enterprise Services, Small Business Registration and M/WBE Certification Services Unit, by the date the Quote is received and opened.   

A Bidder should verify its Small, Minority, Veteran, and Women Owned Business Certification status on the “Maintain Terms and Categories” Tab within its profile in NJSTART. In the event of an issue with a Bidder’s Small, Minority, Veteran, and Women Owned Business Certification status, NJSTART provides a link to take corrective action.

If the Bidder has previously registered or been certified as a Disabled Veterans Business, the Bidder should ensure it is currently registered and that its registration is active with the Division of Revenue and Enterprise Services, Small Business Registration and M/WBE Certification Services Unit, prior to the Quote opening date, to be eligible for award.  The Bidder should ensure that it has completed the annual verification, if required.

Information, registration requirements and application are available at https://www.nj.gov/treasury/revenue/ucs.shtml.

[bookmark: _Toc208904593][bookmark: _Toc225851679]BID SECURITY
Not applicable to this procurement.

[bookmark: _Toc208904594][bookmark: _Toc225851680]BIDDER ADDITIONAL TERMS SUBMITTED WITH THE QUOTE
A Bidder may submit additional terms as part of its Quote.  Additional terms are Bidder-proposed terms or conditions that do not conflict with the scope of work required in this Bid Solicitation, the terms and conditions of this Bid Solicitation, or the State of New Jersey Standard Terms and Conditions.  Bidder proposed terms or conditions that conflict with those contained in the State of New Jersey Standard Terms and Conditions will render a Quote non-responsive.  It is incumbent upon the Bidder to identify and remove its conflicting proposed terms and conditions prior to Quote submission.  

Quotes including Bidder proposed additional terms may be accepted, rejected, or negotiated, in whole or in part, at the State’s sole discretion. 

If Bidder intends to propose terms and conditions that conflict with the State of New Jersey Standard Terms and Conditions, those Bidder proposed terms and conditions shall only be considered if submitted and agreed to pursuant to the electronic question and answer procedure.  Bidders shall not submit exceptions or modifications as part of the Quote or on the “Terms and Conditions” Tab through NJSTART. 

[bookmark: _Toc208904595][bookmark: _Toc225851681]QUOTE CONTENT
The Quote should be submitted with the attachments organized in the following manner:
· Forms from Attachment 1 - Standard Procurement Forms Packet, specifically a completed and signed Ownership Disclosure Form (Bid Solicitation Section 3.13.2).
· State-Supplied Price Sheet, completed in accordance with the instructions in Bid Solicitation Section 3.36. 
· State of New Jersey Security Due Diligence Third Party Information Security Questionnaire (See Bid Solicitation Section 4.19). 

A Bidder should not password protect any submitted documents. Use of URLs in a Quote should be kept to a minimum and shall not be used to satisfy any material term of a Bid Solicitation. If a preprinted or other document included as part of the Quote contains a URL, a printed copy of the information should be provided and will be considered as part of the Quote. 

[bookmark: _Toc208904596][bookmark: _Toc225851682]FORMS, REGISTRATIONS AND CERTIFICATIONS TO BE SUBMITTED WITH QUOTE 
A Bidder is required to complete and submit the following forms.  As an alternative to uploading certain forms with the submitted Quote, a Bidder may complete several certifications electronically in NJSTART on the “Terms and Categories” Tab within the Vendor Profile.  Those forms that may be completed on the NJSTART “Terms and Categories” Tab are noted below. Additionally, a Bidder may attach completed forms to the Vendor Profile.  Refer to QRGs “Vendor Forms” and “Attaching Files” for additional instructions.  VENDOR QUICK REFERENCE GUIDES

OFFER AND ACCEPTANCE PAGE 
The Bidder should complete and submit the Offer and Acceptance Page with the Quote.  The Offer and Acceptance Page must be signed by an authorized representative of the Bidder.  If a Bidder does not submit the form with the Quote, the Bidder must comply within seven (7) Business Days of the State’s request or the State may deem the Quote non-responsive.    

[bookmark: _Toc225851684]OWNERSHIP DISCLOSURE FORM 
Pursuant to N.J.S.A. 52:25-24.2, in the event the Bidder is a corporation, partnership or limited liability company, the Bidder must disclose all 10% or greater owners by (a) completing and submitting the Ownership Disclosure Form with the Quote; (b) if the Bidder has submitted a signed and accurate Ownership Disclosure Form dated and received no more than six (6) months prior to the Quote submission deadline for this procurement, the Division may rely upon that form; however, if there has been a change in ownership within the last six (6) months, a new Ownership Disclosure Form must be completed, signed and submitted with the Quote; or, (c) a Bidder with any direct or indirect parent entity which is publicly traded may submit the name and address of each publicly traded entity and the name and address of each person that holds a 10 percent or greater beneficial interest in the publicly traded entity as of the last annual filing with the federal Securities and Exchange Commission or the foreign equivalent, and, if there is any person that holds a 10 percent or greater beneficial interest, also shall submit links to the websites containing the last annual filings with the federal Securities and Exchange Commission or the foreign equivalent and the relevant page numbers of the filings that contain the information on each person that holds a 10 percent or greater beneficial interest. N.J.S.A. 52:25-24.2.
NOTE: In lieu of completing and submitting the paper-based form, the Bidder has the option to complete this form online in NJSTART on the “Terms and Categories” Tab.  

A Bidder’s failure to submit the information required by N.J.S.A. 52:25-24.2 will result in the rejection of the Quote as non-responsive and preclude the award of a Contract to said Bidder.

  DISCLOSURE OF INVESTMENT ACTIVITIES IN IRAN FORM
The Bidder should  submit Disclosure of Investment Activities in Iran form to certify that, pursuant to N.J.S.A. 52:32-58, neither the Bidder, nor one (1) of its parents, subsidiaries, and/or affiliates (as defined in N.J.S.A. 52:32-56(e)(3)), is listed on the Department of the Treasury’s List of Persons or Entities Engaging in Prohibited Investment Activities in Iran and that neither the Bidder, nor one (1) of its parents, subsidiaries, and/or affiliates, is involved in any of the investment activities set forth in N.J.S.A. 52:32-56(f).  If the Bidder is unable to so certify, the Bidder shall provide a detailed and precise description of such activities as directed on the form.  If a Bidder does not submit the form with the Quote, the Bidder must comply within seven (7) Business Days of the State’s request or the State may deem the Quote non-responsive.
NOTE: In lieu of completing and submitting the paper-based form, the Bidder has the option to complete this certification online in NJSTART on the “Terms and Categories” Tab.  

DISCLOSURE OF INVESTIGATIONS AND OTHER ACTIONS INVOLVING BIDDER FORM
The Bidder should submit the Disclosure of Investigations and Other Actions Involving Bidder Form,  with its Quote, to provide a detailed description of any investigation, litigation, including administrative complaints or other administrative proceedings, involving any public sector clients during the past five (5) years, including the nature and status of the investigation, and, for any litigation, the caption of the action, a brief description of the action, the date of inception, current status, and, if applicable, disposition.  If a Bidder does not submit the form with the Quote, the Bidder must comply within seven (7) Business Days of the State’s request or the State may deem the Quote non-responsive.
NOTE: In lieu of completing and submitting the paper-based form, the Bidder has the option to complete this certification online in NJSTART on the “Terms and Categories” Tab.  

MACBRIDE PRINCIPLES FORM
The Bidder should submit the MacBride Principles Form.  Pursuant to N.J.S.A. 52:34-12.2, a Bidder is required to certify  that it either has no ongoing business activities in Northern Ireland and does not maintain a physical presence therein or that it will take lawful steps in good faith to conduct any business operations it has in Northern Ireland in accordance with the MacBride principles of nondiscrimination in employment as set forth in N.J.S.A. 52:18A-89.5 and in conformance with the United Kingdom’s Fair Employment (Northern Ireland) Act of 1989, and permit independent monitoring of their compliance with those principles.  If a Bidder does not submit the form with the Quote, the Bidder must comply within seven (7) Business Days of the State’s request or the State may deem the Quote non-responsive.
NOTE: In lieu of completing and submitting the paper-based form, the Bidder has the option to complete this certification online in NJSTART on the “Terms and Categories” Tab.  

SERVICE PERFORMANCE WITHIN THE UNITED STATES
The Bidder should submit a completed Source Disclosure Form. Pursuant to N.J.S.A. 52:34-13.2, all Contracts primarily for services shall be performed within the United States. If a Bidder does not submit the form with the Quote, the Bidder must comply within seven (7) Business Days of the State’s request or the State may deem the Quote non-responsive. 

CONFIDENTIALITY/COMMITMENT TO DEFEND
Pursuant to the New Jersey Open Public Records Act (OPRA), N.J.S.A. 47:1A-1 et seq., or the common law right to know, Quotes can be released to the public in accordance with N.J.A.C. 17:12-1.2(b) and (c).  

The Bidder should submit a completed and signed Confidentiality/Commitment to Defend Form with the Quote.  In the event that the Bidder does not submit the Confidentiality form with the Quote, the State reserves the right to request that the Bidder submit the form after Quote submission.

After the opening of sealed Quotes, all information submitted by a Bidder in response to a Bid Solicitation is considered public information notwithstanding any disclaimers to the contrary submitted by a Bidder.  Proprietary, financial, security and confidential information may be exempt from public disclosure by OPRA and/or the common law when the Bidder has a good faith, legal/factual basis for such assertion. 

When the Bid Solicitation contains a negotiation component, the Quote will not be subject to public disclosure until a notice of intent to award a Contract is announced. 

As part of its Quote, a Bidder may request that portions of the Quote be exempt from public disclosure under OPRA and/or the common law. The Bidder must provide a detailed statement clearly identifying those sections of the Quote that it claims are exempt from production, and the legal and factual basis that supports said exemption(s) as a matter of law.  The State will not honor any attempts by a Bidder to designate its State-Supplied Price Sheet, Price List/Catalog, and/or the entire Quote as proprietary and/or confidential, and/or to claim copyright protection for its entire Quote.  If the State does not agree with a Bidder’s designation of proprietary and/or confidential information, the State will use commercially reasonable efforts to advise the Bidder. Copyright law does not prohibit access to a record which is otherwise available under OPRA.

The State reserves the right to make the determination as to what to disclose in response to an OPRA request.  Any information that the State determines to be exempt from disclosure under OPRA will be redacted.  

In the event of any challenge to the Bidder’s assertion of confidentiality that is contrary to the State’s determination of confidentiality, the Bidder shall be solely responsible for defending its designation, but in doing so, all costs and expenses associated therewith shall be the responsibility of the Bidder. The State assumes no such responsibility or liability.  

In order not to delay consideration of the Quote or the State’s response to a request for documents, the State requires that Bidder respond to any request regarding confidentiality markings within the timeframe designated in the State’s correspondence regarding confidentiality.  If no response is received by the designated date and time, the State will be permitted to release a copy of the Quote with the State making the determination regarding what may be proprietary or confidential.

SUBCONTRACTOR UTILIZATION PLAN
Bidders intending to use Subcontractor(s) shall list all Subcontractors on the Subcontractor Utilization Plan form or may list the Subcontractor(s) on the “Subcontractor” Tab in NJSTART. 

For a Quote that does NOT include the use of any Subcontractors, the Bidder is automatically certifying that, if selected for an award, the Bidder will be performing all work required by the Contract. 

If it becomes necessary for the Contractor to substitute a Subcontractor, add a Subcontractor, or substitute its own staff for a Subcontractor, the Contractor will identify the proposed new Subcontractor or staff member(s) and the work to be performed.  The Contractor shall forward a written request to substitute or add a Subcontractor or to substitute its own staff for a Subcontractor to the State Contract Manager for consideration.    The Contractor must provide a completed Subcontractor Utilization Plan, a detailed justification documenting the necessity for the substitution or addition, and resumes of its proposed replacement staff or of the proposed Subcontractor’s management, supervisory, and other key personnel that demonstrate knowledge, ability and experience relevant to that part of the work which the Subcontractor is to undertake. The qualifications and experience of the replacement(s) must equal or exceed those of similar personnel proposed by the Contractor in its Quote.  The State Contract Manager will forward the request to the Director for approval.  

NOTE: No substituted or additional Subcontractors are authorized to begin work until the Contractor has received written approval from the Director.

SMALL BUSINESS AND/OR DISABLED VETERANS’ BUSINESS SUBCONTRACTING SET-ASIDE CONTRACT 
Not applicable to this procurement.

[bookmark: _Toc225851691]RESERVED

AFFIRMATIVE ACTION
The intended Contractor and its named Subcontractor(s) must submit a copy of a New Jersey Certificate of Employee Information Report, or a copy of Federal Letter of Approval verifying it is operating under a federally approved or sanctioned Affirmative Action program.  If the Contractor and/or its named Subcontractor(s) are not in possession of either a New Jersey Certificate of Employee Information Report or a Federal Letter of Approval, it/they must complete and submit the Affirmative Action Employee Information Report (AA-302).  Information, instruction and the application are available at https://www.state.nj.us/treasury/contract_compliance/index.shtml.

[bookmark: _Toc225851693]RESERVED

[bookmark: _STATE_OF_NEW][bookmark: _Toc225851694]STATE OF NEW JERSEY SECURITY DUE DILLIGENCE THIRD-PARTY INFORMATION SECURITY QUESTIONNAIRE
The Bidder should complete and submit the State of New Jersey Security Due Diligence Third-Party Information Security Questionnaire (Questionnaire) with its Quote. If a Bidder does not submit the completed Questionnaire with the Quote, the Bidder must comply within seven (7) Business Days of the State’s request or the State may deem the Quote non-responsive. 

This Questionnaire is designed to provide the State with an overview of the Bidder’s security and privacy controls to ensure that the Bidder will (1) meet the State of New Jersey’s objectives as outlined and documented in the Statewide Information Security Manual (Statewide Information Security Manual (SISM) | NJCCIC); and (2) comply with the State’s security requirements as outlined in Section 6 – Data Security Requirements – Contractor Responsibility.  The State reserves the right to remove a Bidder from consideration of Contract award if the State determines that the Bidder’s Questionnaire failed to sufficiently convey that the Bidder’s security and privacy controls meet the State’s requirements. 

The State has executed a Confidentiality/Non-Disclosure Agreement which is attached to the Questionnaire.  The Bidder should countersign the Confidentiality/Non-Disclosure Agreement and include it with its submitted Questionnaire. If a Bidder does not submit the signed Confidentiality/Non-Disclosure Agreement with the Questionnaire, the Bidder must comply within seven (7) Business Days of the State’s request or the State may deem the Quote non-responsive.  No amendments to Confidentiality/Non-Disclosure Agreement are permitted.  

To the extent permissible under OPRA, the New Jersey common law right to know, and any other lawful document request or subpoena, the completed Questionnaire and supplemental documentation provided by the Bidder will be kept confidential and not shared with the public or other Bidders.

BUSINESS REGISTRATION
[bookmark: OLE_LINK1]In accordance with N.J.S.A. 52:32-44(b), a Bidder and its named Subcontractors must have a valid Business Registration Certificate (“BRC”) issued by the Department of the Treasury, Division of Revenue and Enterprise Services prior to the award of a Contract.  A Bidder should verify its Business Registration Certification Active status on the “Maintain Terms and Categories” Tab within its profile in NJSTART. In the event of an issue with a Bidder’s Business Registration Certification Active status, NJSTART provides a link to take corrective action. 

[bookmark: _Toc99544656][bookmark: _Toc225851696]3.13.14	Certification of Non-Involvement in Prohibited Activities in Russia or Belarus Pursuant to P.L.2022, c.3
The Bidder should submit the Certification of Non-Involvement in Prohibited Activities in Russia or Belarus Form.  Pursuant to P.L.2022, c.3, a person or entity seeking to enter into or renew a contract for the provision of goods or services shall certify that it is not Engaging in Prohibited Activities in Russia or Belarus as defined by P.L.2002, c.3, sec. 1(e).  If a Bidder does not submit the form with the Quote, the Bidder must comply within seven (7) Business Days of the State’s request or the State may deem the Quote non-responsive.
[bookmark: _Toc208904611][bookmark: _Toc225851697]TECHNICAL QUOTE 
Not applicable to this procurement.

[bookmark: _Toc208904612][bookmark: _Toc225851698]BIDDER QUOTE OVERVIEW FORM
Not applicable to this procurement.

[bookmark: _Toc208904613][bookmark: _Toc225851699]BIDDER DATA SHEET/FORM
The Bidder should submit the Bidder Data Sheet with its Quote.  The Bidder Data Sheet will be used to evaluate the Bidder’s ability to complete the Scope of Work.  

The Bidder should provide in its response to Part I of the Bidder Data Sheet all relevant information regarding its experience in successfully completing contracts of a similar size and scope to the work required by this Bid Solicitation.  

The Bidder must provide, in Part II of the Bidder Data Sheet, details of any negative actions taken by other contracting entities against it in the course of performing these projects including, but not limited to, receipt of letters of potential default, default, cure notices, termination of services for cause, or other similar notifications/processes.  Additionally, the Bidder should provide details, including any negative audits, reports, or findings by any governmental agency for which the Bidder is/was the contractor on any contracts of similar scope.  In the event a Bidder neglects to include this information in its Quote, the Bidder’s omission of necessary disclosure information may be cause for rejection of the Bidder’s Quote by the State.

If proposing to use a Subcontractor, the Bidder should provide as an attachment to the Bidder Data Sheet documented experience to demonstrate that each Subcontractor has successfully performed work on contracts of a similar size and scope to the work that the Subcontractor is designated to perform in the Bidder’s Quote.  The Bidder must provide a detailed description of services to be provided by each Subcontractor.  

[bookmark: _Toc225851700]AFFIDAVIT OF APPAREL PRODUCTION
Not applicable to this procurement.

[bookmark: _Toc208904615][bookmark: _Toc225851701]DISCLOSURE OF PRODUCT COMPOSITION
Not applicable to this procurement.

[bookmark: _Toc208904616][bookmark: _Toc225851702]SPECIFICATION DATA SHEETS
Not applicable to this procurement.

[bookmark: _Toc208904617][bookmark: _Toc225851703]SAMPLES AND TESTING
Not applicable to this procurement.

[bookmark: _Toc208904618][bookmark: _Toc225851704]SPECIFICATION CONFORMANCE FORM
Not applicable to this procurement.

[bookmark: _Toc208904619][bookmark: _Toc225851705]MANUFACTURER’S CERTIFICATION
Upon the State’s request, the Bidder should submit a letter of certification from the manufacturer whose product is supplied, certifying that the Bidder is authorized by the manufacturer to supply the good(s) specified.  The certification must indicate that the Bidder was authorized by the manufacturer to supply the good(s) specified as of the Quote Opening Date. The State reserves the right to request such certification and to require that such certification be provided within five (5) Business Days from the time it is requested.  

[bookmark: _Toc208904620][bookmark: _Toc225851706]MANUFACTURER’S PUBLISHED LIST OF OPTIONS AND ATTACHMENTS/PRICE LIST
Not applicable to this procurement.

[bookmark: _Toc208904621][bookmark: _Toc225851707]PRICE LIST AND/OR CATALOG
A Bidder should submit a preprinted price list or catalog for each category and brand bid.  The price list and/or catalog submitted must clearly indicate the products and brands offered and the firm, fixed pricing associated with the products, such that the applicable Bid Solicitation category/price line may be determined.  

Any parts, components, equipment, controls or materials which are standard and/or necessary to form an efficient and complete working unit can be offered in the price list.  For example, if a Bidder offers a thermal imaging device, but the charging station, glare shield and handheld receiver are included as a separate cost item on the price list, those items can be offered to form a complete working unit. The State reserves the right to approve or reject any proposed options.

The price list(s) or catalog(s) should be uploaded to the Attachments tab of the Quote in NJSTART.

To avoid any confusion, the price list provided by the Bidder for the brand(s) bid should only contain one price column, to which the discount or markup bid on the State-Supplied Price Sheet will be applied.

A Bidder must redact those products which do not apply to the category bid.  In lieu of redacting a price list, a Bidder may choose to offer only the pages of the price list that correspond with the category bid.

The Bidder acknowledges that any references to, minimum orders, order threshold charges, service charges, price escalation clauses, sales or other applicable taxes, manufacturers additional terms and conditions, FOB shipping point limitations, and shipping charges, contained in the preprinted price lists, catalogs, and/or literature, shall not apply to this Bid Solicitation and any Contract award. 

If a price list is not published, then the list of products for the brand, including product description, product item/ID numbers and prices, listed on the Bidder’s letterhead, dated and with authorized signature are acceptable.  The letter should include the Bid Solicitation number.

If a Bidder does not provide the preprinted price list or catalog for each category and brand bid with its Quote, the State reserves the right to request such information from the Bidder.  The Bidder must respond to such request by providing all requested information within forty-eight (48) hours.  If the information requested is not received within forty-eight (48) hours, the Quote may be deemed non-responsive.

The submission of price lists are required in order for the State to confirm that the brand bid meets the category description and Bid Solicitation requirements.  These price lists will not be published as part of the Contract award.  However, a Contractor must provide the latest price list for the contracted brand upon the Using Agency’s request.   Please refer to Bid Solicitation Section 4.18 (Contract Ordering/Mini-Bid Process).

[bookmark: _Toc208904622][bookmark: _Toc225851708]MANAGEMENT OVERVIEW
Not applicable to this procurement.

[bookmark: _Toc208904623][bookmark: _Toc225851709]CONTRACT MANAGEMENT
Not applicable to this procurement.

[bookmark: _Toc208904624][bookmark: _Toc225851710]CONTRACT SCHEDULE
Not applicable to this procurement.

[bookmark: _Toc208904625][bookmark: _Toc225851711]MOBILIZATION PLAN
Not applicable to this procurement.

[bookmark: _Toc208904626][bookmark: _Toc225851712]ADDITIONAL PLAN(S)
Not applicable to this procurement.

[bookmark: _Toc208904627][bookmark: _Toc225851713]ORGANIZATIONAL EXPERIENCE
Not applicable to this procurement.

[bookmark: _Toc208904628][bookmark: _Toc225851714]LOCATION
Not applicable to this procurement.

[bookmark: _Toc208904629][bookmark: _Toc225851715]ORGANIZATION CHARTS
Not applicable to this procurement.

[bookmark: _Toc208904630][bookmark: _Toc225851716]RESUMES
Not applicable to this procurement.

[bookmark: _Toc208904631][bookmark: _Toc225851717]EXPERIENCE WITH CONTRACTS OF SIMILAR SIZE AND SCOPE
Not applicable to this procurement.

[bookmark: _Toc208904632][bookmark: _Toc225851718]FINANCIAL CAPABILITY OF THE BIDDER
Upon the State’s request, the Bidder should provide sufficient financial information to enable the State to assess the financial strength and creditworthiness of the Bidder and its ability to undertake and successfully complete the Contract.  In order to provide the State with the ability to evaluate the Bidder’s financial capacity and capability to undertake and successfully complete the Contract, the Bidder should submit the following:
A. For publicly traded companies the Bidder should provide copies or the electronic location of the annual reports filed for the two most recent years; or
B. For privately held companies the Bidder should provide the certified financial statement (audited or reviewed) in accordance with applicable standards by an independent Certified Public Accountant, including a balance sheet, income statement, and statement of cash flow, and all applicable notes for the most recent calendar year or the Bidder’s most recent fiscal year. 

If the information is not supplied with the Quote, the State may still require the Bidder to submit it.  If the Bidder fails to comply with the request within seven (7) Business Days, the State may deem the Quote non-responsive.

A Bidder may designate specific financial information as not subject to disclosure when the Bidder has a good faith legal/factual basis for such assertion.  The State reserves the right to make the determination to accept the assertion and will so advise the Bidder.

[bookmark: _STATE-SUPPLIED_PRICE_SHEET][bookmark: _Toc208904633][bookmark: _Toc225851719]STATE-SUPPLIED PRICE SHEET INSTRUCTIONS
The Bidder must submit its pricing using the State-Supplied Price Sheet accompanying this Bid Solicitation and located on the “Attachments” Tab. Each Bidder is required to hold its pricing firm through the issuance of the Contract.

In order for the State to make sound business judgments regarding products and prices offered in response to this Bid Solicitation, the Bidder must supply, with its Quote, the information requested on the Bid Solicitation’s pricing lines in sufficient detail as to allow the State to determine the firm, fixed Quote pricing and the precise product or service being offered, i.e., with no possible misinterpretation of the price or product/service being offered by the Bidder.  A Bidder’s failure to provide, within its Quote, the information deemed by the State to be essential for product identification or price determination shall result in rejection of that Bidder’s Quote.  Notwithstanding the aforementioned material obligation, in order to support the State's decision-making process, the State may require a Bidder to provide additional information or documentation that has been deemed not to be material to product identification or price determination, in which case, the Bidder shall, within the time limit set forth in the written request, comply with said request.  Each Bidder is required to hold its prices firm through issuance of the Contract.

The Bid Solicitation and State-Supplied Price Sheet contain nine (9) categories/price line items, which are itemized as follows:
	Category Number/Price Line Number
	Category Description

	1
	Laser/Radar Guns and Speed Monitor Trailers, Parts and Accessories

	1A
	Laser/Radar Guns and Speed Monitor Trailers - Consulting Services, Hardware/Software Configuration, Training and Repair Services

	2
	Chemical, Biological, Radiological, Nuclear and Explosives (CBRNE) Detection, Mitigation Products, Parts and Accessories and Personal Protective Equipment (PPE), Parts and Accessories 

	2A
	Chemical, Biological, Radiological, Nuclear and Explosives (CBRNE) Detection, Mitigation Products - Consulting Services, Hardware/Software Configuration, Training and Repair Services

	3
	Area Security Equipment, Supplies, Parts and Accessories

	3A
	Area Security Equipment - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services

	4
	Police In-Car Video Solution - Hardware

	4A
	Police In-Car Video Solution - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services 

	5
	Police Body Camera Solution - Hardware

	5A
	Police Body Camera Solution - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services 

	6
	Interview Room Camera Solution - Hardware

	6A
	Interview Room Camera Solution - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services 

	7
	Automated License Plate Reader/Recognition Surveillance Solution - Hardware

	7A
	Automated License Plate Reader/Recognition Surveillance Solution -- Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services

	8
	Law Enforcement Drones/Unmanned Aerial Vehicles, Parts and Accessories

	8A
	Law Enforcement Drones/Unmanned Aerial Vehicles - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services

	9
	Bioterrorism/Biodefense/ Biowarfare/ Chemical Warfare Combatant and Detection Equipment, Products, Supplies, Parts and Accessories

	9A
	Bioterrorism/Biodefense/ Biowarfare/ Chemical Warfare Combatant and Detection Equipment, Products, Supplies, Parts and Accessories - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services



A Bidder may bid on one, some or all Categories/Price Lines.  A Bidder is not required to bid on all Categories/Price Lines on the State-Supplied Price Sheet in order to be considered responsive.

Bidders providing a Quote for Categories 1 through 9 must bid on the corresponding services lines, 1A, 2A, 3A, 4A, 5A, 6A, 7A, 8A and 9A, in order for their Quote to be considered for an award.  For example, a Bidder providing a Quote for Category 3, Price Line 3 (Area Security Equipment, Supplies, Parts and Accessories), must also provide a Quote for Price Line 3A (Area Security Equipment - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services) in order for its Quote to be considered responsive for Category 3.  Similarly, if a Bidder intends to bid on Price Line 3A, they must also bid on Price Line 3.  Both price lines must be bid on in order to be considered for an award.  Bidders may identify dealers/distributors within its Quote submission that they intend to utilize under the Contract for the products and services lines.  Please refer to Bid Solicitation Section 5.7.

The Division intends to award a Contract to each responsive Bidder that submits a Quote that meets the category definition and requirements of the Bid Solicitation in accordance with Sections 8.9 and 8.16 of this Bid Solicitation.

Instructions:

Step 1 – The Bidder should enter the Bidder’s name in the “Bidders Name” field located at the top of the State-Supplied Price Sheet.

Step 2 – The Bidder should enter the cash discount for expedited payments, pursuant to Section 3.36.2 (Cash Discounts) field located at the top of the State-Supplied Price Sheet.

If the Bidder leaves the “Cash Discount” field blank it shall mean that the Bidder is not offering a cash discount.

Step 3 – For Price Lines 1, 2, 3, 4, 5, 6, 7, 8 and 9: The Bidder shall insert a firm, fixed percentage (%) discount or mark-up from the product catalog/price list, by entering the percentage discount or mark-up bid in the "Percentage (%) Discount (-) or Mark-Up (+) from the Prices Offered on the Brand's Price List” field on the price line on the State-Supplied Price Sheet.  A Bidder's entry in the "Percentage (%) Discount (-) or Mark-Up (+) from the Prices Offered on the Brand's Price List” field shall be considered a percentage (%).  For example, entry of "50" shall be considered "50%" and that of "0.50" shall be considered "0.50%".

The State will accept up to two (2) decimal places to the right of the decimal point.  Percentages may be offered on the State-Supplied Price Sheet up to two (2) decimal places to the right of the decimal point.  Price Sheet formatting will automatically round percentages containing more than two (2) decimal places to the right of the decimal point so as not to exceed this limit.

A Bidder’s entry in the “Percentage (%) Discount (-) or Markup (+) from the Prices Offered on the Brand's Price List” field must include a plus (+) sign for markup or minus (-) sign for discount.  If a Bidder does not include a plus (+) sign for markup or minus (-) sign for discount, the State will consider the percentage bid as a discount. 

If a Bidder leaves the "Percentage (%) Discount (-) or Markup (+) from the Prices Offered on the Brand's Price List” field blank on the price line, it shall be considered that the Bidder provided no Quote for the price line item.  

A series or a range of discounts/markups or fixed prices (firm dollar amount) on the price line shall not be acceptable and shall result in rejection of the Quote for that price line only. 

If a Bidder is offering its pricing at the same pricing listed on the pre-printed catalog/price list, the Bidder should insert 0% in the “Percentage (%) Discount (-) or Markup (+) from the Prices Offered on the Brand's Price List” field on the State-Supplied Price Sheet.

Step 4 – For Price Lines 1A, 2A, 3A, 4A, 5A, 6A, 7A, 8A and 9A: The Bidder shall insert a firm, fixed not to exceed hourly rate in US dollars in the field titled “Hourly Rate” on the State-Supplied Price Sheet.  For example, a Bidder’s entry of "50" in this field shall be considered "$50".  A task rate or series or range of hourly rates shall not be permitted and shall render the Bidder’s Quote non-responsive.  Bidders must not include any additional fees or costs on this price line; any such insertions will not be considered. (Note: Any cloud hosting fees or charges should be included on the Bidders Price List submitted pursuant to Bid Solicitation Section 3.24 and such pricing will be subject to the percentage discount or markup quoted on the State-Supplied Price Sheet) 
The State will accept up to two (2) decimal places to the right of the decimal point.  Hourly rates may be offered on the State-Supplied Price Sheet up to two (2) decimal places to the right of the decimal point.  Price Sheet formatting will automatically round percentages containing more than two (2) decimal places to the right of the decimal point so as not to exceed this limit.

If a Bidder leaves the “Hourly Rate” field blank for Price Lines 1A, 2A, 3A, 4A, 5A, 6A, 7A, 8A or 9A, it shall mean that the Bidder is not offering a Quote for that price line item/category, which shall render the Quote non-responsive for that Price Line.
Step 5 – For Price Lines 1, 1A, 2, 2A, 3, 3A, 4, 4A, 5, 5A, 6, 6A, 7, 7A, 8, 8A, 9 and 9A:  The Bidder shall enter the brand name bid/brand name serviced under the “Brand Name” field on the State-Supplied Price Sheet.

NOTE:  Steps 3, 4 and 5 are required fields that must be completed on the State-Supplied Price Sheet.

Step 6 – The Bidder should enter the days required to make delivery upon receipt of an order in the “Delivery Days After Receipt of Order (ARO)” field on the State-Supplied Price Sheet.  If the “Delivery Days After Receipt of Order (ARO)” field is left blank, the delivery days shall default to the delivery days set forth in Bid Solicitation Section 5.6 (“Delivery Time and Costs”).

When there is a discrepancy between the delivery days listed in the General Tab in NJSTART and the State-Supplied Price Sheet, the State-Supplied Price Sheet delivery days shall govern.
Step 6 – The Bidder should enter any volume discount(s) associated with the brand bid in the field titled “Volume Discount”.  
If the Bidder leaves the “Volume Discount” field blank it shall mean that the Bidder is not offering a volume discount.

Note:  The State will consider a Bidder’s volume discount for ordering; however, such discounts will not be factored into the evaluation.  Please refer to Bid Solicitation Section 3.36.3.

Important:  A Bidder may bid multiple product brands for each category.  A Bidder should copy the State-Supplied Price Sheet and complete it for each brand bid.  As an alternative, a Bidder may add tabs at the bottom of the State-Supplied Price Sheet for each additional brand offered within the Category/Price Line (by copying the text and information from the original Price Sheet).  The Bidder must follow all instructions and provide all required information contained within Bid Solicitation Section 3.36 (“State-Supplied Price Sheet Instructions”) for each additional brand offered.  

Any price changes including hand written revisions or "white-outs" must be initialed.  Failure to initial price changes shall preclude a Contract award from being made to the Bidder pursuant to N.J.A.C. 17:12-2.2(a)(8).

Where the State-Supplied Price Sheet includes an estimated quantity column, Bidders are advised that estimated quantities may vary throughout the Contract term resulting from this Bid Solicitation.  There is no guaranteed minimum or maximum volume for these price lines. 

[bookmark: _Toc225851720]DELIVERY TIME AND COSTS
Unless otherwise noted elsewhere in the Bid Solicitation or the State-Supplied Price sheet, all delivery times are as noted in Bid Solicitation Section 5.6 Delivery Time and Costs.  A Bidder may submit alternate delivery days on the State-Supplied Price Sheet.  

When there is a discrepancy between the delivery days listed in the General Tab in the Quote in NJSTART and the State-Supplied Price Sheet, the State-Supplied Price Sheet delivery days shall govern.  

[bookmark: _Toc225851721]CASH DISCOUNTS
The Bidder is encouraged to offer cash discounts based on expedited payment by the State.  The State will make efforts to take advantage of discounts, but discounts will not be considered in determining the price rankings of Quotes.  Should the Bidder choose to offer cash discounts, the following shall apply:
A. Discount periods shall be calculated starting from the next Business Day after the Using Agency has accepted the goods or services, received a properly signed and executed invoice and, when required, a properly executed performance security, whichever is latest; and
B. The date on the check issued by the State in payment of that invoice shall be deemed the date of the State's response to that invoice.

[bookmark: _Toc225851722]VOLUME DISCOUNTS
Bidders may submit volume discounts on the State-Supplied Price Sheet or include them with the submitted Quote.  The State will consider a volume discount for ordering; however, such discounts will not be factored into the evaluation of the Quote.

[bookmark: _Toc225851723]USE OF “NO BID” ON THE STATE-SUPPLIED PRICE SHEET
All price lines must be filled out in accordance with the instructions above.  If the Bidder is not submitting a price for an item on a price line, the Bidder must indicate “No Bid” on the State-Supplied Price Sheet accompanying this Bid Solicitation. Bidders are cautioned that submitting “No Bid” for a required price line or group will result in the Quote being deemed non-responsive for the required price line or group.  The use of any other identifier may result in the Bidder’s Quote being deemed non-responsive.

[bookmark: _Toc225851724]USE OF “NO CHARGE” ON THE STATE-SUPPLIED PRICE SHEET
Not applicable to this procurement.

[bookmark: _Toc208904639][bookmark: _Toc225851725]ORAL PRESENTATIONS
Not applicable to this procurement.



[bookmark: _Toc225851726]SCOPE OF WORK
[bookmark: _Toc400531507][bookmark: _Toc428533978][bookmark: _Toc32310703]
[bookmark: _Toc208904641][bookmark: _Toc225851727]GENERAL
The following is a list of the categories included in this Bid Solicitation.  Products offered must only be for the categories identified below.  No other categories will be considered as part of this Bid Solicitation.  

	Category Number/Price Line Number
	Category Description

	1
	Laser/Radar Guns and Speed Monitor Trailers, Parts and Accessories

	1A
	Laser/Radar Guns and Speed Monitor Trailers - Consulting Services, Hardware/Software Configuration, Training and Repair Services

	2
	Chemical, Biological, Radiological, Nuclear and Explosives (CBRNE) Detection, Mitigation Products, Parts and Accessories and Personal Protective Equipment (PPE), Parts and Accessories 

	2A
	Chemical, Biological, Radiological, Nuclear and Explosives (CBRNE) Detection, Mitigation Products - Consulting Services, Hardware/Software Configuration, Training and Repair Services

	3
	Area Security Equipment, Supplies, Parts and Accessories

	3A
	Area Security Equipment - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services

	4
	Police In-Car Video Solution - Hardware

	4A
	Police In-Car Video Solution - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services 

	5
	Police Body Camera Solution - Hardware

	5A
	Police Body Camera Solution - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services 

	6
	Interview Room Camera Solution - Hardware

	6A
	Interview Room Camera Solution - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services 

	7
	Automated License Plate Reader/Recognition Surveillance Solution - Hardware

	7A
	Automated License Plate Reader/Recognition Surveillance Solution - - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services

	8
	Law Enforcement Drones/Unmanned Aerial Vehicles, Parts and Accessories

	8A
	Law Enforcement Drones/Unmanned Aerial Vehicles - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services

	9
	Bioterrorism/Biodefense/ Biowarfare/ Chemical Warfare Combatant and Detection Equipment, Products, Supplies, Parts and Accessories

	9A
	Bioterrorism/Biodefense/ Biowarfare/ Chemical Warfare Combatant and Detection Equipment, Products, Supplies, Parts and Accessories - Installation, Consulting Services, Hardware/Software Configuration, Training and Repair Services



All products offered in a category shall meet the definition and requirements of that category.  Any commodity and/or services covered under another Contract will not be awarded as part of this Bid Solicitation.  

In addition, a Contractor may offer options specifically related to the category of equipment offered.  Any parts, components, equipment, controls or materials which are standard and/or necessary to form an efficient and complete working unit can be offered in the price list for the category bid.  For example, if a Contractor offers a thermal imaging device, but the charging station, glare shield and handheld receiver are included as a separate cost item on the price list, those items can be offered to form a complete and working unit.  The State reserves the right to approve or reject any proposed options.

Contractors may offer products to the Using Agency in the form of a kit or bundle, provided that the products contained within the kit/bundle are applicable to the category awarded.  The products offered within a given kit or bundle, offered to the Using Agency through the mini-bid process (Bid Solicitation Section 4.18), must be itemized, so that the Using Agency can determine exactly which products are included in the kit/bundle. 

Contractors are advised that Using Agencies will utilize catalog pricing and/or price lists in accordance with the Method of Operation to be promulgated to Using Agencies following Contract award.  This Method of Operation will provide Using Agencies with an opportunity to evaluate the total cost of products sought and select the most cost-effective Contractor.

The Contracts resulting from this Bid Solicitation are for the categories of products listed below.  

Where applicable by law, items supplied must comply with all pertinent Federal, State and OSHA requirements.

Contractors shall utilize only approved methods of connectivity to the State, including but not limited to the methods stated below in Section 4.2 and the standards set forth in Section 6. 

[bookmark: _Toc225851728]LAW ENFORCEMENT EQUIPMENT AND SUPPLIES CATEGORIES

[bookmark: _Toc225851729]CATEGORY 1 – LASER/RADAR GUNS AND SPEED MONITOR TRAILERS, PARTS AND ACCESSORIES (PRICE LINE 1)
The category consists of laser and radar guns, speed monitor trailers, parts and accessories, which includes, but is not limited to: laser guns, radar guns, antennas, display/control units, battery and power accessories, cables and connectors, tripods and mounts, carrying cases, speed signs, tuning forks, laser sights, weapon lights, guide rods, switches, sensors, and mounting kits.

Known manufacturers/brands that meet the State’s needs for this category are: 
· All Traffic Solutions Inc.;
· Decatur Electronics;
· Digital Ally Inc.;
· Kustom Signals Inc.;
· Laser Technology Inc.; 
· MPH Industries Inc.;
· Safe Fleet/SF Mobile Vision;
· Stalker Radar (Applied Concepts); and 
· Equivalent Brand. 

The above listing of known manufacturers/brands is a sample of the brands previously purchased or commonly utilized by Using Agencies to meet their needs/operations.  Quotes are not limited to the aforementioned brands/manufacturers; Bidders may bid/offer any equivalent brands that meet the category on the State-Supplied Price Sheet.  

CATEGORY 1A – laser/radar guns AND SPEED MONITOR TRAILERS – CONSULTING SERVICES, HARDWARE/SOFTWARE CONFIGURATION, TRAINING AND REPAIR SERVICES (PRICE LINE 1A)
The Contractor must provide consulting services, hardware and software configuration services, product training and repair services at a not to exceed hourly rate, if the price line for service is awarded. The not to exceed hourly rate price line can be found on the State-Supplied Price Sheet under Category 1A.  
Laser/Radar Guns and Speed Monitor Trailer solutions must be able to transmit stored data through one (1) or more of the following mediums:
· DVD/CD; 
· Wireless or broadband data transfer to an onsite or cloud-based network server;
· Wired transfer from device storage to local medium, onsite, or cloud-based server.
 

Known manufacturers/brands that meet the State’s needs for this category are: 
· All Traffic Solutions Inc.;
· Decatur Electronics;
· Digital Ally Inc.;
· Kustom Signals Inc.;
· Laser Technology Inc.; 
· MPH Industries Inc.;
· Safe Fleet/SF Mobile Vision;
· Stalker Radar (Applied Concepts); and 
· Equivalent Brand (as awarded in Category 1).

Using Agencies may, but are not required to, utilize Category 1A.

[bookmark: _Toc217914268][bookmark: _Toc225851730]CATEGORY 2 – CHEMICAL, BIOLOGICAL, RADIOLOGICAL, NUCLEAR AND EXPLOSIVES (CBRNE) DETECTION, MITIGATION AND PERSONAL PROTECTIVE EQUIPMENT (PPE), PARTS AND ACCESSORIES (PRICE LINE 2)
The category consists of CBRNE detection, mitigation and personal protective equipment (PPE), parts and accessories, which includes, but is not limited to: decontamination systems and shelters, self-contained breathing apparatus CBRNE respirators, CBRNE suits, CBRNE detection kits, CBRNE robots and all related parts and accessories. 

Software, cloud storage solutions and related equipment and accessories may be offered by the Contractor through the price list.  

Known manufacturers/brands that meet the State’s needs for this category are: 
· AB Precision;
· Ames;
· Atlantic Nuclear Corporation;
· Avon Protection;
· Berkeley Nucleonics;
· Blastmask;
· Bolle;
· Caravan Shelters;
· Combat Medical Systems;
· Complete Environmental Products, Inc.;
· Concept Development Corp.;
· Deployed Logix;
· Draeger;
· Dupont;
· Endeavor Robots;
· ESS Eye Pro;
· First Line Technology;
· FSI North America;
· Global Environmental Enterprises/Meltblown Technologies;
· Icor Technology;
· Kromek;
· Lakeland;
· Laurus Systems;
· Lawmen;
· Ludlam;
· M L Kishigo;
· Mine Safety Appliances;
· Proengin;
· ProPac;
· QinetiQ - Robots;
· Radiation Shield Technology;
· Remotec Robotics;
· Rigaku Analytical Devices;
· RoboteX;
· Robo-Team;
· Saint Gobain;
· Scintex Trace/Autoclear;
· Scott Safety;
· Smith Detection;
· Spilfyter Sorbent Products;
· Survivair - Honeywell;
· Teledyne/FLIR;
· Televere Systems;
· Thermo Scientific;
· Tingley Rubber; 
· WB Johnson; 
· Western Shelter; and 
· Equivalent Brand.

The above listing of known manufacturers/brands is a sample of the brands previously purchased or commonly utilized by Using Agencies to meet their needs/operations.  Quotes are not limited to the aforementioned brands/manufacturers; Bidders may bid/offer any equivalent brands that meet the category on the State-Supplied Price Sheet.  

This includes decontamination systems and shelters, self-contained breathing apparatus CBRNE respirators, CBRNE suits, CBRNE detection kits, CBRNE robots and all related parts and accessories for the items listed.
The CBRNE robots shall be capable of meeting the unique mission requirements of SWAT, EOD and hazmat teams. The CBRNE robots shall be modular, have remote capabilities, be able to maneuver rugged terrain and shall have some type of fixed/interchangeable gripping arm.  
CBRNE personal protective suits shall be limited to the following standards:
· Level A PPE denotes fully encapsulated suit, with over-gloves and over boots integrated into the suit. Respiratory protection is a self-contained breathing apparatus;
· Level B PPE denotes a hooded suit, double gloves, over boots, and a self-contained breathing apparatus, and may be used for decontamination procedures for an unknown substance and for entry into hot zones where the agent is not caustic; and
· Level C PPE is similar to Level B, but uses an air-purifying respirator instead of a self-contained breathing apparatus. 

CBRNE respirators shall be limited to the following types:
· Air-purifying escape respirators; and
· Self-contained escape respirators.


CATEGORY 2A – CHEMICAL, BIOLOGICAL, RADIOLOGICAL, NUCLEAR AND EXPLOSIVES (CBRNE) DETECTION, MITIGATION AND PERSONAL PROTECTIVE EQUIPMENT (PPE) – CONSULTING SERVICES, HARDWARE/SOFTWARE CONFIGURATION, TRAINING AND REPAIR SERVICES (PRICE LINE 2A)
The Contractor must provide consulting services, hardware and software configuration services, product training and repair services at a not to exceed hourly rate, if the price line for service is awarded. The not to exceed hourly rate price line can be found on the State-Supplied Price Sheet under Category 2A.  
CBRNE detection, mitigation and personal protective equipment (PPE) solutions must be able to transmit stored data through one (1) or more of the following mediums:
· DVD/CD; 
· Wireless or broadband data transfer to an onsite or cloud-based network server;
· Wired transfer from device storage to local medium, onsite, or cloud-based server.

Known manufacturers/brands that meet the State’s needs for this category are: 
· AB Precision;
· Ames;
· Atlantic Nuclear Corporation;
· Avon Protection;
· Berkeley Nucleonics;
· Blastmask;
· Bolle;
· Caravan Shelters;
· Combat Medical Systems;
· Complete Environmental Products, Inc.;
· Concept Development Corp.;
· Deployed Logix;
· Draeger;
· Dupont;
· Endeavor Robots;
· ESS Eye Pro;
· First Line Technology;
· FSI North America;
· Global Environmental Enterprises/Meltblown Technologies;
· Icor Technology;
· Kromek;
· Lakeland;
· Laurus Systems;
· Lawmen;
· Ludlam;
· M L Kishigo;
· Mine Safety Appliances;
· Proengin;
· ProPac;
· QinetiQ - Robots;
· Radiation Shield Technology;
· Remotec Robotics;
· Rigaku Analytical Devices;
· RoboteX;
· Robo-Team;
· Saint Gobain;
· Scintex Trace/Autoclear;
· Scott Safety;
· Smith Detection;
· Spilfyter Sorbent Products;
· Survivair - Honeywell;
· Teledyne/FLIR;
· Televere Systems;
· Thermo Scientific;
· Tingley Rubber; 
· WB Johnson; 
· Western Shelter; and 
· Equivalent Brand (as awarded in Category 2).

Using Agencies may, but are not required to, utilize Category 2A.

[bookmark: _Toc217914271][bookmark: _Toc225851731]CATEGORY 3 – AREA SECURITY EQUIPMENT, SUPPLIES, PARTS AND ACCESSORIES (PRICE LINE 3)
The category consists of area security equipment, supplies, parts and accessories, which includes, but is not limited to: metal detectors, remote area lighting systems, remote area video camera systems, police surveillance/security cameras, mobile video solutions and X-ray systems.
Software, cloud storage solutions and related equipment and accessories may be offered by the Contractor through the price list.  

Known manufacturers/brands that meet the State’s needs for this category are: 
· Auto Clear LLC;
· Avigilon;
· Cannon;
· CEIA USA Metal Detectors;
· Cognyte;
· Crime Point Surveillance Solutions (Cameras and Mobile Systems Only, no vans);
· Flock;
· Garret Metal Detectors;
· ELSAG;
· JBC Safety;
· Linev Systems US Inc.;
· Mi-T-M Corporation;
· MSE Worldwide;
· Pelican Cases & Lighting;
· Rohde & Schwarz;
· Sandoval Custom Creations Inc. (SCCI);
· Saul Mineroff Electronics Inc.;
· Scanna – Xray; 
· Smiths Detection; 
· Verkada;
· ViewCommander;
· Vision Detection Systems;
· VOTI; and
· Equivalent Brand.

The above listing of known manufacturers/brands is a sample of the brands previously purchased or commonly utilized by Using Agencies to meet their needs/operations.  Quotes are not limited to the aforementioned brands/manufacturers; Bidders may bid/offer any equivalent brands that meet the category on the State-Supplied Price Sheet.  

CATEGORY 3A – AREA SECURITY EQUIPMENT – INSTALLATION, CONSULTING SERVICES, HARDWARE/SOFTWARE CONFIGURATION, TRAINING AND REPAIR SERVICES (PRICE LINE 3A)
The Contractor must provide consulting services, product installations, hardware and software configuration services, product training and repair services at a not to exceed hourly rate, if the price line for service is awarded. The not to exceed hourly rate price line can be found on the State-Supplied Price Sheet under Category 3A.  
Area security equipment solutions must be able to transmit stored data through one (1) or more of the following mediums:
· DVD/CD; 
· Wireless or broadband data transfer to an onsite or cloud-based network server;
· Wired transfer from device storage to local medium, onsite, or cloud-based server.

Known manufacturers/brands that meet the State’s needs for this category are: 
· Auto Clear LLC;
· Avigilon;
· Cannon;
· CEIA USA Metal Detectors;
· Cognyte;
· Crime Point Surveillance Solutions (Cameras and Mobile Systems Only, no vans);
· Flock;
· Garret Metal Detectors;
· ELSAG;
· JBC Safety;
· Linev Systems US Inc.;
· Mi-T-M Corporation;
· MSE Worldwide;
· Pelican Cases & Lighting;
· Rohde & Schwarz;
· Sandoval Custom Creations Inc. (SCCI);
· Saul Mineroff Electronics Inc.;
· Scanna – Xray; 
· Smiths Detection; 
· Verkada;
· ViewCommander;
· Vision Detection Systems;
· VOTI; and
· Equivalent Brand (as awarded in Category 3).

Using Agencies may, but are not required to, utilize Category 3A.
[bookmark: _Toc217914273][bookmark: _Toc225851732]CATEGORY 4 – POLICE IN-CAR VIDEO SOLUTION - HARDWARE (PRICE LINE 4)
The category consists of police in-car video solution, which includes, but is not limited to: In-car video camera solutions - hardware, software, digital evidence management software/solutions, relevant services and hardware/software warranties. In-car equipment - cameras, digital video recorders, SD cards, modems, routers, wireless access points, network servers, microphones, chargers, video display monitors, workstations, DVD burners, GPS receivers and antennas, radar interfaces, collision sensors and all other relevant hardware and wiring directly related and necessary for equipment installation and operation.

Software, cloud storage solutions and related equipment and accessories may be offered by the Contractor through the price list.  

In-car video camera solutions must be able to transmit stored data through one (1) or more of the following mediums:
· DVD/CD; 
· Wireless or broadband data transfer to an onsite or cloud-based network server;
· Wired transfer from device storage to local medium, onsite, or cloud-based server.

Known manufacturers/brands that meet the State’s needs for this category are: 
· Axon;
· Getac;
· Kustom Signals Inc.
· Motorola;
· Panasonic;
· Point Blank/Iris;
· Pro-Vision;
· Safe Fleet/SF Mobile Vision;
· Utility Associates; and
· Equivalent Brand.

The above listing of known manufacturers/brands is a sample of the brands previously purchased or commonly utilized by Using Agencies to meet their needs/operations.  Quotes are not limited to the aforementioned brands/manufacturers; Bidders may bid/offer any equivalent brands that meet the category on the State-Supplied Price Sheet.  

CATEGORY 4A – POLICE IN-CAR VIDEO SOLUTION – INSTALLATION, CONSULTING SERVICES, HARDWARE/SOFTWARE CONFIGURATION, TRAINING AND REPAIR SERVICES (PRICE LINE 4A)
The Contractor must provide consulting services, product installations, hardware and software configuration services, product training and repair services at a not to exceed hourly rate, if the price line for service is awarded. The not to exceed hourly rate price line can be found on the State-Supplied Price Sheet under Category 4A.  
Known manufacturers/brands that meet the State’s needs for this category are: 
· Axon;
· Getac;
· Kustom Signals Inc.
· Motorola;
· Panasonic;
· Point Blank/Iris;
· Pro-Vision;
· Safe Fleet/SF Mobile Vision;
· Utility Associates; and 
· Equivalent Brand (as awarded in Category 4).

Using Agencies may, but are not required to, utilize Category 4A.

[bookmark: _Toc217914274][bookmark: _Toc225851733]CATEGORY 5 – POLICE BODY CAMERA SOLUTION – HARDWARE (PRICE LINE 5)
The category consists of police body camera solutions, which includes, but is not limited to: Body camera solutions -  hardware, software, digital evidence management software/solutions, relevant services and hardware/software warranties; Body camera equipment -  cameras, digital video recorders, SD cards, modems, routers, wireless access points, network servers, microphones, chargers, video display monitors, workstations, DVD burners, GPS receivers and antennas and all other relevant hardware and wiring directly related and necessary for equipment installation and operation. 
Software, cloud storage solutions and related equipment and accessories may be offered by the Contractor through the price list. 

Body camera solutions must be able to transmit stored data through one (1) or more of the following mediums:  
· DVD/CD; 
· Wireless or broadband data transfer to an onsite or cloud-based network server;
· Wired transfer from device storage to local medium, onsite, or cloud-based server.

Known manufacturers/brands that meet the State’s needs for this category are: 
· Axon;
· Getac;
· Kustom Signals Inc.;
· Motorola;
· Point Blank/Iris;
· Pro-Vision;
· Safe Fleet/SF Mobile Vision;
· Utility Associates; and
· Equivalent Brand.

The above listing of known manufacturers/brands is a sample of the brands previously purchased or commonly utilized by Using Agencies to meet their needs/operations.  Quotes are not limited to the aforementioned brands/manufacturers; Bidders may bid/offer any equivalent brands that meet the category on the State-Supplied Price Sheet.  

CATEGORY 5A – POLICE BODY CAMERA SOLUTION – INSTALLATION, CONSULTING SERVICES, HARDWARE/SOFTWARE CONFIGURATION, TRAINING AND REPAIR SERVICES (PRICE LINE 5A)
The Contractor must provide consulting services, product installations, hardware and software configuration services, product training and repair services at a not to exceed hourly rate, if the price line for service is awarded.  The not to exceed hourly rate price line can be found on the State-Supplied Price Sheet under Category 5A.  
Known manufacturers/brands that meet the State’s needs for this category are: 
· Axon;
· Getac;
· Kustom Signals Inc.;
· Motorola;
· Point Blank/Iris;
· Pro-Vision;
· Safe Fleet/SF Mobile Vision
· Utility Associates; and
· Equivalent Brand (as awarded in Category 5).

Using Agencies may, but are not required to, utilize Category 5A.
[bookmark: _Toc217914275][bookmark: _Toc225851734]CATEGORY 6 – INTERVIEW ROOM CAMERA SOLUTION – HARDWARE (PRICE LINE 6)
The category consists of interview room camera solutions, which includes, but is not limited to: Interview room camera solutions - hardware, software, digital evidence management software/solutions, relevant services and hardware/software warranties;  Interview room equipment - cameras, digital video recorders, SD cards, modems, routers, wireless access points, network servers, microphones, chargers, video display monitors, workstations, DVD burners and all other relevant hardware and wiring directly related and necessary for equipment installation and operation. 
Software, cloud storage solutions and related equipment and accessories may be offered by the Contractor through the price list. 

Interview room camera solutions must be able to transmit stored data through one (1) or more of the following mediums:  
· DVD/CD; 
· Wireless or broadband data transfer to an onsite or cloud-based network server;
· Wired transfer from device storage to local medium, onsite, or cloud-based server.

Known manufacturers/brands that meet the State’s needs for this category are:

· Axon;
· Getac;
· L3 Mobile Vision;
· Motorola;
· Panasonic; 
· Pro-Vision;
· Safe Fleet/SF Mobile Vision; and
· Equivalent Brand

The above listing of known manufacturers/brands is a sample of the brands previously purchased or commonly utilized by Using Agencies to meet their needs/operations.  Quotes are not limited to the aforementioned brands/manufacturers; Bidders may bid/offer any equivalent brands that meet the category on the State-Supplied Price Sheet.  

CATEGORY 6A – INTERVIEW ROOM CAMERA SOLUTION – INSTALLATION, CONSULTING SERVICES, HARDWARE/SOFTWARE CONFIGURATION, TRAINING AND REPAIR SERVICES (PRICE LINE 6A)
The Contractor must provide consulting services, product installations, hardware and software configuration services, product training and repair services at a not to exceed hourly rate, if the price line for service is awarded. The not to exceed hourly rate price line can be found on the State-Supplied Price Sheet under Category 6A.  
Known manufacturers/brands that meet the State’s needs for this category are:

· Axon;
· Getac;
· L3 Mobile Vision;
· Motorola;
· Panasonic; 
· Pro-Vision;
· Safe Fleet/SF Mobile Vision; and
· Equivalent Brand (as awarded in Category 6).

Using Agencies may, but are not required to, utilize Category 6A.
[bookmark: _Toc217914276][bookmark: _Toc225851735]CATEGORY 7 – AUTOMATED LICENSE PLATE READER/RECOGNITION SURVEILLANCE SOLUTION – HARDWARE (PRICE LINE 7)
The category consists of automated license plate reader/recognition surveillance solutions, which includes, but is not limited to:  Automated license plate reader/recognition surveillance solutions - hardware, software, relevant services and hardware/software warranties; Automated license plate reader/recognition surveillance equipment - cameras, digital video recorders, SD cards, modems, routers, wireless access points, network servers, microphones, chargers, video display monitors, workstations, DVD burners and all other relevant hardware and wiring directly related and necessary for equipment installation and operation. 
Software, cloud storage solutions and related equipment and accessories may be offered by the Contractor through the price list.  

Automated license plate reader/recognition surveillance solutions must be able to transmit stored data through one (1) or more of the following mediums:  
· DVD/CD; 
· Wireless or broadband data transfer to an onsite or cloud-based network server;
· Wired transfer from device storage to local medium, onsite, or cloud-based server.

Known manufacturers/brands that meet the State’s needs for this category are:

· Axon;
· Flock Safety;
· Leonardo/ELSAG;
· Motorola;
· Neology;
· Safe Fleet/SF Mobile Vision;
· Vigilant Solutions; and
· Equivalent Brand.

The above listing of known manufacturers/brands is a sample of the brands previously purchased or commonly utilized by Using Agencies to meet their needs/operations.  Quotes are not limited to the aforementioned brands/manufacturers; Bidders may bid/offer any equivalent brands that meet the category on the State-Supplied Price Sheet.  

CATEGORY 7A – AUTOMATED LICENSE PLATE READER/RECOGNITION SURVEILLANCE SOLUTION – INSTALLATION, CONSULTING SERVICES, HARDWARE/SOFTWARE CONFIGURATION, TRAINING AND REPAIR SERVICES (PRICE LINE 7A)
The Contractor must provide consulting services, product installations, hardware and software configuration services, product training and repair services at a not to exceed hourly rate, if the price line for service is awarded. The not to exceed hourly rate price line can be found on the State-Supplied Price Sheet under Category 7A.  
Known manufacturers/brands that meet the State’s needs for this category are:

· Axon;
· Flock Safety;
· Leonardo/ELSAG;
· Motorola;
· Neology;
· Safe Fleet/SF Mobile Vision;
· Vigilant Solutions; and
· Equivalent Brand (as awarded in Category 7).

Using Agencies may, but are not required to, utilize Category 7A.
[bookmark: _Toc217914277][bookmark: _Toc225851736]CATEGORY 8 – LAW ENFORCEMENT DRONES/UNMANNED AERIAL VEHICLES, PARTS AND ACCESSORIES (PRICE LINE 8)
The category consists of law enforcement drones/unmanned aerial vehicles, parts and accessories, which includes, but is not limited to: drones, spare batteries, battery chargers and cables, power banks, controllers, gimbals, SD cards/memory cards, spare propellers, propeller guards, filters, landing pads, lights, drone parachutes, bags and carrying cases, hardware, software, and hardware/software warranties.  
Software, cloud storage solutions and related equipment and accessories may be offered by the Contractor through the price list.  

Law enforcement drones/unmanned aerial vehicles must be able to transmit stored data through one (1) or more of the following mediums:  
· DVD/CD; 
· Wireless or broadband data transfer to an onsite or cloud-based network server;
· Wired transfer from device storage to local medium, onsite, or cloud-based server.

Contractors must supply both the drones and the necessary software and cloud solutions.    

Known manufacturers/brands that meet the State’s needs for this category are:

· ACSL;
· Advexure;
· Aerovironment;
· Anduril;
· Ascent Aerosystems;
· Autel Robotics;
· Axon;
· Brinc;
· Censys Technologies;
· DJI;
· Drone America;
· Eagle NXT;
· Easy Aerial;
· Elistair;
· Flock Safety;
· Flyability;
· Flymotion US (Drones only, no Armored Vehicles, Vans, SUVs or Trailers);
· Fotokite;
· Freefly Systems;
· Hoverfly;
· Inspired Flight;
· Leica Geosystems;
· Parrot;
· Percepto;
· Red Cat;
· Skydio;
· Sony;
· Teal;
· Teledyne/FLIR;
· Tracer;
· UVT;
· Vantage Robotics; 
· Wingtra;
· xCraft; and
· Equivalent Brand.

The above listing of known manufacturers/brands is a sample of the brands previously purchased or commonly utilized by Using Agencies to meet their needs/operations.  Quotes are not limited to the aforementioned brands/manufacturers; Bidders may bid/offer any equivalent brands that meet the category on the State-Supplied Price Sheet. 


CATEGORY 8A – LAW ENFORCEMENT DRONES/UNMANNED AERIAL VEHICLES – INSTALLATION, CONSULTING SERVICES, HARDWARE/SOFTWARE CONFIGURATION, TRAINING AND REPAIR SERVICES (PRICE LINE 8A)
The Contractor must provide consulting services, product installations, hardware and software configuration services, product training and repair services at a not to exceed hourly rate, if the price line for service is awarded. The not to exceed hourly rate price line can be found on the State-Supplied Price Sheet under Category 8A.  
Known manufacturers/brands that meet the State’s needs for this category are:

· ACSL;
· Advexure;
· Aerovironment;
· Anduril;
· Ascent Aerosystems;
· Autel Robotics;
· Axon;
· Brinc;
· Censys Technologies;
· DJI;
· Drone America;
· Eagle NXT;
· Easy Aerial;
· Elistair;
· Flock Safety;
· Flyability;
· Flymotion US (Drones only, no Armored Vehicles, Vans, SUVs or Trailers);
· Fotokite;
· Freefly Systems;
· Hoverfly;
· Inspired Flight;
· Leica Geosystems;
· Parrot;
· Percepto;
· Red Cat;
· Skydio;
· Sony;
· Teal;
· Teledyne/FLIR;
· Tracer;
· UVT;
· Vantage Robotics; 
· Wingtra;
· xCraft; and
· Equivalent Brand (as awarded in Category 8).

Using Agencies may, but are not required to, utilize Category 8A.
Note: No product or component may be included in the List of Equipment and Services Covered by Section 2 of the Secure and Trusted Communications Networks Act of 2019, Pub. L. No. 116-124, 133 Stat. 158 (2020).   
Unless part of an integrated product or package of services provided, in instances where any of the above software and/or services overlap with the software and services otherwise provided under existing State Contract, Using Agencies should utilize those existing State Contracts instead of the Contract awarded herein.
Note that Price Line item 8A may have some overlap with GIS software and services depending on the use case.  GIS mapping software and services should be procured from the M7003 Contract. Spatial Data Development and Maintenance Services as well as GIS Application Development and Implementation Services should be procured through T1841. 

[bookmark: _Toc217914278][bookmark: _Toc225851737]CATEGORY 9 – BIO-TERRORISM/BIO-DEFENSE/BIO-WARFARE/CHEMICAL WARFARE COMBATANT AND DETECTION EQUIPMENT, PRODUCTS, SUPPLIES, PARTS AND ACCESSORIES (PRICE LINE 9)
The category consists of bio-terrorism/bio-defense/bio-warfare/chemical warfare combatant and detection equipment, products, supplies, parts and accessories, which includes, but is not limited to: detection equipment for chemical or biological agents, automated detectors, biothreat air monitors, standoff chemical agent detectors, decontamination solutions, gas mixers, blenders and calibrators, gas dilution systems, generators, reduced oxygen breathing devices,  
Software, cloud storage solutions and related equipment and accessories may be offered by the Contractor through the price list.  

Known manufacturers/brands that meet the State’s needs for this category are:

· AdVnt Biotechnologies;
· Berkeley Nucleonics;
· Biomeme;
· Boston Dynamics;
· Chemring;
· Environics;
· First Line Technology;
· Morphix Technologies;
· Pendar;
· Polimaster;
· ProPac;
· RKI Instruments;
· SEER;
· Serstek;
· Smiths Detection;
· Symetrica;
· Teledyne/FLIR; 
· Thermo Scientific; 
· WB Johnson; and
· Equivalent Brand.

The above listing of known manufacturers/brands is a sample of the brands previously purchased or commonly utilized by Using Agencies to meet their needs/operations.  Quotes are not limited to the aforementioned brands/manufacturers; Bidders may bid/offer any equivalent brands that meet the category on the State-Supplied Price Sheet.  

CATEGORY 9A – BIO-TERRORISM/BIO-DEFENSE/BIO-WARFARE/CHEMICAL WARFARE COMBATANT AND DETECTION EQUIPMENT – INSTALLATION, CONSULTING SERVICES, HARDWARE/SOFTWARE CONFIGURATION, TRAINING AND REPAIR SERVICES (PRICE LINE 9A)
The Contractor must provide consulting services, product installations, hardware and software configuration services, product training and repair services at a not to exceed hourly rate, if the price line for service is awarded. The not to exceed hourly rate price line can be found on the State-Supplied Price Sheet under Category 9A.  
Known manufacturers/brands that meet the State’s needs for this category are:

· AdVnt Biotechnologies;
· Berkeley Nucleonics;
· Biomeme;
· Boston Dynamics;
· Chemring;
· Environics;
· First Line Technology;
· Morphix Technologies;
· Pendar;
· Polimaster;
· ProPac;
· RKI Instruments;
· SEER;
· Serstek;
· Smiths Detection;
· Symetrica;
· Teledyne/FLIR; 
· Thermo Scientific; 
· WB Johnson; and
· Equivalent Brand (as awarded in Category 9).

Using Agencies may, but are not required to, utilize Category 9A.

[bookmark: _Toc225851738]MEASUREMENTS
The Using Agency will have the option of taking its own measurements or may request that the Contractor take measurements at the Using Agency site.  Measurements taken will be performed at no charge to the Using Agency. 

The State will not accept an authorized service center for sizing.  The State will accept responsibility for proper size and fit in accordance with the warranty provision, as well as costs for remakes, due to sizing or measurement errors.

[bookmark: _Toc225851739]MANUALS
The Contractor must supply complete shop repair manuals, parts manuals, service manuals and operator's manuals, where applicable, at the time of delivery. In addition, written operational instructions shall be provided, if requested by the Using Agency.
[bookmark: _Toc225851740]LICENSING REQUIREMENTS
All Contractors shall comply with the New Jersey Code of Criminal Justice, Firearms and Weapons Law Section N.J.S.A. 2C:39-1 et seq. and N.J.S.A. 2C:58-2 et seq., and N.J.A.C. 13:54, where applicable.
[bookmark: _Toc225851741]GUARANTEE/WARRANTY
The Contractor shall guarantee that the equipment and/or components supplied will be free from any defects and operate satisfactorily and in accordance with the guidelines of the manufacturer’s warranty from the date of acceptance by the Using Agency.  The Contractor shall replace free of charge any defective equipment and parts for one-year from the date of acceptance. The warranty shall include parts and service.  A pro-rated warranty shall not be acceptable. 
[bookmark: _Toc225851742]DELIVERY
The Contractor shall deliver products to Using Agencies on an as-needed basis.  The Contractor shall make arrangements for delivery of products upon receipt of a purchase order.  All products must be delivered in accordance with the Contractor’s delivery schedule and in strict accordance with the instructions from the Using Agency.  Prices for items in Quotes shall be submitted Freight on Board (F.O.B.) Destination.   Delivery timeframes bid on the State-Supplied Price Sheet will supersede the delivery days outlined in Section 5.6 of the Bid Solicitation.
Contractors shall follow all special delivery instructions as required by Using Agencies to comply with Using Agency operations.
Deliveries shall not be made on the following State observed holidays, which may be updated from time to time:
· New Year’s Day;
· Martin Luther King Jr. Day;
· Presidents Day;
· Good Friday;
· Memorial Day;
· Juneteenth;
· Independence Day;
· Labor Day;
· Columbus Day;
· Election Day;
· Veterans Day;
· Thanksgiving Day; and
· Christmas Day.

Using Agencies may specify alternate delivery sites and /or hours, when necessary.   

The Contractor must contact the Using Agency for all delivery delays.  

No goods will be accepted at the final delivery point without all supporting documentation and paperwork completed and delivered with the goods, which may include a copy of the purchase order, payment voucher, invoice and/or warranty documentation.  No goods will be considered accepted until they have undergone final inspection at the delivery point.

[bookmark: _Hlk218236375]Any shipment must include the Using Agency’s purchase order affixed to the outside of the shipping carrier’s outermost box.  The Using Agency will not accept partial shipments unless specifically approved by them.  Similarly, drop shipments will not be accepted unless authorized by the Using Agency.  Contractors must inspect all goods to ensure that they comply with the Bid Solicitation before delivery to the Using Agency.  Contractors must adhere to delivery and packaging guidelines; failure to comply may result in the Using Agency refusing the delivery.

The State will order any quantity necessary to meet its requirements.  No guarantee is made by the State to purchase any amount of product from any Contractor.  The State guarantees neither minimum, nor average, nor maximum quantities per order, nor total quantity during the Contract term, including any extension(s) thereof.

[bookmark: _Toc115337424][bookmark: _Toc160447992][bookmark: _Toc194404681][bookmark: _Toc225851743]DELIVERY HOURS
The Contractor shall deliver items to the Using Agency between the hours of 8:00 am and 4:00 pm on regularly scheduled work days. Deliveries outside of these hours shall not be accepted unless with the prior approval of the Using Agency.
[bookmark: _Toc225851744]EMERGENCY/EXPEDITED DELIVERIES
In addition to routine delivery requirements, Using Agencies may have emergencies requiring expedited delivery.  The Using Agency will be responsible for any costs associated with expedited delivery.  For emergency orders, the Contractor shall provide delivery within forty-eight (48) hours.
An Agency-Use Price Line (Price Line 10) will be added to all Contracts to allow for the Using Agency payment of these expedited delivery charges.

Note: Payment will only be made for expedited delivery charges.

[bookmark: _Toc225851745]RETURNS AND RESTOCKING FEES
The Contractor may charge a restocking fee for products ordered in error by the Using Agency and returned by the Using Agency.  Return shipping fees will be at the Using Agency expense for products ordered in error.
An Agency-Use Price Line (Price Line 11) will be added to all Contracts to allow for the Using Agency payment of these restocking fees and return shipping charges.

[bookmark: _Toc225851746]PACKAGING AND SHIPPING
 	All products shall be manufactured and packaged under modern sanitary conditions in accordance with federal and state law and standard industry practice.
	All products are to be packaged in such a manner as to ensure delivery in first class condition and properly marked for identification. All shipments must be comprised of original cartons associated with the commercial industry represented by the actual product contained within each carton.  Deliveries containing re-used, re-labeled, re-worked or alternate cartons are subject to rejection by the Using Agency at the Contractor's expense.
The Contractor shall package and protect all material so that they are delivered to the Using Agency in an undamaged condition.  The State reserves the right to reject any material which is damaged or delivered or received in an otherwise unacceptable condition.  Any charges incurred due to damaged materials shall be the responsibility of the Contractor.

Shipping cases shall be marked to show the name of the supplier, name and address of the Using Agency and purchase order number (if applicable).

[bookmark: _Toc225851747]CURRENT PRODUCTION ITEMS
Contractors must provide new and current production items.  Surplus, seconds, factory rejects, closeouts, refurbished, used or distressed items are not acceptable and, if furnished, will be rejected.   Failure to comply with this requirement may be cause for termination of the Contract in whole or in part with the Contractor responsible for any and all additional costs incurred by the Using Agencies as a result of such termination, including but not limited to the cost of purchasing a similar item from another Vendor or Contractor.
[bookmark: _Toc225851748]MANUALS AND INSTRUCTIONS
Upon request, the Contractor must supply any repair manuals, parts manuals, service manuals and/or operator’s manuals at no additional cost.  Any instructions for the installation or operation of the item must be provided where applicable.

[bookmark: _Toc225851749]REPLACEMENT OF UNSATISFACTORY PRODUCT
In the event the product supplied is reasonably deemed unsatisfactory by the Using Agency, the Contractor shall immediately remove and replace the unsatisfactory product(s), at no cost to the Using Agency within the warranty period noted in Section 4.11.  The timeframe for replacement shall not exceed the delivery days ARO listed on the State-Supplied Price Sheet.  Failure to comply may result in the product(s) being removed from the Contract, and the Using Agency shall then have the right to obtain the same or similar product(s) from another Contractor.  In such event, any price difference, as well as transportation costs, shall be paid by the Contractor.

[bookmark: _Toc225851750]SALE OF UNAUTHORIZRED PRODUCTS OR SERVICES
If a Contractor offers any product or service that is not specified in their Contract, a formal complaint will be filed with the Division’s Contract Compliance and Audit Unit.  This could result in adverse effects on the Contractor’s performance file, potentially impacting their eligibility for future State Contracts.   
[bookmark: _Toc225851751]SUBSTITUTION OF DISCONTINUED OR REFORMULATED PRODUCTS
The Contractor may offer a substitution for any product discontinued or reformulated by the manufacturer in its Contract.  The State may consider substituting the discontinued or reformulated model with a new model provided that the unit offered meets or exceeds the Contract specifications.  All substitutions must be approved by the State. 

The Contractor must notify the State immediately in writing to the Division’s assigned Procurement Specialist stating that an item has been discontinued or reformulated by the manufacturer along with supporting documentation from that manufacturer that the item has been discontinued or reformulated.  The Contractor must provide in its letter the discontinued or reformulated model number, model number of the new product being offered, detailed literature for the new product being offered, the price of the discontinued or reformulated item and the price of the product being offered as a replacement.  The State will not approve the substitution of a discontinued or reformulated item without all of the above information.

The replacement product should be offered to the State at the same price as the discontinued or reformulated product.  However, pursuant to the State Standard Terms and Conditions price adjustments/increases may be submitted for consideration.

[bookmark: _Toc225851752]RESERVED.

[bookmark: _Toc225851753]PRICE LIST UPDATES
Not applicable to this procurement.  

Note:  A Contractor must, upon request, provide the Using Agency with the most recent version of the price list for the contracted brand during the mini-bid process.  Please refer to Bid Solicitation Section 4.18 for more information regarding the mini-bid process.

[bookmark: _CONTRACTOR_ORDERING/MINI-BID_PROCES][bookmark: _Toc225851754]CONTRACTOR ORDERING/MINI-BID PROCESS
A Method of Operation, as may be amended from time to time, shall be posted by the Division of Purchase and Property upon award of the Contracts resulting from this Bid Solicitation.  The Method of Operation will be posted to the “Attachments” Tab of the Contract’s NJSTART page. The Method of Operation applies to Using Agencies and MUST always be followed.

The Method of Operation will include an award summary which will identify Contractors for each brand awarded.

Using Agency shall initiate a Contract purchase on an as-needed basis by preparing clear and unambiguous requirements for the goods and/or services to be ordered, based solely upon the Using Agency’s needs.  
Using Agencies should select a minimum of three (3) brands offering products suitable to meet the Using Agency’s project requirements.  Using Agencies shall solicit mini-bid responses from all Contractors awarded the brands selected.
Using Agencies may, among other factors, consider the following when selecting Contractors from whom mini-bids are solicited: 
· Equipment uniformity and/or continuity

Using Agencies are advised that multiple Contractors may be awarded the same brand.  As such, Using Agencies should solicit mini-bid responses from at least three (3) Contractors (if available) awarded the brand required.  The Using Agency shall establish the date and time for all Contractors to respond to the mini-bid request and inform all Contractors of same.  All selected Contractors shall respond to the mini-bid request with a pricing response or a “no bid” response.   In response to a request for a mini-bid, Contractors may provide better pricing to the Using Agency than that submitted on the price sheet. 
All Contractors registered as a Small Business Enterprise (SBE) of Disabled Veteran-Owned Business (DVOB) with the New Jersey Department of the Treasury Division of Revenue and Enterprise Services must be included in the Using Agency’s mini-bid request, as applicable.  Please note that any mini-bid obtained from an SBE or DVOB will receive 15% pricing consideration above the lowest non-SBE and non-DVOB mini-bid received. 
Note:  A Contractor must, upon request, provide the Using Agency with the most recent version of the price list for the contracted brand during the mini-bid process.
The Using Agency reserves the right to request specifications, technical data sheets, or manufacturer’s equivalent information, for the brands awarded.
[bookmark: _Toc217914296][bookmark: _Toc218067988][bookmark: _Toc218074082][bookmark: _Toc218074275][bookmark: _Toc225851755]STATE USING AGENCY INSTRUCTIONS FOR ORDERING/USAGE OF SOFTWARE AND CLOUD STORAGE SOLUTIONS
Contractors are permitted to include software and cloud storage solutions as part of the brand price lists submitted for the following Categories:

	Category Number/Price Line Number
	Category Description

	1
	Laser/Radar Guns and Speed Monitor Trailers, Parts and Accessories

	2
	Chemical, Biological, Radiological, Nuclear and Explosives (CBRNE) Detection, Mitigation Products, Parts and Accessories and Personal Protective Equipment (PPE), Parts and Accessories 

	3
	Area Security Equipment, Supplies, Parts and Accessories

	4
	Police In-Car Video Solution - Hardware

	5
	Police Body Camera Solution - Hardware

	6
	Interview Room Camera Solution - Hardware

	7
	Automated License Plate Reader/Recognition Surveillance Solution - Hardware

	8
	Law Enforcement Drones/Unmanned Aerial Vehicles, Parts and Accessories

	9
	Bioterrorism/Biodefense/Biowarfare/Chemical Warfare Combatant Products and Equipment, Supplies, Parts and Accessories



Bidders submitting Quotes for the above referenced Price Lines that include software and / or cloud storage solutions will need to complete and submit the State of New Jersey Security Due Diligence Third-Party Information Security Questionnaire as outlined in Bid Solicitation Section 3.13.12.

Pursuant to N.J.S.A. 52:18a-230b, the New Jersey Office of Information Technology (NJOIT) is responsible for the policies and standards governing State agencies' use of technology. State Using Agencies must receive any approvals necessary from the New Jersey Office of Homeland Security and Preparedness (NJOHSP) and the New Jersey Office of Information Technology (NJOIT) prior to issuance of a purchase order for any awarded product that requires and/or makes use of internal or external State network connections.  Examples include, but are not limited to, those products that will transfer data to/from the State network, require that data be stored in the Cloud/off-premises and accessed by State Using Agency employees or for which proprietary software is required to operate. State Using Agencies are directed to NJOIT Circular 20-01-NJOIT for further information as to cloud computing guidelines. The Contractor shall work with the State Using Agency to collect the information necessary, whether from the Contractor, manufacturer, or other third-party, for NJOHSP and NJOIT to review whether the software and/or service meets the State’s security standards.



[bookmark: _Toc225851756]GENERAL CONTRACT TERMS
The Contractor shall have sole responsibility for the complete effort specified in this Contract.  Payment will be made only to the Contractor or to the authorized dealers/distributors, if applicable.  The Contractor is responsible for the professional quality, technical accuracy and timely completion and submission of all deliverables, services or commodities required to be provided under this Contract.  The Contractor shall, without additional compensation, correct or revise any errors, omissions, or other deficiencies in its deliverables and other services.  The approval of deliverables furnished under this Contract shall not in any way relieve the Contractor of responsibility for the technical adequacy of its work.  The review, approval, Acceptance or payment for any of the deliverables, goods or services, shall not be construed as a waiver of any rights that the State may have arising out of the Contractor’s performance of this Contract.

[bookmark: _Toc208904649][bookmark: _Toc225851757]CONTRACT TERM AND EXTENSION OPTION
The base term of this Contract shall be for a period of four (4) years.  The anticipated Contract effective date is provided on the “Summary” page of the Bid Solicitation in NJSTART.  If delays in the procurement process result in a change to the anticipated Contract effective date, the Contractor agrees to accept a Contract for the full term of this Contract. 

This Contract may be extended up to three (3) years with no single extension exceeding one (1) year, by the mutual written consent of the Contractor and the Director at the same terms, conditions, and pricing at the rates in effect in the last year of this Contract or rates more favorable to the State.  

[bookmark: _Toc208904650][bookmark: _Toc225851758]CONTRACT TRANSITION
No Award Made --In the event that a new contract has not been awarded prior to the expiration date for this Contract, including any extensions exercised, then by written notice to the Contractor, the State may exercise its right to transition this Contract for a period of up to 270 Calendar Days (the “Initial Transition Period”).  In the event the State exercises its right pursuant to this Section, then the Contractor shall continue performance under this Contract under the same terms, conditions, and pricing until a new contract is awarded or the Initial Transition Period expires. At no time shall this Initial Transition Period extend more than 365 Calendar Days beyond the expiration date of this Contract, including any extensions exercised, unless in the opinion of the Director, it is in the best interest of the State to extend the Initial Transition Period.
New Contract Awarded -- In the event that a new contract has been awarded prior to the expiration date for this Contract, including any extensions exercised , then by written notice to the Contractor the State may transition this Contract (the “NCA Transition Period”) and the Contractor shall continue performance under this Contract, under the same terms, conditions, and pricing, for a period of up to 365 Calendar Days beyond the expiration date of this Contract, including any extensions exercised, or until the new contract(s) can be completely operational, whichever first occurs.

[bookmark: _Toc208904651][bookmark: _Toc225851759]PERFORMANCE SECURITY
Not applicable to this procurement.

[bookmark: _Toc208904652][bookmark: _Toc225851760]OWNERSHIP OF MATERIAL
State Data – The State owns State Data. Contractor shall not obtain any right, title, or interest in any State Data, or information derived from or based on State Data.  State Data provided to Contractor shall be delivered or returned to the State of New Jersey upon thirty (30) days’ notice by the State or thirty (30) days after the expiration or termination of the Contract.  Except as specifically required by the requirements of the Bid Solicitation, State Data shall not be disclosed, sold, assigned, leased or otherwise disposed of to any person or entity other than the State unless specifically directed to do so in writing by the State Contract Manager.
Work Product; Services – The State owns all Deliverables developed for the State in the course of providing Services under the Contract, including but not limited to, all data, technical information, materials gathered, originated, developed, prepared, used or obtained in the performance of the Contract, including but not limited to all reports, surveys, plans, charts, literature, brochures, mailings, recordings (video and/or audio), pictures, drawings, analyses, graphic representations, print-outs, notes and memoranda, written procedures and documents, regardless of the state of completion, which are prepared for or are a result of the Services required under the Contract. 
Contractor Intellectual Property; Commercial off the Shelf Software (COTS) and Customized Software – Contractor retains ownership of all Contractor Intellectual Property, and any modifications thereto and derivatives thereof, that the  Contractor supplies to the State pursuant to the Contract, and grants the State a non-exclusive, royalty-free license to use Contractor Intellectual Property delivered to the State for the purposes contemplated by the Contract for the duration of the Contract including all extensions.  In the event Contractor provides its standard license agreement terms with its Quote, such terms and conditions must comply with Bid Solicitation Section 1.4 – Order of Precedence of Contractual Terms.
Third Party Intellectual Property – Unless otherwise specified in the Bid Solicitation that the State, on its own, will acquire and obtain a license to Third Party Intellectual Property, Contractor shall secure on the State’s behalf, in the name of the State and subject to the State’s approval, a license to Third Party Intellectual Property sufficient to fulfill the business objectives, requirements and specifications identified in the Contract at no additional cost to the State beyond that in the Quote price.  In the event Contractor is obligated to flow-down commercially standard third party terms and conditions customarily provided to the public associated with Third Party Intellectual Property and such terms and conditions conflict with Bid Solicitation requirements, including the SSTC, the State will accept such terms and conditions with the exception of the following:  indemnification, limitation of liability, choice of law, governing law, jurisdiction, and confidentiality.  The Bid Solicitation including the SSTC shall prevail with respect to such conflicting terms and conditions.  In addition, the State will not accept any provision requiring the State to indemnify a third party or to submit to arbitration.  Such terms are considered void and of no effect.  Third party terms and conditions should be submitted with the Quote. If Contractor uses Third Party Intellectual Property, Contractor must indemnify the State for infringement claims with respect to the Third Party Intellectual Property.   Contractor agrees that its use of Third Party Intellectual Property shall be consistent with the license for the Third Party Intellectual Property, whether supplied by the Contractor, secured by the State as required by the Bid Solicitation, or otherwise supplied by the State. 
Work Product; Custom Software – The State owns all Custom Software which shall be considered “work made for hire”, i.e., the State, not the Contractor, Subcontractor, or third party, shall have full and complete ownership of all such Custom Software.  To the extent that any Custom Software may not, by operation of the law, be a “work made for hire” in accordance with the terms of the Contract, Contractor, Subcontractor, or third party hereby assigns to the State, or Contractor shall cause to be assigned to the State, all right, title and interest in and to any such Custom Software and any copyright thereof, and the State shall have the right to obtain and hold in its own name any copyrights, registrations and any other proprietary rights that may be available. 
State Intellectual Property – The State owns all State Intellectual Property provided to Contractor pursuant to the Contract.  State Intellectual Property shall be delivered or returned to the State of New Jersey upon thirty (30) days’ notice by the State or thirty (30) days after the expiration or termination of the Contract.  The State grants Contractor a non-exclusive, royalty-free, license to use State Intellectual Property for the purposes contemplated by the Contract.  Except as specifically required by the requirements of the Bid Solicitation, State Intellectual Property shall not be disclosed, sold, assigned, leased or otherwise disposed of to any person or entity other than the State unless specifically directed to do so in writing by the State Contract Manager. The State’s license to Contractor is limited by the term of the Contract and the confidentiality obligations set forth in Bid Solicitation Section 6 – Data Security Requirements – Contractor Responsibility.
No Rights – Except as expressly set forth in the Contract, nothing in the Contract shall be construed as granting to or conferring upon Contractor any right, title, or interest in State Intellectual Property or any intellectual property that is now owned or licensed to or subsequently owned by or licensed by the State.  Except as expressly set forth in the Contract, nothing in the Contract shall be construed as granting to or conferring upon the State any right, title, or interest in any Contractor Intellectual Property that is now owned or subsequently owned by Contractor.  Except as expressly set forth in the Contract, nothing in the Contract shall be construed as granting to or conferring upon the State any right, title, or interest in any Third Party Intellectual Property that is now owned or subsequently owned by a third party.

[bookmark: _Toc208904653][bookmark: _Toc225851761]SUBSTITUTION OF STAFF
Not applicable to this procurement.

[bookmark: _Toc208904654][bookmark: _Toc225851762]DELIVERY TIME AND COSTS
Unless otherwise noted in this Bid Solicitation or on the State-Supplied Price Sheet, all delivery times are sixty (60) Calendar Days after receipt of order (ARO) and prices for items in Quotes shall be submitted Freight on Board (F.O.B.) Destination (sixty (60) Calendar Days ARO/F.O.B.).  The Contractor shall assume all costs, liability and responsibility for the delivery of merchandise in good condition to the State's Using Agency or designated purchaser.  Sixty (60) Calendar Days ARO/F.O.B. does not cover "spotting" but does include delivery on the receiving platform of the Using Agency at any destination in the State of New Jersey unless otherwise specified.  No additional charges will be allowed for any additional transportation costs resulting from partial shipments made at the Contractor’s convenience when a single shipment is ordered.  The weights and measures of the State's Using Agency receiving the shipment shall govern.  Collect on Delivery (C.O.D.) Terms are not permitted.

[bookmark: _AUTHORIZED_DEALERS_AND/OR][bookmark: _Toc208904655][bookmark: _Toc225851763]AUTHORIZED DEALERS AND/OR DISTRIBUTORS
The Contractor must provide a list of the Dealer(s)/Distributor(s) that will service the Contract.  The Contractor will be required to submit the following forms for each Dealer/Distributor, prior to the Dealer/Distributor being permitted to perform any work on the Contract:
A. Ownership Disclosure (N.J.S.A. 52:25-24.2);
B. Disclosure of Investment Activities in Iran (N.J.S.A. 52:32-55 et. seq.);
B. Disclosure of Investigations and Actions Involving Bidder Form;
C. MacBride Principles  (N.J.S.A. 52:34-12.2);
D. Source Disclosure Certification (N.J.S.A. 52:34-13.2);
E. Vendor Certification (P.L. 2005, c.271);
F. New Jersey Business Registration (N.J.S.A. 52:32-44);
G. Proof of insurance as specified herein;
H. Proof of compliance with New Jersey Affirmative Action requirements (N.J.A.C. 17:27-1.1 et. seq.):
New Jersey Form AA-302 Affirmative Action Employee Information Report; or 
New Jersey Affirmative Action Certificate; or 
Federal Affirmative Action Approval Letter; and
I. Certification of Non-Involvement of Prohibited Activities in Russia or Belarus Pursuant to P.L.2022, c.3	

Bidders should provide a separate attachment, with its Quote, listing each Dealer/Distributor.  The list should include the Dealer/Distributor Federal ID#/Taxpayer ID#, address, telephone number, contact person and e-mail address.

A Contractor may submit a request to add or remove Dealers/Distributors at any time during the Contract term, including any extension(s) thereof.  Any such request should be emailed to the Procurement Specialist assigned to this procurement.

[bookmark: _Toc208904656][bookmark: _Toc225851764]LIQUIDATED DAMAGES
Not applicable to this procurement.

[bookmark: _Toc208904657][bookmark: _Toc225851765]RETAINAGE
Not applicable to this procurement.

[bookmark: _Toc208904658][bookmark: _Toc225851766]ELECTRONIC PAYMENTS
With the award of this Contract, the successful Contractor(s) will be required to receive its payment(s) electronically.  In order to receive payments via automatic deposit from the State of New Jersey, the Contractor must complete the EFT information within its NJSTART Vendor Profile.  Please refer to the QRG entitled “Vendor Profile Management – Company Information and User Access” for instructions. 

[bookmark: _Toc208904659][bookmark: _Toc225851767]PROCUREMENT EFFICIENCY PROGRAM
A. Quarterly Sales Reporting - The Contractor shall submit a Sales Report documenting all sales made under the Contract.  The Sales Report shall be submitted directly to Periscope no later than thirty (30) Calendar Days after the end of each calendar quarter. The calendar quarters will end March 31, June 30, September 30, and December 31. The Sales Report must contain the following information:  
· Complete and accurate details of all sales, credits, returns, refunds, and the like for the reporting quarter;
· Purchasing entity;
· Total of Procurement Efficiency Program Fee amount due for the reporting quarter;
· Such other information as the State may reasonably request;
· If no sales were made against this Contract during the reporting quarter, then a report shall be submitted showing zero sales and zero Procurement Efficiency Program Fee due; and
· Quarterly Sales Reporting and remittance of the Procurement Efficiency Program Fee shall begin on the first calendar quarter starting after the effective date of the Contract.
B. Procurement Efficiency Program Fee - For all purchases made under this Contract, that have been invoiced, the Contractor shall remit the Procurement Efficiency Program Fee in the amount of one percent (1%) of all Purchases to Periscope acting on behalf of the State of New Jersey. 
C. Remittance of the Procurement Efficiency Program Fee - On a quarterly basis, the Contractor shall remit the Procurement Efficiency Program Fee directly to Periscope no later than thirty (30) Calendar Days after the end of each calendar quarter. The calendar quarters will end March 31, June 30, September 30, and December 31.  Failure to remit the Procurement Efficiency Program Fee timely and accurately may result in Contract termination as outlined in the “Termination of Contract” clause of the State of New Jersey Standard Terms and Conditions. 
D. NJSTART Marketplace Catalog Enablement - Contractor shall cooperate with State and/or Periscope as requested to upload catalog items and pricing consistent with this Contract. Contractor shall upload catalog within thirty (30) Calendar Days of the date of execution of this Contract. Failure to cooperate will result in the Contractor’s good and/or services not being represented in the NJSTART Marketplace. The Contractor shall ensure that the catalog complies with the scope, and terms and conditions of this Contract. Any identified deviation from the Contract must be corrected immediately. Any catalog that does not comply with the scope and terms and conditions of this Contract can lead to a breach of contract and will be escalated to the Division of Purchase and Property’s Contract Compliance and Audit Unit for review and possible action.  
E. Retention and Inspection of Records and Audit - The Contractor shall keep records of all sales made to all Using Agencies in sufficient detail to enable the State to determine the Procurement Efficiency Program Fee payable by the Contractor. The State and/or Periscope may examine and audit, at its own expense, Contractor’s sales records and Sales Reports for completeness and accuracy. If such examination reveals underpayment of the Procurement Efficiency Program Fee, the Contractor shall immediately pay to Periscope the amount of deficiency. If the examination reveals an underpayment of 5% or more, then the Contractor shall reimburse the State and/or Periscope for the cost of the audit. 




[bookmark: _Toc225851768]DATA SECURITY REQUIREMENTS – CONTRACTOR RESPONSIBILITY 

0. [bookmark: _Toc217914321][bookmark: _Toc225851769]SECURITY PLAN
Not applicable to this procurement.
(See Bid Solicitation Section 3.13.12 State of New Jersey Security Due Diligence Third-Party Information Security Questionnaire) 

[bookmark: _Toc21352785][bookmark: _Toc22560010][bookmark: _Toc32310653][bookmark: _Toc179959326][bookmark: _Toc217914322][bookmark: _Toc225851770]INFORMATION SECURITY PROGRAM MANAGEMENT 
The Contractor shall establish and maintain a framework to provide assurance that information security strategies are aligned with and support the State’s business objectives, are consistent with applicable laws and regulations through adherence to policies and internal controls, and provide assignment of responsibility, in an effort to manage risk.  Information security program management shall include, at a minimum, the following:
A. Establishment of a management structure with clear reporting paths and explicit responsibility for information security;
B. Creation, maintenance, and communication of information security policies, standards, procedures, and guidelines to include the control areas listed in sections below;
C. Development and maintenance of relationships with external organizations to stay abreast of current and emerging security issues and for assistance, when applicable; and 
D. Independent review of the effectiveness of the Contractor’s information security program.

[bookmark: _Toc21352786][bookmark: _Toc22560011][bookmark: _Toc32310654][bookmark: _Toc179959327][bookmark: _Toc217914323][bookmark: _Toc225851771][bookmark: _Toc525032126]COMPLIANCE
The Contractor shall develop and implement processes to ensure its compliance with all statutory, regulatory, contractual, and internal policy obligations applicable to this Contract. Examples include but are not limited to General Data Protection Regulation (GDPR), Payment Card Industry Data Security Standard (PCI DSS), Health Insurance Portability and Accountability Act of 1996 (HIPAA), IRS-1075.  Contractor shall timely update its processes as applicable standards evolve.  
A. Within ten (10) Calendar Days after award, the Contractor shall provide the State with contact information for the individual or individuals responsible for maintaining a control framework that captures statutory, regulatory, contractual, and policy requirements relevant to the organization’s programs of work and information systems;
B. Throughout the solution development process, Contractor shall implement processes to ensure security assessments of information systems are conducted for all significant development and/or acquisitions, prior to information systems being placed into production; and
C. The Contractor shall also conduct periodic reviews of its information systems on a defined frequency for compliance with statutory, regulatory, and contractual requirements. The Contractor shall document the results of any such reviews.

[bookmark: _Toc21352787][bookmark: _Toc22560012][bookmark: _Toc32310655][bookmark: _Toc179959328][bookmark: _Toc217914324][bookmark: _Toc225851772]PERSONNEL SECURITY 
The Contractor shall implement processes to ensure all personnel having access to relevant State information have the appropriate background, skills, and training to perform their job responsibilities in a competent, professional, and secure manner.  Workforce security controls shall include, at a minimum:
A. Position descriptions that include appropriate language regarding each role’s security requirements;
B. To the extent permitted by law, employment screening checks are conducted and successfully passed for all personnel prior to beginning work or being granted access to information assets;
C. Rules of behavior are established and procedures are implemented to ensure personnel are aware of and understand usage policies applicable to information and information systems; 
D. Access reviews are conducted upon personnel transfers and promotions to ensure access levels are appropriate;
E. Contractor disables system access for terminated personnel and collects all organization owned assets prior to the individual’s departure; and  
F. Procedures are implemented that ensure all personnel are aware of their duty to protect information assets and their responsibility to immediately report any suspected information security incidents.
[bookmark: _Toc525032127]
[bookmark: _Toc21352788][bookmark: _Toc22560013][bookmark: _Toc32310656][bookmark: _Toc179959329][bookmark: _Toc217914325][bookmark: _Toc225851773]SECURITY AWARENESS AND TRAINING 
The Contractor shall provide periodic and on-going information security awareness and training to ensure personnel are aware of information security risks and threats, understand their responsibilities, and are aware of the statutory, regulatory, contractual, and policy requirements that are intended to protect information systems and State Confidential Information from a loss of confidentiality, integrity, availability and privacy. Security awareness and training shall include, at a minimum:
A. Personnel are provided with security awareness training upon hire and at least annually, thereafter;
B. Security awareness training records are maintained as part of the personnel record;
C. Role-based security training is provided to personnel with respect to their duties or responsibilities (e.g. network and systems administrators require specific security training in accordance with their job functions); and
D. Individuals are provided with timely information regarding emerging threats, best practices, and new policies, laws, and regulations related to information security.
[bookmark: _Toc525032128]
[bookmark: _Toc21352789][bookmark: _Toc22560014][bookmark: _Toc32310657][bookmark: _Toc179959330][bookmark: _Toc217914326][bookmark: _Toc225851774]RISK MANAGEMENT 
The Contractor shall establish requirements for the identification, assessment, and treatment of information security risks to operations, information, and/or information systems. Risk management requirements shall include, at a minimum:
A. An approach that categorizes systems and information based on their criticality and sensitivity;
B. An approach that ensures risks are identified, documented and assigned to appropriate personnel for assessment and treatment; 
C. Risk assessments shall be conducted throughout the lifecycles of information systems to identify, quantify, and prioritize risks against operational and control objectives and to design, implement, and exercise controls that provide reasonable assurance that security objectives will be met; and
D. A plan under which risks are mitigated to an acceptable level and remediation actions are prioritized based on risk criteria and timelines for remediation are established. Risk treatment may also include the acceptance or transfer of risk.
[bookmark: _Toc525032129]
[bookmark: _Toc21352790][bookmark: _Toc22560015][bookmark: _Toc32310658][bookmark: _Toc179959331][bookmark: _Toc217914327][bookmark: _Toc225851775]PRIVACY
If there is State Data associated with the Contract, this section is applicable.
1. Data Ownership. The State owns State Data. Contractor shall not obtain any right, title, or interest in any   State Data, or information derived from or based on State Data.
Data usage, storage, and protection of Personal Data are subject to all applicable international, federal and state statutory and regulatory requirements, as amended from time to time, including, without limitation, those for HIPAA, Tax Information Security Guidelines for Federal, State, and Local Agencies (IRS Publication 1075), New Jersey State tax confidentiality statute,  the New Jersey Privacy Notice found at NJ.gov, N.J.S.A. § 54:50-8, New Jersey Identity Theft Prevention Act, N.J.S.A. § 56:11-44 et. seq., the federal Drivers’ Privacy Protection Act of 1994, Pub.L.103-322, and the confidentiality requirements of N.J.S.A. § 39:2-3.4.  Contractor shall also conform to PCI DSS, where applicable.
Security: Contractor agrees to take appropriate administrative, technical and physical safeguards reasonably designed to protect the security, privacy, confidentiality, and integrity of user information. Contractor shall ensure that State Data is secured and encrypted during transmission or at rest. 
Data Transmission:  The Contractor shall only transmit or exchange State Data with other parties when expressly requested in writing and permitted by and in accordance with requirements of the Contract or the State of New Jersey. The Contractor shall only transmit or exchange State Data with the State of New Jersey or other parties through secure means supported by current technologies. 
Data Storage:  All data provided by the State of New Jersey or State data obtained by the Contractor in the performance of the Contract must be stored, processed, and maintained solely in accordance with a project plan and system topology approved by the State Contract Manager.  No State data shall be processed on or transferred to any device or storage medium including portable media, smart devices and/or USB devices, unless that device or storage medium has been approved in advance in writing by the State Contract Manager.  The Contractor must not store or transfer State of New Jersey data outside of the United States.
Data Re-Use:  All State Data shall be used expressly and solely for the purposes enumerated in the Contract Data shall not be distributed, repurposed or shared across other applications, environments, or business units of the Contractor.  No State Data shall be transmitted, exchanged or otherwise passed to other contractors or interested parties except on a case-by-case basis as specifically agreed to in writing by the State Contract Manager. 
Data Breach:  In the event of any actual, probable or reasonably suspected Breach of Security, or any unauthorized access to or acquisition, use, loss, destruction, compromise, alteration or disclosure of any Personal Data, Contractor shall: (a) immediately notify the State of such Breach of Security, but in no event later than 72 hours after learning of such security breach; (b) designate a single individual employed by Contractor who shall be available to the State 24 hours per day, seven (7) days per week as a contact regarding Contractor’s obligations under Bid Solicitation Section 6.34 - Incident Response; (c) not provide any other notification or provide any disclosure to the public regarding such Breach of Security without the prior written consent of the State, unless required to provide such notification or to make such disclosure pursuant to any applicable law, regulation, rule, order, court order, judgment, decree, ordinance, mandate or other request or requirement now or hereafter in effect, of any applicable governmental authority or law enforcement agency in any jurisdiction worldwide  (in which case Contractor shall consult with the State and reasonably cooperate with the State to prevent any notification or disclosure concerning any Personal Data or Breach of Security); (d) assist the State in investigating, remedying and taking any other action the State deems necessary regarding any Breach of Security breach and any dispute, inquiry, or claim that concerns the Breach of Security; (e) follow all instructions provided by the State relating to the Personal Data affected or potentially affected by the Breach of Security; (f) take such actions as necessary to prevent future Breaches of Security; and (g) unless prohibited by an applicable statute or court order, notify the State of any third party legal process relating to any Breach of Security including, at a minimum, any legal process initiated by any governmental entity (foreign or domestic).
Minimum Necessary. Contractor shall ensure that State Data requested represents the minimum necessary information for the services as described in this Bid Solicitation and, unless otherwise agreed to in writing by the State, that only necessary individuals or entities who are familiar with and bound by the Contract will have access to the State Data in order to perform the work.
End of Contract Data Handling:  Upon termination/expiration of this Contract the Contractor shall first return all State Data to the State in a usable format as defined in the Contract, or in an open standards machine-readable format if not.  The Contractor shall then erase, destroy, and render unreadable all Contractor backup copies of State Data according to the standards enumerated in accordance with the State’s most recent Media Protection policy, https://www.cyber.nj.gov/grants-and-resources/state-resources/statewide-information-security-manual-sism, and certify in writing that these actions have been completed within thirty (30) Calendar Days after the termination/expiration of the Contract or within seven (7) Business Days of the request of an agent of the State whichever should come first.
In the event of loss of any State Data or records where such loss is due to the intentional act, omission, or negligence of the Contractor or any of its Subcontractors or agents, the Contractor shall be responsible for recreating such lost data in the manner and on the schedule set by the State Contract Manager. The Contractor shall ensure that all State Data is backed up and is recoverable by the Contractor. In accordance with prevailing federal or state law or regulations, the Contractor shall report the loss of State data.
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The Contractor shall implement administrative, technical, and physical controls necessary to safeguard information technology assets from threats to their confidentiality, integrity, or availability, whether internal or external, deliberate or accidental. Asset management controls shall include at a minimum:
A. Information technology asset identification and inventory;
B. Assigning custodianship of assets; and
C. Restricting the use of non-authorized devices.
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The Contractor shall implement processes that classify information and categorize information systems throughout their lifecycles according to their sensitivity and criticality, along with the risks and impact in the event that there is a loss of confidentiality, integrity, availability, or breach of privacy. Information classification and system categorization includes labeling and handling requirements. Security categorization controls shall include the following, at a minimum:
A. Implementing a data protection policy;
B. Classifying data and information systems in accordance with their sensitivity and criticality;
C. Masking sensitive data that is displayed or printed; and
D. Implementing handling and labeling procedures.
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The Contractor shall establish controls to ensure data and information, in all forms and mediums, are protected throughout their lifecycles based on their sensitivity, value, and criticality, and the impact that a loss of confidentiality, integrity, availability, and privacy would have on the Contractor, business partners, or individuals. Media protections shall include, at a minimum:
A. Media storage/access/transportation; 
B. Maintenance of sensitive data inventories;
C. Application of cryptographic protections; 
D. Restricting the use of portable storage devices;
E. Establishing records retention requirements in accordance with business objectives and statutory and regulatory obligations; and
F. Media disposal/sanitization.
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The Contractor shall employ cryptographic safeguards to protect sensitive information in transmission, in use, and at rest, from a loss of confidentiality, unauthorized access, or disclosure.  Cryptographic protections shall include at a minimum:
A. Using industry standard encryption algorithms;
B. Establishing requirements for encryption of data in transit;
C. Establishing requirements for encryption of data at rest; and
D. Implementing cryptographic key management processes and controls.
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The Contractor shall establish security requirements and ensure appropriate mechanisms are provided for the control, administration, and tracking of access to, and the use of, the Contractor’s information systems that contain or could be used to access State data. Access management plan shall include the following features: 
A. Ensure the principle of least privilege is applied for specific duties and information systems (including specific functions, ports, protocols, and services), so processes operate at privilege levels no higher than necessary to accomplish required organizational missions and/or functions;
B. Implement account management processes for registration, updates, changes and de-provisioning of system access;
C. Apply the principles of least privilege when provisioning access to organizational assets;
D. Provision access according to an individual’s role and business requirements for such access;
E. Implement the concept of segregation of duties by disseminating tasks and associated privileges for specific sensitive duties among multiple people; 
F. Conduct periodic reviews of access authorizations and controls.
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The Contractor shall establish procedures and implement identification, authorization, and authentication controls to ensure only authorized individuals, systems, and processes can access the State’s information and Contractor’s information and information systems. Identity and authentication provides a level of assurance that individuals who log into a system are who they say they are.  Identity and authentication controls shall include, at a minimum:
A. Establishing and managing unique identifiers (e.g. User-IDs) and secure authenticators (e.g. passwords, biometrics, personal identification numbers, etc.) to support nonrepudiation of activities by users or processes; and
B. Implementing multi-factor authentication (MFA) requirements for access to sensitive and critical systems, and for remote access to the Contractor’s systems.
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The Contractor shall strictly control remote access to the Contractor’s internal networks, systems, applications, and services. Appropriate authorizations and technical security controls shall be implemented prior to remote access being established. Remote access controls shall include at a minimum:
A. Establishing centralized management of the Contractor’s remote access infrastructure;
B. Implementing technical security controls (e.g. encryption, multi-factor authentication, IP whitelisting, geo-fencing); and
C. Training users in regard to information security risks and best practices related remote access use.
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In the event the Contractor shall be approved to utilize State-provided remote access connectivity to conduct work on systems, networks, and data repositories managed and hosted within the New Jersey Garden State Network (GSN) for State approved business, the Contractor shall collaborate with the State in accordance with State defined usage restrictions, configuration/connection requirements, and implementation guidance for remote access into the GSN.
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The Contractor shall employ security engineering and architecture principles for all information technology assets, and such principles shall incorporate industry recognized leading security practices and sufficiently address applicable statutory and regulatory obligations. Applying security engineering and architecture principles shall include:
A. Implementing configuration standards that are consistent with industry-accepted system hardening standards and address known security vulnerabilities for all system components; 
B. Establishing a defense in-depth security posture that includes layered technical, administrative, and physical controls; 
C. Incorporating security requirements into the systems throughout their life cycles; 
D. Delineating physical and logical security boundaries; 
E. Tailoring security controls to meet organizational and operational needs; 
F. Performing threat modeling to identify use cases, threat agents, attack vectors, and attack patterns as well as compensating controls and design patterns needed to mitigate risk;  
G. Implementing controls and procedures to ensure critical systems fail-secure and fail-safe in known states; and 
H. Ensuring information system clock synchronization.
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The Contractor shall ensure that baseline configuration settings are established and maintained in order to protect the confidentiality, integrity, and availability of all information technology assets. Secure configuration management shall include, at a minimum:
A. Hardening systems through baseline configurations; and
B. Configuring systems in accordance with the principle of least privilege to ensure processes operate at privilege levels no higher than necessary to accomplish required functions. 
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The Contractor shall ensure that endpoint devices are properly configured, and measures are implemented to protect information and information systems from a loss of confidentiality, integrity, and availability. Endpoint security shall include, at a minimum:
A. Maintaining an accurate and updated inventory of endpoint devices;
B. Applying security categorizations and implementing appropriate and effective safeguards on endpoints;
C. Maintaining currency with operating system and software updates and patches;
D. Establishing physical and logical access controls; 
E. Applying data protection measures (e.g. cryptographic protections);
F. Implementing anti-malware software, host-based firewalls, and port and device controls;
G. Implementing host intrusion detection and prevention systems (HIDS/HIPS) where applicable;
H. Restricting access and/or use of ports and I/O devices; and 
I. Ensuring audit logging is implemented and logs are reviewed on a continuous basis.
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The Contractor shall implement controls and processes to ensure risks, including risks to human safety, are accounted for and managed in the use of Industrial Control Systems (ICS), Supervisory Control and Data Acquisition (SCADA) systems and Operational Technologies (OT).  ICS/SCADA/OT Security requires the application of all of the enumerated control areas in this Bid Solicitation, including, at a minimum:
A. Conducting risk assessments prior to implementation and throughout the lifecycles of ICS/SCADA/OT assets;
B. Developing policies and standards specific to ICS/SCADA/OT assets;
C. Ensuring the secure configuration of ICS/SCADA/OT assets;
D. Segmenting ICS/SCADA/OT networks from the rest of the Contractor’s networks;
E. Ensuring least privilege and strong authentication controls are implemented;
F. Implementing redundant designs or failover capabilities to prevent business disruption or physical damage; and
G. Conducting regular maintenance on ICS/SCADA/OT systems.
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The Contractor shall implement controls and processes to ensure risks are accounted for and managed in the use of Internet of Things (IoT) devices including, but not limited to, physical devices, vehicles, appliances and other items embedded with electronics, software, sensors, actuators, and network connectivity which enables these devices to connect and exchange data. IoT security shall include, at a minimum, the following:
A. Developing policies and standards specific to IoT assets;
B. Ensuring the secure configuration of IoT assets;
C. Conducting risk assessments prior to implementation and throughout the lifecycles of IoT assets;
D. Segmenting IoT networks from the rest of the Contractor’s networks; and
E. Ensuring least privilege and strong authentication controls are implemented.
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The Contractor shall establish administrative, technical, and physical security controls required to effectively manage the risks introduced by mobile devices used for organizational business purposes.  Mobile device security shall include, at a minimum, the following:
A. Establishing requirements for authorization to use mobile devices for organizational business purposes;
B. Establishing Bring Your Own Device (BYOD) processes and restrictions;
C. Establishing physical and logical access controls;
D. Implementing network access restrictions for mobile devices;
E. Implementing mobile device management solutions to provide centralized management of mobile devices and to ensure technical security controls (e.g. encryption, authentication, remote-wipe, etc.) are implemented and updated as necessary; 
F. Establishing approved application stores from which applications can be acquired;
G. Establishing lists approved applications that can be used; and
H. Training of mobile device users regarding security and safety.
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The Contractor shall implement defense-in-depth and least privilege strategies for securing the information technology networks that it operates. To ensure information technology resources are available to authorized network clients and protected from unauthorized access, the Contractor shall:
A. Include protection mechanisms for network communications and infrastructure (e.g. layered defenses, denial of service protection, encryption for data in transit, etc.); 
B. Include protection mechanisms for network boundaries (e.g. limit network access points, implement firewalls, use Internet proxies, restrict split tunneling, etc.); 
C. Control the flow of information (e.g. deny traffic by default/allow by exception, implement Access Control Lists, etc.); and
D. Control access to the Contractor’s information systems (e.g. network segmentation, network intrusion detection and prevention systems, wireless restrictions, etc.). 
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The Contractor shall establish security requirements that govern the use of private, public, and hybrid cloud environments to ensure risks associated with a potential loss of confidentiality, integrity, availability, and privacy are managed.  This shall ensure, at a minimum, the following:
A. Security is accounted for in the acquisition and development of cloud services;
B. The design, configuration, and implementation of cloud-based applications, infrastructure and system-system interfaces are conducted in accordance with mutually agreed-upon service, security, and capacity-level expectations; 
C. Security roles and responsibilities for the Contractor and the cloud provider are delineated and documented; and
D. Controls necessary to protect sensitive data in public cloud environments are implemented. 
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The Contractor shall establish controls required to ensure change is managed effectively. Changes are appropriately tested, validated, and documented before implementing any change on a production network. Change management provides the Contractor with the ability to handle changes in a controlled, predictable, and repeatable manner, and to identify, assess, and minimize the risks to operations and security. Change management controls shall include, at a minimum, the following:
A. Notifying all stakeholder of changes; 
B. Conducting a security impact analysis and testing for changes prior to rollout; and 
C. Verifying security functionality after the changes have been made.
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The Contractor shall implement processes and controls to ensure that information assets are properly maintained, thereby minimizing the risks from emerging information security threats and/or the potential loss of confidentiality, integrity, or availability due to system failures. Maintenance security shall include, at a minimum, the following:
A. Conducting scheduled and timely maintenance;
B. Ensuring individuals conducting maintenance operations are qualified and trustworthy; and
C. Vetting, escorting and monitoring third-parties conducting maintenance operations on information technology assets.
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The Contractor shall establish effective communication protocols and processes to collect and disseminate actionable threat intelligence, thereby providing component units and individuals with the information necessary to effectively manage risk associated with new and emerging threats to the organization’s information technology assets and operations. Threat management includes, at a minimum:
A. Developing, implementing, and governing processes and documentation to facilitate the implementation of a threat awareness policy, as well as associated standards, controls and procedures.
B. Subscribing to and receiving relevant threat intelligence information from the US CERT, the organization’s contractors, and other sources as appropriate.
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The Contractor shall implement proactive vulnerability identification, remediation, and patch management practices to minimize the risk of a loss of confidentiality, integrity, and availability of information system, networks, components, and applications. Vulnerability and patch management practices shall include, at a minimum, the following:
A. Prioritizing vulnerability scanning and remediation activities based on the criticality and security categorization of systems and information, and the risks associated with a loss of confidentiality, integrity, availability, and/or privacy; 
B. Maintaining software and operating systems at the latest vendor-supported patch levels; 
C. Conducting penetration testing and red team exercises; and
D. Employing qualified third-parties to periodically conduct Independent vulnerability scanning, penetration testing, and red-team exercises.
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The Contractor shall implement continuous monitoring practices to establish and maintain situational awareness regarding potential threats to the confidentiality, integrity, availability, privacy and safety of information and information systems through timely collection and review of security-related event logs. Continuous monitoring practices shall include, at a minimum, the following:
A. Centralizing the collection and monitoring of event logs;
B. Ensuring the content of audit records includes all relevant security event information;
C. Protecting of audit records from tampering; and
D. Detecting, investigating, and responding to incidents discovered through monitoring.
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The Contractor shall establish security requirements necessary to ensure that systems and application software programs developed by the Contractor or third-parties (e.g. vendors, contractors, etc.) perform as intended to maintain information confidentiality, integrity, and availability, and the privacy and safety of individuals. System development and acquisition security practices shall include, at a minimum, the following:
A. Secure coding; 
B. Separation of development, testing, and operational environments; 
C. Information input restrictions; 
D. Input data validation;
E. Error handling; 
F. Security testing throughout development;
G. Restrictions for access to program source code; and 
H. Security training of software developers and system implementers.
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The Contractor shall ensure that controls necessary to appropriately manage risks are accounted for and implemented throughout the System Development Life Cycle (SDLC). Project and resource management security practices shall include, at a minimum:
A. Defining and implementing security requirements;  
B. Allocating resources required to protect systems and information; and 
C. Ensuring security requirements are accounted for throughout the SDLC.
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The Contractor shall implement processes and controls necessary to protect against avoidable impacts to operations by proactively managing the capacity and performance of its critical technologies and supporting infrastructure. Capacity and performance management practices shall include, at a minimum, the following: 
A. Ensuring the availability, quality, and adequate capacity of computing, storage, memory and network resources are planned, prepared, and measured to deliver the required system performance and future capacity requirements; and
B. Implementing resource priority controls to prevent or limit Denial of Service (DoS) effectiveness.
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The Contractor shall implement processes and controls to ensure that risks associated with third-parties (e.g. vendors, contractors, business partners, etc.) providing information technology equipment, software, and/or services are minimized or avoided. Third party management processes and controls shall include, at a minimum:
A. Tailored acquisition strategies, contracting tools, and procurement methods for the purchase of systems, system components, or system service from suppliers;
B. Due diligence security reviews of suppliers and third parties with access to the Contractor’s systems and sensitive information;
C. Third party interconnection security; and
D. Independent testing and security assessments of supplier technologies and supplier organizations.
[bookmark: _Toc525032154]
[bookmark: _Toc21352815][bookmark: _Toc22560040][bookmark: _Toc32310683][bookmark: _Toc179959356][bookmark: _Toc217914352][bookmark: _Toc225851800]PHYSICAL AND ENVIRONMENTAL SECURITY 
The Contractor shall establish physical and environmental protection procedures that limit access to systems, equipment, and the respective operating environments, to only authorized individuals. The Contractor ensures appropriate environmental controls in facilities containing information systems and assets, to ensure sufficient environmental conditions exist to avoid preventable hardware failures and service interruptions. Physical and environmental controls shall include, at a minimum, the following:
A. Physical access controls (e.g. locks, security gates and guards, etc.);
B. Visitor controls;
C. Security monitoring and auditing of physical access; 
D. Emergency shutoff;
E. Emergency power;
F. Emergency lighting;
G. Fire protection; 
H. Temperature and humidity controls;
I. Water damage protection; and 
J. Delivery and removal of information assets controls.
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The Contractor shall develop, implement, test, and maintain a contingency plan to ensure continuity of operations for all information systems that deliver or support essential or critical business functions on behalf of the Contractor. The plan shall address the following:
A. Backup and recovery strategies;
B. Continuity of operations;
C. Disaster recovery; and
D. Crisis management.
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The Contractor shall maintain an information security incident response capability that includes adequate preparation, detection, analysis, containment, recovery, and reporting activities.  Information security incident response activities shall include, at a minimum, the following:
A. Information security incident reporting awareness;
B. Incident response planning and handling;
C. Establishment of an incident response team;
D. Cybersecurity insurance; 
E. Contracts with external incident response services specialists; and
F. Contacts with law enforcement cybersecurity units.
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Not applicable to this procurement.

[bookmark: _Toc225851804]QUOTE EVALUATION AND AWARD

[bookmark: _Toc208904709][bookmark: _Toc225851805]RIGHT TO WAIVE
Pursuant to N.J.A.C. 17:12-2.7(d) the Director may waive minor irregularities or omissions in a Quote.  The Director reserves the right to waive a requirement provided that the requirement does not materially affect the procurement or the State's interests associated with the procurement.

[bookmark: _Toc208904710][bookmark: _Toc225851806]DIRECTOR’S RIGHT TO ACCEPT OR REJECT A QUOTE
The Director reserves the right to reject any or all Quotes, or to award in whole or in part if deemed to be in the best interest of the State to do so. The Director shall have authority to award Contracts in accordance with N.J.S.A. 52:34-12. 

[bookmark: _Toc208904711][bookmark: _Toc225851807]RECIPROCITY FOR JURISDICTIONAL BIDDER PREFERENCE
In accordance with N.J.S.A. 52:32-1.4 and N.J.A.C. 17:12-2.13, the State of New Jersey will invoke reciprocal action against an out-of-State Bidder whose state or locality maintains a preference practice for its in-state Bidders.  The State of New Jersey will use the annual surveys compiled by the Council of State Governments, National Association of State Procurement Officials, or the National Institute of Governmental Purchasing or a State’s statutes and regulations to identify States having preference laws, regulations, or practices and to invoke reciprocal actions. The State of New Jersey may obtain additional information as it deems appropriate to supplement the stated survey information.

A Bidder may submit information related to preference practices enacted for a State or Local entity outside the State of New Jersey. This information may be submitted in writing as part of the Quote response, including name of the locality having the preference practice, as well as identification of the county and state, and should include a copy of the appropriate documentation, i.e., resolution, regulation, law, notice to Bidder, etc.  It is the responsibility of the Bidder to provide documentation with the Quote or submit it to the Director within five (5) Business Days after the deadline for Quote submission.  Written evidence for a specific procurement that is not provided to the Director within five (5) Business Days of the public Quote submission date may not be considered in the evaluation of that procurement, but may be retained and considered in the evaluation of subsequent procurements.
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After the Quote Opening Date, unless requested by the State as noted below, Bidder contact with the Procurement Bureau regarding this Bid Solicitation and the submitted Quote is not permitted. 

After the Quotes are reviewed, one (1), some or all of the Bidders may be asked to clarify certain aspects of its Quote.  A request for clarification may be made in order to resolve minor ambiguities, irregularities, informalities or clerical errors.  Clarifications cannot correct any deficiencies, material omissions, or used to revise or modify a Quote.

The Director reserves the right to request that a Bidder explain, in detail, how the Quote price was determined.

[bookmark: _Toc208904713][bookmark: _Toc225851809]ORAL PRESENTATION 
Not applicable to this procurement.

[bookmark: _Toc208904714][bookmark: _Toc225851810]TIE QUOTES
Not applicable to this procurement.

[bookmark: _Toc208904715][bookmark: _Toc225851811]STATE'S RIGHT TO INSPECT BIDDER’S FACILITIES
The State reserves the right to inspect the Bidder’s establishment before making an award, for the purposes of ascertaining whether the Bidder has the necessary facilities for performing the Contract.

[bookmark: _Toc208904716][bookmark: _Toc225851812]STATE'S RIGHT TO CHECK REFERENCES
The State may also consult with clients of the Bidder during the evaluation of Quotes. Such consultation is intended to assist the State in making a Contract award that is most advantageous to the State.

[bookmark: _Toc208904717][bookmark: _Toc225851813]EVALUATION CRITERIA
The following evaluation criteria categories, not necessarily listed in order of significance, will be used to evaluate Quotes received in response to this Bid Solicitation.  The evaluation criteria categories may be used to develop more detailed evaluation criteria to be used in the evaluation process.
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The following criteria will be used to evaluate Quotes received in response to this Bid Solicitation:  
A. The Bidder’s demonstration in the Quote that the Bidder understands and is able to complete the requirements of the Scope of Work as sought.

Small Business/Disabled Veterans’ Business Preference:  If the Bidder is registered as a Small Business Enterprise and/or a Disabled Veteran-Owned Business (DVOB) with the Division of Revenue and Enterprise Services, Small Business Registration and M/WBE Certification Services Unit as of the Quote opening date, the Bidder will receive a preference during the Contract Ordering/Mini-Bid Process.  Please refer to Bid Solicitation Section 4.18.

[bookmark: _Toc118513840][bookmark: _Toc400531550][bookmark: _Toc428534022][bookmark: _Toc32310744][bookmark: _Toc225851815]PRICE EVALUATION
The Division intends to award a Contract to each responsive Bidder that submits a Quote that meets the category bid and requirements of the Bid Solicitation. 
Contract users will conduct a Contract selection process as outlined in Bid Solicitation Section 4.18.

[bookmark: _Toc208904720][bookmark: _Toc225851816]QUOTE DISCREPANCIES
In evaluating Quotes, discrepancies between words and figures will be resolved in favor of words.  Discrepancies between Unit Prices and totals of Unit Prices will be resolved in favor of Unit Prices.  Discrepancies in the multiplication of units of work and Unit Prices will be resolved in favor of the Unit Prices.  Discrepancies between the indicated total of multiplied Unit Prices and units of work and the actual total will be resolved in favor of the actual total.  Discrepancies between the indicated sum of any column of figures and the correct sum thereof will be resolved in favor of the correct sum of the column of figures.

[bookmark: _Toc208904721][bookmark: _Toc225851817]NEGOTIATION
Not applicable to this procurement.

[bookmark: _Toc208904722][bookmark: _Toc225851818]BEST AND FINAL OFFER (BAFO) 
The Bidder is advised to submit its most competitive technical and price Quote in response to this Bid Solicitation. The State reserves the right to award a Contract based on the initial pricing submitted without requesting a Best and Final Offer (BAFO).  BAFOs will be conducted only in those circumstances where it is deemed by the Director to be in the State’s best interests and to maximize the State’s ability to get the best value.

The Procurement Bureau may invite one (1) Bidder or multiple Bidders to submit a BAFO. Said invitation will establish the time and place for submission of the BAFO.  The Division may conduct more than one (1) round of BAFO in order to attain the best value for the State. Any BAFO that does not result in more advantageous pricing to the State will not be considered, and the State will evaluate the Bidder’s most advantageous previously submitted pricing.

If the Procurement Bureau contemplates BAFOs, Quote prices will not be publicly read at the Quote opening.  Only the name and address of each Bidder will be publicly announced at the Quote opening.

[bookmark: _Toc208904723][bookmark: _Toc225851819]“REQUEST FOR REVISION” WITHIN NJSTART
The State may request a revision of the Bidder’s Quote within NJSTART. The Bidder shall respond to the “Request for Revision” only for the reason(s) identified by the State. Any changes made by a Bidder to the Quote other than as requested by the State shall be considered null and void. 

[bookmark: _Toc208904724][bookmark: _Toc225851820]POOR PERFORMANCE
A Bidder with a history of performance problems may be bypassed for consideration of an award issued as a result of this Bid Solicitation. The following materials may be reviewed to determine Bidder performance:  
A. Contract cancellations for cause pursuant to State of New Jersey Standard Terms and Conditions Section 5.7(B); 
B. Information contained in Contractor performance records; 
C. Information obtained from audits or investigations conducted by a local, state or federal agency of the Bidder’s work experience; 
D. Current licensure, registration, and/or certification status and relevant history thereof; or 
E. Bidder’s status or rating with established business/financial reporting services, as applicable.  

Bidders should note that this list is not exhaustive.

[bookmark: _Toc208904725][bookmark: _Toc225851821]RECOMMENDATION FOR AWARD 
After the evaluation of the submitted Quotes is complete, the Procurement Bureau will recommend to the Director for award, the responsible Bidder(s) whose Quote, conforming to this Bid Solicitation, is most advantageous to the State, price and other factors considered.  The Director may accept, reject or modify the recommendation of the Procurement Bureau.

[bookmark: _Toc208904726][bookmark: _Toc225851822]CONTRACT AWARD
Contract awards will be made with reasonable promptness by written notice to those responsible Bidders, whose Quotes, conforming to this Bid Solicitation, are most advantageous to the State, price, and other factors considered.  Any or all Quotes may be rejected when the State Treasurer or the Director determines that it is in the public interest to do so.  Contract awards will be publicly posted under the relevant Contract number and available on NJSTART.

The Division intends to make Contract awards to each responsive Bidder that meets the category bid and the Bid Solicitation requirements.  

An Agency-Use Price Line (Price Line 10) will be added to all Contracts to allow for the Using Agency payment of expedited/emergency delivery charges, as per Bid Solicitation Section 4.8.  An Agency-Use Price Line (Price Line 11) will be added to all Contracts to allow for the Using Agency payment of restocking fees and return shipping charges, as per Bid Solicitation Section 4.9.

The Using Agency will utilize Contracts in accordance with Bid Solicitation Section 4.18 (Contract Ordering/Mini-Bid Process).

[bookmark: _Toc225851823]NOTICE OF INTENT TO AWARD
Pursuant to N.J.A.C. § 17:12-2.7(h) the Director will issue a Notice of Intent to Award the Contract to those Bidder(s) whose Quotes, conforming to this Bid Solicitation are most advantageous to the State of New Jersey, price and other factors considered. 

[bookmark: _Toc217914377][bookmark: _Toc225851824]ADDITIONAL DOCUMENTS (SOFTWARE SERVICE AGREEMENTS, END USER LICENSE AGREEMENTS)
The intended awardee(s) may submit any software licensing terms and conditions and /or end user licensing agreement within 10 Business Days of the date of the Notice of Intent to Award.  Bidder must clearly identify to which Price Lines and software products the submitted terms and conditions apply.  

[bookmark: _NEGOTIATIONS_(SOFTWARE_SERVICE][bookmark: _Toc217914378][bookmark: _Toc225851825] NEGOTIATIONS (SOFTWARE SERVICE AGREEMENTS, END USER LICENSE AGREEMENTS) 
The award of a Contract is expressly contingent upon the Bidder’s acceptance of the provisions this Section 8.17 as relates to any software licensing terms and conditions and /or end user licensing agreement.  To the extent that any portion of and / or any service provided under this Bid Solicitation includes a software solution or cloud computing  then the Contract shall be subject to State Standard Terms and Conditions (SSTC) Sections 8 and 9. 

In no instance will the State accept or allow for a Bidder’s submitted pricing or Technical Quote to be modified by this submission. Bidders should not submit or include any software licensing or service terms and conditions that conflict with the Bid Solicitation requirements, including the SSTC, and the State will not agree to any terms which alter or modify:  the order of precedence of contract documents, indemnification, limitation of liability, choice of law, governing law, jurisdiction, or confidentiality.  The State will not accept any provision requiring the State to indemnify any party, submit to arbitration, or pay attorney’s fees or expenses of any other party.  Such terms if included shall be considered void and of no effect.  

Moreover, the State will not agree to auto-renewal of maintenance, technical support, service fees, subscription fees or any other product or service requiring periodic renewal.

 



[bookmark: _Toc225851826]GLOSSARY

[bookmark: _Toc208904728][bookmark: _Toc225851827]CROSSWALK

	Current DPP Template Term
	Equivalent Statutory, Regulatory NJSTART and/or Legacy Term

	Bid Solicitation 
	Request For Proposal (RFP)/Solicitation

	Bid Amendment 
	Addendum

	Contract 
	Contract

	Contract Amendment 
	Change Order

	Administrative Change Order
	Change Order

	Quote
	Proposal/Bid

	Contractor
	Vendor/Contractor

	Bidder
	Bidder/Contractor



[bookmark: _Toc208904729][bookmark: _Toc225851828]DEFINITIONS
Unless otherwise specified in the Bid Solicitation, the following definitions will be part of any Contract awarded, or order placed, as a result of this Bid Solicitation.  Note that not all definitions included here apply to all Bid Solicitations.
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Acceptance – The written confirmation by the Using Agency that Contractor has completed a Deliverable according to the specified requirements.

Administrative Change Order – A unilateral administrative modification to the Contract in the NJSTART system by the Division. Administrative Change Orders are not to be considered formal Contract Amendments.
All-Inclusive Hourly Rate – An hourly rate comprised of all direct and indirect costs including, but not limited to: labor costs, overhead, fee or profit, clerical support, travel expenses, per diem, safety equipment, materials, supplies, managerial support and all documents, forms, and reproductions thereof.  This rate also includes portal-to-portal expenses as well as per diem expenses such as food.

Apparel – means any clothing, headwear, linens or fabric.  

Apparel Contracts – include all purchases, rentals or other acquisition of apparel products by the State of New Jersey, including authorizations by the State of New Jersey for contractors to sell apparel products through cash allowances or vouchers issued by the State of New Jersey, and license agreements with a public body.

Apparel Production – includes the cutting and manufacturing of apparel products performed by the contractor or by any Subcontractors, but not including the production of supplies or sundries such as buttons, zippers, and thread.

Approved Products – Those products that have been identified in Bid Solicitation as meeting Using Agency needs and confirmed as meeting product specifications.

Authorized Purchasers – shall mean any State-Level government agency, department, office, instrumentality, division, unit or other entity in the Executive Branch (“State Purchasers”), Cooperative Purchasing Partners, and/or Intrastate Cooperative Purchasing Partners.

Best and Final Offer or BAFO – Pricing timely submitted by a Bidder upon invitation by the Procurement Bureau after Quote opening, with or without prior discussion or negotiation.

Bid or Bid Solicitation – The documents which establish the bidding and Contract requirements and solicits Quotes to meet the needs of the Using Agencies as identified herein, and includes the Bid Solicitation, State of New Jersey Standard Terms and Conditions (SSTC), State-Supplied Price Sheet, Attachments, and Bid Amendments.

Bid Amendment – Written clarification or revision to this Bid Solicitation issued by the Division. Bid Amendments, if any, will be issued prior to Quote opening.

Bid Opening Date – The date Quotes will be opened for evaluation and closed to further Quote submissions.

Bid Security - means a guarantee, in a form acceptable to the Division, that the bidder, if selected, will accept the contract as bid; otherwise, the bidder or, as applicable, its guarantor will be liable for the amount of the loss suffered by the State, which loss may be partially or completely recovered by the State in exercising its rights against the instrument of bid security.

Bidder – An entity offering a Quote in response to the Division’s Bid Solicitation.

Breach of Security – as defined by N.J.S.A. 56:8-161, means unauthorized access to electronic files, media, or data containing Personal Data that compromises the security, confidentiality, or integrity of Personal Data when access to the Personal Data has not been secured by encryption or by any other method or technology that renders the Personal Data unreadable or unusable.  Good faith acquisition of Personal Data by an employee or agent of the Provider for a legitimate business purpose is not a Breach of Security, provided that the Personal Data is not used for a purposes unrelated to the business or subject to further unauthorized disclosure.  

Business Day – Any weekday, excluding Saturdays, Sundays, State legal holidays, and State-mandated closings unless otherwise indicated.

Calendar Day – Any day, including Saturdays, Sundays, State legal holidays, and State-mandated closings unless otherwise indicated.

Commercial off the Shelf Software or COTS – Software provided by Provider that is commercially available and that can be used with little or no modification.

Contract – The Contract consists of the State of NJ Standard Terms and Conditions (SSTC), the Bid Solicitation, the responsive Quote submitted by a responsible Bidder as accepted by the State, the notice of award, any Best and Final Offer, any subsequent written document memorializing the agreement, any modifications to any of these documents approved by the State and any attachments, Bid Amendment or other supporting documents, or post-award documents including Contract Amendments agreed to by the State and the Contractor, in writing.

Contract Amendment – An amendment, alteration, or modification of the terms of a Contract between the State and the Contractor(s). A Contract Amendment is not effective until it is signed and approved in writing by the person with the appropriate signing authority.  Contract Amendments are tracked using Change Orders in NJSTART. Please note that Administrative Change Orders (see definition above) are not considered Contract Amendments.  

Contractor – The Bidder awarded a Contract resulting from this Bid Solicitation.

Contractor Intellectual Property – Any intellectual property that is owned by Contractor and contained in or necessary for the use of the Deliverables or which the Contractor makes available for the State to use as part of the work under the Contract.  Contractor Intellectual Property includes COTS or Customized Software owned by Contractor, Contractor’s technical documentation, and derivative works and compilations of any Contractor Intellectual Property.

Cooperative Purchasing Program – The Division’s intrastate program that provides procurement-related assistance to New Jersey local governmental entities and boards of education, State and county colleges and other public entities having statutory authority to utilize select State Contract s issued by the Division, pursuant to the provisions of N.J.S.A. 52:25-16.1 et seq.

Cooperative Purchasing Participants – These participants include quasi-State entities, counties, municipalities, school districts, volunteer fire departments, first aid squads, independent institutions of higher learning, County colleges, and State colleges.

Customized Software – COTS that is adapted or configured by Provider to meet specific requirements of the Authorized Purchaser that differ from the standard requirements of the base product. For the avoidance of doubt, “Customized Software” is not permitted to be sold to the State under the scope of this Contract.

Days After Receipt of Order (ARO) – The number of Calendar Days ‘After Receipt of Order’ in which the Using Agency will receive the ordered materials and/or services.

Dealer/Distributor – A Company authorized by a Bidder or Contractor as having the contractual ability to accept and fulfill orders and receive payments directly on behalf of the Contractor that is awarded a Contract.  Any authorized Dealer/Distributor must agree to all terms and conditions contained within the Bid Solicitation and must agree to provide all products and services in accordance with the Contract specifications, terms, conditions and pricing.  

Deliverable – Goods, products, Services and Work Product that Contractor is required to deliver to the State under the Contract.

Director – Director, Division of Purchase and Property, Department of the Treasury, who by statutory authority is the Chief Contracting Officer for the State of New Jersey; or the Director’s designee.

Disabled Veterans’ Business - means a business which has its principal place of business in the State, is independently owned and operated and at least 51% of which is owned and controlled by persons who are disabled veterans or a business which has its principal place of business in this State and has been officially verified by the United States Department of Veterans Affairs as a service disabled veteran-owned business for the purposes of department contracts pursuant to federal law.  N.J.S.A. 52:32-31.2.

Disabled Veterans’ Business Set-Aside Contract – means a Contract for goods, equipment, construction or services which is designated as a Contract with respect to which bids are invited and accepted only from disabled veterans’ businesses, or a portion of a Contract when that portion has been so designated.  N.J.S.A. 52:32-31.2.

Discount – The standard price reduction applied by the Bidder to all items.

Division – The Division of Purchase and Property.

Equivalent Products – Products offered other than those identified as an Approved Product in this Bid Solicitation that meet the specifications herein. Equivalent Products will be evaluated to ensure that they meet all technical, nutritional, and packaging specifications herein as part of the Quote evaluation process.

Evaluation Committee – A group of individuals or a Division staff member assigned by the Director to review and evaluate Quotes submitted in response to this Bid Solicitation and recommend a Contract award to the Director.

Firm Fixed Price – A price that is all-inclusive of direct cost and indirect costs, including, but not limited to, direct labor costs, overhead, fee or profit, clerical support, equipment, materials, supplies, managerial (administrative) support, all documents, reports, forms, travel, reproduction and any other costs.

Hardware – Includes computer equipment and any Software provided with the Hardware that is necessary for the Hardware to operate.

Internet of Things (IoT) – the network of physical devices, vehicles, home appliances and other items embedded with electronics, software, sensors, actuators, and network connectivity which enables these objects to connect and exchange data.

Intrastate cooperative purchasing participants – refers to political subdivisions, volunteer fire departments and first aid squads, and independent institutions of higher education and school districts pursuant to N.J.S.A. 52:25-16.1 et seq., State and county colleges pursuant to N.J.S.A. 18A:64-60 and 18A:64A-25.9, quasi-State agencies and independent authorities pursuant to N.J.S.A. 52:27B-56.1, and other New Jersey public entities having statutory authority to utilize select State contracts issued by the Division.

Joint Venture – A business undertaking by two (2) or more entities to share risk and responsibility for a specific project.

Life cycle assessment – The comprehensive examination of a product’s environmental and economic aspects and potential impacts throughout its lifetime, including raw material extraction, transportation, manufacturing, use and disposal.

Life cycle cost – The amortized total cost of a product, including capital costs, installation costs, operating costs, maintenance costs, and disposal costs discounted over the lifetime of the product.

Master Blanket Purchase Order (Blanket/Blanket P.O.) – A Term Contract that allows repeated purchases from an awarded contract.

Materials in Solid Waste – Material found in the various components of the solid waste stream. General, solid waste has several components, such as municipal solid waste (MSW), construction and demolition debris (C&D), and nonhazardous industrial waste.  Under RCRA Section 6002, EPA considers materials recovered from any component of the solid waste stream when designating items containing Recovered Materials.

May – Denotes that which is permissible or recommended, not mandatory.

Mobile Device – means any device used by Provider that can move or transmit data, including but not limited to laptops, hard drives, and flash drives.

Must – Denotes that which is a mandatory requirement.  

Net Purchases – means the total gross purchases, less credits, taxes, regulatory fees and separately stated shipping charges not included in unit prices, made by Intrastate Cooperative Purchasing Participants, regardless of whether or not NJSTART is used as part of the purchase process.

No Bid – The Bidder is not submitting a price Quote for an item on a price line.

No Charge – The Bidder will supply an item on a price line free of charge.

Non-Public Data – means data, other than Personal Data, that is not subject to distribution to the public as public information. Non-Public Data is data that is identified by the State as non-public information or otherwise deemed to be sensitive and confidential by the State because it contains information that is exempt by statute, ordinance or administrative rule from access by the general public as public information.

Percentage Discount or Markup – The percentage bid applied as a Markup or a Discount to a firm, fixed price contained within a price list/catalog. 

Performance Security – means a guarantee, executed subsequent to award, in a form acceptable to the Division, that the successful bidder will complete the contract as agreed and that the State will be protected from loss in the event the contractor fails to complete the contract as agreed.

Personal Data means – 
“Personal Information” as defined in N.J.S.A. 56:8-161, means an individual’s first name or first initial and last name linked with any one or more of the following data elements: (1) Social Security number, (2) driver’s license number or State identification card number or (3) account number or credit or debit card number, in combination with any required security code, access code, or password that would permit access to an individual’s financial account.  Dissociated data that, if linked would constitute Personal Information is Personal Information if the means to link the dissociated were accessed in connection with access to the dissociated data.  Personal Information shall not include publicly available information that is lawfully made available to the general public from federal, state or local government records, or widely distributed media; and/or 

Data, either alone or in combination with other data, that includes information relating to an individual that identifies the person or entity by name, identifying number, mark or description that can be readily associated with a particular individual and which is not a public record, including but not limited to, Personally Identifiable Information (PII); government-issued identification numbers (e.g., Social Security, driver’s license, passport); Protected Health Information (PHI) as that term is defined in the regulations adopted pursuant to the Health Insurance Portability and Accountability Act of 1996, P.L. No. 104-191 (1996) and found in 45 CFR Parts 160 to 164 and defined below; and Education Records, as that term is defined in the Family Educational Rights and Privacy Act (FERPA), 20 U.S.C. § 1232g.

Personally Identifiable Information or PII - as defined by the U.S. Department of Commerce, National Institute of Standards and Technology, means any information about an individual maintained by an agency, including (1) any information that can be used to distinguish or trace an individual’s identity, such as name, social security number, date and place of birth, mother’s maiden name, or biometric records; and (2) any other information that is linked or linkable to an individual, such as medical, educational, financial, and employment information.

Post-Consumer Material – Material or finished product that has served its intended use and has been diverted or recovered from waste destined for disposal, having completed its life as a consumer item.  Post-Consumer Materials are part of the broader category of Recovered Materials.

Pre-Consumer Material – Materials generated in manufacturing and converting processes, such as manufacturing scrap and trimmings/cuttings.

Price List/Catalog – A document published by a manufacturer, resellers, Dealers, or Distributors that typically contains product descriptions, a list of products with fixed prices to which a Bidder’s percentage discount or markup bid is applied. 

Procurement Bureau (Bureau) – The Division unit responsible for the preparation, advertisement, and issuance of Bid Solicitations, for the tabulation of Quotes and for recommending award(s) of Contract(s) to the Director and the Deputy Director.

Project – The undertakings or services that are the subject of this Bid Solicitation.

Protected Health Information or PHI – has the same meaning as the term is defined in the regulations adopted pursuant to the Health Insurance Portability and Accountability Act of 1996, P.L. No. 104-191 (1996) and found in 45 CFR Parts 160 to 164 means Individually Identifiable Health Information (as defined below) transmitted by electronic media, maintained in electronic media, or transmitted or maintained in any other form or medium. PHI excludes education records covered by the Family Educational Rights and Privacy Act (FERPA), as amended, 20 U.S.C. 1232g, records described at 20 U.S.C. 1232g(a)(4)(B)(iv) and employment records held by a covered entity in its role as employer. The term “Individually Identifiable Health Information” has the same meaning as the term is defined in the regulations adopted pursuant to the Health Insurance Portability and Accountability Act of 1996, P.L. No. 104-191 (1996) and found in 45 CFR Parts 160 to 164 and means information that is a subset of Protected Health Information, including demographic information collected from an individual, and (1) is created or received by a health care provider, health plan, employer or health care clearinghouse; and (2) relates to the past, present or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present or future payment for the provision of health care to an individual; and (a) that identifies the individual; or (b) with respect to which there is a reasonable basis to believe the information can be used to identify the individual.

Purchases - means the total gross purchases, less credits, taxes, regulatory fees and separately stated shipping charges not included in unit prices, made regardless of whether or not NJSTART is used as part of the purchase process.

Quasi-State Agency – is any agency, commission, board, authority or other such governmental entity which is established and is allocated to a State department or any bi-state governmental entity of which the State of New Jersey is a member, as defined in N.J.S.A. 52:27B-56.1, provided that any sale to any such bi-state governmental entity is for use solely within the State of New Jersey.

Quick Reference Guides (QRGs) – Informational documents which provide Vendors with step-by-step instructions to navigate the NJSTART eProcurement System. QRGs are available on the NJSTART Vendor Support Page.

Quote – Bidder’s timely response to the Bid Solicitation including, but not limited to, technical Quote, price Quote including Best and Final Offer, any licenses, forms, certifications, clarifications, negotiated documents, and/or other documentation required by the Bid Solicitation.

Quote Opening Date – The date Quotes will be opened for evaluation and closed to further Quote submissions.

Recovered Material – Waste material and byproduct that have been recovered or diverted from solid waste, but does not include materials and byproducts generated from, and commonly reused within, an original manufacturing process.

Recycling – The series of activities, including collection, separation, and processing, by which products or other materials are recovered from the solid waste stream for use in the form of raw materials in the manufacture of new products other than fuel for producing heat or power by combustion.

Recyclability – The ability of a product or material to be recovered from, or otherwise diverted from, the solid waste stream for the purpose of recycling.

Retainage – The amount withheld from the Contractor payment that is retained and subsequently released upon satisfactory completion of performance milestones by the Contractor.

Revision – A response to a BAFO request or a requested clarification of the Bidder’s Quote. 

RMAN – Recovered Materials Advisory Notices provide purchasing guidance and recommendations for Recovered and Post-Consumer Material content levels for designated items. 

Security Incident – means the potential access by non-authorized person(s) to Personal Data or Non-Public Data that the Provider believes could reasonably result in the use, disclosure, or access or theft of State’s unencrypted Personal Data or Non-Public Data within the possession or control of the Provider. A Security Incident may or may not turn into a Breach of Security.

Services – Includes, without limitation (i) Information Technology (IT) professional services, (ii) Software and Hardware-related services, including without limitation, installation, configuration, and training, and (iii) Software and Hardware maintenance and support and/or Software and Hardware technical support services. 

Shall – Denotes that which is a mandatory requirement.  

Should – Denotes that which is permissible or recommended, not mandatory.

Small Business – Pursuant to N.J.S.A. 52:32-19, N.J.A.C. 17:13-1.2, and N.J.A.C. 17:13-2.1, “small business” means a business that meets the requirements and definitions of “small business” and has applied for and been approved by the New Jersey Division of Revenue and Enterprise Services, Small Business Registration and M/WBE Certification Services Unit as (i) independently owned and operated, (ii) incorporated or registered in and has its principal place of business in the State of New Jersey; (iii)  has 100 or fewer full-time employees; and has gross revenues falling in one (1) of the six (6) following categories:  
For goods and services - (A) 0 to $500,000 (Category I); (B) $500,001 to $5,000,000 (Category II); and (C) $5,000,001 to $12,000,000, or the applicable federal revenue standards established at 13 CFR 121.201, whichever is higher (Category III). 
For construction services: (A) 0 to $3,000,000 (Category IV); (B) gross revenues that do not exceed 50 percent of the applicable annual revenue standards established at 13 CFR 121.201 (Category V); and (C) gross revenues that do not exceed the applicable annual revenue standards established at CFR 121.201, (Category VI).

Small Business Set-Aside Contract – means (1) a Contract for goods, equipment, construction or services which is designated as a Contract with respect to which bids are invited and accepted only from small businesses, or (2) a portion of a Contract when that portion has been so designated.”  N.J.S.A. 52:32-19.

Software – means, without limitation, computer programs, source codes, routines, or subroutines supplied by Provider, including operating software, programming aids, application programs, application programming interfaces and software products, and includes COTS, unless the context indicates otherwise.  

Software as a Service or SaaS – means the capability provided to a purchaser to use the Provider’s applications running on a cloud infrastructure. The applications are accessible from various client devices through a thin client interface such as a Web browser (e.g., Web-based email) or a program interface. The purchaser does not manage or control the underlying cloud infrastructure, including network, servers, operating systems, storage or even individual application capabilities, with the possible exception of limited user-specific application configuration settings.

State – The State of New Jersey.

State Confidential Information – shall consist of State Data and State Intellectual Property  supplied by the State, any information or data gathered by the Contractor in fulfillment of the Contract and any analysis thereof (whether in fulfillment of the Contract or not).

State Contract Manager or SCM – The individual, responsible for the approval of all deliverables, i.e., tasks, sub-tasks or other work elements in the Scope of Work.  The SCM cannot direct or approve a Contract Amendment.

State Data – means all data and metadata created or in any way originating with the State, and all data that is the output of computer processing of or other electronic manipulation of any data that was created by or in any way originated with the State, whether such data or output is stored on the State’s hardware, the Provider’s hardware or exists in any system owned, maintained or otherwise controlled by the State or by the Provider.  State Data includes Personal Data and Non-Public Data.

State Intellectual Property – Any intellectual property that is owned by the State.  State Intellectual Property includes any derivative works and compilations of any State Intellectual Property.

State Price Sheet or State-Supplied Price Sheet – the bidding document created by the State and attached to this Bid Solicitation on which the Bidder submits its Quote pricing as is referenced and described in the Bid Solicitation.   

Subtasks – Detailed activities that comprise the actual performance of a task.

Subcontractor – An entity having an arrangement with a Contractor, whereby the Contractor uses the products and/or services of that entity to fulfill some of its obligations under its State Contract, while retaining full responsibility for the performance of all  Contractor's obligations under the Contract, including payment to the Subcontractor.  The Subcontractor has no legal relationship with the State, only with the Contractor.

Task – A discrete unit of work to be performed.

Third Party Intellectual Property – Any intellectual property owned by parties other than the State or Contractor and contained in or necessary for the use of the Deliverables.  Third Party Intellectual Property includes COTS owned by Third Parties, and derivative works and compilations of any Third Party Intellectual Property. 

Unit Cost or Unit Price – All-inclusive, firm fixed price charged by the Bidder for a single unit identified on a price line.

US CERT – United States Computer Emergency Readiness Team.

USEPA – United States Environmental Protection Agency.

Using Agency[ies] – A State department or agency, a quasi-State governmental entity, or an Intrastate Cooperative Purchasing participant, authorized to purchase products and/or services under a Contract procured by the Division. 

Vendor – Either the Bidder or the Contractor.

Work Product – Every invention, modification, discovery, design, development, customization, configuration, improvement, process, Software program, work of authorship, documentation, formula, datum, technique, know how, secret, or intellectual property right whatsoever or any interest therein (whether patentable or not patentable or registerable under copyright or similar statutes or subject to analogous protection) that is specifically made, conceived, discovered, or reduced to practice by Contractor or Contractor’s Subcontractors or a third party engaged by Contractor or its Subcontractor pursuant to the Contract Notwithstanding anything to the contrary in the preceding sentence, Work Product does not include State Intellectual Property, Contractor Intellectual Property or Third Party Intellectual Property. 









[bookmark: _Toc208904730][bookmark: _Toc225851829]CONTRACT-SPECIFIC DEFINITIONS
Unless otherwise specified in the Bid Solicitation, the following Contract-specific definitions will be part of any Contract awarded, or order placed, as a result of this Bid Solicitation.  

ALPR – Automated License Plate Reader/Recognition.  Automated License Plate Recognition/Reader is a technology using cameras and computer algorithms to automatically capture images of license plates, convert them into alphanumeric data, and compare them against databases (like hotlists for stolen cars or wanted persons) for law enforcement and other uses like toll collection. These systems can be fixed on signs or mounted on vehicles, helping to identify vehicles of interest, track movements, and aid investigations by providing location history. 

ANSI – American National Standards Institute - American National Standards Institute.
ASTM – American Standards for Testing Materials - ASTM International | ASTM.
CBRNE – CBRNE stands for Chemical, Biological, Radiological, Nuclear, and high-yield Explosives, referring to the types of weapons or hazardous materials that pose threats for mass casualties and societal disruption, requiring specialized response from emergency services and preparedness efforts by governments. 
Consulting Services – For the purposes of this Bid Solicitation, Consulting Services referenced herein could include, but are not limited to the following:
Conducting an in-depth analysis of a Using Agency's specific needs, existing infrastructure, and operational gaps to determine the most suitable products and technology solutions;
Software/system upgrades;
A review of existing products and software and assessment to determine if any upgrades are required;
Compatibility assessment between existing equipment and software with new equipment and software, ensuring that new technology can interoperate with existing systems and databases to avoid data silos;
Performance of equipment and data collection/analytics;
Streamlining of business processes as it relates to the contracted products and services;
Consultation on the best selection of products/services for its intended usage;
Providing expertise on managing the large volumes of digital evidence generated, including secure cloud storage, chain of custody protocols, and data accessibility for analysis and reporting;
Assisting agencies on how to utilize the data collected by cameras and software to analyze performance, identify trends, and improve operations and community interactions. 
CSPC – United States Consumer Product Safety Commission - CPSC.gov.
Equipment – For the purposes of this Bid Solicitation, equipment refers to the categories of law enforcement equipment and supplies specified in Section 4.1.
Explosive Ordinance Disposal (EOD) - The detection, identification, on-site evaluation, rendering safe, recovery, and final disposal of unexploded explosive ordnance. It may also include explosive ordnance, which has become hazardous by damage or deterioration. 
N.J.A.C. – New Jersey Administrative Code.
N.J.S.A. – New Jersey Statutes Annotated.
NJOHSP – New Jersey Office of Homeland Security and Preparedness: New Jersey OHSP | Home
NJOIT – New Jersey Office of Information Technology: www.nj.gov/it/  
OSHA – Occupational Safety and Health Administration - Home | Occupational Safety and Health Administration. 
Original Equipment Manufacturer (OEM) – are manufacturers who resell its company's product under their own name and branding.
Personal Protective Equipment (PPE) - Refers to protective clothing, helmets, goggles, or other garments or equipment designed to protect the wearer's body from injury or infection. The hazards addressed by protective equipment include physical, electrical, heat, chemicals, biohazards, and airborne particulate matter.
SWAT - A unit within a police force that is trained to deal with situations of unusual danger, especially when requiring aggressive tactics or enhanced firepower, as in rescuing hostages, thwarting terrorist attacks or assassinations, and subduing heavily armed suspects.
Training – For the purposes of this Bid Solicitation, Training referenced herein could include, but is not limited to the following:
Developing and delivering customized training for personnel on how to use the new hardware and software effectively, and how to integrate them into daily operations and investigations;
Technical operation and maintenance of devices;
Training on how to properly document recorded events, add relevant data, and upload footage at the end of a shift, ensuring the information is easily searchable later;
Instruction on using the specific software platforms for secure storage, retrieval, and automated tagging of video files;
Training on the procedures and software tools used to redact sensitive information (e.g., faces of minors, license plates, private data) before the evidence is shared with prosecutors or the public;
Legal and procedural requirements for evidence management;
Specialized courses in video forensics, teaching how to analyze, clarify, authenticate, and enhance video and images from various sources (covert cameras, IP cameras, DVRs) for investigative purposes;
Courses designed to provide training officers with the instructional techniques and practical knowledge needed to certify other officers within their agency.
This Training may be customized for role-specific applications.  Training may be virtual or in-person.
USEPA - United States Environmental Protection Agency - U.S. Environmental Protection Agency | US EPA.
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