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[bookmark: _Toc147925339][bookmark: _Toc400531467][bookmark: _Toc428533937][bookmark: _Toc32310614][bookmark: _Toc100065555][bookmark: _Toc100065554]INTRODUCTION AND SUMMARY OF THE BID SOLICITATION
This Bid Solicitation is issued by the Department of the Treasury, Division of Purchase and Property (Division), Procurement Bureau, on behalf of the State of New Jersey, Department of Human Services (DHS), Division of Family Development (DFD), Office of Child Support Services (OCSS). Quotes submitted in response to this Bid Solicitation shall be through the State of New Jersey’s eProcurement system, NJSTART.  Bidders are advised to thoroughly read all sections of this Bid Solicitation and follow all instructions.  

Bidders are strongly encouraged to visit the NJSTART Vendor Support Page, which contains Quick Reference Guides (QRGs), supporting videos, a glossary of NJSTART terms, and helpdesk contact information.  Bidders should utilize the QRGs before attempting to submit a Quote through NJSTART.   It is the Bidder’s responsibility to ensure that the Quote and attachments have been properly submitted.  Inquiries concerning the use of NJSTART may be directed to njstart@treas.nj.gov. The Division will not respond to substantive questions related to the Bid Solicitation or any other Contract via this email address.

[bookmark: _Toc147925340]PURPOSE AND INTENT
The purpose of this Bid Solicitation is to solicit Quotes for an experienced Contractor to develop, implement, and maintain a fully privatized State Disbursement Unit (SDU) that includes payment processing, referred to as the New Jersey Family Support Payment Center (NJFSPC), and a comprehensive customer service component, referred to as the New Jersey Family Support Services Center (NJFSSC), to be maintained and operated by the Contractor, in order to comport with the State’s business model and maximize business efficiencies alongside the State’s web-based automated Child Support enforcement system, New Jersey Kids Deserve Support (NJKiDS). NJKiDS’ advanced technology provides a centralized and streamlined process that minimizes financial risks to the State and Contractor, improves payment-processing timeframes, increases quality control, reduces data entry at the local level, increases reporting and accountability, enhances customer services, and contributes significantly to the reduction in the program’s overall operating costs. Together, the SDU and NJKiDS are two major system components used to operate the Child Support Program. 

It is the intent of the State to award a Contract to that responsible Bidder whose Quote, conforming to this Bid Solicitation is most advantageous to the State of New Jersey (State), price and other factors considered.  The State may award any or all price lines.  The State, however, reserves the right to separately procure individual requirements that are the subject of the Contract during the Contract term, when deemed by the Director of the Division (Director) to be in the State’s best interest.

The State of New Jersey Standard Terms and Conditions (SSTCs) included with this Bid Solicitation will apply to all Contracts made with the State.  These terms are in addition to the terms and conditions set forth in this Bid Solicitation and should be read in conjunction with them unless the Bid Solicitation specifically indicates otherwise.  

[bookmark: _Toc400531468][bookmark: _Toc428533938][bookmark: _Toc32310615][bookmark: _Toc100065556][bookmark: _Toc147925341]BACKGROUND 
This is a reprocurement of T1775 State Disbursement Unit Child Support Payment/Receipt Processing. Bidders interested in reviewing the current Contract/Master Blanket Purchase Order specifications and pricing information may do so by following the instruction below.  Bidders should not rely upon or use data or information from the contract when preparing a response to this Bid Solicitation as this Bid Solicitation addresses the State’s current requirements. 
· Go to: www.njstart.gov 
· Select “Active Blankets”
· In the search bar, select “Blankets” from the drop down menu
· Enter T1775 and click “[image: ]”
The current Contract list will appear under “Results”

[bookmark: _Toc147925342]NEW JERSEY’S STATE DISBURSEMENT UNIT BACKGROUND
The federal government, through the Administration for Children and Families (ACF) Office of Child Support Enforcement (OCSE) and the Title IV-D of the Social Security Act, require that each State operate a single central location for the receipt and disbursement of Child Support.

N.J.S.A. 2A:17-56.63 requires that the Division of Family Development (DFD), Office of Child Support Services (OCSS) establish an SDU in accordance with the requirements of Title IV-D of the Social Security Act and come into an agreement to perform the functions of the SDU.

The SDU services are receipt, payment processing, debit card maintenance, banking, and operating an Interactive Voice Response system (IVR) that provides automated communication to address customer service issues including general case-specific information. The IVR is the main gateway to transfer customer service calls to the SDU staff to assist with customer service inquiries and take appropriate actions to resolve the customer’s concerns. The SDU’s services also include the following:

· manual paper check and electronic disbursements (including international disbursements); 
· full banking disbursement operations, reconciliation, receipt adjustments and check voids/re-issues; and 
· other customer services.

[bookmark: _Toc147925343]NJ CHILD SUPPORT PROGRAM ADMINISTRATION OVERVIEW
Structurally, the Child Support Program is supervised by the State and administered by both the State and the counties. The OCSS is in the executive branch and serves as the State IV-D Agency. It is responsible to the federal government for the overall administration and regulatory oversight, performance management and reporting, system management, and program compliance of the Child Support Program. This program is multi-systemic because it is county administered through both the local County Welfare Agencies and local court systems through its respective Judiciary Family, Probation, and Finance Divisions. There are 21 counties and 15 court vicinages in New Jersey.

STATE SUPERVISED
The OCSS, consistent with federal requirements found in 45 CFR Parts 302 through 308 and 42 U.S.C. 671(a)(17)[footnoteRef:1], centrally manages multiple Child Support operational services. These services include, but are not limited to, the certified statewide automated Child Support case management system, paternity acknowledgment and genetic testing, location of noncustodial parents, administrative enforcement, collection and disbursements, and customer services. In addition, the OCSS has a Cooperative Agreement with the New Jersey Judiciary that is executed through the Administrative Office of the Courts (AOC). The AOC is the central office responsible for coordination and oversight of Judiciary activities at the local level, including the location of Non-Custodial Parents, the establishment and enforcement of child, spousal support, and health care coverage orders. [1:  42 U.S.C. § 671(a)(17) “provides that, where appropriate, all steps will be taken, including cooperative efforts with the State agencies administering the program funded under Part A [of this subchapter] and plan approved under part D [of this subchapter], to secure an assignment to the State of any rights to support on behalf of each child receiving foster care maintenance payments under this part.”] 


COUNTY ADMINISTERED
Locally, both the County Welfare Agencies (CWAs) and local court systems, through their respective Family, Probation, and Finance Divisions, deliver program services. All entities work together to secure financial support and health care provisions for children and families. CWAs are responsible for assisting all eligible applicants in the location of parents and in the establishment of paternity for customers receiving Temporary Aid to Need Families (TANF), Medicaid, and Title IV-E foster care benefits. CWAs are also responsible for obtaining court orders. The local Judiciary Family Divisions are responsible for processing Title IV-D Application for non-dissolution and matrimonial cases, establishing child and medical support, scheduling court hearings, and providing notice of all hearings. The Judiciary Finance Divisions are responsible for account adjustments, receipts received by the counties, and account audits. Judiciary Probation Divisions are responsible for local enforcement of Child Support orders. These three (3) judiciary divisions have offices located within each county.

[image: ]
[bookmark: _Toc147925344]CURRENT OVERVIEW
The NJFSPC:

A. Receives Payments from Non-Custodial Parents, employers, governmental entities, insurance companies, banks, and the legal community through the mail (paper check), electronically through banking channels, and by use of credit cards, and submits a daily payment file to NJKiDS;
B. Generates disbursements for Child Support and Spousal Support, refunds to NCPs, and the return of funds to third parties. Disbursements are sent as electronic deposits to bank accounts, deposits onto a Stored Value Card (e.g., a debit card) and, for a small number of recipients, as checks;
C. Is responsible for maintaining bank accounts that house Child Support funds and for completing all bank account duties including reconciliation of all accounts;
D. Performs scanning and validation of certain form types using the Electronic Content Management (ECM) platform;
E. Processes certain types of correspondence, such as, but not limited to, call center functions (e.g., answering incoming telephone calls, returning calls, answering inquiring questions) and electronic messaging, such as e-mail;
F. Performs all financial adjustments in NJKiDS that are initiated by the State or by local offices and is also responsible for funding these financial adjustments;
G. Is financially responsible for all returned deposit items (e.g., all checks returned, unpaid from the bank due to insufficient  funds, stop payment or for various additional reasons);
H. Addresses all unidentified items (items received without sufficient posting information), housed in NJKiDS, to find identifying information in order to post payments;
I. Manages the stored value (debit) card program, which is one of the methods used for disbursing funds.

[bookmark: _Toc147925345]NJKiDS PROCESS MAP: HIGH-LEVEL OVERVIEW OF CURRENT FINANCIAL PROCESS
[image: ]
The pictorial above, titled “NJKiDS Process Map: High-Level Overview of Current Financial Process”, represents a high level overview of the daily fiscal activities that pertain to the current Child Support financial process, from receipt to disbursement, and the different agencies responsible for particular fiscal activities. The pictorial is read from left to right. The dotted lines represent the flow of monetary transactions between agencies and accounts, and the solid lines represent the flow of agency business and system processes. The boxes are grouped according to a particular activity, or step, in the process and the agency(ies) responsible for that activity. The current process is complex; multiple agencies are responsible for daily fiscal activities.

[bookmark: _Toc147925346]CURRENT CHILD SUPPORT CUSTOMER SERVICE OPERATIONS
The New Jersey State Disbursement Unit maintains a full service, Contractor-operated call center, also known as the NJFSSC, which includes an IVR. The IVR’s phone number (1- 877-NJKiDS1) is the primary point of contact for constituents, customers, employers, and the general public with questions related to Child Support in New Jersey. The goal of the IVR system is to facilitate as much self-service as possible by addressing the most commonly asked questions without the need for referral to another party for resolution. A live NJFSSC representative answers questions that are not answered through the IVR’s automated responses. Any question that cannot be answered by the representative will result in a system referral to the local caseworker for resolution. Additional customer service completed by the NJFSSC will be processing outbound call campaigns, which alert Non-Custodial Parents (NCPs) and Custodial Parents (CPs) by text or phone about case-related activities.

In addition, the following services in regards to payment are available, each with its own customer service telephone support phone number:
· Debit Card: handles Custodial Parent phone calls related to stored valued cards issued by the State through the SDU;
· Credit Card: handles phone call inquiries and accepts payments from payers’ credit cards;
· Electronic Funds Transfer (ETF): handles phone calls related to EFT payment transfers from payers and employers.

Other communication channels offered by the State to those individuals seeking services and information include:

A. DFD OCSS Customer Service Unit: Customer Service Correspondence Section (CSCS). CSCS responds to calls and customer correspondence. Most of the communications referred to CSCS are initially received by/from elected and appointed officials. These services also include web chat and escalated call handling;
B. AOC Customer Services: Responds to a range of customer inquiries;
C. Local county/vicinage Child Support entities: Local CWA/BSS and the Family, Probation, and Finance divisions may have dedicated customer service units that directly handle or route the range of potential customer inquiries; and
D. New Jersey Child Support Website: State-owned and Contractor-operated, the website provides up-to-date information about New Jersey’s Child Support Program payment information, including:
1. A tool to estimate Child Support payments, links to Child Support payment processors and commonly used forms, and county office information;
2. Direct links for customers to the online Title IV-D Application for Child Support and the Case Information Portal where customers can track all aspects of their case(s) and access the integrated payment system;
3. The Staff Portal, which is a platform that allows Child Support professionals to collaborate on projects and access training courses; and
4. An Agency Portal, which gives stakeholders such as the Division of Housing and Community Resources, Division of Gaming Enforcement and Casino industry officials, access to the appropriate information about Child Support cases.

Together, these multiple channels offer a seamless, collaborative way in which constituents, customers, employers, and the general public can self-serve or access services and obtain assistance.

[bookmark: _Toc100065557][bookmark: _Toc147925347]CONTRACT AMOUNT
The estimated amount of the Contract, if stated, shall not be construed as either the maximum or minimum amount which the State shall be obliged to order.

[bookmark: _Toc400531506][bookmark: _Toc428533977][bookmark: _Toc32310702][bookmark: _Toc100065558][bookmark: _Toc147925348]ORDER OF PRECEDENCE OF CONTRACTUAL TERMS
The Contract awarded, and the entire agreement between the parties, as a result of this Bid Solicitation shall consist of:  (1) the final Bid Solicitation, (2) the State of New Jersey Standard Terms and Conditions, Attachment 1(3) the Quote, and if applicable (4) any Bidder responses to clarifications; (5) a Bidder’s Best and Final Offer, (6) other negotiated document, and/or (7) third party document.  In the event of a conflict in the terms and conditions among the documents comprising this Contract, the order of precedence, for purposes of interpretation thereof, listed from highest ranking to lowest ranking as noted above. 

Any other terms or conditions, not included with the Bidder’s Quote and accepted by the State, shall not be incorporated into the Contract awarded.  Any references to external documentation, including those documents referenced by a URL, including without limitation, technical reference manuals, technical support policies, copyright notices, additional license terms, etc., are subject to the terms and conditions of the Bid Solicitation and the State of New Jersey Standard Terms and Conditions.  In the event of any conflict between the terms of a document incorporated by reference, the terms and conditions of the Bid Solicitation and the State of New Jersey Standard Terms and Conditions shall prevail.

[bookmark: _Toc100065559][bookmark: _Toc147925349]INTRASTATE COOPERATIVE PURCHASING
NOT APPLICABLE TO THIS PROCUREMENT.


[bookmark: _Toc100065560][bookmark: _Toc147925350]PRE-QUOTE SUBMISSION INFORMATION
The Bidder assumes sole responsibility for the complete effort required in submitting a Quote and for reviewing the Quote submission requirements and the Scope of Work requirements.  

[bookmark: _ELECTRONIC_QUESTION_AND][bookmark: _Toc428533940][bookmark: _Toc32310617][bookmark: _Toc100065561][bookmark: _Toc147925351]ELECTRONIC QUESTION AND ANSWER PERIOD
The Division will electronically accept questions and inquiries from all potential Bidders via the “Q&A” Tab of the Bid Solicitation in NJSTART.  Questions should be directly tied to a Bid Solicitation Section, the State-Supplied Price Sheet, Form or Attachment; and should reference the specific Bid Solicitation Section or document to which it relates.

The cut-off date for electronic questions and inquiries relating to this Bid Solicitation is indicated on the Bid Solicitation cover page.  In the event that questions are posed by Bidders, answers to such questions will be issued by Bid Amendment.  
[bookmark: _1.3.3__Mandatory_Pre-Bid_Conference][bookmark: _1.3.5__SUBMISSION_OF_BID_PROPOSAL][bookmark: _1.3.2_SUBMISSION_OF_BID_PROPOSAL]
A Bidder shall not contact the Using Agency and/or the Procurement Specialist directly, in person, by telephone or by e-mail, concerning this Bid Solicitation, prior to Contract award.

[bookmark: _Toc100065562][bookmark: _Toc147925352]EXCEPTIONS TO THE STATE OF NJ STANDARD TERMS AND CONDITIONS (SSTC)
Questions regarding the State of New Jersey Standard Terms and Conditions and exceptions to mandatory requirements MUST be posed during the Electronic Question and Answer period and shall contain the Bidder’s suggested changes and the reason(s) for the suggested change(s).

[bookmark: _Toc100065563][bookmark: _Toc147925353]BID AMENDMENTS
In the event that it becomes necessary to clarify or revise this Bid Solicitation, such clarification or revision will be by Bid Amendment.  Any Bid Amendment will become part of this Bid Solicitation and part of any Contract awarded. Bid Amendments will be posted as a file attachment on the “Summary” page of the Bid Solicitation in NJSTART after the cut-off date.  

There are no designated dates for release of Bid Amendments.  Those Bidders who are on the bid holder list either through commodity code registration in NJSTART or by acknowledging the bid in NJSTART should receive notification of any Bid Amendment(s). If a Bidder is not on the bid holder list, Bid Amendments are still viewable on the “Summary” page of the Bid Solicitation in NJSTART.

It is the sole responsibility of the Bidder to be knowledgeable of all Bid Amendments related to this procurement. An interested Bidder should check the NJSTART “Open Bids” Tab on a daily basis to ensure review of the most updated information.

[bookmark: _Toc109816160][bookmark: _Toc109816410][bookmark: _Toc112137220][bookmark: _Toc112749151][bookmark: _1.3.4_MANDATORY/OPTIONAL_SITE][bookmark: _1.3.45_MANDATORY/OPTIONAL_SITE][bookmark: _Toc224543885][bookmark: _Toc238623352][bookmark: _Toc400531474][bookmark: _Toc428533944][bookmark: _Toc32310620][bookmark: _Toc100065564][bookmark: _Toc147925354]MANDATORY/OPTIONAL SITE VISIT
NOT APPLICALBE TO THIS PROCUREMENT.  

[bookmark: _Toc112749153][bookmark: _1.3.5__MANDATORY/OPTIONAL][bookmark: _1.3.6__MANDATORY/OPTIONAL][bookmark: _Toc224543888][bookmark: _Toc238623354][bookmark: _Toc428533945][bookmark: _Toc32310621][bookmark: _Toc100065565][bookmark: _Toc147925355]OPTIONAL PRE-QUOTE CONFERENCE
The date and time of the Optional Pre-Quote Conference is indicated on the Bid Solicitation cover sheet.  Attendees may attend the Optional Pre-Quote Conference with the following call-in details:

Microsoft Teams meeting
Join on your computer, mobile app or room device
Click here to join the meeting
Meeting ID: 295 121 328 357 
Passcode: Vid6UF
Download Teams | Join on the web
Or call in (audio only)
+1 856-338-7074,,272597812#   United States, Camden
Phone Conference ID: 272 597 812#
Find a local number | Reset PIN
Learn More | Meeting options

The Optional Pre-Quote Conference may be recorded.

The purpose of the Optional Pre-Quote Conference is to address procedural questions regarding the Bid Solicitation and Bidder Quote Submission Requirements only.  No substantive questions regarding the Bid Solicitation Scope of Work will be accepted or answered during the pre-Quote conference.  All questions are to be submitted during the Electronic Question and Answer Period.  

[bookmark: _Toc112749155][bookmark: _Toc95619434][bookmark: _Toc109701220][bookmark: _Toc225321579][bookmark: _Toc400531476][bookmark: _Toc428533946][bookmark: _Toc32310622][bookmark: _Toc100065566][bookmark: _Toc147925356][bookmark: _Toc94946029][bookmark: _Toc72744593]PRE-QUOTE DOCUMENT REVIEW 
The Contractor must participate in the New Jersey Office of Information Technology’s System Architecture Review along with State Agency Staff:
https://nj.gov/it/whatwedo/sar/

The Contractor shall develop a system that complies with the guidance of the NJ Statewide Information Security Manual:
https://www.nj.gov/it/docs/ps/NJ_Statewide_Information_Security_Manual.pdf

The Contractor shall follow NJ Web Presence Guidelines:
https://www.tech.nj.gov/it/docs/NJ_Web_Presence_Guidelines.pdf




[bookmark: _Toc100065567][bookmark: _Toc147925357]QUOTE SUBMISSION REQUIREMENTS

[bookmark: _Toc100065568][bookmark: _Toc147925358]QUOTE SUBMISSION 
In order to be considered for award, the Quote must be received electronically by the Division’s Proposal Review Unit, through NJSTART, by the required date and time. 

The date and time of the Quote opening are indicated on the Bid Solicitation cover sheet and on the “Summary” Tab of the Bid Solicitation webpage within NJSTART.  If the Quote opening deadline has been revised, the new Quote opening deadline will be shown on the posted Bid Amendment and on the “Summary” Tab of the Bid Solicitation webpage within NJSTART.  Quotes not received prior to the Quote opening deadline shall be rejected.

Quotes will be publicly opened and announced by telephone conference on the date and time of the quote opening. 
(Dial-in phone number: 888-204-5984 / Access code: 2602305)

When submitting a Quote through NJSTART, do not use any symbols (i.e., #, @, $, &, *) in the filename as this may prevent the Quote from being properly uploaded.  Uploaded files must be compatible with Microsoft Office and/or Adobe software applications. DO NOT UPLOAD files with extensions such as .zip, .numbers, or .pages.

When uploading the documents to NJSTART, the Bidder should select the “Confidential” option in NJSTART for attachments on the “Attachments” Tab to request that the documents not be displayed publicly through NJSTART. Marking an attachment as "Confidential" in NJSTART shall not constitute the Bidder's designation of the attachment as exempt from public disclosure under the New Jersey Open Public Records Act (OPRA), N.J.S.A. 47:1A-1 et seq., or the common law right to know.

[bookmark: _Toc100065569][bookmark: _Toc147925359]BIDDER RESPONSIBILITY
The Bidder assumes sole responsibility for the complete effort required in submitting a Quote in response to this Bid Solicitation.  No special consideration will be given after Quotes are opened because of a Bidder’s failure to be knowledgeable as to all of the requirements of this Bid Solicitation.  The State assumes no responsibility and bears no liability for costs incurred by a Bidder in the preparation and submittal of a Quote in response to this Bid Solicitation or any pre-Contract award costs incurred.

[bookmark: _Toc100065570][bookmark: _Toc147925360]ANNOUNCEMENT OF QUOTE INFORMATION
On the date and time Quotes are due under the Bid Solicitation, all information concerning the Quotes submitted may be publicly announced and shall be available for inspection and copying except otherwise noted:  
A. Information appropriately designated as proprietary and/or confidential in a Bidder’s Quote shall not be available for inspection and copying; and
B. Where negotiation is contemplated, only the names and addresses of the Bidders submitting Quotes will be announced, and the contents of the Quotes shall not be available for inspection and copying until the Notice of Intent to Award is issued by the Director. 

[bookmark: _Toc100065571][bookmark: _Toc147925361]QUOTE ERRORS
In accordance with N.J.A.C. 17:12-2.11 “Proposal errors,” a Bidder may withdraw its Quote as described below.

[bookmark: _Toc100065572][bookmark: _Toc147925362]QUOTE WITHDRAWAL PRIOR TO QUOTE OPENING
A Bidder may withdraw its Quote submission in NJSTART prior to the Quote opening; however, Bidders should note that while withdrawn NJSTART Quotes remain viewable by the Bidder on its Vendor Profile Homepage, they are removed from the Division’s view and cannot be considered for Contract award. The Bidder may submit a revised Quote as long as the Quote is received prior to the announced date and time for Quote submission. Bidders may refer to the QRG “Submit a Quote” for additional instructions.

[bookmark: _Toc100065573][bookmark: _Toc147925363]QUOTE WITHDRAWAL AFTER QUOTE OPENING, BUT PRIOR TO CONTRACT AWARD
If, after the Quote opening, but before Contract award, a Bidder discovers an error in its Quote, the Bidder may make a written request to the Procurement Bureau to withdraw its Quote, from consideration for award.  If the Bidder’s request to withdraw is made in good faith, and the State will not be significantly prejudiced by granting the withdrawal of the Quote beyond the loss of the benefit of the bargain to the State of the withdrawing Bidder’s offer, the request shall be granted.  Evidence of the Bidder’s good faith in making this request can be demonstrated by one (1) or more of the following factors: A mistake is so significant that to enforce the Contract resulting from the Quote would be unconscionable; that the mistake relates to a material feature or term of the Contract; and that the mistake occurred notwithstanding the Bidder’s exercise of reasonable care.  After Quote opening, while pursuant to the provisions of this section a Bidder may request to withdraw its Quote and the Director may in his/her discretion allow said Bidder to withdraw it, the Division also may take notice of repeated or unusual requests to withdraw by a Bidder and take those prior requests to withdraw into consideration when evaluating the Bidder’s future Quotes.

The Quote withdrawal request must include the Bid Solicitation Number, Bid Solicitation Title, and the Quote submission date and should be sent to Procurement.Bureau@treas.nj.gov.

If, during a Quote evaluation process, an obvious pricing error made by a potential Contract awardee is found, the Director or his/her designee shall issue written notice to the Bidder.  The Bidder will have up to five (5) business days after receipt of the notice to confirm its pricing.  If the Bidder fails to respond, its Quote shall be considered withdrawn, and no further consideration shall be given to it.

[bookmark: _Toc100065574][bookmark: _Toc147925364]JOINT VENTURE
If a Joint Venture is submitting a Quote, the agreement between the parties relating to such Joint Venture should be submitted with the Joint Venture’s Quote.  Authorized signatories from each party comprising the Joint Venture must sign the Offer and Acceptance Page.  Each party to the Joint Venture must individually complete and comply with all the forms and certification requirements in Bid Solicitation Section 3 – Quote Submission Requirements. 

[bookmark: _Toc100065575][bookmark: _Toc147925365]SMALL BUSINESS SET-ASIDE CONTRACTS
NOT APPLICABLE TO THIS PROCUREMENT.

[bookmark: _Toc100065576][bookmark: _Toc147925366]DISABLED VETERANS’ BUSINESS SET-ASIDE CONTRACT 
NOT APPLICABLE TO THIS PROCUREMENT.

[bookmark: _Toc100065577][bookmark: _Toc147925367]BID SECURITY
 NOT APPLICABLE TO THIS PROCUREMENT.

[bookmark: _Toc100065578][bookmark: _Toc147925368]BIDDER ADDITIONAL TERMS SUBMITTED WITH THE QUOTE
A Bidder may submit additional terms as part of its Quote.  Additional terms are Bidder-proposed terms or conditions that do not conflict with the scope of work required in this Bid Solicitation, the terms and conditions of this Bid Solicitation, or the State of New Jersey Standard Terms and Conditions.  Bidder proposed terms or conditions that conflict with those contained in the State of New Jersey Standard Terms and Conditions will render a Quote non-responsive.  It is incumbent upon the Bidder to identify and remove its conflicting proposed terms and conditions prior to Quote submission.  

Quotes including Bidder proposed additional terms may be accepted, rejected, or negotiated, in whole or in part, at the State’s sole discretion. 

If Bidder intends to propose terms and conditions that conflict with the State of New Jersey Standard Terms and Conditions, those Bidder proposed terms and conditions shall only be considered if submitted and agreed to pursuant to the electronic question and answer procedure.  Bidders shall not submit exceptions or modifications as part of the Quote or on the “Terms and Conditions” Tab through NJSTART. 

[bookmark: _Toc100065579][bookmark: _Toc147925369]QUOTE CONTENT
The Quote should be submitted with the attachments organized in following manner:
· Forms
· Technical Quote
· State-Supplied Price Sheet 
· State of New Jersey Security Due Diligence Third Party Information Security Questionnaire

A Bidder should not password protect any submitted documents. Use of URLs in a Quote should be kept to a minimum and shall not be used to satisfy any material term of a Bid Solicitation. If a preprinted or other document included as part of the Quote contains a URL, a printed copy of the information should be provided and will be considered as part of the Quote. 

[bookmark: _Toc100065580][bookmark: _Toc147925370]FORMS, REGISTRATIONS AND CERTIFICATIONS TO BE SUBMITTED WITH QUOTE 
A Bidder is required to complete and submit the following forms.  As an alternative to uploading certain forms with the submitted Quote, a Bidder may complete several certifications electronically in NJSTART on the “Terms and Categories” Tab within the Vendor Profile.  Those forms that may be completed on the NJSTART “Terms and Categories” Tab are noted below. Additionally, a Bidder may attach completed forms to the Vendor Profile.  Refer to QRGs “Vendor Forms” and “Attaching Files” for additional instructions.  VENDOR QUICK REFERENCE GUIDES

OFFER AND ACCEPTANCE PAGE 
The Bidder should complete and submit the Offer and Acceptance Page with the Quote.  The Offer and Acceptance Page must be signed by an authorized representative of the Bidder.  If a Bidder does not submit the form with the Quote, the Bidder must comply within seven (7) business days of the State’s request or the State may deem the Quote non-responsive.    

OWNERSHIP DISCLOSURE FORM 
Pursuant to N.J.S.A. 52:25-24.2, in the event the Bidder is a corporation, partnership or limited liability company, the Bidder must disclose all 10% or greater owners by (a) completing and submitting the Ownership Disclosure Form with the Quote; (b) if the Bidder has submitted a signed and accurate Ownership Disclosure Form dated and received no more than six (6) months prior to the Quote submission deadline for this procurement, the Division may rely upon that form; however, if there has been a change in ownership within the last six (6) months, a new Ownership Disclosure Form must be completed, signed and submitted with the Quote; or, (c) a Bidder with any direct or indirect parent entity which is publicly traded may submit the name and address of each publicly traded entity and the name and address of each person that holds a 10 percent or greater beneficial interest in the publicly traded entity as of the last annual filing with the federal Securities and Exchange Commission or the foreign equivalent, and, if there is any person that holds a 10 percent or greater beneficial interest, also shall submit links to the websites containing the last annual filings with the federal Securities and Exchange Commission or the foreign equivalent and the relevant page numbers of the filings that contain the information on each person that holds a 10 percent or greater beneficial interest. N.J.S.A. 52:25-24.2.
NOTE: In lieu of completing and submitting the paper-based form, the Bidder has the option to complete this form online in NJSTART on the “Terms and Categories” Tab.  

A Bidder’s failure to submit the information required by N.J.S.A. 52:25-24.2 will result in the rejection of the Quote as non-responsive and preclude the award of a Contract to said Bidder.

  DISCLOSURE OF INVESTMENT ACTIVITIES IN IRAN FORM
The Bidder should  submit the Disclosure of Investment Activities in Iran form to certify that, pursuant to N.J.S.A. 52:32-58, neither the Bidder, nor one (1) of its parents, subsidiaries, and/or affiliates (as defined in N.J.S.A. 52:32-56(e)(3)), is listed on the Department of the Treasury’s List of Persons or Entities Engaging in Prohibited Investment Activities in Iran and that neither the Bidder, nor one (1) of its parents, subsidiaries, and/or affiliates, is involved in any of the investment activities set forth in N.J.S.A. 52:32-56(f).  If the Bidder is unable to so certify, the Bidder shall provide a detailed and precise description of such activities as directed on the form.  If a Bidder does not submit the form with the Quote, the Bidder must comply within seven (7) business days of the State’s request or the State may deem the Quote non-responsive.
NOTE: In lieu of completing and submitting the paper-based form, the Bidder has the option to complete this certification online in NJSTART on the “Terms and Categories” Tab.  

DISCLOSURE OF INVESTIGATIONS AND OTHER ACTIONS INVOLVING BIDDER FORM
The Bidder should submit the Disclosure of Investigations and Other Actions Involving Bidder Form,  with its Quote, to provide a detailed description of any investigation, litigation, including administrative complaints or other administrative proceedings, involving any public sector clients during the past five (5) years, including the nature and status of the investigation, and, for any litigation, the caption of the action, a brief description of the action, the date of inception, current status, and, if applicable, disposition.  If a Bidder does not submit the form with the Quote, the Bidder must comply within seven (7) business days of the State’s request or the State may deem the Quote non-responsive.
NOTE: In lieu of completing and submitting the paper-based form, the Bidder has the option to complete this certification online in NJSTART on the “Terms and Categories” Tab.  

MACBRIDE PRINCIPLES FORM
The Bidder should submit the MacBride Principles Form with its Quote.  Pursuant to N.J.S.A. 52:34-12.2, a Bidder is required to certify  that it either has no ongoing business activities in Northern Ireland and does not maintain a physical presence therein or that it will take lawful steps in good faith to conduct any business operations it has in Northern Ireland in accordance with the MacBride principles of nondiscrimination in employment as set forth in N.J.S.A. 52:18A-89.5 and in conformance with the United Kingdom’s Fair Employment (Northern Ireland) Act of 1989, and permit independent monitoring of their compliance with those principles.  If a Bidder does not submit the form with the Quote, the Bidder must comply within seven (7) business days of the State’s request or the State may deem the Quote non-responsive.
NOTE: In lieu of completing and submitting the paper-based form, the Bidder has the option to complete this certification online in NJSTART on the “Terms and Categories” Tab.  

[bookmark: _Toc147925376][bookmark: _Toc100065586]SERVICE PERFORMANCE WITHIN THE UNITED STATES
The Bidder should submit a completed Source Disclosure Form with its Quote. Pursuant to N.J.S.A. 52:34-13.2, all Contracts primarily for services shall be performed within the United States. If a Bidder does not submit the form with the Quote, the Bidder must comply within seven (7) business days of the State’s request or the State may deem the Quote non-responsive. 

CONFIDENTIALITY/COMMITMENT TO DEFEND
Pursuant to the New Jersey Open Public Records Act (OPRA), N.J.S.A. 47:1A-1 et seq., or the common law right to know, Quotes can be released to the public in accordance with N.J.A.C. 17:12-1.2(b) and (c).  

The Bidder should submit a completed and signed Confidentiality/Commitment to Defend Form with the Quote.  In the event that the Bidder does not submit the Confidentiality form with the Quote, the State reserves the right to request that the Bidder submit the form after Quote submission.

After the opening of sealed Quotes, all information submitted by a Bidder in response to a Bid Solicitation is considered public information notwithstanding any disclaimers to the contrary submitted by a Bidder.  Proprietary, financial, security and confidential information may be exempt from public disclosure by OPRA and/or the common law when the Bidder has a good faith, legal/factual basis for such assertion. 

When the Bid Solicitation contains a negotiation component, the Quote will not be subject to public disclosure until a notice of intent to award a Contract is announced. 

As part of its Quote, a Bidder may request that portions of the Quote be exempt from public disclosure under OPRA and/or the common law. The Bidder must provide a detailed statement clearly identifying those sections of the Quote that it claims are exempt from production, and the legal and factual basis that supports said exemption(s) as a matter of law.  The State will not honor any attempts by a Bidder to designate its price sheet, price list/catalog, and/or the entire Quote as proprietary and/or confidential, and/or to claim copyright protection for its entire Quote.  If the State does not agree with a Bidder’s designation of proprietary and/or confidential information, the State will use commercially reasonable efforts to advise the Bidder. Copyright law does not prohibit access to a record which is otherwise available under OPRA.

The State reserves the right to make the determination as to what to disclose in response to an OPRA request.  Any information that the State determines to be exempt from disclosure under OPRA will be redacted.  

In the event of any challenge to the Bidder’s assertion of confidentiality that is contrary to the State’s determination of confidentiality, the Bidder shall be solely responsible for defending its designation, but in doing so, all costs and expenses associated therewith shall be the responsibility of the Bidder. The State assumes no such responsibility or liability.  

In order not to delay consideration of the Quote or the State’s response to a request for documents, the State requires that Bidder respond to any request regarding confidentiality markings within the timeframe designated in the State’s correspondence regarding confidentiality.  If no response is received by the designated date and time, the State will be permitted to release a copy of the Quote with the State making the determination regarding what may be proprietary or confidential.

SUBCONTRACTOR UTILIZATION PLAN
Bidders intending to use Subcontractor(s) shall list all subcontractors on the Subcontractor Utilization Plan form or may list the Subcontractor(s) on the “Subcontractor” Tab in NJSTART. 

For a Quote that does NOT include the use of any Subcontractors, the Bidder is automatically certifying that, if selected for an award, the Bidder will be performing all work required by the Contract. 

If it becomes necessary for the Contractor to substitute a Subcontractor, add a Subcontractor, or substitute its own staff for a Subcontractor, the Contractor will identify the proposed new Subcontractor or staff member(s) and the work to be performed.  The Contractor shall forward a written request to substitute or add a Subcontractor or to substitute its own staff for a Subcontractor to the State Contract Manager for consideration.    The Contractor must provide a completed Subcontractor Utilization Plan, a detailed justification documenting the necessity for the substitution or addition, and resumes of its proposed replacement staff or of the proposed Subcontractor’s management, supervisory, and other key personnel that demonstrate knowledge, ability and experience relevant to that part of the work which the Subcontractor is to undertake. The qualifications and experience of the replacement(s) must equal or exceed those of similar personnel proposed by the Contractor in its Quote.  The State Contract Manager will forward the request to the Director for approval.  

NOTE: No substituted or additional Subcontractors are authorized to begin work until the Contractor has received written approval from the Director.

SMALL BUSINESS AND/OR DISABLED VETERANS’ BUSINESS SUBCONTRACTING SET-ASIDE CONTRACT 
This is a Contract with set-aside subcontracting for New Jersey Small Business Enterprises and/or Disabled Veterans’ Business.  

If the Bidder intends to subcontract, it must submit a Subcontractor Utilization Plan and shall take the following actions to make a good faith effort to solicit and hire eligible New Jersey Small Business Enterprises and/or Disabled Veterans’ Business:
A. The Bidder shall attempt to locate qualified potential New Jersey Small Business Enterprises and/or Disabled Veterans’ Business subcontractors;
B. The Bidder shall request a listing of New Jersey Small Business Enterprises and/or Disabled Veterans’ Business from the Division of Revenue and Enterprise Services, Small Business Registration and M/WBE Certification Services Unit if none are known to the Bidder;
C. The Bidder shall keep a record of its efforts, including the names of businesses contacted and the means and results of such contacts;
D. The Bidder shall provide all potential subcontractors with detailed information regarding the specifications; and
E. The Bidder shall attempt, wherever possible, to negotiate prices with potential subcontractors submitting higher than acceptable price quotes.

A Bidder’s failure to satisfy New Jersey Small Business Enterprises and/or Disabled Veterans’ Business set aside subcontracting or to provide sufficient documentation of its good faith efforts within seven (7) business days upon of a request may preclude award of a Contract to the Bidder.

Each Bidder awarded a Contract that contains the set-aside subcontracting requirement shall fully cooperate in any studies or surveys which may be conducted by the State to determine the extent of the Bidder’s compliance with N.J.A.C. 17:13-1.1 et seq., and this Bid Solicitation.

[bookmark: _Toc147925379]RESERVED

AFFIRMATIVE ACTION
The intended Contractor and its named Subcontractor(s) must submit a copy of a New Jersey Certificate of Employee Information Report, or a copy of Federal Letter of Approval verifying it is operating under a federally approved or sanctioned Affirmative Action program.  If the Contractor and/or its named Subcontractor(s) are not in possession of either a New Jersey Certificate of Employee Information Report or a Federal Letter of Approval, it/they must complete and submit the Affirmative Action Employee Information Report (AA-302).  Information, instruction and the application are available at https://www.state.nj.us/treasury/contract_compliance/index.shtml.

[bookmark: _Toc147925381]RESERVED

[bookmark: _Toc112749182][bookmark: _Toc100065592][bookmark: _Toc147925382]STATE OF NEW JERSEY SECURITY DUE DILIGENCE THIRD-PARTY INFORMATION SECURITY QUESTIONNAIRE 
The Bidder should complete and submit the State of New Jersey Security Due Diligence Third-Party Information Security Questionnaire (Questionnaire) with its Quote. If a Bidder does not submit the completed Questionnaire with the Quote, the Bidder must comply within seven (7) business days of the State’s request or the State may deem the Quote non-responsive. 

This Questionnaire is designed to provide the State with an overview of the Bidder’s security and privacy controls to ensure that the Bidder will (1) meet the State of New Jersey’s objectives as outlined and documented in the Statewide Information Security Manual; and (2) comply with the State’s security requirements as outlined in Section 6 – Data Security Requirements – Contractor Responsibility.  The State reserves the right to remove a Bidder from consideration of Contract award if the State determines that the Bidder’s Questionnaire failed to sufficiently convey that the Bidder’s security and privacy controls meet the State’s requirements. 

The State has executed a Confidentiality/Non-Disclosure Agreement, which is attached to the Questionnaire.  The Bidder should countersign the Confidentiality/Non-Disclosure Agreement and include it with its submitted Questionnaire. If a Bidder does not submit the signed Confidentiality/Non-Disclosure Agreement with the Questionnaire, the Bidder must comply within seven (7) business days of the State’s request or the State may deem the Quote non-responsive.  No amendments to Confidentiality/Non-Disclosure Agreement are permitted.  

To the extent permissible under OPRA, the New Jersey common law right to know, and any other lawful document request or subpoena, the completed Questionnaire and supplemental documentation provided by the Bidder will be kept confidential and not shared with the public or other Bidders.

BUSINESS REGISTRATION
[bookmark: OLE_LINK1]In accordance with N.J.S.A. 52:32-44(b), a Bidder and its named Subcontractors must have a valid Business Registration Certificate (“BRC”) issued by the Department of the Treasury, Division of Revenue and Enterprise Services prior to the award of a Contract.  A Bidder should verify its Business Registration Certification Active status on the “Maintain Terms and Categories” Tab within its profile in NJSTART. In the event of an issue with a Bidder’s Business Registration Certification Active status, NJSTART provides a link to take corrective action. 

Certification of Non-Involvement in Prohibited Activities in Russia or Belarus Pursuant to P.L.2022, c3
The Bidder should submit the Disclosure of Prohibited Activities in Russia / Belarus Form.  Pursuant to P.L.2022, c. 3  (N.J.S.A 52:32 60.1), a person or entity seeking to enter into or renew a contract for the provision of goods or services shall certify that it is not Engaging in Prohibited Activities in Russia or Belarus as defined by P.L.2002, c. 3, sec. 1(e).  If a Bidder does not submit the form with the Quote, the Bidder must comply within seven (7) business days of the State’s request or the State may deem the Quote non-responsive.

[bookmark: _Toc100065595][bookmark: _Toc147925385]TECHNICAL QUOTE 
The Bidder shall describe its approach and plans for accomplishing the work outlined in the Scope of Work.  The Bidder must set forth its understanding of the requirements of this Bid Solicitation and its approach to successfully complete the Contract. The Bidder should include the level of detail it determines necessary to assist the Evaluation Committee in its review of the Bidder’s Quote.

[bookmark: _Toc100065606][bookmark: _Toc147925386]MANAGEMENT OVERVIEW
The Bidder shall set forth its overall technical approach and plans to meet the requirements of the Bid Solicitation in a narrative format.  This narrative should demonstrate to the Evaluation Committee that the Bidder understands the objectives that the Contract is intended to meet, the nature of the required work, and the level of effort necessary to successfully complete the Contract.  The narrative should demonstrate that the Bidder’s approach and plans to undertake and complete the Contract are appropriate to the tasks and subtasks involved. 

Mere reiterations of Bid Solicitation tasks and subtasks are strongly discouraged, as they do not provide insight into the Bidder’s approach to complete the Contract. The Bidder’s response to this section should demonstrate to the Evaluation Committee that the Bidder’s detailed plans and approach proposed to complete the Scope of Work are realistic, attainable and appropriate, and that the Bidder’s Quote will lead to successful Contract completion.

[bookmark: _Toc100065607][bookmark: _Toc147925387]CONTRACT MANAGEMENT
The Bidder shall describe its specific plans to manage, control and supervise the Contract to ensure satisfactory Contract completion according to the required schedule.  The plan should include the Bidder’s approach to communicate with the State Contract Manager including, but not limited to, status meetings, status reports, etc.

[bookmark: _Toc100065608][bookmark: _Toc147925388]CONTRACT SCHEDULE
The Bidder shall include a draft Contract schedule.  If key dates are a part of this Bid Solicitation, the Bidder’s schedule should incorporate such key dates and should identify the completion date for each task and sub-task required by the Scope of Work.  Such schedule should also identify the associated deliverable item(s) to be submitted as evidence of completion of each task and/or subtask.

The Bidder should identify the Contract scheduling and control methodology to be used and should provide the rationale for choosing such methodology.  

[bookmark: _Toc100065609][bookmark: _Toc147925389]MOBILIZATION PLAN
It is essential that the State have quick use of the functionality and the services to be provided under this Contract. Therefore, each Bidder shall include as part of its Quote a Mobilization Plan, beginning with the date of notification of Contract award and lasting no longer than ninety (90) days.

Such mobilization plan should include the following elements:
A. A detailed timetable for the mobilization period of ninety (90) days.  This timetable should be designed to demonstrate how the Bidder will have the personnel and equipment it needs to begin work on the components of the Contract and to have these components up and operational from the date of notification of award;
B. The Bidder’s plan for the deployment and use of management, supervisory or other key personnel during the mobilization period. The plan should show all management, supervisory and key personnel that will be assigned to manage, supervise and monitor the Bidder’s mobilization of the Contract within the period of ninety (90) days. The Bidder should clearly identify management, supervisory or other key staff that will be assigned only during the mobilization;
C. The Bidder’s plan for recruitment of staff required to provide all services required by the Bid Solicitation on the Contract start date at the end of the mobilization period covering ninety (90) days.  In the event the Bidder must hire management, supervisory and/or key personnel if awarded the Contract, the Bidder should include, as part of its recruitment plan, a plan to secure backup staff in the event personnel initially recruited need assistance or need to be replaced during the Contract term; and
D. The Bidder’s plan for the purchase and distribution of equipment, inventory, supplies, materials, etc., that will be required to begin work on the Contract on the required start date.

[bookmark: _Toc100065610][bookmark: _Toc147925390]ADDITIONAL PLANS
The Bidder shall provide draft plans to accomplish all work required by this Contract.  The additional plans shall include:

A. Communication Plan: In accordance with Section 4.4, the Bidder should present a draft plan with their Quote that must address how the quality of operations, service delivery, and communication will be ensured in an ongoing manner during operations. A final plan must be submitted within thirty (30) days after Contract Award.

B. Disaster Recovery, Contingency, and Backup Plan: With submission of their Quote the Bidder should include a draft Disaster Recovery, Contingency, and Backup Plan in accordance with Section 4.8.4. A final plan must be submitted no later than 90 days from Contract effective date to the SCM for approval.

C. Records Retention Plan: In Accordance to Section 4.11, the Contractor must maintain all processing activity records (both electronic and hard copy formats) for seven (7) years at a New Jersey location in full compliance with New Jersey State requirements N.J.A.C 10:110-20.2 and federal requirements at 45 CFR  75.361. The Contractor’s document retention process must utilize electronic storage and retrieval technology. The Bidder should demonstrate this requirement by presenting a draft plan with submission of their Quote. A final submission shall be submitted to the SCM within 60 days of Contract Award.

D. Security Plan: In accordance to Section 6.1, the Bidder should present a draft plan that is to describe the administrative, physical, technical, and systems controls to be used by the system. A final plan must be submitted to the SCM 30 days after Contract Award.

[bookmark: _Toc100065611][bookmark: _Toc147925391]ORGANIZATIONAL EXPERIENCE
The Bidder should include information relating to its organization, personnel, and experience, including, but not limited to, references, together with contact names and telephone numbers, evidencing the Bidder’s qualifications, and capabilities to perform the services required by this Bid Solicitation.  The Bidder should include the level of detail it determines necessary to assist the Evaluation Committee in its review of Bidder’s Quote.

[bookmark: _Toc100065612][bookmark: _Toc147925392]LOCATION
The Bidder should include the address of where responsibility for managing the Contract will take place.  The Bidder should include the telephone number and name of the individual to contact.

[bookmark: _Toc100065613][bookmark: _Toc147925393]ORGANIZATION CHARTS
The Bidder should include an organization chart, with names showing management, supervisory and other key personnel (including Subcontractor management, supervisory, or other key personnel) to be assigned to the Contract.  The chart should include the labor category and title of each such individual.

[bookmark: _Toc100065614][bookmark: _Toc147925394]RESUMES
Detailed resumes should be submitted for all management, supervisory, and key personnel to be assigned to the Contract. Resumes should emphasize relevant qualifications and experience of these individuals in successfully completing contracts of a similar size and scope to those required by this Bid Solicitation.  Resumes should include the following:
A. The individual's previous experience in completing each similar contract;
B. Beginning and ending dates for each similar contract;
C. A description of the contract demonstrating how the individual's work on the completed contract relates to the individual's ability to contribute to successfully providing the services required by this Bid Solicitation; and
D. With respect to each similar contract, the name and address of each reference together with a person to contact for a reference check and a telephone number.

The Bidder should provide detailed resumes for each Subcontractor’s management, supervisory, and other key personnel that demonstrate knowledge, ability, and experience relevant to that part of the work which the Subcontractor is designated to perform.  

[bookmark: _Toc100065615][bookmark: _Toc147925395]EXPERIENCE WITH CONTRACTS OF SIMILAR SIZE AND SCOPE
The Bidder should provide a comprehensive listing of contracts of similar size and scope that it has successfully completed, as evidence of the Bidder’s ability to successfully complete services similar to those required by this Bid Solicitation.  Emphasis should be placed on contracts that are similar in size and scope to the work required by this Bid Solicitation.  A description of all such contracts should be included and should show how such contracts relate to the ability of the firm to complete the services required by this Bid Solicitation.  For each such contract listed, the Bidder should provide two (2) names and telephone numbers of individuals for contracting party. Beginning and ending dates should also be given for each contract.

The Bidder must provide details of any negative actions taken by other contracting entities against them in the course of performing these projects including, but not limited to, receipt of letters of potential default, default, cure notices, termination of services for cause, or other similar notifications/processes.  Additionally, the Bidder should provide details, including any negative audits, reports, or findings by any governmental agency for which the Bidder is/was the Contractor on any contracts of similar scope.  In the event a Bidder neglects to include this information in its Quote, the Bidder’s omission of this necessary disclosure information may be cause for rejection of the Bidder’s Quote by the State.

The Bidder should provide documented experience to demonstrate that each Subcontractor has successfully performed work on contracts of a similar size and scope to the work that the Subcontractor is designated to perform in the Bidder’s Quote.  The Bidder must provide a detailed description of services to be provided by each Subcontractor.

[bookmark: _Toc100065616][bookmark: _Toc147925396]FINANCIAL CAPABILITY OF THE BIDDER
The Bidder should provide sufficient financial information to enable the State to assess the financial strength and creditworthiness of the Bidder and its ability to undertake and successfully complete the Contract.  In order to provide the State with the ability to evaluate the Bidder’s financial capacity and capability to undertake and successfully complete the Contract, the Bidder should submit the following:
A. For publicly traded companies the Bidder should provide copies or the electronic location of the annual reports filed for the two most recent years; or
B. For privately held companies the Bidder should provide the certified financial statement (audited or reviewed) in accordance with applicable standards by an independent Certified Public Accountant, including a balance sheet, income statement, and statement of cash flow, and all applicable notes for the most recent calendar year or the Bidder’s most recent fiscal year. 

If the information is not supplied with the Quote, the State may still require the Bidder to submit it.  If the Bidder fails to comply with the request within seven (7) business days, the State may deem the Quote non-responsive.

A Bidder may designate specific financial information as not subject to disclosure when the Bidder has a good faith legal/factual basis for such assertion.  The State reserves the right to make the determination to accept the assertion and will so advise the Bidder.

[bookmark: _Toc147925397]STATE-SUPPLIED PRICE SHEET INSTRUCTIONS
The Bidder must submit its pricing using the State-Supplied Price Sheet accompanying this Bid Solicitation and located on the “Attachments” Tab. 

For each Section the Bidder is to present their pricing in the designated yellow area. The Bidder is to not change the descriptions given on this Price Sheet. The Bidder is to not change the type of pricing that is being requested for each description (e.g.: change firm-fixed to annually, annually to hourly). If any price line is not filled out by the Bidder then the Bidder’s Quote will be deemed non-responsive. Bidders must submit a Quote for all price lines as the State intends to award to a single Bidder.

A. Section A:
For Price Lines 1-11 the Bidder must fill out their Firm Fixed Price for the Description. Pricing must be placed in the cells designated in yellow. This firm-fixed price is for a one-time only occurrence. If it is determined that the Contractor did not meet the requirements listed within this Bid Solicitation and the action must be completed again then the re-occurrence will be conducted at no cost to the State.

B. Section B:
For Price Lines 12-2528 the Bidder must fill out their Annual Pricing for the Description for Years 1-3. Pricing must be placed in the cells designated in yellow. Annual totals for each year must be included and a complete Total for Years 1-3 pricing must be included. Price Line 26 is a Pass-Through cost and no pricing is to be submitted for this Price Line. 

C. Section C:
For Price Lines 29-38 27-34 the Bidder must fill out their Firm-Fixed Unit Cost for the occurrence described for Years 1-3. Pricing must be placed in the cells designated in yellow.   

The Bidder is not to add price lines in order to designate the hourly pricing for different Years. In doing so will deem the Bidder’s Quote to be non-responsive. For some of the Descriptions an estimated annual occurrence is given to help guide the Bidder with understanding how often a particular event occurs. Bidders are advised that estimated quantities vary throughout the contract term and do not represent a guaranteed minimum or maximum volume for these price lines.  

Any price changes including hand written revisions or "white-outs" must be initialed.  Failure to initial price changes shall preclude a Contract award from being made to the Bidder pursuant to N.J.A.C. 17:12-2.2(a)(8).

[bookmark: _Toc112749200][bookmark: _Toc100065622][bookmark: _Toc147925398]ORAL PRESENTATIONS
NOT APPLICABLE TO THIS PROCUREMENT.


[bookmark: _Toc100065623][bookmark: _Toc147925399][bookmark: _Toc400531507][bookmark: _Toc428533978][bookmark: _Toc32310703]SCOPE OF WORK
1 [bookmark: _Toc108529363][bookmark: _Toc108534412][bookmark: _Toc108617478][bookmark: _Toc109128061][bookmark: _Toc109816213][bookmark: _Toc109816460][bookmark: _Toc112137270][bookmark: _Toc112749203][bookmark: _Toc115427051][bookmark: _Toc115692885][bookmark: _Toc115693112][bookmark: _Toc115695514][bookmark: _Toc115695741][bookmark: _Toc115695968][bookmark: _Toc115696195][bookmark: _Toc116040242][bookmark: _Toc116041591][bookmark: _Toc116041818][bookmark: _Toc116387542][bookmark: _Toc116387996][bookmark: _Toc116388223][bookmark: _Toc116660652][bookmark: _Toc117083849][bookmark: _Toc117084065][bookmark: _Toc117260126][bookmark: _Toc117260339][bookmark: _Toc117771553][bookmark: _Toc117771767][bookmark: _Toc121477231][bookmark: _Toc122522578][bookmark: _Toc124155912][bookmark: _Toc124947120][bookmark: _Toc124947332][bookmark: _Toc127884110][bookmark: _Toc136940489][bookmark: _Toc141779052][bookmark: _Toc146265295][bookmark: _Toc146286222][bookmark: _Toc146525709][bookmark: _Toc147925400]
2 [bookmark: _Toc108529364][bookmark: _Toc108534413][bookmark: _Toc108617479][bookmark: _Toc109128062][bookmark: _Toc109816214][bookmark: _Toc109816461][bookmark: _Toc112137271][bookmark: _Toc112749204][bookmark: _Toc115427052][bookmark: _Toc115692886][bookmark: _Toc115693113][bookmark: _Toc115695515][bookmark: _Toc115695742][bookmark: _Toc115695969][bookmark: _Toc115696196][bookmark: _Toc116040243][bookmark: _Toc116041592][bookmark: _Toc116041819][bookmark: _Toc116387543][bookmark: _Toc116387997][bookmark: _Toc116388224][bookmark: _Toc116660653][bookmark: _Toc117083850][bookmark: _Toc117084066][bookmark: _Toc117260127][bookmark: _Toc117260340][bookmark: _Toc117771554][bookmark: _Toc117771768][bookmark: _Toc121477232][bookmark: _Toc122522579][bookmark: _Toc124155913][bookmark: _Toc124947121][bookmark: _Toc124947333][bookmark: _Toc127884111][bookmark: _Toc136940490][bookmark: _Toc141779053][bookmark: _Toc146265296][bookmark: _Toc146286223][bookmark: _Toc146525710][bookmark: _Toc147925401]
3 [bookmark: _Toc108529365][bookmark: _Toc108534414][bookmark: _Toc108617480][bookmark: _Toc109128063][bookmark: _Toc109816215][bookmark: _Toc109816462][bookmark: _Toc112137272][bookmark: _Toc112749205][bookmark: _Toc115427053][bookmark: _Toc115692887][bookmark: _Toc115693114][bookmark: _Toc115695516][bookmark: _Toc115695743][bookmark: _Toc115695970][bookmark: _Toc115696197][bookmark: _Toc116040244][bookmark: _Toc116041593][bookmark: _Toc116041820][bookmark: _Toc116387544][bookmark: _Toc116387998][bookmark: _Toc116388225][bookmark: _Toc116660654][bookmark: _Toc117083851][bookmark: _Toc117084067][bookmark: _Toc117260128][bookmark: _Toc117260341][bookmark: _Toc117771555][bookmark: _Toc117771769][bookmark: _Toc121477233][bookmark: _Toc122522580][bookmark: _Toc124155914][bookmark: _Toc124947122][bookmark: _Toc124947334][bookmark: _Toc127884112][bookmark: _Toc136940491][bookmark: _Toc141779054][bookmark: _Toc146265297][bookmark: _Toc146286224][bookmark: _Toc146525711][bookmark: _Toc147925402]
4 [bookmark: _Toc108529366][bookmark: _Toc108534415][bookmark: _Toc108617481][bookmark: _Toc109128064][bookmark: _Toc109816216][bookmark: _Toc109816463][bookmark: _Toc112137273][bookmark: _Toc112749206][bookmark: _Toc115427054][bookmark: _Toc115692888][bookmark: _Toc115693115][bookmark: _Toc115695517][bookmark: _Toc115695744][bookmark: _Toc115695971][bookmark: _Toc115696198][bookmark: _Toc116040245][bookmark: _Toc116041594][bookmark: _Toc116041821][bookmark: _Toc116387545][bookmark: _Toc116387999][bookmark: _Toc116388226][bookmark: _Toc116660655][bookmark: _Toc117083852][bookmark: _Toc117084068][bookmark: _Toc117260129][bookmark: _Toc117260342][bookmark: _Toc117771556][bookmark: _Toc117771770][bookmark: _Toc121477234][bookmark: _Toc122522581][bookmark: _Toc124155915][bookmark: _Toc124947123][bookmark: _Toc124947335][bookmark: _Toc127884113][bookmark: _Toc136940492][bookmark: _Toc141779055][bookmark: _Toc146265298][bookmark: _Toc146286225][bookmark: _Toc146525712][bookmark: _Toc147925403]
[bookmark: _Toc147925404]GENERAL
The Contractor must develop, implement, maintain, and operate the SDU, which consists of a payment processing center known as the NJFSPC, a customer service center known as the NJFSSC, and a robust system to support both. 

The Contractor shall be responsible for the SDU, with the understanding that future changes may be required to improve operations or because of changes to federal or State law, policy, or regulation. Any such changes shall be made at no additional cost to the State. The Contractor shall assume full responsibility for the timely accomplishment of all activities and duties required by this Bid Solicitation and carry out those activities per the agreed upon amounts as prescribed by the State-Supplied Price Sheet.

NJKiDS is the federally mandated automated case management system for the Child Support Program and interacts between the Child Support Program and the NJ financial account management process. This interaction is a key component to the success of collecting and disbursing Child Support. The Contractor shall provide business solutions that demonstrate innovation and best practices throughout the length of the Contract that, at a minimum:

A. Utilize innovative approaches to maintain the SDU data, conduct payment processing, bolster use of electronic imaging, and fulfill customer service requirements;
B. Modify or replace equipment, software, and processes as new, more effective approaches become available; and
C. Employ remote work solutions and technologies to provide a more flexible and stable work environment.


[bookmark: _Toc147925405]MOBILIZATION AND IMPLEMENTATION
Within five (5) business days following Contract award, the Contractor must provide a draft Implementation Plan to the State Contract Manager (SCM) for approval, which includes those requirements listed in Section 3.18 (Mobilization Plan) and Section 3.17 (Contract Schedule) that demonstrates the Contractor’s plan to implement all Contract requirements, including personnel and equipment needed, within 180 days of Contract award. The Implementation Plan must include any adjustments or changes in proposed personnel, equipment, materials, etc. The Plan must be approved by the SCM and the Contractor shall affirm details and update, as necessary, within 30 calendar days following the Contract award.

[bookmark: _Toc147925406]PROJECT MANAGEMENT 
The Contractor shall ensure a seamless transition in its installation of processes and systems and shall provide a project management team, training, operations documentation, and support during the implementation of all activities of the Mobilization and Implementation Plan, as detailed in accordance with Section 4.2. The Contractor shall designate a Project Manager no later than the Contract effective date. Until all tasks are successfully transitioned or the State approves otherwise, the Project Management Team will meet with State staff, at a minimum, weekly during the transition period to discuss the transition status. Meetings shall follow a preset agenda; meeting minutes shall be provided by the Contractor and must be approved by the State. The Contractor shall update the transition schedule weekly, and as needed.

The Contractor will be required to provide an Operations Turnover Plan, as outlined below, prior to the conclusion of the Contract and provide assistance to OCSS or its designated agent.

[bookmark: _Toc147925407]CONTRACTOR RESPONSIBILITIES
The Contractor must meet the following requirements during the transition period:

A. 12 months prior to the end of the Contract term the Contractor shall provide a Turnover Plan to OCSS. This document shall propose the approach to turnover, tasks and sub-tasks required for turnover, a schedule for turnover, and documentation update procedures during turnover;
B. 11 months prior to the end of the Contract term , the Contractor shall provide to OCSS a statement of the resources that would be required by OCSS or its agent to take over services provided by the Contractor;
1. The Contractor shall include an estimate of the number, type, and salary of personnel needed to provide services. The statement shall be separated by type of activity of the personnel, including, but not limited to administrative staff, equipment, office space and facilities, forms specifications and volumes, service fees (e.g., mailing costs, etc.);
2. The statement of resources required shall be based on the Contractor's experience in provision of similar services and shall include actual Contractor resources and costs devoted to the provision of these services;
C. When requested, but approximately six (6) months prior to the end of the Contract term, the Contractor shall transfer to OCSS all documentation pertaining to the operation of the center and Contractor operational services;
D. When requested, but no later than five (5) months prior to the end of the Contract term, the Contractor shall begin training the staff of OCSS or its designated agent in the operation of the center and Contractor operational services. Such training must be completed at least two months prior to the end of the Contract term;
E. Following turnover of operations, the Contractor shall provide OCSS with a Turnover Results Report, which must document completion and results of each task of the Operations Turnover Plan ;
F. The Contractor shall be responsible for, and must promptly correct at no additional cost to the State, any malfunctions, which were caused by lack of support at turnover, as may be determined by the OCSS;
G. Upon completion or termination of this Contract, the Contractor shall transfer to the State, all data collected (and any copies) in any format during the term of this Contract. The Contractor must, at a minimum, provide a seven (7) year receipt history. The final payment to the Contractor will be submitted following the successful turnover; and
H. Following turnover of all data to the State, Contract shall destroy all copies of data in its possession. When document destruction is appropriate under New Jersey’s record retention requirements, the Contractor shall follow the New Jersey Destruction of Public Records Act of 1953 (N.J.S.A. 47:3-15 et seq.). The Contractor must follow the procedures promulgated by the New Jersey Division of Revenue and Enterprise Services (DORES). Information may be obtained at State of NJ - NJ Treasury - DORES Records Retention and Disposition 

The Contractor shall be subject to quality control measures as determined by OCSS. Failure to meet the expected quality control measures shall result in the Contractor being placed on corrective action and shall be required to submit a Corrective Action Plan within 30 (thirty) days of identification that outlines how to resolve the identified issue(s). 

[bookmark: _Toc147925408]OCSS RESPONSIBILITIES
The Contractor OCSS must meet the following requirements:

A. Review and approve the scope and format of Contractor’s Operations Turnover Plan;
B. Review and approve a statement of resources needed to support the center;
C. Review and approve a Turnover Results Report that documents completion of each step of the Operations Turnover Plan;
D. Obtain post-turnover support from the Contractor in the event of problems; and
E. Release final operational payment to the Contractor following the successful turnover to OCSS.

[bookmark: _Toc147925409]COMMUNICATION PLAN
Within thirty (30) days following Contract award, the Contractor must provide a Communications Plan for approval of the SCM, which shall include, at a minimum:

A. The form of communication to be utilized between entities responsible for actions, activities, and communications of the contracted services listed in this Bid Solicitation, including subcontracted services;
B. Timely resolution of critical issues, service updates, and regular notifications to the State;
C. Meeting schedule and service updates; and
D. Explanations for any changes in personnel, agency structure, and processes; in addition, must include advance notice of implementation and communicate clear expectations to staff.

[bookmark: _Toc147925410]CONTRACTOR KEY PERSONNEL AND OPERATIONAL AND/OR MANAGEMENT STAFFING CHANGES
The Contractor shall commit that staff identified in its Quote will be available at the Contract effective date and be ready and available to perform the assigned work. The Contractor shall utilize project management practices that follow Project Management Institute (PMI) standards and/or project management best practices to help ensure that the project remains on time, within budget, and within scope.
	
The Contractor must receive the written approval of the SCM prior to changes being made to key personnel, operational system procedures, programs, software packages, facilities, or equipment used in support of the Child Support payment collection function. All resumes of key personnel changes must be submitted to the SCM for approval prior to any hiring or assignment to the Contract. 

The Contract must receive written approval from the SCM prior to changes made to the methodology and reporting used for this Contract. These changes must not have a negative impact on the State (including financially) and must not have any adverse effect on the ability of the Contractor to meet any performance standards set forth in this Bid Solicitation.

[bookmark: _Toc147925411]CONTRACTOR COOPERATION, ASSISTANCE, AND SPACE REQUIREMENTS
The Contractor must cooperate with and provide access for OCSS and other State and federal representatives to Contractor personnel, procedures, programs, documents, facilities, and equipment used for the purpose of executing this Contract. The Contractor must also cooperate with all federal and State audits.

The Contractor must maintain and provide adequate space at the NJFSPC for up to six (6) State or federal staff for the purpose of performing monitoring or auditing functions. Access to computers, telephones, a fax machine, and other office equipment as necessary, must be provided. The Contractor must agree that, with no advance notice, OCSS staff and its designees may inspect and observe on-site Contractor operations.

The Contractor must perform its own annual internal audit, Type II SAS-70, and quality assurance function to be completed at the end of every Contract fiscal year to ensure the integrity of all Child Support and related fiscal functions inclusive of the receipt, processing, banking, reconciliation, and disbursement services. A draft of this audit method must be approved/agreed to by the State. A copy of the final audit report must be provided to the SCM within 60 days of completion of the audit or at the end of the fiscal year, whichever occurs first.

[bookmark: _Toc147925412]PRIMARY OPERATIONS FACILITY
The Contractor shall establish a primary operations facility for the SDU at a single site through use of existing Contractor facilities, expansion of existing facilities, or acquisition of a new facility. The State reserves the right to reject the primary operations facility established by the Contractor. The facility shall be located in New Jersey within approximately 10 miles of OCSS, which is located at 5 Quakerbridge Plaza Road, Mercerville, New Jersey. The State must approve the facility location prior to any lease or purchase of property being signed. The primary operations facility shall serve as the primary location where the Contractor performs all Child Support-related fiscal functions, inclusive of the receipt, processing, banking, reconciliation, and disbursement services, as well as related customer service functions in accordance with the provisions set forth in this Bid Solicitation. While other unrelated functions may be performed at the Contractor’s primary operations facility, the centralized collection, payment processing, and disbursement functions of Child Support payments must be operated with a dedicated staff in a manner that clearly separates these actions from any other functions performed at that facility. All hardware and network communications must be located at the primary operations site and the coordination of such must be approved by the State. The Contractor shall be responsible for all modifications to the facility and their associated cost. In addition, the Contractor shall be responsible for establishing and maintaining the needed security, fire control, telephone lines, and related equipment for the primary operations facility. 

The Contractor may propose the consolidation of some of the requested services within its current operations, but must be able to demonstrate the proposed efficiencies and advantages to the State in the selection of consolidated options. 

[bookmark: _Toc147925413]SYSTEM CAPABILITIES
[bookmark: _Toc147925414]SYSTEM DESIGN AND CURRENT TECHNICAL ENVIRONMENT
Within thirty (30) days of Contract award, the Contractor shall provide a detailed system design document showing a Network Plan that meets the requirements set forth within this section and Section 6, including subsections. This documentation must be approved by the SCM If applicable, the Contractor must participate in the New Jersey Office of Information Technology’s System Architecture Review along with State Agency Staff: https://nj.gov/it/whatwedo/sar/. Logical and physical diagrams are required.

Details regarding the State’s current technical environment can be found in Exhibit 6.  

The Contractor’s system design document shall include a plan to collaboratively test, benchmark, and successfully demonstrate the accurate transmittal of data for all files sent to NJKiDS and prior to deployment. File layouts may vary and change by account. All data file transmission requirements must meet established timeframes set forth by the State.

[bookmark: _Toc147925415]HOSTING AND BACKUP SERVICES
If the Contractor utilizes outsourced hosting services they must secure for “outsourced hosting services,”, the Contractor must secure the physical application infrastructure and control as well as secure physical access to the application hosting facilities, the racks supporting network infrastructure, and processing server equipment, including web, application, and database servers in accordance with the SISM and Section 6.35.

If the Contractor is not supplying dedicated hardware resources to host State of New Jersey applications and data, the Contractor must demonstrate its strategy to maintain application and/or stack isolation using commercially available security devices to maintain security zones, routing isolation and access control to infrastructure devices and access/security logging (AAA) within its infrastructure.

The communication links between the State of New Jersey and the Contractor must be through a dedicated circuit connecting to the State’s Enterprise Network. 
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The Extranet Plan requirements are as follows:

The communication links between the State of New Jersey and the Contractor can be through a MPLS cloud (preferred) or IPSEC tunnel over the Internet based upon the connectivity requirements and cost constraints.

The Contractor shall provide and maintain two (2) extranet communication links into the State of New Jersey. One of these links will be active and one will be a hot spare. The State of New Jersey and the Contractor will be required to follow the State’s Extranet Policy and Procedure, and complete the application form, MOU, operational form and security controls assessment checklist. These links shall terminate as follows:

· Link 1 – Ethernet speed or greater communication circuit shall be established from the Contractor’s data or communication center to the State of New Jersey’s Primary Data Center to operate as the primary data path. This data circuit shall provide the primary path and should terminate on the State of New Jersey side into the Contractor- owned and maintained equipment, which in turn would provide an Ethernet connection to the State’s Extranet Partner access point at OIT Hub (firewall).
· Link 2 – Ethernet speed or greater communication circuit shall be established from the Contractor's data or telecommunication center to the State of New Jersey’s HAM Data Center to operate as the secondary data path. This data circuit will provide a secondary backup path and should terminate on the State of New Jersey side into the Contractor-owned and maintained equipment, which in turn would provide an Ethernet connection to the State’s Extranet access point at HAM (firewall).



Once the communication links are established and testing is completed, the OIT Hub will be the primary link to the Contractor.

The Contractor must work with the sponsoring agency, DFD, and OIT to establish an Extranet Partner relationship. This would require completion of an Extranet Partner agreement and supporting documentation; reference the State of New Jersey’s extranet policy 09-11-NJOIT at https://www.state.nj.us/it/docs/ps/09-11-NJOIT_Business_Entity_IT_Services_andor_Extranet_Policy.pdf  

In addition, the Contractor must work with the OIT network group to establish the appropriate routing protocols based on the system requirements and OIT security group to establish appropriate firewall rule sets to accomplish necessary business data flow.

The communication links can connect to a MPLS cloud or IPSEC tunnel over the Internet based upon the connectivity requirements and cost constraints. Once the communication links are established and testing is completed, the OIT Hub will be the primary link to the Contractor.

The State of New Jersey and the Contractor will be required to follow the State’s Extranet Policy and Procedure, and complete the application form, MOU, operational form and security controls assessment checklist. See https://www.nj.gov/it/whatwedo/policylibrary/ for more details.

The Contractor must participate in the New Jersey Office of Information Technology’s System Architecture Review along with State Agency Staff: https://nj.gov/it/whatwedo/sar/.

The Contractor and agency will work together to conduct tests for measuring the responsiveness of all parts of the system, with varying amounts of users. Such testing, measurement and monitoring must permit reporting at a level of detail sufficient to satisfy the agency that users will have an acceptable experience with the system. The Contractor will provide the agency with information and access to all information or work product produced by such tools and procedures upon request for purposes of verification. When appropriate, access to these systems shall be through the myNJ web access management system. Single-sign on is available via the myNJ SSO web service or via SAML 2.0. myNJ is compliant with SAML 2.0 and integrates with service providers that support SAML 2 Web Single Sign On.
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The Contractor shall provide a final disaster recovery, contingency, and backup plan, including procedures for each, no later than 90 days from Contract effective date to the SCM for approval. The plan and procedures must identify the scope, approach, roles/responsibilities, identification of components, and method of avoiding a disaster, identify processes and procedures for declaring a disaster, switching to the disaster recovery site, and restoring to the primary operations site. The procedures will provide business continuity in the event of a storm, fire or other natural disaster, recovery strategies, test plans, an activation plan, risk management, and notification of stakeholders. The disaster recovery, contingency, and backup plan must describe how the Contractor will provide uninterrupted service with no loss of data during any recovery period. A daily backup of payment files transmitted to the State’s automated system must be retained for at least ten (10) business days. An offsite backup facility must be designated that is capable of operating within 48 hours and processing payments for a minimum of two (2) months. The Contractor shall maintain the disaster recovery, contingency, and backup plan throughout the life of the Contract. A copy of any updates to the disaster recovery, contingency, and backup plan shall be submitted for approval to the SCM. The plan must include, but not be limited to, addressing general physical security, handling of funds, protocol for notifying SCM of a disaster, information security, and delivery of services and OCSS access to the SDU, including IVR operations maintained by the Contractor.

The disaster recovery, contingency, and backup plan and procedures must be tested to ensure the continuation of its operations in the event of a temporary or catastrophic disruption. The procedures shall allow for access to the Contractor's Disaster Recovery (DR) system when the Contractor’s primary system, system terminals, and/or communications are not operational.

The Contractor shall establish policies and assign responsibilities to ensure that appropriate disaster recovery, contingency, and backup plan is developed and maintained. Disaster recovery, contingency, and backup planning consists of the advance plans and arrangements that are necessary to ensure continuity of the critical functions of the system. The disaster recovery, contingency, and backup plan shall describe the actions to be taken, the resources to be used, the notification process and associated periods, and the procedures to be followed before, during, and after any event occurs that would render inoperative a function supportive to the system. The disaster recovery, contingency, and backup plan must also provide a description of personnel and their qualifications, including who will be responsible for backup and disaster recovery operations, as well as management. 

The disaster recovery, contingency, and backup plan must include, at a minimum, the following topics:

A. Backup plans in case of system failure;
B. County staff working while the central server is unavailable;
C. Central server operation with one or more county servers unavailable;
D. Compliance with the New Jersey Department of Treasury, Division of Revenue and Enterprise (DORES) requirements - see Section 4.14 (Electronic Imaging System); and
E. Provision of a disaster recovery and contingency plan to ensure that the system remains operational within 2 hours of declaring a disaster. The plan must address hardware failure, software program failure, data failure, other system failure, network outage, electrical power outage, fire, flood and access to the facility and system (in conjunction with OIT and DHS plans).

In the event of a disaster that affects the availability of the Contractor's primary data processing site, the Contractor shall have a minimum of one (1) backup location available for host processing and telecommunications network services. Backup locations can be located outside of New Jersey, however, backup locations cannot be located outside of the United States. If the backup processing location is not a "hot site," the Contractor must be able to have the backup site operational, connection to the State network and NJKiDS reestablished and data environment failed over within four (4) hours. The telecommunications link between the Contractor and the State's Data Center must be a switchable circuit. Two different telecommunications carriers for primary and back-up lines are required. The two (2) carriers must not share physical hubs.

The Contractor's disaster recovery plan shall also include a State notification process as well as disaster declaration criteria and periods that are acceptable to the State. The Contractor shall notify the State immediately upon the Contractor's decision to move to a disaster back-up site. If the Contractor is providing the services to multiple states, the disaster recovery plan shall address the timing and order of recovery of New Jersey as compared to the other states being processed. The recovery of the New Jersey system shall not be delayed because the Contractor is recovering other states' systems.

CONTINUATION OF BUSINESS – PRIMARY operations FACILITY AND INFRASTRUCTURE STILL USABLE – SAME DAY RECOVERY
The Contractor must ensure continuity of services, in the event that access to the primary operations facility is compromised. The disaster recovery plan must provide for:

A. One-for-one on-site back-up servers;
B. Nightly back-up of storage of all SDU operations databases and files, including the IVR operations; 
C. Retrieval, installation and reinitiating of full operations within one hour following restoration of power or occupancy of the building; and
D. A plan for the avoidance of repetitive failures of hardware and software that result in less than 95% total system availability. The plan must be tested and demonstrated to and approved by the State.

HARD DISASTER – PRIMARY operations SITE NOT USABLE – REQUIRES RELOCATION OF OPERATIONS
Contractor must have designated a back-up site: an off-site location with hardware and software that emulates the SDU operations, including the IVR. The site must be available within 24 hours of the previous site becoming unusable.

The Contractor must have a plan for reinitiating operations at this off-site location in the event of a hard disaster that prevents the use of existing facilities and infrastructure for more than 24 hours. The plan must be tested and demonstrated to the State for approval. 

Off-site operations at the back-up site will need to be initiated by the Contractor upon notification to the SCM as follows:

A. Facility availability following a disaster must be  made available within 24 hours;
B. Restoration of Customer Services within 24 hours from the date and time the primary operations facility is determined unusable, with NJKiDS and voice connectivity ported to the new location;
C. Restoration of receipting operations within 48 hours from the date and time the primary operations facility is determined unusable, with ability to transmit and receive files to/from the State’s automated system and from remitters;
D. Restoration of research operations within 48 hours from the date and time the primary operations facility is determined unusable, with State’s automated system and voice connectivity ported to the new location;
E. Restoration of check print operations within 12 hours from the date and time the primary operations facility is determined unusable, with ability to receive and transmit electronic files;
F. Restoration of Coupon Print Operations within 48 hours from the date and time the primary operations facility is determined unusable, with ability to receive electronic files; and
G. All Bank connectivity to be restored within 24 hours from the date and time the primary operations facility is determined unusable, with the ability to allow receipt of a positive pay file and the transfer of EFT disbursement and reject files.
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The Contractor shall support the recovery of the State's system interface at a back-up site in the event of a disaster at the State's primary data center. This support shall consist of providing connectivity to the State's back-up site to enable the transmission of data files and reports between the State and the Contractor.

Following the declaration of a disaster by the State and movement to a back-up data center, the Contractor shall work with the State's technical staff to provide system support.

The State conducts annual disaster recovery testing and the Contractor must participate in the testing process.
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The State shall approve modules and systems and all related deliverables when the following criteria have been satisfied:

A. All specifications of this Bid Solicitation, including those in its attachments, exhibits, appendices, and any addenda have been met;
B. All deliverables have passed quality and technical reviews;
C. The delivered source software is installed on appropriately configured hardware and is fully protected;
D. All required deliverables and documentation have been delivered to and accepted by the State Contract Manager; and
E. The security plan in accordance with Section 6, contingency plan and disaster recovery plans have been approved by the State.

[bookmark: _Toc147925420]NEW JERSEY FAMILY SUPPORT PAYMENT CENTER
The Contractor shall provide and operate the NJFSPC, which shall perform all Child Support and related fiscal functions under the Title IV-D Child Support Program. This includes, but is not limited to, the collection, receipting, processing, banking, reconciliation, disbursement, adjustment, recovery, and recoupment of all payments. The Contractor shall comply with federal and State regulations, laws, and requirements governing the operations of a SDU and the banking industry. This includes having full knowledge of current and detailed Federal and New Jersey laws, regulations, circulars, and guidelines that are applicable to the Title IV-D program and its staffing standards. The Contractor shall provide staff, equipment, facilities, supplies, and management sufficient to meet all the operational needs of the NJFSPC.

[bookmark: _Toc147925421]CONTRACTOR OPERATIONAL STANDARDS OVERVIEW
The Contractor shall meet all Federal standards set forth in 42 USC § 654b. In addition, the State of New Jersey’s current processing efficiency level is that 99.9% of all payments received are processed within one (1) business day, with all remaining payments processed within two (2) business days, except as otherwise noted in Section 4.9.18 (Incoming Withholding Discrepancies) of this Bid Solicitation. Failure to continually meet the 99.9% efficiency level may cause the Contractor to be placed on corrective action as outlined in to Section 4.3.1.

The Contractor shall provide, at a minimum, an annually approved Type II SAS-70 audit, conducted by an independent auditor to be approved by the State, with scope to be defined by the Contractor. The Contractor shall comply with meeting relevant requirements of the Sarbanes Oxley Act at Pub. L. 107-204 and comply with all federal and State regulations, laws, and requirements governing the operations of a State Disbursement Unit and the banking industry; which includes having full knowledge of current and detailed Federal and New Jersey laws, regulations, circulars, and guidelines, which are applicable to the Title IV-D program and its staffing standards regarding segregation of duties; collection and receipt processing; banking; reconciliation; distribution, and disbursement; all financial related processes, as well as to the tasks and responsibilities outlined within this Bid Solicitation.

The Contractor shall be responsible for meeting all US Department of Health and Human Services (HHS), Administration for Child and Families, State Disbursement Unit (SDU) standards as mandated in the Dear Colleague Letter (DCL) 03-07 State Disbursement Unit (SDU) Payment Processing and Physical Security, accessible at http://www.acf.hhs.gov/programs/cse/pol/DCL/2003/dcl-03-17.htm; and the  Guide for Auditing (Private) State Disbursement Units, accessible at http://www.acf.hhs.gov/programs/cse/stsys/policy/dcl0317a.htm.

The Contractor shall assess, plan, provide, and install a seamless set of processes and systems to accomplish the transition to a fully functioning SDU to include all Child Support customer services and related fiscal functions. 

[bookmark: _Toc147925422]CHILD SUPPORT PAYMENT RECEIPT AND PROCESSING
The Contractor shall provide payment receipt processing services that move the State to more aggressive electronic payment processing that reduces potential fraud and error rates, while expediting payment-processing timeframes in accordance with requirements specified in Section 4.9.8 (Obligor/Employer Outreach) of this Bid Solicitation. The New Jersey Child Support Program currently receives payments through several alternative payment option programs: PayNearMe, MyPaymentPortal, ChildSupportBillPay, TouchPay, MoneyGram, and the NJ Child Support mobile application. The Contractor shall provide a seamless transition solution for receipting and processing cash and electronic payments nationwide and internationally, whenever possible through these methods. The Contractor must collaborate with these vendors and others that may be added in the future, to establish receipting files, validation of payments, and timing of payments.

The Contractor shall:

A. Receive, open, and sort physical mail as well as scanning them utilizing the procedures associated with electronic document technology;
B. Receive/Receipt all payments from all payment source types and depositing them into an account(s) for New Jersey Child Support monies. Payment source types include: NCPs, employers, as well as State and Federal Tax Offsets. They also include Financial Institution Data Match/Child Support Lien Network (FIDM/CSLN) and other special payment types that may require special processing, such as Unemployment Insurance Benefits (UIB), and revenue from non-governmental entities such as, but not necessarily limited to: insurance companies, attorney trust funds, investment companies, credit unions, banks, stock and securities clearing houses, and other financial institutions.
1. Payment processing includes:
a) Payment identification and validation;
b) Document and related correspondence imaging;
c) Categorizing and key-entering data from payments;
d) Payment posting via file transfer to NJKiDS;
e) Correction of misposted/misapplied payments through use of the State’s automated system reversal, repost, and refund functionality;
f) Depositing to a banking institute on same day of receipt; and
g) Creation of an electronic payment file;
2. In addition, the Contractor must have available the necessary technological resources in order to inventory and image any Disparate Payment Instruments in order to produce, upon request, files for review, and when necessary, posting approval;
C. Issue Coupon Book(electronic distribution and/or print and mailing as a last resort) to Obligors;
D. Research and Resolve payments using the State’s automated system’s suspense resolution and release functionality; and
E. Provide all ancillary functions required to maintain security and control over the entire process.

Payment information must be transmitted to the State’s automated system per the formats identified in accordance with Section 4.9.12 (Transmission of Payment Files), and must include detailed records and supporting documents, which must be made available upon request of the State. NJKiDS will provide a weekly validation file to the Contractor (Exhibit 7), for all open and closed cases for the purpose of reconciling case data information prior to the submittal of the nightly payment file (frequency could change to daily). In addition, a daily update file (Exhibit 7) will be sent for those new cases being monitored on the NJKiDS system. The Contractor shall accommodate any new files based on new technology. Moreover, the Contractor shall maintain compliance with subsequent federal or State mandated policy, regulation, or system changes and must configure its business practices, system(s), and system file changes to comply, at no additional cost to the State. The Contractor must obtain approval from the State for any proposed functional, technological, and procedural changes prior to implementation

The Contractor shall retain, individually, all daily files that were sent to the State’s automated system for a minimum of ten (10) business days from the date of receipt, to allow for retransmission and/or reconstruction in case of loss, damage, or inability to retrieve the original transmission.

[bookmark: _Toc147925423]CHILD SUPPORT PAYMENT DISBURSEMENTS
The Contractor shall provide the following expedited same day Child Support payment disbursement services. Those services include, but are not limited to:

A. Banking and account reconciliation;
B. Actual Disbursement to the correct account, including other state’s IV-D agencies and other NJ State agencies:
1. Check printing and mailing to Obligees, as well as refunds to Obligors and other Payees;
2. The Contractor must receive this data from NJKiDS, in the format provided in Exhibit 11;
3. Direct Deposit into Obligee, Obligors and other Payees’ identified financial institutions and accounts must be utilized as a priority. The Contractor must receive this data from NJKiDS, in the format provided in Exhibit 16;
4. Deposit to Obligee’s and non-banking Payee’s Stored Value Card account. The Contractor must receive this data from NJKiDS, in the format provided in Exhibit 16;
5. EFT/ACH into other state IV-D agencies. The Contractor must receive this data from NJKiDS, in the format provided in Exhibit 16;
6. EFT/ACH into NJ State agencies. The Contractor must receive this data from NJKiDS, in the format provided in Exhibit 8;
C. Check returns and voiding and reissuing of checks;
D. Entering stop payments for checks;
E. Daily electronic transmission of a cleared check file. The Contractor must transmit this data daily to NJKiDS, in the format provided in Exhibit 9; and
F. Daily electronic transmission of ACH returns. The Contractor must transmit this data daily to, NJKiDS, in the format provided in Exhibit 10.

In addition, the Contractor shall maintain compliance with subsequent federal or State mandated policy, regulator or system changes and must configure its business practices, system(s), and system file changes to comply, at no additional cost to the State. The State must approve these changes before the Contractor makes them. 

CHILD SUPPORT DEPOSITORY AND DISBURSEMENT BANKING PROCESSES
The Contractor shall provide depository and disbursement banking services, where all financial instruments related to Child Support and cash are deposited and disbursed on a daily basis. Those services must, at a minimum, meet the following requirements:

A. Establishment of a NJ Child Support depository and disbursement account(s) that is most cost efficient to the State that is owned, maintained, and operated by the Contractor at no cost to the State;. The State reserves the right to instruct the Contractor to cancel or eliminate any account(s) that the State deems to be unnecessary or redundant, if it is in the best interest of the State;
B. Bank charges are the responsibility of the Contractor and must not be imbedded within the Contractor’s services unit rate structure to be charged to the Stateand shall be separately identified;
C. The Contractor is prohibited from marking up banking fees;
D. Provide wire transfer capabilities with dual approval capability;
E. All funds provided shall be available for State business on the day of deposit, with the cost of overdraft fees not being passed to the State;
F. Provide incoming Automated Clearing House (ACH) file processing services with file reconciliation assistance;
G. Provide, on a daily and monthly basis, files containing debit and credit activity for customized reporting capability;
H. Provide controlled disbursement and full account reconciliation services;
I. Provide Positive Pay services for any check disbursement activity to mitigate fraud;
J. All checks presented for payment and all files presented for processing, regardless of balance in the account(s), must be honored;
K. Provide statewide cost effective check cashing service with no fees charged to customer for cashing any Child Support checks drawn on its bank;
L. Receive and transmit files from and to NJKiDS, in the State’s approved formats described in the exhibits to this Bid Solicitation. A plan to test all files sent to NJKiDS to ensure the accurate transmittal of data must be provided. File layouts may vary and change by account. All data file transmission requirements must meet established timeframes as agreed to by the Contractor and State. In addition, all data file transmissions must be in accordance with requirements specified in Section 4.9.12 (Transmission of Payment Files) and Section 4.9.13 (Transaction Storage for NJKiDS) of this Bid Solicitation;
M. The Bank shall be a member of the National Automated Clearing House Association (NACHA) and follow the rules outlined in the latest published ACH manual. The Contractor shall have electronic transmission sending and receiving capabilities in PPD, CCD+, and CTX formats;
N. The Contractor shall develop procedures with established timeframes, to be approved by the State, for: releasing daily disbursements (excluding Saturdays, Sundays, and holidays as approved by the SCM); check cashing requirements and check issue maintenance (stale dated issues, stop payments, void issues, forgery investigations, and improperly endorsed checks); check returns; and check retention services. No disbursements shall be released by the Contractor unless approved by the State;
O. Provide a web-based product with Internet based reporting capabilities for: balance reporting, wire transfer, intra funds transfer capability, return item reporting (returned items and charge advices shall be imaged and posted daily), online bank statements, current day activity and the status of the accounts in the course of the business day, and check status inquiry.  In addition, provide an online processing system for processing stop payments, voids, issues and copy requests. Reports must be in a format approved by the SCM or as otherwise indicated by this Bid Solicitation. The State reserves the right to edit, add, and approve all final reports throughout the life of the awarded Contract;
P. The Contractor shall provide the State Contract Manager and/or designees with access to web- based or other tools that show real-time payments made by the Non-Custodial Parent; and
Q. Whenever possible, the Contractor shall provide same day disbursements to Payees.
R. Contractor must be able to process electronic transmission of checks from local support agencies. Check images will be provided using Panini Vision E check scanners, contractor check processing solution must be compatible with these scanners. 

In addition, the Contractor shall maintain compliance with subsequent federal or State mandated policy, regulatory and NJKiDS system changes and must configure its business practices, system(s), and system file changes to comply, at no additional cost to the State.  The Contractor must obtain approval from the State for any proposed functional, technological, and procedural changes prior to implementation.

CHECK PRINTING & DISTRIBUTION SERVICES
The Contractor shall provide check printing as a last resort to all other disbursement methods, along with associated distribution and mailing services. Check printing and distribution services maymust be performed within the primary operations facility of the Contractor, and at a minimum, shall meet the following:

A. Conform to all data element requirements in the approved check print file layout (Exhibit 11). The file format, as presented in Exhibit 11, may be modified prior or subsequent to the effective start date of the Contract award. The Contractor shall conform to all requirements at no additional cost to the State;
B. Based on current State business standards, the current check file (Exhibit 11) is sent from the State’s automated system by 10 a.m. Eastern Time daily, printed by 12 p.m., noon Eastern Time daily and sent to the post office for mailing the same day. That Contractor shall receive the check print file (Exhibit 11) and meet or exceed this standard;
C. Checks shall be sorted in a way that will ensure the most effective and economical mailing and postage; and
D. The only personal identifying information that can be visible on the envelope or envelope window is the recipient’s name and address.
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The Contractor must produce and deliver, by print and/or electronically as required by the State, weekly and quarterly payment coupons based on a file provided by the State (see Exhibit 12), and shall abide by the following:

A. Coupons must be provided to Obligors whose payments are not received through an employer’s income withholding;
B. Coupons must denote an “Important Information” message, and subject to change upon notice of the State;
C. The coupon format shall remain the same for all Obligors;
D. Coupons must only be mailed to a confirmed good mailing address for the Obligor; and
E. Coupons must be scannable, or a comparable alternative, which when returned with the support payment, allow the Contractor to process the payment with little or no data entry.

For new Child Support cases, the State shall transmit weekly to the SDU, an Update Billing File (Exhibit 12). For existing Child Support cases, the State shall transmit quarterly to the SDU, a Master File (Exhibit 12). The Contractor shall review the files to verify data, prior to production and delivery, by print and/or electronically.

These file formats, as presented, may be modified prior or subsequent to the effective start date of the Contract award. The Contractor shall conform to all requirements at no additional cost to the State.
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The Contractor may be asked, on an as-needed basis, to produce and deliver, by print and/or electronically as required by the State, forms/notices to Obligors, Obligees, employers, and out-of- state Title IV-D agencies outside of regular business activity. At the State's request, the Contractor shall perform follow up action(s) on special notices. The Contractor shall provide a cost estimate to meet these special needs, which shall include the cost of forms, supplies, production, and delivery method. This cost estimate shall be a separate cost estimate line item for purchase and not to be included in the standard price of the Contract. The State estimates 500,000 notices/forms may be needed four (4) times per year during the life of this Contract. Currently, the size of special notices varies based on the project and the content that needs to be provided. Bar codes/QC are not currently used, but will be considered.

Data required for completing the notice shall be jointly developed between the Contractor and the State and, at a minimum, meet the following requirements:

A. Notices shall be produced, via print and/or electronically, within one (1) business day of receiving notice case data from the State’s automated system;
B. Notices shall be delivered in a way that will ensure the most effective and economical method of delivery;
C. The Contractor shall be responsible for the cost of correcting Contractor- generated errors in the production and distribution of notices;
D. The Contractor shall provide monthly reports of the number of documents produced and mailed in a format mutually agreed upon by the Contractor and OCSS;
E. The Contractor shall print notices from the final version provided by the OCSS;
F. If printing is the selected method of delivery, notices may include up to four (4) pre-printed inserts to be produced by the Contractor from content provided by the State. The Contractor may secure its own printing subcontractor to provide this service. The Contractor is responsible for all postage;
G. The Contractor must have the ability to receive files from the State’s automated system containing data to be inserted as variable data into the notices; and
H. The Contractor must provide a file with the image of all the notices created for the State’s approval prior to issuance.

[bookmark: _Toc147925428]OBLIGOR/EMPLOYER OUTREACH
The Contractor shall include an Obligor and Employer Outreach Plan that is consistent with the State’s goal of improving payment processing timeframes.  The current open caseload is 246,283. The number of Obligations with income withholdings is 98,588. The Contractor shall meet, at a minimum, the requirements below:

A. Increase the number of employers that remit electronically by a minimum of 2% each year;
B. Increase the number of direct Payors that remit electronically by 1% each year and encourage direct Payors to discontinue cash payments made locally;
C. Provide a progressive solution that would require a more efficient process that may include, but not be limited to, a new business, system, and/or banking solution, to assist the State in reducing cash payments taken at the local level and reduce processing time;
D. Provide a list of the types of communications (including notifications) to be utilized, procedures, and schedule. Outreach may also include notification via mass mailings to employers as well as public awareness programs conducted at various businesses to review State Disbursement Unit processes;
E. Ensure that all employer payments are accompanied by case information consisting of, at a minimum: first and last name, case number and amount, social security number, medical support indicator and employment termination indicator in NACHA formats such as, CCD+, CTX or other appropriate electronic means. In addition, the Contractor must have the capability and be willing and able to accept all of these electronic formats; and
F. All materials must, prior to issuance, be approved by the SCM.
 
If there is no report-based improvement of the Contractor staying consistent with the State’s goal of improving payment processing times, then the Contractor will be subject to the immediate issuance of a formal contract non-compliance complaint by the Using Agency to the Contract Compliance and Audit Unit (CCAU).
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The Contractor must maintain the current post office boxes, including all fees, used by the NJFSPC (PO Box 4880, PO Box 5465 and PO Box 55058, Trenton, NJ 08625) and additional post office boxes that may be required by the State. The Contractor must retrieve all mail according to a mutually agreed upon schedule to include a daily pickup(s), Monday through Saturday with the exception of postal holidays and State holidays. The Contractor must deposit all collections into its bank account(s) on the day of receipt.
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The Contractor must open mail and ensure that the entire contents of envelopes have been removed. It must inspect payments for completeness and accuracy and retain the envelope with the payment. All documentation received, including correspondence, must be scanned into a Contractor application and shall be viewable, approved, and accessible by the State in accordance with Section 4.14 (Electronic Imaging System). At a minimum, every envelope received shall be candled in order to ensure that the entire content of each envelope is removed. Candling is the process of slitting three (3) sides of the envelope and laying it open. This process must be completed by the Contractor who must ensure that 99.9% of the time the entire contents of an envelope will be removed.

The Contractor may provide an alternative option for opening and processing mail, ensuring 99.9% efficiency is met or exceeded. Alternative option for opening and processing mail must be approved by the SCM prior to implementing. 

If correspondence is received with the payment, a copy of the envelope must be kept with the correspondence (or, if only correspondence is received, without a payment, the envelope must be attached to the correspondence) and immediately forwarded to the SDU customer service staff for resolution. The State will also consider allowing the correspondence to be delivered electronically through a secure website. If the correspondence requires further resolution regarding a County Welfare Agency (CWA), Family Probation AOC or DFD issues not answered by the SDU, the SDU customer service staff must forward the correspondence via e-mail within two (2) business days to the appropriate entity as defined by the State. For all correspondence received, the Contractor shall update NJKiDS, for documentation. The Contractor is required to meet the data security requirements as provided in Section 6 and the reporting requirements for correspondence as provided in this Bid Solicitation.

If proper identifying case information is not provided with the payment, the Contractor shall follow the process outlined in Section 4.9.17 (Unidentified Items Processing).

During the term of the Contract, the State reserves the right to reevaluate its business practices. At the State’s option, the Contractor shall be required to image and process NJKiDS system generated documents that are returned to a centralized mailbox related to the Child Support Program and update the NJKiDS system accordingly. Documents that are identified for imaging by the State must meet requirements set forth in Section 4.14 (Electronic Imaging System).

[bookmark: _Toc147925431]PAYMENT PROCESSING TIMEFRAME
The State of New Jersey’s current processing efficiency level is that 99.9% of all payments received are processed within one (1) business day, with all remaining payments processed within two (2) business days, except as otherwise noted in Section 4.9.18 (Income Withholding Discrepancies) and Section 4.9.15 (Non-Negotiable Items). The Contractor must process all Child Support payments received by 3:00 p.m. Eastern Time each day, except for weekends Sundays and holidays observed by the State, in an efficient and effective manner while adhering to performance standards set forth in Section 4.9.21 (NJFSPC Performance Standards) and throughout this Bid Solicitation, as well as Generally Accepted Accounting Principles (GAAP), State and federal laws and Department policy. The Contractor must provide, with every payment recorded on the daily payment file, all data elements required and defined for NJKiDS.

[bookmark: _Toc147925432]TRANSMISSION OF PAYMENT FILES
The transmission of all files between the Contractor and NJKiDS (which sits on the OIT servers) must be transferred securely using the State file transfer methodology in accordance with Exhibit 5. The State will work with the Contractor in the implementation of the file transfer process. The Contractor shall do a test with NJKiDS on all file transfers prior to full implementation. The required activities are outlined below.

Pre-planning involves collecting the following information:

A. A meaningful 'friendly' machine name  (e.g., Treasury UNIX FTP Server);
B. The DNS name or IP address of the server (e.g., ftp.xxxx.state.nj.us);
C. The transfer protocol associated with the server (e.g., SFTP, FTPS);
D. The Administrative contact for the machine (e.g., Name, Phone, E-Mail);
E. A Back-up Administrative contact;
F. The user ID that should be used to access the machine;
G. The Password associated with that User ID;
H. Whether the Administration must be notified if new files are setup for the server; and
I. Proposing an appropriate testing plan commensurate with the database to be developed and conducting testing prior to implementation.

During the term of the Contract, the State may revise the format for the transmission of files to accommodate real-time processing of payments and case specific information; the Contractor shall be required to conform to all requirements.

In addition, the Contractor shall maintain compliance with subsequent federal or State mandated policy, regulation or system changes and must configure its business practices, system(s) and system file changes to comply, at no additional cost to the State.  The Contractor must obtain approval from the State for any proposed functional, technological, and procedural changes prior to implementation.

[bookmark: _Toc147925433]TRANSACTION STORAGE (NJKiDS)
The Contractor must be able to store transactions on days that NJKiDS is unavailable, and shall also be capable of sending a cumulative/concatenated file on the next business day. In addition, the Contractor must be able to individually maintain corresponding payment processing deposit data for bank reconciliation and deposit verification. The transaction data, therefore, must be combined for transmittal to the State’s automated system, but the daily deposit data must reconcile to the cumulative transmittal. Therefore, the Contractor can combine multiple days’ worth of data for transmission to the State’s automated system, but multiple deposits into the Contractor’s bank account must be reconcilable to the total State’s automated system data transmission. Processed payments must be reconciled to deposits before transmission to NJKiDS.

Timeframes for all file transmissions to the State’s automated system shall be completed as specified for each file layout as described in the exhibits to this Bid Solicitation. An audit trail shall be maintained by the Contractor and approved by the State. During the term of the Contract, the State may revise the format for the transmission of files to accommodate real-time processing of payments and case specific information; the Contractor shall conform to all changes with no additional cost to the State.

[bookmark: _Toc147925434]EXCHANGE RATES
The Contractor must obtain the correct exchange rate per the Contractor’s bank for any foreign currency collections on the day of receipt and record the U.S. equivalent dollar value. The Contractor shall be financially responsible for any and subsequent adjustments resulting from post-deposit adjustments to the rate, whether increased or decreased from the received amount.

[bookmark: _Toc147925435]NON-NEGOTIABLE ITEMS
Any received financial instrument that is non-negotiable (not capable of deposit) shall be imaged and returned by first class mail to the Obligor or employer that same day with a letter of explanation with the reason of return. For those items returned, the Contractor shall update NJKiDS with documentation. Non-negotiable items generally have some obvious condition that would cause a rejection of the item upon deposit that is readily visible upon initial inspection. Examples of a non-negotiable item include: a check that has not been signed by the Payor; a check that is stale dated; a check that is post-dated; a check that has written vs. numeric discrepancies; credit card checks, starter checks, counter checks; or items damaged by the post office. The Contractor shall maintain a database to track the receipt and return of all non-negotiable items. Monthly reporting on this activity shall be developed by the Contractor in conjunction with the State Contract Manager.

[bookmark: _Toc147925436]CASE NUMBER VERIFICATION AND IDENTIFICATION
The Contractor shall provide a successful Case Number verification utilizing the validation file provided by NJKiDS (Exhibit 7), which shall require the matching of at least two of these data elements such as name, SSN, and case number. Payments must be processed immediately.

Any payments received without at least two (2) matching data elements, whether directly on the check/money order or an attached document, or within EFT payment transaction data, must be researched on the day of receipt both on the State’s automated system and through other sources when necessary, such as other NJ State agencies, other states, employers and Obligors to determine proper payment posting instructions. If the case number cannot be identified, the Contractor shall follow requirements listed in Section 4.9.17 (Unidentified Items Processing).

[bookmark: _Toc147925437]UNIDENFITIED ITEMS PROCESSING
The Contractor shall process all unidentified items. All payments, whether the receipt is identified or unidentified, must be posted to the collection file daily and deposited into the Contractor’s depository account. Daily reports documenting all deposits must be maintained by the Contractor and submitted to the SCM. The NJKiDS system will maintain the unidentified receipts as well as the identified receipts. The Contractor shall be responsible for the successful identification of all unidentified receipts using the NJKiDS system. Information obtained regarding the identification of receipt, including those eligible for escheatment, must be documented in NJKiDS. This requirement does not preclude other NJKiDS end users from providing the Contractor with the necessary information to identify the receipts. The process of updating the unidentified receipts with the proper identifying information (Payor Department Control Number [DCN] or Case ID) is the responsibility of the Contractor.

On the day of receipt, the Contractor shall search the State’s automated system and all other sources when necessary using any identifying information provided with payment. The Contractor must provide a list of all other sources to be used (e.g., web-based search engines, credit bureau access). If the Contractor is unable to obtain the proper identifying case information from the State’s automated system and its other sources, the Contractor shall immediately contact the remitter by telephone to obtain additional information. If the remitter cannot be reached by telephone, the Contractor shall attempt to reach the remitter through the mail, or through electronic means. The Contractor must use all available methods of research to identify the proper posting of the payment(s). All attempts to identify the payment and contact the Payor must be documented in NJKiDS.

Some receipts received by the Child Support Program cannot ultimately be identified and, therefore, become eligible for escheatment. Should an item be determined to be not identifiable and must be escheated, Contractor staff are required to use NJKiDS to update the status of the receipt.

[bookmark: _Toc147925438]INCOMING WITHHOLDING DISCREPANCIES
Any income withholding payments from employers for which a discrepancy exists between the check amount and the corresponding total on the attached employee listing shall be resolved by the Contractor within two (2) business days from the date of receipt. If the amount of the check is less than the amount on the list, the check must be returned to the employer with a letter explaining the discrepancy. If the amount of the check exceeds the amount on the list, the check shall be deposited and payments posted as directed with the remainder either being refunded back to the employer within two (2) business days or posted by the employer as directed (in writing).

[bookmark: _Toc147925439]NON-SUFFICIENT FUNDS, CLOSED ACCOUNTS, OTHER NON-PAYMENTS
All negative bank adjustments, which includes, but is not limited to, non-sufficient funds (NSF) checks, stop payments, closed accounts, and other non-payment financial instruments and bank deposit adjustments shall be returned for collection by the Contractor. The Contractor must prepare a daily file (Exhibit 13) for transmission to NJKiDS to identify all receipts from the NCPs that result in NSF, stop payments, closed accounts, and other non-payment activity. The Contractor must advise the sender of the payment and any other involved party, which could include, but is not  limited to, the State, in writing or electronically, within 24 hours of notice from the bank that all subsequent payments must be made by certified check, cash, money order or electronic means (debit or credit card). The notice must also provide language that NSF collection services may be utilized, if appropriate.

The Contractor must have a mechanism in place to prevent check payments from being processed from Obligors that have previously had a returned check from the bank. This mechanism and all procedures developed in this process are subject to State approval prior to implementation. The State will not be responsible for any negative bank adjustment including NSF payments. Should a payment be processed by the Contractor and it in turn becomes a negative bank adjustment, the Contractor is responsible for that and any subsequent NSF payments for that Payor.

Amounts collected from NCPs to reimburse the NSF items must be posted to the collection file daily using a specific receipt source to identify the payments as NSF recoupment payments.

Returned items from employers must be handled in a different manner than Obligor returns. The Contractor is required to work with the employer to resolve the NSF issue, until such time the employer has satisfied the NSF. Cases affected by an employer’s insufficient funds in its account should not be flagged as NSF on NJKiDS, nor included in the daily file. The Contractor must provide for a tracking mechanism outside of NJKiDS to track these payments.

The Contractor must describe its specific plans for notifying all parties when there is an NSF or stop payment that affects the case(s) of the parties. A final procedure must be approved by the SCM prior to implementation.

The Contractor is responsible to fund all negative bank adjustments.

[bookmark: _Toc147925440]MISPOSTINGS, REVERSALS/REPOSTS AND ERRONEOUS DISBURSEMENTS
The State utilizes NJKiDS’ advanced technology to minimize financial risk to the State and Contractor, improve payment processing timeframes, increase quality control, reduce data entry at the local level, and provide for automatic recoupment. The Contractor shall initiate all corrective action on the same or next business day after it is discovered through any means, that a payment was misposted. A mispost includes any payment (including an unidentified payment) incorrectly applied to a case or refunded in error, which includes, but is not limited to: conflicting information, insufficient posting information (posted with one identifier), wrong suffix, incorrect breakdown of payment, mismatched transaction, amount error, source code error, and incorrect conversion rate. All misposted payments are considered misapplied, even if incorrect payment information is provided by a Payor, State employee, employer or other state that results in the mispost. The incumbent Contractor is responsible for any misapplied postings during the 180-day transition period. The awarded Contractor would be responsible for refunding all misposts after the 180-day transition period.The Contractor shall be responsible for refunding all misposts. All funds deposited must be available for disbursement within 24 hours.

To reduce the potential of mispostings, the Contractor shall install, at no additional cost to the State, software to monitor payments that are “suspect” (e.g., different than normal amount, first payment) which would result in further review by the Contractor and assist in identifying prior researched payments to ensure accurate and timely posting of payments from the same source for the same case or cases. The Contractor shall provide a report of all suspect items and actions taken by the Contractor, upon request of the SCM.
In addition to mispostings as defined above, the Contractor shall initiate all corrective actions the same day it is notified, or discovered through any means, that a receipt has been misapplied and needs to be adjusted (e.g., reversed and reposted). Such receipt adjustments may include, but are not limited to: changes in welfare status, distribution errors, and refund requests. The Contractor is responsible for funding all receipt adjustments, with the exception of receipt adjustments pertaining to negative tax offsets. All funds deposited must be available for disbursement within 24 hours.

Generally, receipt adjustments to IRS tax offset receipts are received from the Federal Office of Child Support Enforcement in the IRS Collections file as negative tax offset adjustments and are processed via batch by NJKiDS. The State is responsible for maintaining an account for funding batch and manual receipt adjustments to IRS tax offset receipts that are associated with an over-disbursement. However, the Contractor is also responsible for efforts to recoup those overpayments.

The Contractor shall be responsible for reversing and reposting receipt records in NJKiDS to correct mispostings and other receipt adjustments as defined above, including negative tax offset adjustments. Reversing and reposting a receipt that has been disbursed will result in an over-disbursement (i.e., erroneous disbursement) and a recoupment account is automatically established in NJKiDS. NJKiDS has robust functionality so that subsequent disbursements to the Custodial Parent (CP) will result in a portion of the funds being automatically recouped to satisfy the over-disbursement. The NJKiDS system will provide the Notice of Recoupment to the CP, which provides directions on how the CP should remit the repayment of the overpayment to the NJ Family Support Payment Center. If the CP sends a payment to the Contractor to repay the funds received due to an erroneous disbursement, the Contractor must post the payment to the collection file using a specific receipt source to identify the payments as a CP recoupment payment. Any payment identified as a mispost, including those received under the previous Contract period, must be reimbursed by the current Contractor.  

The Contractor shall be the Payee for the recoupment account and NJKiDS will automatically disburse recouped funds to the Contractor and all activity related to misposts and erroneous disbursements must be documented in NJKiDS case notes. In addition to recoupment efforts automated in the NJKiDS system, the Contractor must describe its specific plans for attempting to recoup overpaid amounts for all receipt adjustments that resulted in erroneous disbursements. The SDU shall, upon award, establish procedures for the depositing and funding of federal tax offset fees and negative tax offsets to be approved by the SCM.

[bookmark: _Toc147925441]NJFSPC PERFORMANCE STANDARDS
All payments and associated correspondence and documents received shall be imaged on the day of receipt and entered into an online database with the ability to associate the payment to a specific Child Support case. Payments must be searchable by Case Number, Payor name, DCN, check number, check amount, or other identifiers as determined by the State.

All payments received (with or without proper identifying case information) must be transmitted to NJKiDS in accordance with Section 4.9.11 (Payment Processing Timeframe), with the exception of post-dated checks, which are to be returned to sender per Section 4.9.15 (Non-Negotiable Items). Failure to continually meet the above transmission requirement may subject the Contractor being placed on correction action as outlined in Section 4.3.1.

In addition to Performance Standards set forth in this section of this Bid Solicitation, the Contractor’s procedures and practices must conform to accounting principles generally accepted in the United States of America’s GAAP. The Contractor assumes full fiduciary responsibility for the proper receipt, processing, reconciliation, and disbursement of all Child Support payments. The Contractor must minimize all risk to both the State and program participants and partners.

[bookmark: _Toc147925442]BANKING AND ACCOUNT RECONCILIATION 
The Contractor shall be responsible for banking and account reconciliation services. The reconciliation of the payment transmissions to the State’s automated system for processing and the daily deposits to the Contractor’s depository bank account must be achieved via standard reconciliation methods. Details of the daily reconciliation must be provided to the SCM or designee(s) by 8:00 a.m. Eastern Time the following business day for disbursement approval. The SDU staff must be available to answer reconciliation questions as early as 8:00 a.m. Eastern Time.

The Contractor shall utilize NJKiDS’ reporting capabilities, its own system, and any banking subcontractor(s) system reports to achieve daily reconciliations. Reports must be accessible and provided to the State as defined in accordance within this Bid Solicitation. The SCM and/or designee(s) will provide daily oversight and approval, prior to disbursements. The Contractor shall, upon award, develop daily standards, procedures, and required reports to ensure for an efficient process. 

The Contractor shall provide, at a minimum, the following:

A. Daily bank account reconciliation services for all deposit and disbursement transactions for its bank account(s). Due to the volume and complexity of transactions, the Contractor must provide sufficient accounting resources to perform these duties. The accountant must have a minimum of 21 college level accounting credits;
B. Connectivity for the SCM, or its designees, to its system and any banking subcontractor(s)’ system for online review of bank statements, status of checks, current day activity and the status of the accounts in the course of the business day. All Contractor bank account(s), regardless of size, must have this capability;
C. System balance report that shows that all money received was transmitted to NJKiDS;
D. Receipts reconciliation showing that the receipts received at the SDU reconcile to the receipts received per the bank statement for the ACH Credits and cash deposits. Outstanding items must be reported to the SCM or designee(s) on a daily basis using aged reporting at the detailed level;
E. A breakdown of source of receipts. Reports, at a minimum shall include both dollar amounts and quantities;
F. Disbursement reconciliation showing that electronic disbursements reconcile to the ACH Disbursement Account(s). Outstanding items must be reported to the SCM or designee(s) on a daily basis using an aged report at the detailed level;
G. Resolve all bank adjustments. An aged report showing bank adjustments outstanding must be provided to the State on a daily basis. This report must be available in both summary and detail level;
H. Any mail items opened and not deposited at the end of each day, which may represent non-compliance standards on the part of the Contractor, must be reported to the State in a detailed level report and verified that it has been reconciled to the items held on-site; and
I. Ad hoc reports upon request for financial information.

The Contractor shall accommodate changes in the daily balancing methodology when the State determines that there is need for an improved balancing methodology or changes to any of the State’s automated systems that requires a change in the daily balancing methodology. These changes shall be made by the Contractor at no additional cost to the State.

[bookmark: _Toc147925443]PAYMENT TRANSMISSIONS
The Contractor shall process all payments and they shall be transmitted to the State’s automated system in accordance with the file layout (Exhibit 14). The transmission must be completed by 5:00 p.m. Eastern Time daily with the exception of Sundays and State holidays (in special circumstances, and with the State’s approval, no later than 7 p.m. Eastern Time) and must be sent through a dedicated line to be established at no additional cost to the State. Upon the availability of real-time processing, the State may change the frequency of the transmission of this file and the Contractor shall be required to conform to all changes. A single cumulative payment file must be transmitted if the State’s automated system is not available due to end of month/year system processing. An audit trail of the transmission details shall also be maintained by the Contractor. Exhibit 17 - Transaction Data for Paper, EFT and Cash, provides estimated processing requirements.  

If circumstances exist that negatively impact the Contractor’s ability to meet this timeframe, the Contractor must contact the SCM and/or designees(s) immediately to obtain State approval of the delayed processing. Under no Contractor controlled circumstance should payment transmission be delayed beyond 7:00 p.m. Eastern Time.

The Contractor is strongly encouraged to utilize current electronic processing as authorized by the Check 21 Act in the transmission of payments to Contractor bank accounts. The Contractor shall provide a solution for addressing check clearance so that money can be disbursed to Custodial Parents in the most expeditious fashion without substantially increasing the risk of loss due to insufficient funds. The Contractor shall be required to provide its solution(s) for expediting check clearing for all Child Support check payments. Any recommendation(s) must detail the proposed solution and the benefits in terms of expected check clearing timeframes. Any implemented solution(s) must be at no additional cost to the State.

[bookmark: _Toc147925444]AUTOMATIC WITHDRAWALS FROM OBLIGOR BANK ACCOUNTS
The Contractor shall offer Child Support Obligors the option of automated withdrawal and/or debit payment of their Child Support obligation from a validated bank account. The Contractor must be compliant with the Payment Card Industry Data Security Standard (PCI-DSS) for the processing of debit card payments. The Contractor shall assist the State in the design and distribution of marketing and advertising materials and enrollment of interested Obligors that progressively supports improvements in the receipt of payments, as well as, the reduction of unidentified and non-sufficient fund payments. Automatic withdrawals from Obligors’ bank accounts must be processed on a daily basis. 

The Contractor shall meet the following requirements:

A. The Contractor shall participate in the design of forms, notices, and procedures necessary to instruct Obligors in how to perform automated withdrawals. Instructions regarding use of automatic withdrawal shall generally be provided to the Obligors and State personnel over the telephone. The design and subsequent operation shall accommodate automatic withdrawal for Obligors with multiple support obligations;
B. All automatic withdrawals must be processed, receipted, balanced, and deposited on the day of receipt into the Contractor’s bank account;
C. A secure environment shall be provided for the receipting of automatic withdrawal payments. In addition, the Contractor shall provide its internal controls and operating standards for automatic withdrawal payments; and
D. The Contractor must provide a schedule of any and all fees that Obligor will be responsible for when utilizing this method of payment. Additionally, the Contractor must secure the best available rates for the Payor.

The State estimates there could be, with the potential for increase, approximately 15,000 electronic debit payments per month.

[bookmark: _Toc147925445]CREDIT CARD PAYMENT
[bookmark: _Hlk164419614]The Contractor must offer Child Support Obligors the option of paying their Child Support obligation via a major credit and/or debit card. The Contractor must be compliant with the PCI-DSS for the processing of credit card payments. The Contractor must accept a credit card remit type and pass to a credit card remit type in the daily payment file to NJKiDS for collections received by credit card. The Contractor shall design, develop, and distribute marketing and advertising materials and enrollment of interested Obligors on an ongoing basis pursuant to Section 4.9.8 (Obligor/Employee Outreach) of this Bid Solicitation. The Contractor must provide a schedule of any and all fees the Obligor will be responsible for when utilizing this method of payment. The State shall not be responsible for any fees associated with the collection of payments via this service. The Contractor shall make every effort to minimize fees associated with credit card transactions. Additionally, the Contractor must secure the lowest service charge rates available for the Payor.

The State estimates there are approximately 3,600 credit card transactions per month, with the potential for this number to increase.

[bookmark: _Toc147925446]PAYMENTS RECEIVED AT LOCAL OFFICES
The Contractor shall be required to process, balance, and disburse all payments. In accordance with Sections 4.9.8 (Obligor/Employer Outreach) and 4.9.7 (Special Notices), the Contractor shall provide a progressive solution, which may include, but not be limited to, a new business process, system solution, and/or banking solution that would implement a more efficient process to assist the State in the reduction of cash payments taken at the local level, reduction in processing time, certification of payments to reduce fraud, and provide for improved customer service.

The Contractor shall abide by the following current State procedures and requirements, until such time the as the State chooses to implement the Contractor’s progressive solution:

A. Cash payments received by local Judiciary Vicinage Finance Divisions offices will be entered into NJKiDS by the local IV-D offices and will be transmitted daily to the SDU via the PLOG file (Exhibit 15) to be processed and disbursed in accordance with State approved procedures, as part of its new business model. The Contractor shall incorporate the county cash PLOG file data into its transmissions between NJKiDS and the Contractor’s receipt database;
B. The Contractor shall conform to the State’s cash handling procedures. The Contractor shall be required to process, balance and disburse all payments; and
C. Non-cash: All non-cash payment transactions received from the Finance Divisions or the Division of Family Development (DFD) overnight shall be processed, receipted, and balanced by the Contractor.

[bookmark: _Toc147925447]OBLIGEE DIRECT DEPOSIT
The State currently offers its Obligees direct deposit into the Obligees’ bank account as a method for receiving payments. All components of the direct deposit electronic file process must be sent and received daily in the formats described in the exhibits to this Bid Solicitation.

The Contractor shall continue to offer the Obligees direct deposit as a Child Support payment issuance option. The Contractor shall be responsible for receiving and processing all authorizations, changes, and deletion requests within one (1) business day of receipt from an Obligee. The Contractor must transmit this data daily to NJKiDS in the format provided in Exhibit 16.

Any direct deposit returns must be processed electronically through the ACH network into the Contractor’s bank account. The Contractor must transmit this data daily to NJKiDS in the format provided in Exhibit 16.

The Contractor shall include direct deposit information to Obligees that do not have direct deposit selected as an option to receive Child Support payments in any outreach materials developed for this population.

The continued operation of this option will be coordinated between the Contractor and other State agencies as appropriate.

This process must remain consistent and seamless with each Obligee’s current direct deposit accounts.

[bookmark: _Toc147925448]OBLIGEE DEBIT CARD
The Contractor shall offer Obligees and other Payees the Debit Card option as a Child Support Payment issuance option. These Debit Cards are also known to customers as Stored Value Cards. 

The Contractor shall be required to provide Debit Card maintenance and banking services. The Contractor must meet the requirements specified below regarding interfacing with NJKiDS and related functionality.

[bookmark: _Toc147925449]DEBIT CARD TECHNICAL REQUIREMENTS
The Debit Card electronic file process must include, but is not limited to, payment information, demographic information and new card creation information that can be sent and received daily in the formats described in Exhibit 16 and 18 to this Bid Solicitation. Additional components in this file format exchange may be required at no additional cost to the State.

The Contractor must accept requests for Debit Card enrollments and associated Custodial Parent demographic updates from NJKiDS in the format provided in Exhibit 18.

The Contractor must be able to transmit Debit Card account data (i.e., confirmation of active accounts and associated Custodial Parent demographic updates) to NJKiDS on a daily basis. The Contractor must transmit this data to NJKiDS in the format provided in Exhibit 16.

[bookmark: _Toc147925450]DEBIT CARD CAPABILITIES AND FEATURES
The Debit Card must comply with the Electronic Fund Transfer Act, 15 U.S.C. § 1693 et seq., including section 205.15. Any Contractor who otherwise would be responsible for Regulation E shall also be responsible for Regulation E in relation to this Contract.

The Contractor shall provide for secured Debit Card activation prior to use.

The Contractor must provide a user friendly means for establishing, resetting, and changing Personal Identification Numbers (PINs).

The Contractor must maintain the current State approved Debit Card design, unless directed otherwise by the SCM.

[bookmark: _Toc147925451]DEBIT CARD USAGE AND CONDITIONS
Overdrafts shall not be permitted. The Contractor shall provide the most current and innovative Debit Card services and features to improve customer satisfaction and utilization.

[bookmark: _Toc147925452]DEBIT CARD NETWORK ACCESS
The Debit Card network provided by the Contractor must be accessible and the technology used must be currently active and available within the State as well as in other states and countries.

The Debit Card must perform through an operating ATM network as well as Point-of-Sale (POS) devices and allow for nationwide/international ATM access and the withdrawal of cash through a normal ATM transaction.

Information regarding fees related to the Debit Card are addressed in Section 4.9.35 (Debit Card Program Fees) and Section 4.9.36 (Program Menu of Services and Fees) of this Bid Solicitation.

[bookmark: _Toc147925453]DEBIT CARD ISSUANCE
The Contractor shall not deny access to the Electronic Debit Card Program to any customer referred by the State, except to comply with applicable law.

The Contractor shall be responsible for issuance of initial and replacement Debit Cards to customers within a reasonable timeframe as determined by the State or on an expedited basis if requested by the customer. In addition, proper notification must be given to clients when new Debit Cards are issued due to the expiration of existing ones.

[bookmark: _Toc147925454]DEBIT CARD ACCOUNT AND CUSTOMER SERVICE
The Contractor shall notify the SCM at least ninety 90 days in advance of any proposed changes in policy that affect the Debit Cardholders or their debit accounts. The State will have the ability to allow or disallow any changes in policy since they impact the customer.

The Contractor shall provide all informational and instructional materials including, but not limited to, new Debit Card distribution materials to the cardholders. The materials must be written at no higher than a fifth grade comprehension level and must be available in both English and Spanish.

The Contractor shall provide 24/7 customer service access, at a minimum, in both English and Spanish via the IVR with toll free telephone access. In addition, the Contractor must demonstrate its ability to communicate with clients in other languages, as needed. Languages that may be needed include but is not limited to Spanish, Arabic, Chinese, Korean, Haitian Creole, Portuguese, Polish and the other most commonly spoken languages in NJ. This must coincide with the IVR requirements as defined in Section 4.10.1 (Interactive Voice Response (IVR)/Telecommunications Requirements).

The Contractor shall maintain a complaint file to specifically report all complaints of fraud involving Debit Cards. Contractor shall establish a procedure to resolve complaints of fraud in a manner consistent with the law and to be shared with the State Contract Manager. The Contractor shall update the complaint record, and contact and update the complainant, on a weekly basis until the complaint is resolved. 

In the event that the Contractor compensates a customer for any reported loss, they shall do so at no cost to the State.

The Contractor shall continue to provide a website, at a minimum in both English and Spanish, for customers to access Debit Card and account information at no charge to the State or the cardholder.

The Contractor must provide live Debit Card customer support service from 7:30 a.m. to 7:00 p.m. Eastern Time.

The Contractor must provide a file daily to update NJKiDS with any updated demographic information provided by Debit Card holders. These fields may include, but are not limited to: social security number, date of birth, first/middle/last name, full address, country code, and telephone number.

Upon the availability of real-time processing, the State may amend the frequency of the transmission of this file and the Contractor shall be required to conform to all requirements at no additional cost to the State.

[bookmark: _Toc147925455]DEBIT CARD PROGRAM FEES
The Contractor shall not charge an account fee (e.g., monthly or annually) to the State or cardholder.

The Contractor shall allow unlimited balance inquiries at no charge to the State or cardholder at in-network ATMs or online.

The Contractor shall allow Debit cardholders to make deposits to their Debit Card accounts at no fee to the cardholder.

The Contractor shall allow a minimum of one withdrawal at no charge for each deposit made to the account. Additional withdrawals may be made in-network at no additional costs, except third-party costs.

The Contractor shall not limit the amount of cash funds a cardholder may withdraw from their Debit Card account at any one time with the exception of bank required Automatic Teller Machine (ATM) limits.

[bookmark: _Toc147925456]PROGRAM MENU OF SERVICES AND FEES
The Contractor shall maintain the menu of services identified in sections 1.2.3 (Current Overview) and 1.2.5 (Current Child Support Current Customer Service Operations) and must continually make every effort to reduce any fees associated with Debit Cards. No additional fee to cardholders shall be considered. 

In addition, the menu of services must be competitive and subject to negotiation in the event that they are later found not to be competitive. The maintenance of the menu must be in conjunction with the OCSS and must include the following:

A. All cardholder fees associated with Debit Card usage; and
B. All cardholder fees associated with Debit Card replacement.

[bookmark: _Toc147925457]DEBIT CARD FUNDS RETURN
Under mutually agreeable and legal circumstances, the State shall assist the Contractor in obtaining funds from a Debit Card, whether pinned or unpinned, and support the Contractor in resolution of same. The State has no liability for these funds.

[bookmark: _Toc147925458]DEBIT CARD REPORTING REQUIREMENTS
The Contractor shall notify the State whenever a card or PIN mailer has been returned by the Post Office as undeliverable during the term of the Contract. 

The Contractor, at a minimum, shall submit reports to the SCM monthly, which shall provide the following information:

A. Total number of cards issued;
B. Total number of accounts added and deleted;
C. Total number of cards/accounts cancelled;
D. Total dollar value of deposits; 
E. Total dollar value of withdrawals;
F. All deposits not credited to Debit Card accounts within the two (2) business day timeframe; and
G. Accounts with deposits that have had no withdrawal activity and/or unpinned cards, at the State’s request.

[bookmark: _Toc147925459]NEW JERSEY FAMILY SUPPORT SERVICES CENTER
The State recognizes that the provision of customer services is the public countenance to the New Jersey Department of Human Services, Office of Child Support Services program and the services it provides. The Contractor must provide and operate the NJFSSC and ensure timely and responsible outcomes for customers and State IV-D Agency staff. 

As part of the NJFSSC, the Contractor shall, at a minimum, provide:

A. An IVR system (the NJFSPC IVR), which shall serve as the primary point of contact for all Child Support customer services, that is developed, managed, maintained, and operated by the Contractor;
B. A Call Center to respond to and resolve a majority of caller Child Support and spousal support (e.g., alimony) related matters not addressed through the IVR; and
C. A web Chat feature which shall serve as an alternate method of contact for Child Support customers.

[bookmark: _Toc147925460]INTERACTIVE VOICE RESPONSE (IVR)/TELECOMMUNICATIONS REQUIREMENTS
The Contractor shall provide, operate, and maintain an IVR application, in conjunction with the State, which shall support the business practices and meet the functionality proposed within this Bid Solicitation. In calendar year 2021, the average number of calls made to the IVR daily was 103,500 (Exhibit 19). This call volume excludes all local and other collaborative agency call totals.  The IVR must be flexible in its design, enabling administrators to set and modify call flows and scripts to adapt to any statutory, regulatory and/or policy changes, as well as any changes to improve efficiencies and meet other change management purposes. The IVR must utilize state of the art technology that limits the need for human intervention to respond and resolve case related matters. The IVR will include skill-based routing to maximize call center resources and may include SMS functionality and call back options.

The Contractor’s IVR design shall include, but not be limited to, the following:

A. The type of equipment, infrastructure, environment, software, and hardware necessary to implement it, modify it, or replace equipment as new approaches are available;
B. Security mechanisms that ensure case specific data is only provided to authorized individuals;
C. All scripting required for the operation of the IVR for State approval;
D. The ability to accept and respond to the approximated call volume described above;
E. Dynamic design with the capability to provide general information messages and immediately update those messages at the State’s request;
F. Enable a containment rate of 75% of all calls received;
G. Easily direct callers to the appropriate response, which contributes to a reduction in call time;
H. One (1) toll-free number front-loaded to the IVR, which must provide automated case-specific and general information, in addition to providing the customer with a direct connection to a live representative;
I. Provide one (1) toll free number as the State’s primary point of contact for all Child Support services;
J. A dedicated phone line for County/AOC/OCSS to make direct contact;
K. Be able to receive calls from national and international locations without cost or toll charge to the caller;
L. Be able to receive NJKiDS data via an Application Programming Interface (API) (Exhibit 20) ;
M. Be capable of resolving daily calls/inquiries through the provision of a significant amount of case related information, including Child Support, Non IV-D cases, spousal and alimony only, as well as general information related to the Child Support Program and its partnering stakeholders;
N. Shall be capable of providing seamless access to other resources and assistance for customers that provides a holistic approach to family services;
O. Provide client caller accessibility 24 hours a day, seven (7) days a week;
P. The entire application must be available in both English and Spanish, shall provide the ability to communicate with clients in other languages as needed;
Q. Both Speech Enabled and Dual Tone Multi Frequency (DTMF) voice interactive that asks and/or allows caller to ask series of questions to resolve multiple issues on a call without the need to opt-out of the call to speak to a representative for member specific caller inquiries;
R. Be able to identify and transfer Child Support related calls not addressed through the IVR, to the appropriate entity for resolution and defined in conjunction with the State after award;
S. Make outbound calls and provide text messages to parties regarding case events and/or obligations;
T. Leverage the State’s and local entities existing telecom infrastructure to allow for the multilateral transfer of calls;
U. Provide “screen pop,” or similar, functionality that enables appropriate NJFSSC staff to have basic information about callers transferred from the IVR application through an interface with the NJKiDS system;
V. Provide for a disaster recovery plan that ensures business continuity, in accordance with Section 4.8.4 of this Bid Solicitation;
W. Be responsible for application maintenance and ongoing continual upgrades to the system and revisions to the application as requested by the State;
X. Develop and manage an IVR PIN process for IVR usage that secures specific case information provided to callers;
Y. Have the ability for callers to provide information that updates NJKiDS, such as, but not limited to, a caller’s cell phone number and e-mail address;
Z. Develop and provide standard reports to be provided to the State at intervals to be  determined in conjunction with the State;
AA. Provide ad hoc reporting capabilities and access by the State and its designees to include IVR activity reporting; and
AB. Ensure the ability to make secure and encrypted payments through the IVR, including, but not limited to, credit/Debit Cards and electronic check payments. Payments made via the IVR must be included in the collections file to NJKiDS. The Contractor must be compliant with the PCI-DSS for the processing of credit card payments.

[bookmark: _Toc147925461]TRANSMISSION OF CASE INFORMATION IN IVR FILE
The components of the IVR electronic file process must be received in an API format (Exhibit 20). This API shall contain data as identified by the current IVR functionality. The Contractor shall work with the State to modify the API to include new business practices and functionality proposed within this Bid Solicitation.

The API must include, at a minimum, the following:

A. Payment Information:
1. Last five (5) Payments  (date, receipt source and amount) received;
2. Last five (5) Disbursements (date, amount and type);
3. Next charge date;
4. Obligation amount and frequency;
5. Arrears balance;
6. Pay back on arrears amount;
7. Monthly Deficit Reduction Act (DEFRA) amount; and
8. Other payment information as defined by the State;

B. Case Event Information:
1. License suspension;
2. License restoration;
3. Case closed by responding State;
4. Active bench warrant;
5. Notice mailed for Cost of Living Adjustment (COLA) with date and COLA status;
6. Case audit status;
7. Case closure status;
8. Direct Deposit status;
9. Genetic testing scheduled;
10. Payment Hold status;
11. Medical Insurance Card mailed with date;
12. Uniform Interstate Family Support Act (UIFSA)/Registration status;
13. Credit reporting status;
14. Hearing type and scheduled court date;
15. Stored Value Card status;
16. Annual Statement status; and
17. Other case event information as defined by the State;

C. Forms/Documents to be generated, mailed, faxed or emailed based on caller request:
1. Title IV-D Application;
2. Change of Address Request;
3. Direct Deposit Authorization;
4. Payment histories for caller-defined dates;
5. Disbursement histories for caller-defined dates;
6. Annual statements; and
7. Other forms/documents as defined by the State;

D. General Information shall include, but not be limited to, scripts describing:
1. State and county office addresses;
2. Applying for IV-D services;
3. Establishing paternity;
4. Locating parents;
5. Filing for support in the courts (divorce and never married);
6. Getting support orders modified;
7. What to bring to court;
8. How to make payments;
9. Enforcement remedies available, with a description of each, the point at which they are activated and customer instructions for resolution;
10. Satisfying judgments;
11. Understanding payments on Temporary Assistant for Needy Families (TANF) cases;
12. Understanding distribution of payments;
13. Emancipation;
14. Case closure; and
15. Other general Information as defined by the State;

E. Outbound calls:
1. Payments due with the ability to direct the caller to make an electronic payment;
2. Court date and meeting reminders;
3. Documents request reminders;
4. Debit Card mailed;
5. Payment disbursed;
6. Monthly Support Obligation met; and
7. Other outbound calls as defined by the State.


[bookmark: _Toc147925462]NJFSSC CUSTOMER SERVICE CALL CENTER
The Contractor must establish and operate the NJFSSC for the purpose of responding to Child Support and spousal support (e.g., alimony) related matters not addressed through the IVR. Protocols for referrals to the State’s Customer Service Unit and collaborative agencies shall be defined in conjunction with the State. During the term of the Contract, the Contractor shall maximize the number and types of calls that can be handled by its call center without further referral to State personnel. The State will develop, in conjunction with the Contractor, a call referral matrix for the IVR to ensure that calls are routed initially to the appropriate call center or office with minimal further referral.

As part of the NJFSSC, the Contractor shall, at a minimum:

A. Provide for type of equipment, infrastructure and environment, software, and hardware necessary to implement the NJFSPC call center;
B. Route all calls through the IVR except calls from IV-D offices and its collaborative agencies, which must be provided with a separate and dedicated communication line;
C. Provide call center phone access at no cost to any caller;
D. Develop call handling procedures for call center that are approved by the State;
E. Hire and manage call center staff, maintain staffing levels to meet performance standards, and provide a detailed employee retention plan within five (5) days after contract award that limits turnover;
F. Ensure that customer service call center representatives are working on business days and holidays as approved by the State from 8:00 a.m. to 7:00 p.m. Eastern Time;
G. Provide separate and distinct call center staff with knowledge of Child Support Program operation (including spousal support and alimony only) from those staff assigned to payment processing, fiscal, and financial services;
H. Utilize NJKiDS to answer inquiries, document all calls, and send referrals, as needed, to the appropriate agency;
I. Shall document and track all referrals and provide reports to the SCM or designee(s) as requested;
J. Record, retrieve, and review customer calls for the purposes of quality assurance, call sampling, as well as validation and verification of performance standards. The parameters used to retrieve a call must include, but are not limited to, call date and call time. Recorded call data must be retained for the life of the contract and made available to the State upon request;
K. Provide a call management system that includes capability for customized reporting and exporting, uploading to MS Office Suite software and/or any other State identified format;
L. Resolve the majority 75% of the caller issues without transfer or referral to State IV-D Agency staff or its collaborative agencies, which shall include, but is not limited to, the OCSS’ Customer Service Unit;
M. Provide a voice messaging component available from 7:00 p.m. until 8:00 a.m. Eastern Time on business days and all day on weekends and holidays.  The Contractor shall respond to all inquiries from this component within one (1) business day. The Contractor shall provide a holiday schedule, to be approved by the SCM;
N. Correct inaccurate answers and communicate the correction(s) to the customer, when appropriate, and in consultation with the SCM or designee(s), when necessary. Errors identified in this process shall be incorporated into the Contractor’s ongoing training plan;
O. Verify mailing, residence and employer addresses and process address changes from Custodial Parents, Non-Custodial Parents, and employers;
P. Provide by mail and/or electronically, Title IV-D Applications to customers upon request as well as maintain a log of those requests  that contains the customer’s name, address and the date of mailing that must be retained for the life of the contract and available to the State;
Q. Produce and deliver, by mail and/or electronically, case forms to customer at a customer’s request;
R. Be available to respond to issues raised by State Contract Manager or designee(s);
S. Develop and maintain a database for the logging of all calls received that do not relate to an identifiable case on NJKiDS. The reporting of these calls to the State shall be monthly and upon request. The Contractor shall allow the SCM and/or designee(s) to have access to this log;
T. Provide call center services for the State’s multicultural population:
a. Bilingual (Spanish and English) customer service representatives (CSR) must be included on staff at a percentage that coincides with the State’s Spanish speaking population per current census data;
b. The Contractor shall provide service to clients that speak primarily English and/or Spanish, as well as maintain the ability to communicate with clients in other languages, as needed;
c. Provide teletypewriter/telecommunications device for the deaf (TTY/TDD) capabilities during all hours of operation.
U. Meet or exceed the following call center operational standards:
a. An average daily monthly call wait time, including wait time for abandoned calls, for callers in the queue waiting to speak with call center staff that does not exceed five four (54) minutes, with the requirement to provide an annual plan that shall reduce wait times each year;
b. Call abandon rate shall not exceed 10% of the total calls received, with a requirement to provide an annual plan that shall reduce abandon rates each year;
c. Responses provided by the Call Center shall contain no more than 5% of inaccurate information.



[bookmark: _Toc147925463]NJFSSC REPORTING REQUIREMENTS
The Contractor shall provide the following reports to the SCM at the frequency indicated in the table below:

	REPORT NUMBER
	REPORT NAME
	DESCRIPTION/FREQUENCY
	DATA ELEMENTS

	NJFIN 01

	Wire Transfer Report 

	Provides the summary of the wire transfer from the NJ SDU to the Banking institution. Provided daily. 

	Confirmation, Status, date modified, name of template, Payment ID, Debit Acct, Credit Account, Debit Currency, Credit Currency, Amount, Value date, Cutoff, Originator Information, ID/Acct #, originator name and address

	NJFIN 02

	EFT Payment Report 

	Provides the breakdown of EFT payments. Provided monthly.

	Source, payment type, amount, total payment and percentage of total by payment type

	NJFIN 03

	Income Withholding Discrepancies Report 
	Provides information on payments received where a discrepancy in amount was identified. Provided monthly.
	Batch Date, batch number, amount, check number, ABA, account number

	NJFIN 04

	Payment Reject Status Report 
	Provides information on rejected payments received. Provided monthly. 

	Reject reason, status, reject type, count of items, dollar amount

	NJFIN 05

	Misapplied Payment Report 

	Provides information on misapplied payments. Provided monthly. 

	Date misapplied occurred, envelope number, status, reason for misapplied, number of error associated, mispost amount, Liable amount, recoup amount, close date, misapplied Payor name, amount, case number, county, correct Payor name, correct case number, correct amount, resolve date, payment coding error and coding correct

	NJFIN 06

	Monthly Fiscal Summary Report 

	Provides a monthly summary by day of financial activities. Provided monthly.

	Collections, Disbursements, Misapplied Payments, Direct Deposited forms processed, Electronic Payments Processed by Employer & Obligor.
Additional tabs provide details concerning method of payments, disbursements and NSFs

	NJFIN 07

	Monthly Payment Card Report

	Provides activity associated with payment cards. Provided monthly.

	Number of cards issued, accounts added, number of cards accounts deleted, number of cards cancelled, total funds deposited and withdrawn on cards, number of accounts with deposits with no activity by 3 month increments

	NJFIN 08

	Over Disbursement Activity Report (NJKIDS OSDR Report)

	Over Disbursement Report (ODSR) screen is a component of the Financials Subsystem of NJKiDS. The ODSR screen is used to provide an online report to be generated as needed on the details of recoupment accounts that are established based on over-disbursements. The report provides summary and detail level information of recoupment account status for a specified date range. The Summary report is grouped by Funds Recipient Type. Provided on demand.
	The count and the amount for recoupments established (pending + active + recovery adjustments), and receipts recouped for the following Payees: SDU, State and NSF


	NJIVR 01

	Call Center Daily Status Report

	Provides a detailed accounting of all the IVR and Call Center activities. Provided daily. 

	· Total number of calls
· Total number of referrals
· Total number of correspondence received and addressed
· Total number of abandoned calls
· Total number of answered calls
· Number of Direct Deposit Enrollments, cancellations, modifications and incomplete submissions
· Time in queue, length of call, length of after call work

	NJIVR 02
	MSO Met Outbound Call Volume Report

	Provides a detailed accounting of all the MSO Met Outbound Calls. Provided weekly. 

	Date of call, number of calls per day, total number of minutes and average call duration

	NJIVR 03
	MSO Met Outbound Dialer Summary Report 

	Unique Numbers Called- Excludes retries and duplicate numbers provided. Provided weekly.

	Type of response (voicemail, invalid number, etc.), total number of minutes and average call duration

	NJIVR 04

	Payment Reminder Outbound Call Volume Report

	Provides a detailed accounting of all the Payment Reminder Outbound Calls. Provided weekly.

	Date of call, number of calls per day, total number of minutes and average call duration

	NJIVR 05

	Payment Reminder Outbound Dialer Summary  Report

	Unique Numbers Called- Excludes retries and duplicate numbers provided. Provided weekly.

	Type of response (voicemail, invalid number, etc.), total number of minutes and average call duration

	NJIVR 06

	Scheduled Events Outbound Call Volume Report

	Provides a detailed accounting of all the Scheduled Events Outbound Calls. Provided weekly.

	Type of response (voicemail, invalid number, etc.), total number of minutes and average call duration

	NJIVR 07

	Scheduled Events Outbound Dialer Summary Report
	Unique Numbers Called- Excludes retries and duplicate numbers provided. Provided weekly.

	Type of response (voicemail, invalid number, etc.), total number of minutes and average call duration

	NJIVR 08

	Termination Outbound Call Volume Report
	Provides a detailed accounting of all the Termination Outbound Calls. Provided weekly.
	Type of response (voicemail, invalid number, etc.), total number of minutes and average call duration

	NJIVR 09

	Termination Outbound Dialer Summary Report

	Unique Numbers Called- Excludes retries and duplicate numbers provided. Provided weekly.
	Type of response (voicemail, invalid number, etc.), total number of minutes and average call duration

	NJCUS 01

	Referral Errors 

	Provides current as well as historical data concerning CSR errors of customer referrals. Provided monthly. 
	· Historical errors (running list on all errors made) includes same data elements as monthly errors below
· Historical error pivots
· Monthly error dashboard
· Monthly errors
1. Date completed
1. Date created
1. Case number
1. Referral description
1. Issue description
1. Other details
1. CSR name
· Monthly error pivots

	NJCUS 02

	NJChildsupport.org Traffic Report

	Provides current as well as historical data concerning the activity of customers on the Child Support website. Provided monthly.
	The report includes the pages most accessed and the method of access via devise

	NJCUS 03

	Correspondence Summary Report
	Provides a log of when and where the correspondence was received from. Provided monthly.
	Please see the report for all category and required details

	NJCUS 04

	Call Without Case Report 

	Provides calls without a case number, date and a summary of the call. Provided monthly.
	Total correspondence received and processed per date

	NJCUS 05

	Voicemail Report 



	Provides a log of the voicemails received on the after-hours line. Provided daily. 
	Include date, name of the caller, phone number, case number, date the call was returned, result of the call back


	NJCUS 06

	Weekly Pin Change Report 

	Provides the number of PINS that were changed through the Web, SDU and/or IVR. Provided weekly.

	· Pin Change Source Report
· The total number of PINs changed via Web, SDU, or IVR


	NJCUS 07

	Monthly Pin Change Report

	Provides the number of PINS that were changed through the Web, SDU and/or IVR. Provided monthly.
	· Pin Change Source Report
· The total number of PINs changed via Web, SDU or IVR

	NJCUS 08

	Referral/NOTE Report 

	Provides the details of whether a NOTE or REFERRAL was entered into NJKIDS and/or where it was sent to. Provided weekly. 

	Report 1:
· CSR Name
· # of Note to File (NTF)
· # of Referrals (REF)
· Total # (NFT & REF)
· #  of CS Calls
· Total REF percentage per CSR
· Weekly total REF number per day
· # of REF omitted
· Total # of REF
· List of REF descriptions and total # of each

Report 2:
· Case #
· Case office # & name
· Due date
· Assigned office
· Worker assigned
· Role assigned To
· Office created name
· Created by
· Last date updated
· Updated by
· Contact source
· Date received

	NJOPR 01

	Staffing Update Report 
	Provides update on current and former staff. Provided monthly and/or with each staffing change.

	Hire date, termination date and reason for termination 




[bookmark: _Toc147925464]NJFSSC TRANSITION PLAN 
The Contractor shall provide plans for transitioning both current Contractor and State customer services, in accordance with the timeframes described in Section 4.2 (Mobilization and Implementation Plan) and Section 4.3 (Project Management). At the end of the Contract, the Contractor must turn over to the State (or to the successor contractor, as specified by the SCM), all equipment, and hardware and/or software, documentation and licenses required to maintain the operation of the IVR. It shall be incumbent on the SDU to provide training to State and successor Contractor personnel on the operation, configuration, and maintenance of the IVR system.

[bookmark: _Toc147925465]IVR AND CALL CENTER INFRASTRUCTURE AND SUPPORT SERVICES RESPONSIBILITIES
The Contractor shall build an IVR platform to support SDU applications and incoming traffic, a communications link between IVR and Contractor’s Application Server, and the IVR/Call Center platform-to-platform communications link.

The Contractor shall build a Call Center platform to support IVR “opt out,” which provides an option for the customer to access a live CSR and bypass the IVR. The Contractor shall also build a Call Center platform that has a special dedicated communication line. The Contractor shall provide agent telephone instrument or soft phone hardware/software.

Contractor shall provide the IVR toll free access number and sizing/engineering and provision of the local network access to the IVR in accordance with the Bid Solicitation defined service level requirements and anticipated traffic volumes.

Contractor must ensure that the IVR and Call Center platform supports Disaster Recovery requirements.

Contractor shall ensure future IVR and Call Center expansion/upgrades in connection with evolving SDU solution requirements during the Contract term.

The Contractor shall provide for the following:

A. Infrastructure – Configuration, Provision and Procurement
1. IVR Application Server and application development;
2. Development of IVR platform configuration necessary to support the overall application and incoming traffic volumes;
3. Communications link(s) necessary for the Application Server to access SONJ databases and applications necessary to support the SDU;
4. Sizing of the SONJ-provided communications link between the IVR and the Applications Server;
5. Sizing of the SONJ-provided IVR/Call Center platform-to-platform communications link; 
6. Sizing and type of network services that will provide incoming caller access to the IVR; 
7. Sizing of the Call Center staff;
8. Sizing and type of network services that will provide Call Center agent to Call Center platform connectivity; and
9. Development of the Call Center platform functional requirements.

B. Support Services
1. Ongoing IVR application development;
2. IVR Application Server maintenance support – to include Trouble Report intake and resolution; and
3. Analysis of IVR and Call Center Performance Report data and formulation of recommended actions as dictated.

C. Avaya IVR Application Development Requirements
1. Application shall be developed using standards based VXML Version 2.1;
2. Nuance Speech Modules shall be used for applications requiring directed speech, text-to- speech, or natural language;
3. Avaya Dialog Designer will be the development tool for both design and management of IVR applications running on the Voice Portal;
4. Contractor shall create telephony applications using standards-based web services;
5. IVR applications shall be tagged to leverage the standard reporting capabilities of Dialog Designer;
6. Application and Speech server software shall require either Apache Tomcat or IBM WebSphere;
7. Speech Servers shall run Windows OS; and
8. Application Servers shall run Linux OS.

[bookmark: _Toc147925466]WEB CHAT
The Contractor shall provide, operate, and maintain a web chat platform, in conjunction with the State, which shall support the business practices and meet the functionality proposed within this Bid Solicitation. In calendar year 2021, an average of 3,100 chats were received per month. The average weekly volume of 731 chats was handled by an average of 13 CSRs.  The web chat must enable administrator(s) to set and modify any established scripts to adapt to any statutory, regulatory, and/or policy changes, as well as any changes to improve efficiencies and meet other change management purposes. The Web Chat must utilize state of the art technology to respond and resolve case related matters. 

The Contractor’s web chat design shall include, but not be limited to, the following:
A. Security mechanisms that ensure case specific data is only provided to authorized individuals;
B. All scripting required for the operation of the web chat is to be submitted for State approval;
C. The ability to accept and respond to the approximated chat volume described above;
D. Document all web chat activities in NJKIDS as identified in Section 4.13 (Documenting Case Activity in NJKiDS) of this Bid Solicitation;
E. Be able to receive chats from national and international locations without cost to the customer;
F. Be capable of resolving daily web chat inquiries through the provision of a significant amount of case related information, including Child Support, non-IV-D, spousal and alimony only, as well as general information related to the Child Support Program and its partnering stakeholders;
G. Capability of providing seamless access to other resources and assistance for customers that provides a holistic approach to family services;
H. Provide web chat accessibility during business hours, 8:00am to 7:00pm EST;
I. The platform must be available in both English and Spanish with the ability to communicate with clients in other languages as needed;
J. Provide for a Disaster Recovery Plan that ensures business continuity, in accordance with Section 4.8.4 (Disaster Recovery, Contingency, and Backup Plan) of this Bid Solicitation;
K. Be responsible for application maintenance and ongoing continual upgrades to the system and revisions to the platform as requested by the State;
L. Have the ability to collect customer information that can be used to update NJKiDS such as but not limited to a caller’s cell phone number and e-mail address;
M. Develop and provide standard reports to be provided to the State at intervals to be  determined in conjunction with the State;
N. Provide ad hoc reporting capabilities and access by the State and its designees to include chat activity reporting; historical transcripts and other information identified by the State; and
O. Standard and ad hoc reports shall be made available via the Reporting and Analytics Dashboard identified in Section 4.16 (Analytic and Reporting Dashboard) of the Bid Solicitation.

[bookmark: _Toc147925467]SDU DOCUMENTATION MAINTENANCE
The Contractor shall develop drafts of the below plans and manuals within thirty (30 days) of Contract award date that include applicable forms and procedures. These drafts shall be submitted to the SCM for revisions and approvals. The Contractor shall submit the revised drafts for final SCM approval within sixty (60) days of Contract award. The Contractor must implement these plans as approved within 90 days of the Contract award date. These plans shall include:

A. Contractor Operational Procedures Manual. This manual must provide details of the processes and services provided by the Contractor as outlined in the Scope of Work (Section 4) in the Bid Solicitation;
B. Security Plan. This document shall describe the administrative, physical, technical and systems controls to be used by the system in accordance with Section 6.1;
C. Back-up and Disaster Plan. In accordance with Section 4.8.4 (Disaster Recovery, Contingency, and Backup Plan), the plan must provide uninterrupted service with no loss of data during any recovery period. A daily backup of payment files transmitted to the State’s automated system must be retained for at least ten (10) business days. An offsite backup facility must be designated that is capable of operating within 48 hours and of processing payments for a minimum of two (2) months;
D. Quality Assurance Plan. This plan must address how the quality of operations, service delivery, etc., will be ensured in an ongoing manner during operations; and
E. Records Retention Plan. This plan shall set forth that the Contractor must maintain all processing activity records (both electronic and hard copy formats) for seven (7) years at a New Jersey location in full compliance with New Jersey State requirements N.J.A.C. 10:110-20.2 and federal requirements at 45 CFR 75.361. The Contractor’s document retention process must utilize electronic storage and retrieval technology.

[bookmark: _Toc147925468]SECURITY AND CONFIDENTIALITY
The Contractor must maintain the confidentiality of Obligor and Obligee information in hardcopy and/or electronic format through secured facilities for processing and holding payments. The Contractor must secure all data from manipulation, sabotage, theft or breach of confidentiality. The Contractor is prohibited from releasing any information deemed confidential by any State or federal regulation to any party unless authorized by the DHS. The Contractor and all staff of the SDU, including its subcontractor(s), must complete and sign confidentiality agreements provided by the DHS and require all staff to view yearly confidentiality training modules. It will be the Contractor’s responsibility to ensure that any new staff sign the confidentiality agreement and complete the confidentiality training modules within one month of the employee’s start date. 

The Contractor must allow designated DHS staff full access to all SDU operations for security inspections, which may include reviews of all issues addressed in description of the security approach and willingness to enter into good faith discussions to implement any changes.

[bookmark: _Toc147925469]DOCUMENTING CASE ACTIVITY IN NJKiDS
The Contractor must enter a description in sufficient detail, in a format approved by the State, on the “NOTE” page in NJKiDS, when performing any action in NJKiDS, or when it has contact with anyone or any entity associated with a case(s). Other than the routine posting of payments, all transactions and communications with the State, Obligors, payment recipients, other states, etc. relating to the NJFSPC and NJFSSC must be captured as a note on each respective case. Data regarding the Contractor’s attempts to identify a receipt for unidentified payments must be captured in the notes section of the receipt. All relevant notes must be posted with the receipt record so that the State can determine the efforts made to identify any given receipt.

All information regarding calls handled by representatives that can be identified to a specific case shall be logged and case notes entered in NJKiDS.

The Contractor shall enter the following minimum information into NJKiDS case notes:  caller’s name, date of call, nature of call, caller’s phone number if a callback is needed, and the response/resolution provided. Customer service representatives shall be responsible for confirming and updating customer contact information (phone, email, address, etc.) as needed.

[bookmark: _Toc147925470]ELECTRONIC IMAGING SYSTEM
The Contractor is responsible for imaging any and all documentation related to both the NJFSPC and NJFSSC, which includes, but is not limited to, all paper financial instruments, images of all received electronic payments transactions, all envelopes, all remittance source documents, all correspondence it receives and to which it responds, and any miscellaneous documents as designated by the State.

The Contractor shall maintain an imaging system that is certified by the New Jersey Department of the Treasury, Division of Revenue and Enterprise Services (DORES) in accordance with N.J.A.C. 15:3-4 and N.J.A.C. 15:3-5. The Contractor shall install and test the hardware, software, network and telecommunications components for the production imaging processing system and test and verify all upgrades prior to and after implementation.

The imaging system may be provided through a contracted service arrangement with an imaging vendor that includes installation, testing, and verification of all necessary upgrades to hardware, software, network, and telecommunications components for the production imaging processing system. This service arrangement shall also provide for the imaging licenses required to allow State workers and their designees to access the imaging database. The Contractor must assume full responsibility for the successful operation of this imaging system. Following the end of this Contract, the Contractor shall turn over all images to the State in an easily accessible format that is agreed upon by the SCM.

The Contractor shall train all designated State IV-D Agency staff on the use of the imaging system.

Information on setting up a State DORES Certified Imaging Center is available at: https://www.nj.gov/treasury/revenue/rms/imgregistrationprocess.shtml

The Contractor shall be required to assist with the certification and annual re-certification of its imaging process as directed by DORES. The Contractor shall also be responsible for implementing any system changes that may be deemed necessary in order for the OCSS to receive certification. The Contractor shall be required to assist with the certification and annual re-certification of its imaging process as directed by the NJ DORES certification (or any as designated by the State). The Contractor shall be responsible for implementing and testing any system changes that may be deemed necessary in order for OCSS to receive certification. Detailed information regarding DORES imaging certification can be found at: http://www.nj.gov/treasury/revenue/rms/imgregistration.shtml.

The Contractor shall maintain a secure connection from the vendor server to the DHS network (via the NJOIT Data Center) in compliance with HIPAA and the HIPAA Administrative Simplification Requirements. The Contractor shall be responsible for all costs associated with connecting to the DHS network.

All imaged documents must remain available to the State throughout the term of the Contract. After expiration of the Contract, images must be available via a methodology that can be maintained on State equipment, does not utilize proprietary software, and must not be at any additional cost to the State. Additionally, the format must be an “easy to view” and accessible format. The Contractor must be able to convert the previous SDU contractor’s images at no additional cost to the State. These images shall be in .tif and/or .pdf formats, or any format as specified by the State, and the transfer of such to the Contractor or entity as designated by the State will be facilitated by the SCM.

The Contractor must provide an imaging solution that must store and allow direct access to State-specified documents through a hyperlink in NJKiDS or through any other means as designated by the State. Those State-specified documents shall include, but are not limited to, payments imaged, correspondence, and all documents that the Contractor images. Documents identified for imaging by the State shall be linked to the appropriate receipt record and/or case in NJKiDS.

During the term of the Contract, the State reserves the right to reevaluate all or part of its imaging services and to negotiate provision of such services to accommodate for new business changes. Should the State have a certified imaging solution, the Contractor must interface and/or upload, as appropriate, to the State’s imaging solution. The Contractor shall be required to conform to these requirements.

[bookmark: _Toc147925471]TRAINING
The State of New Jersey Child Support Program has built a comprehensive Child Support Training Institute (NJCSI). The Contractor shall require all of its staff to attend mandatory training provided by the State, either in-person at NJCSI located facilities or virtually as appropriate and determined by the SCM, on the use of NJKiDS, as it relates to staff segregation of duties and job related duties and functions. Mandatory trainings include, but are not limited to: NJKiDS system operations, NJKiDS refresher trainings, and trainings provided on new NJKiDS functionality, as it pertains to SDU staff job related duties and functions. Contractor staff shall be required to attend State approved trainings provided by NJCSI within four (4) weeks from the date of hire or assignment to the Contract.  Contractor staff shall be required to establish a profile using the State’s Learning Management System (LMS), and shall have access to program policy, NJKiDS system notification changes, websites and other resources approved by the State. The Contractor shall designate, at a minimum, two (2) of their staff as training liaisons.  Liaisons shall be required to attend additional training, on an as needed basis, as policy or functionality dictates. The training liaisons shall be responsible for the transfer of knowledge to other Contractor staff. This knowledge transfer will include training and the dissemination of training materials, policy directives and Office of Child Support Services Informational Transmittals.

The Contractor shall provide mandatory new hire and ongoing trainings for its own staff as it relates to increasing staff knowledge and performance in the Contractor’s operations and use of system and telephonic equipment, job related duties and functions, and soft skills and business etiquette. The Contractor shall provide an annual training report, to include, at a minimum, the following:

A. Training courses provided;
B. A schedule for the provision of staff;
C. Number of staff who completed the training;
D. The training instruction, testing and evaluation methodology; and
E. A summary of staff evaluations and targeted trainings designed to improve staff performance.

The Contractor shall provide training of its operations to State/and or local staff. The Contractor shall provide a State Training Plan that must include, but is not limited to:

A. Training of its operations to State and/or local staff which provides an overview of the State Disbursement Unit’s operational processes and procedures, and communication procedures necessary to ensure compliance with operating the State Disbursement Unit;
B. A schedule for the provision of statewide training for State and/or local staff;
C. Training to approximately 250 State and/or local personnel and the ability to provide additional training for new staff throughout the life of the Contract;
D. A training methodology (e.g., materials, classroom, web-based, desktop); and
E. One or more training locations that are approved by the State. Training may be conducted at a Contractor location, a State provided facility, or different locations throughout the State.

Contractor staff must also participate in the following trainings that are provided by the NJCSI:
A. Cultural competency;
B. Effective customer service;
C. Emotional intelligence;
D. Essentials of business communication;
E. Clear communication skills; and
F. Empathy.

Training materials are to be developed by the Contractor and approved by the State or may be provided by the State.

The Contractor shall provide, upon request of the State, an overview of processes, which may include walk through tours of the Contractor’s facilities. Such training/tours must be coordinated through the SCM.

The Contractor shall provide a training plan, including timeframes for completion, and required materials that shall be developed in conjunction with the State after Contract award. 

Upon approval from the State SCM, the Contractor shall provide the completed training plan within ten (10) business days. 

[bookmark: _Toc147925472]ANALYTIC AND REPORTING DASHBOARD
The Contractor shall develop and maintain a role-based project dashboard hosted on a platform agreed to by the State. The platform shall utilize visual analytics of NJFSPC and NJFSSC activity that facilitates the review and management of Contract data, identify program trends that may affect current business practices. The information contained on the dashboard shall be available in real time, to the greatest extent possible. 

In addition, the dashboard must access all project data elements needed to facilitate reports that are available to view, download and print by State staff as defined by the State as outlined throughout this Scope of Work, as well as ad hoc report(s) as requested by the State. Reporting functions shall allow for report templates to be created and saved to simplify repeated report generation. Reports containing historical and/or archived data throughout the life of the Contract is required.
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[bookmark: _Toc100065631][bookmark: _Toc147925473]GENERAL CONTRACT TERMS
The Contractor shall have sole responsibility for the complete effort specified in this Contract.  Payment will be made only to the Contractor or to the authorized dealers/distributors, if applicable.  The Contractor is responsible for the professional quality, technical accuracy and timely completion and submission of all deliverables, services or commodities required to be provided under this Contract.  The Contractor shall, without additional compensation, correct or revise any errors, omissions, or other deficiencies in its deliverables and other services.  The approval of deliverables furnished under this Contract shall not in any way relieve the Contractor of responsibility for the technical adequacy of its work.  The review, approval, acceptance or payment for any of the deliverables, goods or services, shall not be construed as a waiver of any rights that the State may have arising out of the Contractor’s performance of this Contract.

[bookmark: _Toc100065632][bookmark: _Toc147925474]CONTRACT TERM AND EXTENSION OPTION
The base term of this Contract shall be for a period of three (3) years.  The anticipated Contract effective date is provided on the “Summary” page of the Bid Solicitation in NJSTART.  If delays in the procurement process result in a change to the anticipated Contract effective date, the Contractor agrees to accept a Contract for the full term of this Contract 

This Contract may be extended up to two (2) years with no single extension exceeding one (1) year, by the mutual written consent of the Contractor and the Director at the same terms, conditions, and pricing at the rates in effect in the last year of this Contract or rates more favorable to the State.  

[bookmark: _Toc400531508][bookmark: _Toc428533979][bookmark: _Toc32310704][bookmark: _Toc100065633][bookmark: _Toc147925475]CONTRACT TRANSITION
In the event that a new Contract has not been awarded prior to the expiration date for this Contract, including any extensions exercised, and the State exercises this Contract transition, the Contractor shall continue this Contract under the same terms, conditions, and pricing until a new Contract can be completely operational.  At no time shall this transition period extend more than 180 calendar days beyond the expiration date of this Contract, including any extensions exercised. 

[bookmark: _Toc118513795][bookmark: _Toc400531563][bookmark: _Toc428534035][bookmark: _Toc32310758][bookmark: _Toc100065634][bookmark: _Toc147925476][bookmark: OLE_LINK3][bookmark: OLE_LINK4]PERFORMANCE SECURITY
NOT APPLICABLE TO THIS PROCUREMENT.

[bookmark: _Toc400531513][bookmark: _Toc428533984][bookmark: _Toc32310709][bookmark: _Toc100065635][bookmark: _Toc147925477]OWNERSHIP OF MATERIAL
A. State Data – The State owns State Data. Contractor shall not obtain any right, title, or interest in any State Data, or information derived from or based on State Data.  State Data provided to Contractor shall be delivered or returned to the State of New Jersey upon thirty (30) days’ notice by the State or thirty (30) days after the expiration or termination of the Contract.  Except as specifically required by the requirements of the Bid Solicitation, State Data shall not be disclosed, sold, assigned, leased or otherwise disposed of to any person or entity other than the State unless specifically directed to do so in writing by the State Contract Manager.
B. Work Product; Services – The State owns all Deliverables developed for the State in the course of providing Services under the Contract, including but not limited to, all data, technical information, materials gathered, originated, developed, prepared, used or obtained in the performance of the Contract, including but not limited to all reports, surveys, plans, charts, literature, brochures, mailings, recordings (video and/or audio), pictures, drawings, analyses, graphic representations, print-outs, notes and memoranda, written procedures and documents, regardless of the state of completion, which are prepared for or are a result of the Services required under the Contract. 
C. Vendor Contractor Intellectual Property; Commercial off the Shelf Software (COTS) and Customized Software – Contractor retains ownership of all VendorContractor Intellectual Property, and any modifications thereto and derivatives thereof, that the  Contractor supplies to the State pursuant to the Contract, and grants the State a non-exclusive, royalty-free license to use VendorContractor Intellectual Property delivered to the State for the purposes contemplated by the Contract for the duration of the Contract including all extensions.  In the event Contractor provides its standard license agreement terms with its Quote, such terms and conditions must comply with Bid Solicitation Section 1.4 – Order of Precedence of Contractual Terms.
D. Third Party Intellectual Property – Unless otherwise specified in the Bid Solicitation that the State, on its own, will acquire and obtain a license to Third Party Intellectual Property, Contractor shall secure on the State’s behalf, in the name of the State and subject to the State’s approval, a license to Third Party Intellectual Property sufficient to fulfill the business objectives, requirements and specifications identified in the Contract at no additional cost to the State beyond that in the Quote price.  In the event Contractor is obligated to flow-down commercially standard third  party terms and conditions customarily provided to the public associated with Third Party Intellectual Property and such terms and conditions conflict with Bid Solicitation requirements, including the SSTC, the State will accept such terms and conditions with the exception of the following:  indemnification, limitation of liability, choice of law, governing law, jurisdiction, and confidentiality.  The Bid Solicitation including the SSTC shall prevail with respect to such conflicting terms and conditions.  In addition, the State will not accept any provision requiring the State to indemnify a third party or to submit to arbitration.  Such terms are considered void and of no effect.  Third party terms and conditions should be submitted with the Quote. If Contractor uses Third Party Intellectual Property, Contractor must indemnify the State for infringement claims with respect to the Third Party Intellectual Property.   Contractor agrees that its use of Third Party Intellectual Property shall be consistent with the license for the Third Party Intellectual Property, whether supplied by the Contractor, secured by the State as required by the Bid Solicitation, or otherwise supplied by the State. 
E. Work Product; Custom Software – The State owns all Custom Software which shall be considered “work made for hire”, i.e., the State, not the Contractor, subcontractor, or third party, shall have full and complete ownership of all such Custom Software.  To the extent that any Custom Software may not, by operation of the law, be a “work made for hire” in accordance with the terms of the Contract, Contractor, subcontractor, or third party hereby assigns to the State, or Contractor shall cause to be assigned to the State, all right, title and interest in and to any such Custom Software and any copyright thereof, and the State shall have the right to obtain and hold in its own name any copyrights, registrations and any other proprietary rights that may be available. 
F. State Intellectual Property – The State owns all State Intellectual Property provided to Contractor pursuant to the Contract.  State Intellectual Property shall be delivered or returned to the State of New Jersey upon thirty (30) days’ notice by the State or thirty (30) days after the expiration or termination of the Contract.  The State grants Contractor a non-exclusive, royalty-free, license to use State Intellectual Property for the purposes contemplated by the Contract.  Except as specifically required by the requirements of the Bid Solicitation, State Intellectual Property shall not  be disclosed, sold, assigned, leased or otherwise disposed of to any person or entity other than the State unless specifically directed to do so in writing by the State Contract Manager. The State’s license to Contractor is limited by the term of the Contract and the confidentiality obligations set forth in Bid Solicitation Section 6 – Data Security Requirements – Contractor Responsibility.
G. No Rights – Except as expressly set forth in the Contract, nothing in the Contract shall be construed as granting to or conferring upon Contractor any right, title, or interest in State Intellectual Property or any intellectual property that is now owned or licensed to or subsequently owned by or licensed by the State.  Except as expressly set forth in the Contract, nothing in the Contract shall be construed as granting to or conferring upon the State any right, title, or interest in any VendorContractor Intellectual Property that is now owned or subsequently owned by Contractor.  Except as expressly set forth in the Contract, nothing in the Contract shall be construed as granting to or conferring upon the State any right, title, or interest in any Third Party Intellectual Property that is now owned or subsequently owned by a third party.

[bookmark: _Toc100065636][bookmark: _Toc147925478]SUBSTITUTION OF STAFF
If a Contractor needs to substitute any management, supervisory or key personnel, the Contractor shall identify the substitute personnel and the work to be performed.  The Contractor must provide detailed justification documenting the necessity for the substitution.  Resumes must be submitted for the individual(s) proposed as substitute(s) who must have qualifications and experience equal to or better than the individual(s) originally proposed or currently assigned.

The Contractor shall forward a request to substitute staff to the State Contract Manager for consideration and approval.  No substitute personnel are authorized to begin work until the Contractor has received written approval to proceed from the State Contract Manager.

[bookmark: _Toc147925479]DELIVERY TIME AND COSTS
NOT APPLICABLE TO THIS PROCUREMENT.

[bookmark: _Toc100065638][bookmark: _Toc147925480]AUTHORIZED DEALER AND/OR DISTRIBUTORS
NOT APPLICABLE TO THIS PROCUREMENT.

[bookmark: _Toc112749319][bookmark: _Toc400531525][bookmark: _Toc428533996][bookmark: _Toc32310718][bookmark: _Toc100065639][bookmark: _Toc147925481]LIQUIDATED DAMAGES
NOT APPLICABLE TO THIS PROCUREMENT

[bookmark: _Toc112749321][bookmark: _Toc112749322][bookmark: _Toc112749323][bookmark: _Toc112749324][bookmark: _Toc112749325][bookmark: _Toc112749326][bookmark: _Toc112749327][bookmark: _Toc112749328][bookmark: _Toc112749329][bookmark: _Toc112749330][bookmark: _Toc112749331][bookmark: _Toc112749332][bookmark: _Toc112749333][bookmark: _Toc112749334][bookmark: _Toc112749335][bookmark: _Toc112749336][bookmark: _Toc112749337][bookmark: _Toc112749338][bookmark: _Toc112749339][bookmark: _Toc112749340][bookmark: _Toc400531531][bookmark: _Toc428534002][bookmark: _Toc32310724][bookmark: _Toc100065645][bookmark: _Toc147925482]RETAINAGE
NOT APPLICABLE TO THIS PROCUREMENT.

[bookmark: _Toc100065646][bookmark: _Toc147925483]ELECTRONIC PAYMENTS
With the award of this Contract, the successful Contractor(s) will be required to receive its payment(s) electronically.  In order to receive your payments via automatic deposit from the State of New Jersey, youthe Contractor must complete the EFT information within your its NJSTART Vendor Profile.  Please refer to the QRG entitled “Vendor Profile Management – Company Information and User Access” for instructions. 

[bookmark: _Toc119908568][bookmark: _Toc147925484][bookmark: _Toc100065647]REPORTING AND SUPPLIER CONVENIENCE FEE 
A. Quarterly Sales Reporting - The Contractor shall submit a Sales Report documenting all sales made under the Contract.  The Sales Report shall be submitted directly to Periscope using the NJSTART system no later than thirty (30) calendar days after the end of each calendar quarter. The calendar quarters will end March 31, June 30, September 30, and December 31. The Sales Report must contain the following information:  
· Complete and accurate details of all sales, credits, returns, refunds, and the like for the reporting quarter;
· Purchasing entity;
· Total of Supplier Convenience Fee amount due for the reporting quarter;
· Such other information as the State may reasonably request; and
· If no sales were made to the State during the reporting quarter, then a report shall be submitted showing zero sales and zero Supplier Convenience Fee due.
Quarterly Sales Reporting and remittance of the Supplier Convenience Fee shall begin on the first calendar quarter starting after the effective date of the Contract.
B. Supplier Convenience Fee - For all purchases made under the Contract, the Contractor shall remit the Supplier Convenience Fee in the amount of one percent (1%) of all Purchases to Periscope Holdings, Inc. (Periscope). 
C. Remittance of the Supplier Convenience Fee - On a quarterly basis, the Contractor shall remit the Supplier Convenience Fee directly to Periscope no later than thirty (30) days after the end of each calendar quarter. The calendar quarters will end March 31, June 30, September 30, and December 31.  Failure to remit the Supplier Convenience Fee timely and accurately may result in Contractor’s goods and/or services being made ineligible for purchase through the NJSTART Marketplace.
D. Retention and Inspection of Records and Audit - The Contractor shall keep records of all sales made to Using Agencies and Intrastate Cooperative Purchasing Participants in sufficient detail to enable the State to determine the Supplier Convenience Fee payable by the Contractor. The State and/or Periscope may examine and audit, at its own expense, Contractor’s sales records and Sales Reports for completeness and accuracy. If such examination reveals underpayment of the Supplier Convenience Fee, the Contractor shall immediately pay to Periscope the amount of deficiency. If the examination reveals an underpayment of 5% or more, then the Contractor shall reimburse the State and/or Periscope for the cost of the audit.
E. Catalog Enablement - The Contractor shall cooperate with the State and/or Periscope as requested to upload catalog items and pricing consistent with the awarded Contract to the NJSTART Marketplace module within thirty days (30) of the Contract award.

[bookmark: _Toc147325629]PROCUREMENT EFFICIENCY PROGRAM
A. Quarterly Sales Reporting - The Contractor shall submit a Sales Report documenting all sales made under the Contract.  The Sales Report shall be submitted directly to Periscope no later than thirty (30) calendar days after the end of each calendar quarter. The calendar quarters will end March 31, June 30, September 30, and December 31. The Sales Report must contain the following information:  
· Complete and accurate details of all sales, credits, returns, refunds, and the like for the reporting quarter;
· Purchasing entity;
· Total of Procurement Efficiency Program Fee amount due for the reporting quarter;
· Such other information as the State may reasonably request;
· If no sales were made against this Contract during the reporting quarter, then a report shall be submitted showing zero sales and zero Procurement Efficiency Program Fee due; and
· Quarterly Sales Reporting and remittance of the Procurement Efficiency Program Fee shall begin on the first calendar quarter starting after the effective date of the Contract.
B. Procurement Efficiency Program Fee - For all purchases made under this Contract, that have been invoiced, the Contractor shall remit the Procurement Efficiency Program Fee in the amount of one percent (1%) of all Purchases to Periscope acting on behalf of the State of New Jersey. 
C. Remittance of the Procurement Efficiency Program Fee - On a quarterly basis, the Contractor shall remit the Procurement Efficiency Program Fee directly to Periscope no later than thirty (30) days after the end of each calendar quarter. The calendar quarters will end March 31, June 30, September 30, and December 31.  Failure to remit the Procurement Efficiency Program Fee timely and accurately may result in Contract termination as outlined in the “Termination of Contract” clause of the State of New Jersey Standard Terms and Conditions. 
D. NJSTART Marketplace Catalog Enablement - Contractor shall cooperate with State and/or Periscope as requested to upload catalog items and pricing consistent with this Contract. Contractor shall upload catalog within (thirty) 30 calendar days of the date of execution of this Contract. Failure to cooperate will result in the Contractor’s good and/or services not being represented in the NJSTART Marketplace. The Contractor shall ensure that the catalog complies with the scope, and terms and conditions of this Contract. Any identified deviation from the Contract must be corrected immediately. Any catalog that does not comply with the scope and terms and conditions of this Contract can lead to a breach of contract and will be escalated to the Division of Purchase and Property’s Contract Compliance and Audit Unit for review and possible action.  
E. Retention and Inspection of Records and Audit - The Contractor shall keep records of all sales made to all Using Agencies in sufficient detail to enable the State to determine the Procurement Efficiency Program Fee payable by the Contractor. The State and/or Periscope may examine and audit, at its own expense, Contractor’s sales records and Sales Reports for completeness and accuracy. If such examination reveals underpayment of the Procurement Efficiency Program Fee, the Contractor shall immediately pay to Periscope the amount of deficiency. If the examination reveals an underpayment of 5% or more, then the Contractor shall reimburse the State and/or Periscope for the cost of the audit. 



[bookmark: _Toc100065648][bookmark: _Toc147925485]DATA SECURITY REQUIREMENTS – CONTRACTOR RESPONSIBILITY 
[bookmark: _Toc21352784][bookmark: _Toc22560009][bookmark: _Toc32310652]
[bookmark: _Toc100065660][bookmark: _Toc147925486]SECURITY PLAN
The Contractor shall submit a final Security Plan that addresses the Contractor’s approach to meeting each applicable security requirement outlined below, to the State, no later than thirty (30) calendar days after the award of the Contract.  The State approval of the Security Plan shall be set forth in writing.  In the event that the State reasonably rejects the Security Plan after providing the Contractor an opportunity to cure, the Director may terminate the Contract pursuant to the SSTC. 

[bookmark: _Toc21352785][bookmark: _Toc22560010][bookmark: _Toc32310653][bookmark: _Toc100065661][bookmark: _Toc147925487]INFORMATION SECURITY PROGRAM MANAGEMENT 
The Contractor shall establish and maintain a framework to provide assurance that information security strategies are aligned with and support the State’s business objectives, are consistent with applicable laws and regulations through adherence to policies and internal controls, and provide assignment of responsibility, in an effort to manage risk.  Information security program management shall include, at a minimum, the following:
A. Establishment of a management structure with clear reporting paths and explicit responsibility for information security;
B. Creation, maintenance, and communication of information security policies, standards, procedures, and guidelines to include the control areas listed in sections below;
C. Development and maintenance of relationships with external organizations to stay abreast of current and emerging security issues and for assistance, when applicable; and 
D. Independent review of the effectiveness of the Contractor’s information security program.

[bookmark: _Toc21352786][bookmark: _Toc22560011][bookmark: _Toc32310654][bookmark: _Toc100065662][bookmark: _Toc147925488][bookmark: _Toc525032126]COMPLIANCE
The Contractor shall develop and implement processes to ensure its compliance with all statutory, regulatory, contractual, and internal policy obligations applicable to this Contract. Examples include but are not limited to General Data Protection Regulation (GDPR), Payment Card Industry Data Security Standard (PCI DSS), Health Insurance Portability and Accountability Act of 1996 (HIPAA), IRS-1075.  Contractor shall timely update its processes as applicable standards evolve.  
A. Within ten (10) Calendar Days after award, the Contractor shall provide the State with contact information for the individual or individuals responsible for maintaining a control framework that captures statutory, regulatory, contractual, and policy requirements relevant to the organization’s programs of work and information systems;
B. Throughout the solution development process, Contractor shall implement processes to ensure security assessments of information systems are conducted for all significant development and/or acquisitions, prior to information systems being placed into production; and
C. The Contractor shall also conduct periodic reviews of its information systems on a defined frequency for compliance with statutory, regulatory, and contractual requirements. The Contractor shall document the results of any such reviews.

[bookmark: _Toc21352787][bookmark: _Toc22560012][bookmark: _Toc32310655][bookmark: _Toc100065663][bookmark: _Toc147925489]PERSONNEL SECURITY 
The Contractor shall implement processes to ensure all personnel having access to relevant State information have the appropriate background, skills, and training to perform their job responsibilities in a competent, professional, and secure manner.  Workforce security controls shall include, at a minimum:
A. Position descriptions that include appropriate language regarding each role’s security requirements;
B. To the extent permitted by law, employment screening checks are conducted and successfully passed for all personnel prior to beginning work or being granted access to information assets;
C. Rules of behavior are established and procedures are implemented to ensure personnel are aware of and understand usage policies applicable to information and information systems; 
D. Access reviews are conducted upon personnel transfers and promotions to ensure access levels are appropriate;
E. Contractor disables system access for terminated personnel and collects all organization owned assets prior to the individual’s departure; and  
F. Procedures are implemented that ensure all personnel are aware of their duty to protect information assets and their responsibility to immediately report any suspected information security incidents.
[bookmark: _Toc525032127]
[bookmark: _Toc21352788][bookmark: _Toc22560013][bookmark: _Toc32310656][bookmark: _Toc100065664][bookmark: _Toc147925490]SECURITY AWARENESS AND TRAINING 
The Contractor shall provide periodic and on-going information security awareness and training to ensure personnel are aware of information security risks and threats, understand their responsibilities, and are aware of the statutory, regulatory, contractual, and policy requirements that are intended to protect information systems and State Confidential Information from a loss of confidentiality, integrity, availability and privacy. Security awareness and training shall include, at a minimum:
A. Personnel are provided with security awareness training upon hire and at least annually, thereafter;
B. Security awareness training records are maintained as part of the personnel record;
C. Role-based security training is provided to personnel with respect to their duties or responsibilities (e.g. network and systems administrators require specific security training in accordance with their job functions); and
D. Individuals are provided with timely information regarding emerging threats, best practices, and new policies, laws, and regulations related to information security.
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The Contractor shall establish requirements for the identification, assessment, and treatment of information security risks to operations, information, and/or information systems. Risk management requirements shall include, at a minimum:
A. An approach that categorizes systems and information based on their criticality and sensitivity;
B. An approach that ensures risks are identified, documented and assigned to appropriate personnel for assessment and treatment; 
C. Risk assessments shall be conducted throughout the lifecycles of information systems to identify, quantify, and prioritize risks against operational and control objectives and to design, implement, and exercise controls that provide reasonable assurance that security objectives will be met; and
D. A plan under which risks are mitigated to an acceptable level and remediation actions are prioritized based on risk criteria and timelines for remediation are established. Risk treatment may also include the acceptance or transfer of risk.
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If there is State Data associated with the Contract, this section is applicable.
A. Data Ownership. The State owns State Data. Contractor shall not obtain any right, title, or interest in any   State Data, or information derived from or based on State Data.
B. Data usage, storage, and protection of Personal Data are subject to all applicable international, federal and state statutory and regulatory requirements, as amended from time to time, including, without limitation, those for HIPAA, Tax Information Security Guidelines for Federal, State, and Local Agencies (IRS Publication 1075), New Jersey State tax confidentiality statute, N.J.S.A.  54:50-8, the New Jersey Privacy Notice found at NJ.gov, New Jersey Identity Theft Prevention Act, N.J.S.A. 56:11-44 et. seq., the federal Drivers’ Privacy Protection Act of 1994, Pub.L. 103-322, and the confidentiality requirements of N.J.S.A. § 39:2-3.4.  Contractor shall also conform to PCI DSS, where applicable.
C. Security: Contractor agrees to take appropriate administrative, technical and physical safeguards reasonably designed to protect the security, privacy, confidentiality, and integrity of user information. Contractor shall ensure that State Data is secured and encrypted during transmission or at rest. 
D. Data Transmission:  The Contractor shall only transmit or exchange State Data with other parties when expressly requested in writing and permitted by and in accordance with requirements of the Contract or the State of New Jersey. The Contractor shall only transmit or exchange State Data with the State of New Jersey or other parties through secure means supported by current technologies. 
E. Data Storage:  All data provided by the State of New Jersey or State data obtained by the Contractor in the performance of the Contract must be stored, processed, and maintained solely in accordance with a project plan and system topology approved by the State Contract Manager.  No State data shall be processed on or transferred to any device or storage medium including portable media, smart devices and/or USB devices, unless that device or storage medium has been approved in advance in writing by the State Contract Manager.  The Contractor must not store or transfer State Data outside of the United States.
F. Data Re-Use:  All State Data shall be used expressly and solely for the purposes enumerated in the Contract Data shall not be distributed, repurposed or shared across other applications, environments, or business units of the Contractor.  No State Data shall be transmitted, exchanged or otherwise passed to other contractors or interested parties except on a case-by-case basis as specifically agreed to in writing by the State Contract Manager. 
G. Data Breach:  In the event of any actual, probable or reasonably suspected Breach of Security, or any unauthorized access to or acquisition, use, loss, destruction, compromise, alteration or disclosure of any Personal Data, Contractor shall: (a) immediately notify the State of such Breach of Security, but in no event later than 24 hours after learning of such security breach; (b) designate a single individual employed by Contractor who shall be available to the State 24 hours per day, seven (7) days per week as a contact regarding Contractor’s obligations under Bid Solicitation Section 6.34 - Incident Response; (c) not provide any other notification or provide any disclosure to the public regarding such Breach of Security without the prior written consent of the State, unless required to provide such notification or to make such disclosure pursuant to any applicable law, regulation, rule, order, court order, judgment, decree, ordinance, mandate or other request or requirement now or hereafter in effect, of any applicable governmental authority or law enforcement agency in any jurisdiction worldwide  (in which case Contractor shall consult with the State and reasonably cooperate with the State to prevent any notification or disclosure concerning any Personal Data or Breach of Security); (d) assist the State in investigating, remedying and taking any other action the State deems necessary regarding any Breach of Security breach and any dispute, inquiry, or claim that concerns the Breach of Security; (e) follow all instructions provided by the State relating to the Personal Data affected or potentially affected by the Breach of Security; (f) take such actions as necessary to prevent future Breaches of Security; and (g) unless prohibited by an applicable statute or court order, notify the State of any third party legal process relating to any Breach of Security including, at a minimum, any legal process initiated by any governmental entity (foreign or domestic).
H. Minimum Necessary. Contractor shall ensure that State Data requested represents the minimum necessary information for the services as described in this Bid Solicitation and, unless otherwise agreed to in writing by the State, that only necessary individuals or entities who are familiar with and bound by the Contract will have access to the State Data in order to perform the work.
I. End of Contract Data Handling:  Upon termination/expiration of this Contract the Contractor shall first return all State Data to the State in a usable format as defined in the Contract, or in an open standards machine-readable format if not.  The Contractor shall then erase, destroy, and render unreadable all Contractor backup copies of State Data according to the standards enumerated in accordance with the State’s most recent Media Protection policy, https://www.nj.gov/it/docs/ps/NJ_Statewide_Information_Security_Manual.pdf, and certify in writing that these actions have been completed within 30 days after the termination/expiration of the Contract or within seven (7) days of the request of an agent of the State whichever should come first.
J. In the event of loss of any State Data or records where such loss is due to the intentional act, omission, or negligence of the Contractor or any of its subcontractors or agents, the Contractor shall be responsible for recreating such lost data in the manner and on the schedule set by the State Contract Manager. The Contractor shall ensure that all State Data is backed up and is recoverable by the Contractor. In accordance with prevailing federal or state law or regulations, the Contractor shall report the loss of State data.

[bookmark: _Toc21352791][bookmark: _Toc22560016][bookmark: _Toc32310659][bookmark: _Toc100065667][bookmark: _Toc147925493][bookmark: _Toc525032130]ASSET MANAGEMENT 
The Contractor shall implement administrative, technical, and physical controls necessary to safeguard information technology assets from threats to their confidentiality, integrity, or availability, whether internal or external, deliberate or accidental. Asset management controls shall include at a minimum:
A. Information technology asset identification and inventory;
B. Assigning custodianship of assets; and
C. Restricting the use of non-authorized devices.
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The Contractor shall implement processes that classify information and categorize information systems throughout their lifecycles according to their sensitivity and criticality, along with the risks and impact in the event that there is a loss of confidentiality, integrity, availability, or breach of privacy. Information classification and system categorization includes labeling and handling requirements. Security categorization controls shall include the following, at a minimum:
A. Implementing a data protection policy;
B. Classifying data and information systems in accordance with their sensitivity and criticality;
C. Masking sensitive data that is displayed or printed; and
D. Implementing handling and labeling procedures.
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The Contractor shall establish controls to ensure data and information, in all forms and mediums, are protected throughout their lifecycles based on their sensitivity, value, and criticality, and the impact that a loss of confidentiality, integrity, availability, and privacy would have on the Contractor, business partners, or individuals. Media protections shall include, at a minimum:
A. Media storage/access/transportation; 
B. Maintenance of sensitive data inventories;
C. Application of cryptographic protections; 
D. Restricting the use of portable storage devices;
E. Establishing records retention requirements in accordance with business objectives and statutory and regulatory obligations; and
F. Media disposal/sanitization.
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The Contractor shall employ cryptographic safeguards to protect sensitive information in transmission, in use, and at rest, from a loss of confidentiality, unauthorized access, or disclosure.  Cryptographic protections shall include at a minimum:
A. Using industry standard encryption algorithms;
B. Establishing requirements for encryption of data in transit;
C. Establishing requirements for encryption of data at rest; and
D. Implementing cryptographic key management processes and controls.
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The Contractor shall establish security requirements and ensure appropriate mechanisms are provided for the control, administration, and tracking of access to, and the use of, the Contractor’s information systems that contain or could be used to access State data. Access management plan shall include the following features: 
A. Ensure the principle of least privilege is applied for specific duties and information systems (including specific functions, ports, protocols, and services), so processes operate at privilege levels no higher than necessary to accomplish required organizational missions and/or functions;
B. Implement account management processes for registration, updates, changes and de-provisioning of system access;
C. Apply the principles of least privilege when provisioning access to organizational assets;
D. Provision access according to an individual’s role and business requirements for such access;
E. Implement the concept of segregation of duties by disseminating tasks and associated privileges for specific sensitive duties among multiple people; 
F. Conduct periodic reviews of access authorizations and controls.
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The Contractor shall establish procedures and implement identification, authorization, and authentication controls to ensure only authorized individuals, systems, and processes can access the State’s information and Contractor’s information and information systems. Identity and authentication provides a level of assurance that individuals who log into a system are who they say they are.  Identity and authentication controls shall include, at a minimum:
A. Establishing and managing unique identifiers (e.g. User-IDs) and secure authenticators (e.g. passwords, biometrics, personal identification numbers, etc.) to support nonrepudiation of activities by users or processes; and
B. Implementing multi-factor authentication (MFA) requirements for access to sensitive and critical systems, and for remote access to the Contractor’s systems.
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The Contractor shall strictly control remote access to the Contractor’s internal networks, systems, applications, and services. Appropriate authorizations and technical security controls shall be implemented prior to remote access being established. Remote access controls shall include at a minimum:
A. Establishing centralized management of the Contractor’s remote access infrastructure;
B. Implementing technical security controls (e.g. encryption, multi-factor authentication, IP whitelisting, geo-fencing); and
C. Training users in regard to information security risks and best practices related remote access use.
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The Contractor shall employ security engineering and architecture principles for all information technology assets, and such principles shall incorporate industry recognized leading security practices and sufficiently address applicable statutory and regulatory obligations. Applying security engineering and architecture principles shall include:
A. Implementing configuration standards that are consistent with industry-accepted system hardening standards and address known security vulnerabilities for all system components; 
B. Establishing a defense in-depth security posture that includes layered technical, administrative, and physical controls; 
C. Incorporating security requirements into the systems throughout their life cycles; 
D. Delineating physical and logical security boundaries; 
E. Tailoring security controls to meet organizational and operational needs; 
F. Performing threat modeling to identify use cases, threat agents, attack vectors, and attack patterns as well as compensating controls and design patterns needed to mitigate risk;  
G. Implementing controls and procedures to ensure critical systems fail-secure and fail-safe in known states; and 
H. Ensuring information system clock synchronization.
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The Contractor shall ensure that baseline configuration settings are established and maintained in order to protect the confidentiality, integrity, and availability of all information technology assets. Secure configuration management shall include, at a minimum:
A. Hardening systems through baseline configurations; and
B. Configuring systems in accordance with the principle of least privilege to ensure processes operate at privilege levels no higher than necessary to accomplish required functions. 
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The Contractor shall ensure that endpoint devices are properly configured, and measures are implemented to protect information and information systems from a loss of confidentiality, integrity, and availability. Endpoint security shall include, at a minimum:
A. Maintaining an accurate and updated inventory of endpoint devices;
B. Applying security categorizations and implementing appropriate and effective safeguards on endpoints;
C. Maintaining currency with operating system and software updates and patches;
D. Establishing physical and logical access controls; 
E. Applying data protection measures (e.g. cryptographic protections);
F. Implementing anti-malware software, host-based firewalls, and port and device controls;
G. Implementing host intrusion detection and prevention systems (HIDS/HIPS) where applicable;
H. Restricting access and/or use of ports and I/O devices; and 
I. Ensuring audit logging is implemented and logs are reviewed on a continuous basis.
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The Contractor shall implement controls and processes to ensure risks, including risks to human safety, are accounted for and managed in the use of Industrial Control Systems (ICS), Supervisory Control and Data Acquisition (SCADA) systems and Operational Technologies (OT).  ICS/SCADA/OT Security requires the application of all of the enumerated control areas in this Bid Solicitation, including, at a minimum:
A. Conducting risk assessments prior to implementation and throughout the lifecycles of ICS/SCADA/OT assets;
B. Developing policies and standards specific to ICS/SCADA/OT assets;
C. Ensuring the secure configuration of ICS/SCADA/OT assets;
D. Segmenting ICS/SCADA/OT networks from the rest of the Contractor’s networks;
E. Ensuring least privilege and strong authentication controls are implemented;
F. Implementing redundant designs or failover capabilities to prevent business disruption or physical damage; and
G. Conducting regular maintenance on ICS/SCADA/OT systems.
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The Contractor shall implement controls and processes to ensure risks are accounted for and managed in the use of Internet of Things (IoT) devices including, but not limited to, physical devices, vehicles, appliances and other items embedded with electronics, software, sensors, actuators, and network connectivity which enables these devices to connect and exchange data.  IoT. IoT security shall include, at a minimum, the following:
A. Developing policies and standards specific to IoT assets;
B. Ensuring the secure configuration of IoT assets;
C. Conducting risk assessments prior to implementation and throughout the lifecycles of IoT assets;
D. Segmenting IoT networks from the rest of the Contractor’s networks; and
E. Ensuring least privilege and strong authentication controls are implemented.
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The Contractor shall establish administrative, technical, and physical security controls required to effectively manage the risks introduced by mobile devices used for organizational business purposes.  Mobile device security shall include, at a minimum, the following:
A. Establishing requirements for authorization to use mobile devices for organizational business purposes;
B. Establishing Bring Your Own Device (BYOD) processes and restrictions;
C. Establishing physical and logical access controls;
D. Implementing network access restrictions for mobile devices;
E. Implementing mobile device management solutions to provide centralized management of mobile devices and to ensure technical security controls (e.g. encryption, authentication, remote-wipe, etc.) are implemented and updated as necessary; 
F. Establishing approved application stores from which applications can be acquired;
G. Establishing lists approved applications that can be used; and
H. Training of mobile device users regarding security and safety.
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The Contractor shall implement defense-in-depth and least privilege strategies for securing the information technology networks that it operates. To ensure information technology resources are available to authorized network clients and protected from unauthorized access, the Contractor shall:
A. Include protection mechanisms for network communications and infrastructure (e.g. layered defenses, denial of service protection, encryption for data in transit, etc.); 
B. Include protection mechanisms for network boundaries (e.g. limit network access points, implement firewalls, use Internet proxies, restrict split tunneling, etc.); 
C. Control the flow of information (e.g. deny traffic by default/allow by exception, implement Access Control Lists, etc.); and
D. Control access to the Contractor’s information systems (e.g. network segmentation, network intrusion detection and prevention systems, wireless restrictions, etc.). 
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The Contractor shall establish security requirements that govern the use of private, public, and hybrid cloud environments to ensure risks associated with a potential loss of confidentiality, integrity, availability, and privacy are managed.  This shall ensure, at a minimum, the following:
A. Security is accounted for in the acquisition and development of cloud services;
B. The design, configuration, and implementation of cloud-based applications, infrastructure and system-system interfaces are conducted in accordance with mutually agreed-upon service, security, and capacity-level expectations; 
C. Security roles and responsibilities for the Contractor and the cloud provider are delineated and documented; and
D. Controls necessary to protect sensitive data in public cloud environments are implemented. 
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The Contractor shall establish controls required to ensure change is managed effectively. Changes are appropriately tested, validated, and documented before implementing any change on a production network. Change management provides the Contractor with the ability to handle changes in a controlled, predictable, and repeatable manner, and to identify, assess, and minimize the risks to operations and security. Change management controls shall include, at a minimum, the following:
A. Notifying all stakeholder of changes; 
B. Conducting a security impact analysis and testing for changes prior to rollout; and 
C. Verifying security functionality after the changes have been made.
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The Contractor shall implement processes and controls to ensure that information assets are properly maintained, thereby minimizing the risks from emerging information security threats and/or the potential loss of confidentiality, integrity, or availability due to system failures. Maintenance security shall include, at a minimum, the following:
A. Conducting scheduled and timely maintenance;
B. Ensuring individuals conducting maintenance operations are qualified and trustworthy; and
C. Vetting, escorting and monitoring third-parties conducting maintenance operations on information technology assets.
[bookmark: _Toc525032147]
[bookmark: _Toc21352808][bookmark: _Toc22560033][bookmark: _Toc32310676][bookmark: _Toc100065684][bookmark: _Toc147925510]THREAT MANAGEMENT 
The Contractor shall establish effective communication protocols and processes to collect and disseminate actionable threat intelligence, thereby providing component units and individuals with the information necessary to effectively manage risk associated with new and emerging threats to the organization’s information technology assets and operations. Threat management includes, at a minimum:
A. Developing, implementing, and governing processes and documentation to facilitate the implementation of a threat awareness policy, as well as associated standards, controls and procedures.
B. Subscribing to and receiving relevant threat intelligence information from the US CERT, the organization’s vendors contractors, and other sources as appropriate.
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The Contractor shall implement proactive vulnerability identification, remediation, and patch management practices to minimize the risk of a loss of confidentiality, integrity, and availability of information system, networks, components, and applications. Vulnerability and patch management practices shall include, at a minimum, the following:
A. Prioritizing vulnerability scanning and remediation activities based on the criticality and security categorization of systems and information, and the risks associated with a loss of confidentiality, integrity, availability, and/or privacy; 
B. Maintaining software and operating systems at the latest vendor-supported patch levels; 
C. Conducting penetration testing and red team exercises; and
D. Employing qualified third-parties to periodically conduct Independent vulnerability scanning, penetration testing, and red-team exercises.
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The Contractor shall implement continuous monitoring practices to establish and maintain situational awareness regarding potential threats to the confidentiality, integrity, availability, privacy and safety of information and information systems through timely collection and review of security-related event logs. Continuous monitoring practices shall include, at a minimum, the following:
A. Centralizing the collection and monitoring of event logs;
B. Ensuring the content of audit records includes all relevant security event information;
C. Protecting of audit records from tampering; and
D. Detecting, investigating, and responding to incidents discovered through monitoring.
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The Contractor shall establish security requirements necessary to ensure that systems and application software programs developed by the Contractor or third-parties (e.g. vendors, contractors, etc.) perform as intended to maintain information confidentiality, integrity, and availability, and the privacy and safety of individuals. System development and acquisition security practices shall include, at a minimum, the following:
A. Secure coding; 
B. Separation of development, testing, and operational environments; 
C. Information input restrictions; 
D. Input data validation;
E. Error handling; 
F. Security testing throughout development;
G. Restrictions for access to program source code; and 
H. Security training of software developers and system implementers.
[bookmark: _Toc525032151]
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The Contractor shall ensure that controls necessary to appropriately manage risks are accounted for and implemented throughout the System Development Life Cycle (SDLC). Project and resource management security practices shall include, at a minimum:
A. Defining and implementing security requirements;  
B. Allocating resources required to protect systems and information; and 
C. Ensuring security requirements are accounted for throughout the SDLC.
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The Contractor shall implement processes and controls necessary to protect against avoidable impacts to operations by proactively managing the capacity and performance of its critical technologies and supporting infrastructure. Capacity and performance management practices shall include, at a minimum, the following: 
A. Ensuring the availability, quality, and adequate capacity of compute, storage, memory and network resources are planned, prepared, and measured to deliver the required system performance and future capacity requirements; and
B. Implementing resource priority controls to prevent or limit Denial of Service (DoS) effectiveness.
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The Contractor shall implement processes and controls to ensure that risks associated with third-parties (e.g. vendors, contractors, business partners, etc.) providing information technology equipment, software, and/or services are minimized or avoided. Third party management processes and controls shall include, at a minimum:
A. Tailored acquisition strategies, contracting tools, and procurement methods for the purchase of systems, system components, or system service from suppliers;
B. Due diligence security reviews of suppliers and third parties with access to the Contractor’s systems and sensitive information;
C. Third party interconnection security; and
D. Independent testing and security assessments of supplier technologies and supplier organizations.
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The Contractor shall establish physical and environmental protection procedures that limit access to systems, equipment, and the respective operating environments, to only authorized individuals. The Contractor ensures appropriate environmental controls in facilities containing information systems and assets, to ensure sufficient environmental conditions exist to avoid preventable hardware failures and service interruptions. Physical and environmental controls shall include, at a minimum, the following:
A. Physical access controls (e.g. locks, security gates and guards, etc.);
B. Visitor controls;
C. Security monitoring and auditing of physical access; 
D. Emergency shutoff;
E. Emergency power;
F. Emergency lighting;
G. Fire protection; 
H. Temperature and humidity controls;
I. Water damage protection; and 
J. Delivery and removal of information assets controls.
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The Contractor shall develop, implement, test, and maintain a contingency plan to ensure continuity of operations for all information systems that deliver or support essential or critical business functions on behalf of the Contractor. The plan shall address the following:
A. Backup and recovery strategies;
B. Continuity of operations;
C. Disaster recovery; and
D. Crisis management.
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The Contractor shall maintain an information security incident response capability that includes adequate preparation, detection, analysis, containment, recovery, and reporting activities.  Information security incident response activities shall include, at a minimum, the following:
A. Information security incident reporting awareness;
B. Incident response planning and handling;
C. Establishment of an incident response team;
D. Cybersecurity insurance; 
E. Contracts with external incident response services specialists; and
F. Contacts with law enforcement cybersecurity units.
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A.	PERFORMANCE
1. In performance of this Contract, the Contractor agrees to comply with and assume responsibility for compliance by his or her employees with the following requirements:
2. All work will be done under the supervision of the Contractor or the Contractor’s employees;
3. Any return or return information made available in any format shall be used only for the purpose of carrying out the provisions of this Contract Information contained in such material will be treated as confidential and will not be divulged or made known in any manner to any person except as may be necessary in the performance of this Contract Disclosure to anyone other than an officer or employee of the Contractor will be prohibited;
4. All returns and return information will be accounted for upon receipt and properly stored before, during, and after processing. In addition, all related output will be given the same level of protection as required for the source material;
5. The Contractor certifies that the data processed during the performance of this Contract will be completely purged from all data storage components of his or her computer facility, and the Contractor will retain no output at the time the work is completed.  If immediate purging of all data storage components is not possible, the Contractor certifies that any IRS data remaining in any storage component will be safeguarded to prevent unauthorized disclosures;
6. Any spoilage or any intermediate hard copy printout that may result during the processing of IRS data will be given to the agency or his or her designee.  When this is not possible, the Contractor will be responsible for the destruction of the spoilage or any intermediate hard copy printouts, and will provide the agency or his or her designee with a statement containing the date of destruction, description of material destroyed, and the method used;
7. All computer systems receiving, processing, storing, or transmitting federal tax information must meet the requirements defined in IRS Publication 1075. To meet functional and assurance requirements, the security features of the environment must provide for the managerial, operational, and technical controls.  All security features must be available and activated to protect against unauthorized use of and access to federal tax information.
8. No work involving federal tax information furnished under this Contract will be subcontracted without prior written approval of the IRS;
9. The Contractor will maintain a list of employees authorized access. Such list will be provided to the agency and, upon request, to the IRS reviewing office; and
10. The agency will have the right to void this Contract if the Contractor fails to provide the safeguards described above.

B.	CRIMINAL/CIVIL SANCTIONS
1. Each officer or employee of any person to whom returns or return information is or may be disclosed will be notified in writing by such person that returns or return information disclosed to such officer or employee can be used only for a purpose and to the extent authorized herein, and that further disclosure of any such returns or return information for a purpose or to an extent unauthorized herein constitutes a felony punishable upon conviction by a fine of as much as $5,000 or imprisonment for as long as five (5) years’, or both, together with the costs of prosecution. Such person shall also notify each such officer and employee that any such unauthorized further disclosure of returns or return information may also result in an award of civil damages against the officer or employee in an amount not less than $1,000 with respect to each instance of unauthorized disclosure.  These penalties are prescribed by IRC sections 7213 and 7431 and set forth at 26 CFR 301.6103(n)-1;
2. Each officer or employee of any person to whom returns or return information is or may be disclosed shall be notified in writing by such person that any return or return information made available in any format shall be used only for the purpose of carrying out the provisions of this Contract  Information contained in such material shall be treated as confidential and shall not be divulged or made known in any manner to any person except as may be necessary in the performance of this Contract  Inspection by or disclosure to anyone without an official need to know constitutes a criminal misdemeanor punishable upon conviction by a fine of as much as $1,000 or imprisonment for as long as one (1) year, or both, together with the costs of prosecution.  Such person shall also notify each such officer and employee that any such unauthorized inspection or disclosure of returns or return information may also result in an award of civil damages against the officer or employee [United States for federal employees] in an amount equal to the sum of the greater of $1,000 for each act of unauthorized inspection or disclosure with respect to which such defendant is found liable or the sum of the actual damages sustained by the plaintiff as a result of such unauthorized inspection or disclosure plus in the case of a willful inspection or disclosure which is the result of gross negligence, punitive damages, plus the costs of the action. These penalties are prescribed by IRC section 7213A and 7431;
3. Additionally, it is incumbent upon the Contractor to inform its officers and employees of the penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a.  Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to Contractors by 5 U.S.C. 552a(m)(1), provides that any officer or employee of a Contractor, who by virtue of his/her employment or official position, has possession of or access to agency records which contain individually identifiable information, the disclosure of which is prohibited by the Privacy Act or regulations established thereunder, and who knowing that disclosure of the specific material is prohibited, willfully discloses the material in any manner to any person or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than $5,000; and
4. Granting a Contractor access to FTI must be preceded by certifying that each individual understands the agency’s security policy and procedures for safeguarding IRS information.  Contractors must maintain its authorization to access FTI through annual recertification.  The initial certification and recertification must be documented and placed in the agency's files for review. As part of the certification and at least annually afterwards, Contractors should be advised of the provisions of IRC Sections 7431, 7213, and 7213A (see Exhibit 6, IRC Sec. 7431 Civil Damages for Unauthorized Disclosure of Returns and Return Information and Exhibit 6, IRC Sec. 7213 Unauthorized Disclosure of Information). The training provided before the initial certification and annually thereafter must also cover the incident response policy and procedure for reporting unauthorized disclosures and data breaches. For both the initial certification and the annual certification, the Contractor should sign, either with ink or electronic signature, a confidentiality statement certifying its understanding of the security requirements.

C.	INSPECTION
The IRS and the Agency shall have the right to send its officers and employees into the offices and plants of the Contractor for inspection of the facilities and operations provided for the performance of any work under this Contract On the basis of such inspection, specific measures may be required in cases where the Contractor is found to be noncompliant with Contract safeguards.



[bookmark: _4.4.1.1_Ownership_Disclosure][bookmark: _4.4.1.1_Signatory_page][bookmark: _4.4.2.3_Contract_Schedule][bookmark: _4.4.2.4_mobilization_and][bookmark: _Toc100065695][bookmark: _Toc147925521]MODIFICATIONS TO THE STATE OF NEW JERSEY STANDARD TERMS AND CONDITIONS

[bookmark: _Toc112749381][bookmark: _Toc112749382][bookmark: _Toc112749383][bookmark: _Toc112749384][bookmark: _Toc100065696][bookmark: _Toc147925522]INDEMNIFICATION

Section 4.1 of the SSTC is deleted in its entirety and replaced with the following:

4.1 INDEMNIFICATION
The Contractor’s liability to the State and its employees in third party suits shall be as follows:
A. The Contractor shall assume all risk of and responsibility for, and agrees to indemnify, defend, and save harmless the State and its officers, agents, servants and employees, from and against any and all third party claims, demands, suits, actions, recoveries, judgments and costs and expenses in connection therewith:
i. For or on account of the loss of life, property or injury or damage to the person, body or property of any person or persons whatsoever, which shall arise from or result directly or indirectly from the work and/or products supplied under this Contract or the order; and
ii. For or on account of the use of any patent, copyright, trademark, trade secret or other proprietary right of any copyrighted or uncopyrighted composition, secret process, patented or unpatented invention, article or appliance (“Intellectual Property Rights”) furnished or used in the performance of this Contract; and
iii. The Contractor’s indemnification and liability under subsection (A) is not limited by, but is in addition to the insurance obligations.  
B. In the event of a claim or suit involving third-party Intellectual Property Rights, the Contractor, at its option, may: 
1. procure for the State the legal right to continue the use of the product; 
2. replace or modify the product to provide a non-infringing product that is the functional equivalent; or 
3. in the event that the Contractor cannot do (1) or (2) refund the purchase price less a reasonable allowance for use that is agreed to by both parties.  
C. The State shall:
1. promptly notify Contractor in writing of the claim or suit; 
2. give Contractor control of the defense and settlement of any claim that is subject to Section 4.1(A); provided; however, that the State must approve any settlement of the alleged claim, which approval shall not be unreasonably withheld. The State may observe the proceedings relating to the alleged claim and confer with the Contractor at its expense. 
D. Notwithstanding the foregoing, Contractor has no obligation or liability for any claim or suit concerning third-party Intellectual Property Rights arising from: 
1. the State’s unauthorized combination, operation, or use of a product supplied under this Contract with any product, device, or Software not supplied by Contractor; 
2. the State’s unauthorized alteration or modification of any product supplied under this Contract; 
3. the Contractor’s compliance with the State’s designs, specifications, requests, or instructions, provided that if the State provides Contractor with such designs, specifications, requests, or instructions, Contractor reviews same and advises that such designs, specifications, requests or instructions present potential issues of patent or copyright infringement and the State nonetheless directs the Contractor to proceed with one (1) or more designs, specifications, requests or instructions that present potential issues of patent or copyright infringement; or 
4. the State’s failure to promptly implement a required update or modification to the product provided by Contractor. 
E. Contractor will be relieved of its responsibilities under Subsection 4.1(A)(1) and (2) for any claims made by an unaffiliated third party that arise solely from the actions or omissions of the State, its officers, employees or agents.  
F. Subject to the New Jersey Tort Claims Act (N.J.S.A. 59:1-1 et seq.), the New Jersey Contractual Liability Act (N.J.S.A. 59:13-1 et seq.) and the appropriation and availability of funds, the State will be responsible for any cost or damage arising out of actions or inactions of the State, its employees or agents under Subsection 4.1(A)(1) and (2) which results in an unaffiliated third party claim.  This is the Contractor’s exclusive remedy for these claims;
G. This section states the entire obligation of Contractor and its suppliers, and the exclusive remedy of the State, in respect of any infringement or alleged infringement of any Intellectual Property Rights.  This indemnity obligation and remedy are given to the State solely for its benefit and in lieu of, and Contractor disclaims, all warranties, conditions and other terms of non-infringement or title with respect to any product; and
H. Furthermore, neither Contractor nor any attorney engaged by Contractor shall defend the claim in the name of the State of New Jersey or any Authorized Purchaser, nor purport to act as legal representative of the State of New Jersey or any Authorized Purchaser, without having provided notice to the Director of the Division of Law in the Department of Law and Public Safety and to the Director of the Division of Purchase and Property.  The State of New Jersey may, at its election and expense, assume its own defense and settlement; and
I. The State of New Jersey will not indemnify, defend, pay or reimburse for claims or take similar actions on behalf of the Contractor.

[bookmark: _Toc100065697][bookmark: _Toc147925523]INSURANCE

[bookmark: _Toc400531536][bookmark: _Toc428534007][bookmark: _Toc32310729][bookmark: _Toc100065698][bookmark: _Toc147925524]PROFESSIONAL LIABILITY INSURANCE
Section 4.2 of the SSTC is supplemented with the following:  

D. Professional Liability Insurance:  The Contractor shall carry Errors and Omissions, Professional Liability Insurance, and/or Professional Liability Malpractice Insurance sufficient to protect the Contractor from any liability arising out of the professional obligations performed pursuant to the requirements of this Contract.  The insurance shall be in the amount of not less than $3,000,000 per each occurrence, and in such policy forms as shall be approved by the State.  If the Contractor has claims-made coverage and subsequently changes carriers during the term of this Contract, it shall obtain from its new Errors and Omissions, Professional Liability Insurance, and/or Professional Malpractice Insurance carrier an endorsement for retroactive coverage.

[bookmark: _Toc32310730][bookmark: _Toc100065699][bookmark: _Toc147925525]CYBER BREACH INSURANCE
Section 4.2 of the SSTC supplemented with the following:   

E. Cyber Breach Insurance: The Contractor shall carry Cyber Breach Insurance insufficient amount  in an amount sufficient to protect the Contractor from any liability arising out of its performance pursuant to the requirements of this Contract.  The insurance shall be in an amount of not less than $2,000,000 per each occurrence and in such policy forms as shall be approved by the State.  The insurance shall at a minimum cover the following: Data loss, malware, ransomware and similar breaches to computers, servers and software; Protection against third-party claims; cost of notifying affected parties; cost of providing credit monitoring to affected parties; forensics; cost of public relations consultants; regulatory compliance costs; costs to pursue indemnity rights; costs to Data Breach and Credit Monitoring Services analyze the insured’s legal response obligations; costs of defending lawsuits; judgments and settlements; regulatory response costs; costs of responding to regulatory investigations; and costs of settling regulatory claims. 

[bookmark: _Toc100065700][bookmark: _Toc147925526]LIMITATION OF LIABILITY OPTIONS
Section 4.0 of the SSTC is supplemented with the following:

4.3 LIMITATION OF LIABILITY
A. The Contractor’s liability for actual, direct damages resulting from the Contractor’s performance or non-performance of, or in any manner related to, the Contract for any and all third party claims, shall be limited in the aggregate to 200% of the fees paid by the State during the previous twelve months to Contractor for the products or services giving rise to such damages.  Notwithstanding the preceding sentence, in no event shall the limit of liability be less than $1,000,000. This limitation of liability shall not apply to the following:
i.	The Contractor’s indemnification obligations as described in Section 4.1; and
ii.	The Contractor’s breach of its obligations of confidentiality described in this Bid Solicitation.
B. Notwithstanding the foregoing exclusions, where a Breach of Security is a direct result of Contractor’s breach of its contractual obligation to encrypt Personal Data pursuant to this Bid Solicitation or otherwise prevent its release as reasonably determined by the State, the Contractor shall bear the costs associated with (1) the investigation and resolution of the Breach of Security; (2) notifications to individuals, regulators, or others required by federal and state laws or as otherwise agreed to; (3) a credit monitoring service required by state or federal law or as otherwise agreed to; (4) a website or a toll-free number and call center for affected individuals required by federal and state laws — all not to exceed the average per record, per person cost calculated for data breaches in the United States in the most recent Cost of Data Breach Study: Global Analysis published by the Ponemon Institute for the public sector at the time of the Breach of Security; and (5) completing all corrective actions as reasonably determined by Contractor based on root cause of the Breach of Security.
C. The Contractor shall not be liable for punitive, special, indirect, incidental, or consequential damages.


[bookmark: _Toc100065701][bookmark: _Toc147925527]QUOTE EVALUATION AND AWARD

[bookmark: _Toc400531542][bookmark: _Toc428534014][bookmark: _Toc32310736][bookmark: _Toc100065702][bookmark: _Toc147925528]RIGHT TO WAIVE
Pursuant to N.J.A.C. 17:12-2.7(d) the Director may waive minor irregularities or omissions in a Quote.  The Director reserves the right to waive a requirement provided that the requirement does not materially affect the procurement or the State's interests associated with the procurement.
[bookmark: _Toc400531543][bookmark: _Toc428534015][bookmark: _Toc32310737]
[bookmark: _Toc100065703][bookmark: _Toc147925529]DIRECTOR’S RIGHT TO ACCEPT OR REJECT A QUOTE
The Director reserves the right to reject any or all Quotes, or to award in whole or in part if deemed to be in the best interest of the State to do so. The Director shall have authority to award Contracts in accordance with N.J.S.A. 52:34-12. 

[bookmark: _Toc100065704][bookmark: _Toc147925530]RECIPROCITY FOR JURISDICTIONAL BIDDER PREFERENCE
In accordance with N.J.S.A. 52:32-1.4 and N.J.A.C. 17:12-2.13, the State of New Jersey will invoke reciprocal action against an out-of-State Bidder whose state or locality maintains a preference practice for its in-state Bidders.  The State of New Jersey will use the annual surveys compiled by the Council of State Governments, National Association of State Procurement Officials, or the National Institute of Governmental Purchasing or a State’s statutes and regulations to identify States having preference laws, regulations, or practices and to invoke reciprocal actions. The State of New Jersey may obtain additional information as it deems appropriate to supplement the stated survey information.

A Bidder may submit information related to preference practices enacted for a State or Local entity outside the State of New Jersey. This information may be submitted in writing as part of the Quote response, including name of the locality having the preference practice, as well as identification of the county and state, and should include a copy of the appropriate documentation, i.e., resolution, regulation, law, notice to Bidder, etc.  It is the responsibility of the Bidder to provide documentation with the Quote or submit it to the Director within five (5) business days after the deadline for Quote submission.  Written evidence for a specific procurement that is not provided to the Director within five (5) business days of the public Quote submission date may not be considered in the evaluation of that procurement, but may be retained and considered in the evaluation of subsequent procurements.

[bookmark: _Toc400531545][bookmark: _Toc428534017][bookmark: _Toc32310739][bookmark: _Toc100065705][bookmark: _Toc147925531]CLARIFICATION OF QUOTE
After the Quote Opening Date, unless requested by the State as noted below, Bidder contact with the Procurement Bureau regarding this Bid Solicitation and the submitted Quote is not permitted. 

After the Quotes are reviewed, one (1), some or all of the Bidders may be asked to clarify certain aspects of its Quote.  A request for clarification may be made in order to resolve minor ambiguities, irregularities, informalities or clerical errors.  Clarifications cannot correct any deficiencies, material omissions, or used to revise or modify a Quote.

The Director reserves the right to request that a Bidder to explain, in detail, how the Quote price was determined.

[bookmark: _Toc32310741][bookmark: _Toc100065706][bookmark: _Toc147925532][bookmark: _Toc118513837][bookmark: _Toc400531547][bookmark: _Toc428534019]ORAL PRESENTATION 
NOT APPLIABLE TO THIS PROCUREMENT

[bookmark: _Toc100065707][bookmark: _Toc147925533]TIE QUOTES
Tie Quotes will be awarded by the Director in accordance with N.J.A.C. 17:12-2.10. 

[bookmark: _Toc100065708][bookmark: _Toc147925534]STATE'S RIGHT TO INSPECT BIDDER’S FACILITIES
The State reserves the right to inspect the Bidder’s establishment before making an award, for the purposes of ascertaining whether the Bidder has the necessary facilities for performing the Contract.

[bookmark: _Toc100065709][bookmark: _Toc147925535]STATE'S RIGHT TO CHECK REFERENCES
The State may also consult with clients of the Bidder during the evaluation of Quotes. Such consultation is intended to assist the State in making a Contract award that is most advantageous to the State.

[bookmark: _Toc100065710][bookmark: _Toc147925536]EVALUATION CRITERIA
The following evaluation criteria categories, not necessarily listed in order of significance, will be used to evaluate Quotes received in response to this Bid Solicitation.  The evaluation criteria categories may be used to develop more detailed evaluation criteria to be used in the evaluation process.

[bookmark: _Toc118513839][bookmark: _Toc400531549][bookmark: _Toc428534021][bookmark: _Toc32310743][bookmark: _Toc100065711][bookmark: _Toc147925537]TECHNICAL EVALUATION CRITERIA
The following criteria will be used to evaluate and score Quotes received in response to this Bid Solicitation.  Each criterion will be scored, and each score multiplied by a predetermined weight to develop the Technical Evaluation Score:
A. Personnel:  The qualifications and experience of the Bidder’s management, supervisory, and key personnel assigned to the Contract, including the candidates recommended for each of the positions/roles required;
B. Experience of firm:  The Bidder’s documented experience in successfully completing Contract of a similar size and scope in relation to the work required by this Bid Solicitation; and
C. Ability of firm to complete the Scope of Work based on its Technical Quote:  The Bidder’s demonstration in the Quote that the Bidder understands the requirements of the Scope of Work and presents an approach that would permit successful performance of the technical requirements of the Contract.

[bookmark: _Toc118513840][bookmark: _Toc400531550][bookmark: _Toc428534022][bookmark: _Toc32310744][bookmark: _Toc100065712][bookmark: _Toc147925538]PRICE EVALUATION
For evaluation purposes, Bidders will be ranked from lowest to highest according to the total Quote price of Sections A, B, and C of the State-Supplied Price Sheet accompanying this Bid Solicitation. 

[bookmark: _Toc118513841][bookmark: _Toc400531551][bookmark: _Toc428534023][bookmark: _Toc32310745][bookmark: _Toc100065713][bookmark: _Toc147925539]QUOTE DISCREPANCIES
In evaluating Quotes, discrepancies between words and figures will be resolved in favor of words.  Discrepancies between Unit Prices and totals of Unit Prices will be resolved in favor of Unit Prices.  Discrepancies in the multiplication of units of work and Unit Prices will be resolved in favor of the Unit Prices.  Discrepancies between the indicated total of multiplied Unit Prices and units of work and the actual total will be resolved in favor of the actual total.  Discrepancies between the indicated sum of any column of figures and the correct sum thereof will be resolved in favor of the correct sum of the column of figures.

[bookmark: _Toc118513842][bookmark: _Toc400531553][bookmark: _Toc428534025][bookmark: _Toc32310747][bookmark: _Toc100065714][bookmark: _Toc147925540]NEGOTIATION
In accordance with N.J.S.A. 52:34-12(f) and N.J.A.C. 17:12-2-7, after evaluating Quotes, the Procurement Bureau may establish a competitive range and enter into negotiations with one (1) Bidder or multiple Bidders within this competitive range.  The primary purpose of negotiations is to maximize the State’s ability to obtain the best value based on the mandatory requirements, evaluation criteria, and cost.  Multiple rounds of negotiations may be conducted with one (1) Bidder or multiple Bidders.  Negotiations will be structured by the Procurement Bureau to safeguard information and ensure that all Bidders are treated fairly.

Negotiations will be conducted only in those circumstances where it is deemed by the Director to be in the State’s best interests and to maximize the State’s ability to get the best value.  Therefore, the Bidder is advised to submit its best technical and price Quote in response to this Bid Solicitation since the State may, after evaluation, make a Contract award based on the content of the initial submission.  

[bookmark: _Toc100065715][bookmark: _Toc147925541]BEST AND FINAL OFFER (BAFO) 
The Procurement Bureau may invite one (1) Bidder or multiple Bidders to submit a Best and Final Offer (BAFO). Said invitation will establish the time and place for submission of the BAFO. Any BAFO that does not result in more advantageous pricing to the State will not be considered, and the State will evaluate the Bidder’s most advantageous previously submitted pricing.

The Division may conduct more than one (1) round of BAFO in order to attain the best value for the State. 

BAFOs will be conducted only in those circumstances where it is deemed by the Procurement Bureau or Director to be in the State’s best interests and to maximize the State’s ability to get the best value.  Therefore, the Bidder is advised to submit its best technical and price Quote in response to this Bid Solicitation since the State may, after evaluation, make a Contract award based on the content of the initial submission 

If the Procurement Bureau contemplates BAFOs, Quote prices will not be publicly read at the Quote opening.  Only the name and address of each Bidder will be publicly announced at the Quote opening.

[bookmark: _Toc32310748][bookmark: _Toc100065716][bookmark: _Toc147925542]“REQUEST FOR REVISION” WITHIN NJSTART
The State may request a revision of the Bidder’s Quote within NJSTART. The Bidder shall respond to the “Request for Revision” only for the reason(s) identified by the State. Any changes made by a Bidder to the Quote other than as requested by the State shall be considered null and void. 

[bookmark: _Toc400531554][bookmark: _Toc428534026][bookmark: _Toc32310749][bookmark: _Toc100065717][bookmark: _Toc147925543]POOR PERFORMANCE
A Bidder with a history of performance problems may be bypassed for consideration of an award issued as a result of this Bid Solicitation. The following materials may be reviewed to determine Bidder performance:  
A. Contract cancellations for cause pursuant to State of New Jersey Standard Terms and Conditions Section 5.7(B); 
B. Information contained in Vendor Contractor performance records; 
C. Information obtained from audits or investigations conducted by a local, state or federal agency of the Bidder’s work experience; 
D. Current licensure, registration, and/or certification status and relevant history thereof; or 
E. Bidder’s status or rating with established business/financial reporting services, as applicable.  

Bidders should note that this list is not exhaustive.

[bookmark: _Toc100065718][bookmark: _Toc147925544]RECOMMENDATION FOR AWARD 
After the evaluation of the submitted Quotes is complete, the Procurement Bureau will recommend to the Director for award, the responsible Bidder(s) whose Quote, conforming to this Bid Solicitation, is most advantageous to the State, price and other factors considered.  The Director may accept, reject or modify the recommendation of the Procurement Bureau.

[bookmark: _Toc400531561][bookmark: _Toc428534033][bookmark: _Toc32310756][bookmark: _Toc100065719][bookmark: _Toc147925545]CONTRACT AWARD
Contract award(s) will be made with reasonable promptness by written notice to that responsible Bidder(s), whose Quote(s), conforming to this Bid Solicitation, is(are) most advantageous to the State, price, and other factors considered.  Any or all Quotes may be rejected when the State Treasurer or the Director determines that it is in the public interest to do so.



[bookmark: _Toc100065720][bookmark: _Toc147925546]GLOSSARY

[bookmark: _Toc114734105][bookmark: _Toc147925547]CROSSWALK

	NJSTART Term
	Equivalent Statutory, Regulatory and/or Legacy Term

	Bid/Bid Solicitation 
	Request For Proposal (RFP)/Solicitation

	Bid Amendment 
	Addendum

	Change Order 
	Contract Amendment

	Master Blanket Purchase Order (Blanket/Blanket P.O.) 
	Contract

	Offer and Acceptance Page
	Signatory Page

	Quote
	Proposal

	Vendor 
	Bidder/Contractor



	Current DPP Template Term
	Equivalent Statutory, Regulatory NJSTART and/or Legacy Term

	Bid Solicitation 
	Request For Proposal (RFP)/Solicitation

	Bid Amendment 
	Addendum

	Contract 
	Master Blanket Purchase Order (Blanket/Blanket P.O.)

	Contract Amendment 
	Change Order

	Administrative Change Order
	Change Order

	Quote
	Proposal/Bid

	Contractor
	Vendor/Contractor

	Bidder
	Bidder/Contractor



[bookmark: _CROSSWALK][bookmark: _Toc114734106][bookmark: _Toc147925548]DEFINITIONS
Unless otherwise specified in the Bid Solicitation, the following definitions will be part of any Contract awarded, or order placed, as a result of this Bid Solicitation.  Note that not all definitions included here apply to all Bid Solicitations.
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Acceptance – The written confirmation by the Using Agency that Contractor has completed a Deliverable according to the specified requirements.

Administrative Change Order - A unilateral administrative modification to the Contract in the NJSTART system by the Division. Administrative Change Orders are not to be considered formal Contract Amendments.  

All-Inclusive Hourly Rate – An hourly rate comprised of all direct and indirect costs including, but not limited to: labor costs, overhead, fee or profit, clerical support, travel expenses, per diem, safety equipment, materials, supplies, managerial support and all documents, forms, and reproductions thereof.  This rate also includes portal-to-portal expenses as well as per diem expenses such as food.

Apparel – means any clothing, headwear, linens or fabric.  

Apparel Contracts – include all purchases, rentals or other acquisition of apparel products by the State of New Jersey, including authorizations by the State of New Jersey for vendors contractors to sell apparel products through cash allowances or vouchers issued by the State of New Jersey, and license agreements with a public body.

Apparel Production – includes the cutting and manufacturing of apparel products performed by the vendorcontractor or by any subcontractors, but not including the production of supplies or sundries such as buttons, zippers, and thread.

Approved Products – Those products that have been identified in Bid Solicitation as meeting Using Agency needs and confirmed as meeting product specifications.

Best and Final Offer or BAFO – Pricing timely submitted by a Bidder upon invitation by the Procurement Bureau after Quote opening, with or without prior discussion or negotiation.

Bid or Bid Solicitation – The documents which establish the bidding and Contract requirements and solicits Quotes to meet the needs of the Using Agencies as identified herein, and includes the Bid Solicitation, State of New Jersey Standard Terms and Conditions (SSTC), State-Supplied Price Sheet, Attachments, and Bid Amendments.

Bid Amendment – Written clarification or revision to this Bid Solicitation issued by the Division. Bid Amendments, if any, will be issued prior to Quote opening.

Bid Opening Date – The date Quotes will be opened for evaluation and closed to further Quote submissions.
Bid Security - means a guarantee, in a form acceptable to the Division, that the bidder, if selected, will accept the contract as bid; otherwise, the bidder or, as applicable, its guarantor will be liable for the amount of the loss suffered by the State, which loss may be partially or completely recovered by the State in exercising its rights against the instrument of bid security.

Bidder – An entity offering a Quote in response to the Division’s Bid Solicitation.

Breach of Security – as defined by N.J.S.A. 56:8-161, means unauthorized access to electronic files, media, or data containing Personal Data that compromises the security, confidentiality, or integrity of Personal Data when access to the Personal Data has not been secured by encryption or by any other method or technology that renders the Personal Data unreadable or unusable.  Good faith acquisition of Personal Data by an employee or agent of the Provider for a legitimate business purpose is not a Breach of Security, provided that the Personal Data is not used for a purposes unrelated to the business or subject to further unauthorized disclosure.  

Business Day – Any weekday, excluding Saturdays, Sundays, State legal holidays, and State-mandated closings unless otherwise indicated.

Calendar Day – Any day, including Saturdays, Sundays, State legal holidays, and State-mandated closings unless otherwise indicated.

Change Order – An amendment, alteration, or modification of the terms of a Contract between the State and the Contractor(s). A Change Order is not effective until it is signed and approved in writing by the Director or Deputy Director, Division of Purchase and Property.

Commercial off the Shelf Software or COTS – Software provided by Provider that is commercially available and that can be used with little or no modification.

Contract – The Contract consists of the State of NJ Standard Terms and Conditions (SSTC), the Bid Solicitation, the responsive Quote submitted by a responsible Bidder as accepted by the State, the notice of award, any Best and Final Offer, any subsequent written document memorializing the agreement, any modifications to any of these documents approved by the State and any attachments, Bid Amendment or other supporting documents, or post-award documents including Change Orders Contract Amendments agreed to by the State and the Contractor, in writing.

Contract Amendment – An amendment, alteration, or modification of the terms of a Contract between the State and the Contractor(s). A Contract Amendment is not effective until it is signed and approved by in writing by the person with the appropriate signing authority. Contract Amendments are tracked using Change Orders in NJSTART. Please note that Administrative Change Orders (see definition above) are not considered Contract Amendments.

Contractor – The Bidder awarded a Contract resulting from this Bid Solicitation.
Contractor Intellectual Property – Any intellectual property that is owned by Contractor and contained in or necessary for the use of the Deliverables or which the Contractor makes available for the State to use as part of the work under the Contract Intellectual Property includes COTS or Customized Software owned by Contractor, Contractor’s technical documentation, and derivative works and compilations of any VendorContractor Intellectual Property.

Cooperative Purchasing Program – The Division’s intrastate program that provides procurement-related assistance to New Jersey local governmental entities and boards of education, State and county colleges and other public entities having statutory authority to utilize select State Contract s issued by the Division, pursuant to the provisions of N.J.S.A. 52:25-16.1 et seq.

Cooperative Purchasing Participants – These participants include quasi-State entities, counties, municipalities, school districts, volunteer fire departments, first aid squads, independent institutions of higher learning, County colleges, and State colleges.

Customized Software – COTS that is adapted or configured by Provider to meet specific requirements of the Authorized Purchaser that differ from the standard requirements of the base product. For the avoidance of doubt, “Customized Software” is not permitted to be sold to the State under the scope of this Contract.

Days After Receipt of Order (ARO) – The number of calendar days ‘After Receipt of Order’ in which the Using Agency will receive the ordered materials and/or services.

Dealer/Distributor – A Company authorized by a Bidder or Contractor as having the contractual ability to accept and fulfill orders and receive payments directly on behalf of the Contractor that is awarded a Contract.  Any authorized Dealer/Distributor must agree to all terms and conditions contained within the Bid Solicitation and must agree to provide all products and services in accordance with the Contract specifications, terms, conditions and pricing.  

Deliverable – Goods, products, Services and Work Product that Contractor is required to deliver to the State under the Contract.
Director – Director, Division of Purchase and Property, Department of the Treasury, who by statutory authority is the Chief Contracting Officer for the State of New Jersey; or the Director’s designee.

Disabled Veterans’ Business - means a business which has its principal place of business in the State, is independently owned and operated and at least 51% of which is owned and controlled by persons who are disabled veterans or a business which has its principal place of business in this State and has been officially verified by the United States Department of Veterans Affairs as a service disabled veteran-owned business for the purposes of department contracts pursuant to federal law.  N.J.S.A. 52:32-31.2.

Disabled Veterans’ Business Set-Aside Contract – means a Contract for goods, equipment, construction or services which is designated as a Contract with respect to which bids are invited and accepted only from disabled veterans’ businesses, or a portion of a Contract when that portion has been so designated.  N.J.S.A. 52:32-31.2.

Discount – The standard price reduction applied by the Bidder to all items.

Division – The Division of Purchase and Property.

Equivalent Products – Products offered other than those identified as an Approved Product in this Bid Solicitation that meet the specifications herein. Equivalent Products will be evaluated to ensure that they meet all technical, nutritional, and packaging specifications herein as part of the Quote evaluation process.

Evaluation Committee – A group of individuals or a Division staff member assigned by the Director to review and evaluate Quotes submitted in response to this Bid Solicitation and recommend a Contract award to the Director.

Firm Fixed Price – A price that is all-inclusive of direct cost and indirect costs, including, but not limited to, direct labor costs, overhead, fee or profit, clerical support, equipment, materials, supplies, managerial (administrative) support, all documents, reports, forms, travel, reproduction and any other costs.

Hardware – Includes computer equipment and any Software provided with the Hardware that is necessary for the Hardware to operate.

Internet of Things (IoT) – the network of physical devices, vehicles, home appliances and other items embedded with electronics, software, sensors, actuators, and network connectivity which enables these objects to connect and exchange data.

Intrastate cooperative purchasing participants – refers to political subdivisions, volunteer fire departments and first aid squads, and independent institutions of higher education and school districts pursuant to N.J.S.A. 52:25-16.1 et seq., State and county colleges pursuant to N.J.S.A. 18A:64-60 and 18A:64A-25.9, quasi-State agencies and independent authorities pursuant to N.J.S.A. 52:27B-56.1, and other New Jersey public entities having statutory authority to utilize select State contracts issued by the Division

Joint Venture – A business undertaking by two (2) or more entities to share risk and responsibility for a specific project.

Life cycle assessment – The comprehensive examination of a product’s environmental and economic aspects and potential impacts throughout its lifetime, including raw material extraction, transportation, manufacturing, use and disposal.

Life cycle cost – The amortized total cost of a product, including capital costs, installation costs, operating costs, maintenance costs, and disposal costs discounted over the lifetime of the product.

Master Blanket Purchase Order (Blanket/Blanket P.O.) – A Term Contract that allows repeated purchases from an awarded contract.

Materials in Solid Waste – Material found in the various components of the solid waste stream. General, solid waste has several components, such as municipal solid waste (MSW), construction and demolition debris (C&D), and nonhazardous industrial waste.  Under RCRA Section 6002, EPA considers materials recovered from any component of the solid waste stream when designating items containing Recovered Materials.

May – Denotes that which is permissible or recommended, not mandatory.

Mobile Device – means any device used by Provider that can move or transmit data, including but not limited to laptops, hard drives, and flash drives.

Must – Denotes that which is a mandatory requirement.  

Net Purchases – means the total gross purchases, less credits, taxes, regulatory fees and separately stated shipping charges not included in unit prices, made by Intrastate Cooperative Purchasing Participants, regardless of whether or not NJSTART is used as part of the purchase process.

No Bid – The Bidder is not submitting a price Quote for an item on a price line.

No Charge – The Bidder will supply an item on a price line free of charge.

Non-Public Data – means data, other than Personal Data, that is not subject to distribution to the public as public information. Non-Public Data is data that is identified by the State as non-public information or otherwise deemed to be sensitive and confidential by the State because it contains information that is exempt by statute, ordinance or administrative rule from access by the general public as public information.

Percentage Discount or Markup – The percentage bid applied as a Markup or a Discount to a firm, fixed price contained within a price list/catalog. 

Performance Security – means a guarantee, executed subsequent to award, in a form acceptable to the Division, that the successful bidder will complete the contract as agreed and that the State will be protected from loss in the event the contractor fails to complete the contract as agreed.

Personal Data means – 
“Personal Information” as defined in N.J.S.A. 56:8-161, means an individual’s first name or first initial and last name linked with any one or more of the following data elements: (1) Social Security number, (2) driver’s license number or State identification card number or (3) account number or credit or debit card number, in combination with any required security code, access code, or password that would permit access to an individual’s financial account.  Dissociated data that, if linked would constitute Personal Information is Personal Information if the means to link the dissociated were accessed in connection with access to the dissociated data.  Personal Information shall not include publicly available information that is lawfully made available to the general public from federal, state or local government records, or widely distributed media; and/or 

Data, either alone or in combination with other data, that includes information relating to an individual that identifies the person or entity by name, identifying number, mark or description that can be readily associated with a particular individual and which is not a public record, including but not limited to, Personally Identifiable Information (PII); government-issued identification numbers (e.g., Social Security, driver’s license, passport); Protected Health Information (PHI) as that term is defined in the regulations adopted pursuant to the Health Insurance Portability and Accountability Act of 1996, P.L. No. 104-191 (1996) and found in 45 CFR Parts 160 to 164 and defined below; and Education Records, as that term is defined in the Family Educational Rights and Privacy Act (FERPA), 20 U.S.C. § 1232g.

Personally Identifiable Information or PII - as defined by the U.S. Department of Commerce, National Institute of Standards and Technology, means any information about an individual maintained by an agency, including (1) any information that can be used to distinguish or trace an individual’s identity, such as name, social security number, date and place of birth, mother’s maiden name, or biometric records; and (2) any other information that is linked or linkable to an individual, such as medical, educational, financial, and employment information.

Post-Consumer Material – Material or finished product that has served its intended use and has been diverted or recovered from waste destined for disposal, having completed its life as a consumer item.  Post-Consumer Materials are part of the broader category of Recovered Materials.

Pre-Consumer Material – Materials generated in manufacturing and converting processes, such as manufacturing scrap and trimmings/cuttings.

Price List/Catalog – A document published by a manufacturer, resellers, Dealers, or Distributors that typically contains product descriptions, a list of products with fixed prices to which a Bidder’s percentage discount or markup bid is applied. 

Primary Form – An electronic form contained within a Vendor’s NJSTART profile designated by the Vendor as the primary or principal version of the required form.

Procurement Bureau (Bureau) – The Division unit responsible for the preparation, advertisement, and issuance of Bid Solicitations, for the tabulation of Quotes and for recommending award(s) of Contract(s) to the Director and the Deputy Director.

Project – The undertakings or services that are the subject of this Bid Solicitation.

Protected Health Information or PHI – has the same meaning as the term is defined in the regulations adopted pursuant to the Health Insurance Portability and Accountability Act of 1996, P.L. No. 104-191 (1996) and found in 45 CFR Parts 160 to 164 and means Individually Identifiable Health Information (as defined below) transmitted by electronic media, maintained in electronic media, or transmitted or maintained in any other form or medium. PHI excludes education records covered by the Family Educational Rights and Privacy Act (FERPA), as amended, 20 U.S.C. 1232g, records described at 20 U.S.C. 1232g(a)(4)(B)(iv) and employment records held by a covered entity in its role as employer. The term “Individually Identifiable Health Information” has the same meaning as the term is defined in the regulations adopted pursuant to the Health Insurance Portability and Accountability Act of 1996, P.L. No. 104-191 (1996) and found in 45 CFR Parts 160 to 164 and means information that is a subset of Protected Health Information, including demographic information collected from an individual, and (1) is created or received by a health care provider, health plan, employer or health care clearinghouse; and (2) relates to the past, present or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present or future payment for the provision of health care to an individual; and (a) that identifies the individual; or (b) with respect to which there is a reasonable basis to believe the information can be used to identify the individual.
Purchases - means the total gross purchases, less credits, taxes, regulatory fees and separately stated shipping charges not included in unit prices, made regardless of whether or not NJSTART is used as part of the purchase process.

Quasi-State Agency – is any agency, commission, board, authority or other such governmental entity which is established and is allocated to a State department or any bi-state governmental entity of which the State of New Jersey is a member, as defined in N.J.S.A. 52:27B-56.1, provided that any sale to any such bi-state governmental entity is for use solely within the State of New Jersey.

Quick Reference Guides (QRGs) – Informational documents which provide Vendors with step-by-step instructions to navigate the NJSTART eProcurement System. QRGs are available on the NJSTART Vendor Support Page.

Quote – Bidder’s timely response to the Bid Solicitation including, but not limited to, technical Quote, price Quote including Best and Final Offer, any licenses, forms, certifications, clarifications, negotiated documents, and/or other documentation required by the Bid Solicitation.

Quote Opening Date – The date Quotes will be opened for evaluation and closed to further Quote submissions.

Recovered Material – Waste material and byproduct that have been recovered or diverted from solid waste, but does not include materials and byproducts generated from, and commonly reused within, an original manufacturing process.

Recycling – The series of activities, including collection, separation, and processing, by which products or other materials are recovered from the solid waste stream for use in the form of raw materials in the manufacture of new products other than fuel for producing heat or power by combustion.
Recyclability – The ability of a product or material to be recovered from, or otherwise diverted from, the solid waste stream for the purpose of recycling.

Retainage – The amount withheld from the Contractor payment that is retained and subsequently released upon satisfactory completion of performance milestones by the Contractor.

Revision – A response to a BAFO request or a requested clarification of the Bidder’s Quote. 

RMAN – Recovered Materials Advisory Notices provide purchasing guidance and recommendations for Recovered and Post-Consumer Material content levels for designated items. 

Security Incident – means the potential access by non-authorized person(s) to Personal Data or Non-Public Data that the Provider believes could reasonably result in the use, disclosure, or access or theft of State’s unencrypted Personal Data or Non-Public Data within the possession or control of the Provider. A Security Incident may or may not turn into a Breach of Security.

Services – Includes, without limitation (i) Information Technology (IT) professional services, (ii) Software and Hardware-related services, including without limitation, installation, configuration, and training, and (iii) Software and Hardware maintenance and support and/or Software and Hardware technical support services. 

Shall – Denotes that which is a mandatory requirement.  

Should – Denotes that which is permissible or recommended, not mandatory.

Small Business – Pursuant to N.J.S.A. 52:32-19, N.J.A.C. 17:13-1.2, and N.J.A.C. 17:13-2.1, “small business” means a business that meets the requirements and definitions of “small business” and has applied for and been approved by the New Jersey Division of Revenue and Enterprise Services, Small Business Registration and M/WBE Certification Services Unit as (i) independently owned and operated, (ii) incorporated or registered in and has its principal place of business in the State of New Jersey; (iii)  has 100 or fewer full-time employees; and has gross revenues falling in one (1) of the six (6) following categories:  
For goods and services - (A) 0 to $500,000 (Category I); (B) $500,001 to $5,000,000 (Category II); and (C) $5,000,001 to $12,000,000, or the applicable federal revenue standards established at 13 CFR 121.201, whichever is higher (Category III). 
For construction services: (A) 0 to $3,000,000 (Category IV); (B) gross revenues that do not exceed 50 percent of the applicable annual revenue standards established at 13 CFR 121.201 (Category V); and (C) gross revenues that do not exceed the applicable annual revenue standards established at CFR 121.201, (Category VI).

Small Business Set-Aside Contract – means (1) a Contract for goods, equipment, construction or services which is designated as a Contract with respect to which bids are invited and accepted only from small businesses, or (2) a portion of a Contract when that portion has been so designated.”  N.J.S.A. 52:32-19.

Software – means, without limitation, computer programs, source codes, routines, or subroutines supplied by Provider, including operating software, programming aids, application programs, application programming interfaces and software products, and includes COTS, unless the context indicates otherwise.  

Software as a Service or SaaS – means the capability provided to a purchaser to use the Provider’s applications running on a cloud infrastructure. The applications are accessible from various client devices through a thin client interface such as a Web browser (e.g., Web-based email) or a program interface. The purchaser does not manage or control the underlying cloud infrastructure, including network, servers, operating systems, storage or even individual application capabilities, with the possible exception of limited user-specific application configuration settings.

State – The State of New Jersey.

State Confidential Information – shall consist of State Data and State Intellectual Property  supplied by the State, any information or data gathered by the Contractor in fulfillment of the Contract and any analysis thereof (whether in fulfillment of the Contract or not);

State Contract Manager or SCM – The individual, responsible for the approval of all deliverables, i.e., tasks, sub-tasks or other work elements in the Scope of Work.  The SCM cannot direct or approve a Change Order Contract Amendment.

State Data – means all data and metadata created or in any way originating with the State, and all data that is the output of computer processing of or other electronic manipulation of any data that was created by or in any way originated with the State, whether such data or output is stored on the State’s hardware, the Provider’s hardware or exists in any system owned, maintained or otherwise controlled by the State or by the Provider.  State Data includes Personal Data and Non-Public Data.

State Intellectual Property – Any intellectual property that is owned by the State.  State Intellectual Property includes any derivative works and compilations of any State Intellectual Property.

State Price Sheet or State-Supplied Price Sheet – the bidding document created by the State and attached to this Bid Solicitation on which the Bidder submits its Quote pricing as is referenced and described in the Bid Solicitation.   

Subtasks – Detailed activities that comprise the actual performance of a task.

Subcontractor – An entity having an arrangement with a Contractor, whereby the Contractor uses the products and/or services of that entity to fulfill some of its obligations under its State Contract, while retaining full responsibility for the performance of all  Contractor's obligations under the Contract, including payment to the Subcontractor.  The Subcontractor has no legal relationship with the State, only with the Contractor.

Task – A discrete unit of work to be performed.

Third Party Intellectual Property – Any intellectual property owned by parties other than the State or Contractor and contained in or necessary for the use of the Deliverables.  Third Party Intellectual Property includes COTS owned by Third Parties, and derivative works and compilations of any Third Party Intellectual Property. 
Unit Cost or Unit Price – All-inclusive, firm fixed price charged by the Bidder for a single unit identified on a price line.

US CERT – United States Computer Emergency Readiness Team.

USEPA – United States Environmental Protection Agency

Using Agency[ies] – A State department or agency, a quasi-State governmental entity, or an Intrastate Cooperative Purchasing participant, authorized to purchase products and/or services under a Contract procured by the Division. 


Vendor – Either the Bidder or the Contractor.


Work Product – Every invention, modification, discovery, design, development, customization, configuration, improvement, process, Software program, work of authorship, documentation, formula, datum, technique, know how, secret, or intellectual property right whatsoever or any interest therein (whether patentable or not patentable or registerable under copyright or similar statutes or subject to analogous protection) that is specifically made, conceived, discovered, or reduced to practice by Contractor or Contractor’s subcontractors or a third party engaged by Contractor or its subcontractor pursuant to the Contract Notwithstanding anything to the contrary in the preceding sentence, Work Product does not include State Intellectual Property, Vendor   Contractor Intellectual Property or Third Party Intellectual Property. 
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[bookmark: _Toc147925549]CONTRACT-SPECIFIC GLOSSARY
The terms below may not all appear in this Bid Solicitation, but may be relevant to the scope of work and future work under this Bid Solicitation.


Acceptable Payees - Most commonly used Payees received on incoming payments.

Administration for Children and Families (ACF) – The federal division of the Department of Health & Human Services, in which the federal Office of Child Support Enforcement sits.

Administrative Office of the Courts (AOC) - The agency designated by the Supreme Court of the State of New Jersey as responsible for the administrative oversight of all 15 judicial vicinages (covering all 21 counties.) Operations include, for purposes of this agreement, management, management support and supervision of all the Probation Divisions (hereinafter referred to as “Probation”), the Finance Divisions, the Family Divisions, the Information Technology Division and all Superior Court Clerk staff, in the establishment and enforcement of child, and spousal support and health care coverage orders and the location of Non-Custodial Parents.

Agency Portal – Online web access that provides partner agencies with access to Child Support program information. 

Alimony – Court-ordered obligation that an ex-spouse pays to the other ex-spouse for maintenance after they are divorced.

Application Programming Interface (API) – A set of defined rules that enable different applications to communicate with each other.

Arrears - Amount of past-due, unpaid Child Support owed by the non-custodial parent.

Automated Clearing House (ACH) - an electronic network for financial transactions in the U.S. that processes large volumes of both credit and debit transactions that are originated in batches.

Automated Records Management System (ARMS) - System used to automate the operation of a records management program, including storage and retrieval, retention and records disposition. 

Banking and Cash Management Unit (BCM) - a unit located within the Administrative Office of the Courts responsible for reconciliation and authorizes disbursement of Child Support payments.

Batch - a group of items to be processed together.

Case Information Portal – an online portal where customers can track all aspects of their case(s) and access the integrated payment system.

Case Number - a unique identification number assigned to each support order. The Case Number begins with the letters “CS” followed by eight (8) digits and a letter.

Check Clearing for the 21st Century Act (Check 21 Act) - a U.S. Federal law (Public Law 108- 100) enacted into law October 28, 2003 by the 108th Congress that allows the recipient of a paper check to create a digital version, thereby eliminating the need for further handling of the physical document.

Child Support - the ongoing obligation for a periodic payment made directly or indirectly by a Non- Custodial Parent to a custodial party, caregiver or guardian, or the government, for the care and support of a child.

Child Support Enforcement Program - a federal/state/local partnership to help families by promoting family self-sufficiency and child well-being.

Child Support Lien Network (CSLN) – A national database for the purpose of intercepting insurance settlements, awards and payments owed to delinquent Child Support Obligors. These settlements include personal injury and worker’s compensation claims.

Child Support Program – The statewide program in New Jersey responsible for: locating the parent who has a responsibility to support their child(ren); legally determining if a person is the biological parent of a child; obtaining an order for Child Support; collecting support payments; keeping accurate records of payments; and enforcing the support order. The Child Support Program is supervised by the NJ Department of Human Services, Division of Family Development, Office of Child Support Services, and is administered in collaboration with the Judiciary and County Welfare Agencies. For more information, see: https://www.njchildsupport.org/.

Child Support Training Institute (NJCSI) - Partnership between the New Jersey Department of Human Services, Division of Family Development and the Institute for Families at the School of Social Work, Rutgers, The State University of New Jersey, providing comprehensive training exclusively for the professionals employed in the New Jersey Child Support Program.

Child Support Bill Pay - Third party application that processes and submits payments to the Child Support program.

Confidential Information - any information, data or material disclosed by either Party to the other that, pursuant to agreement of the parties or the State’s grant of a proper request for confidentiality, is not generally known by or disclosed to the public or to Third parties including, without limitation:
(a) all materials, know-how, processes, trade secrets, manual, confidential reports, services rendered by State, financial, technical and operational information, and other matters relating to the operation of a Party’s business; (b) all information and material relating to Third Party Contractors of the State that have provided any part of the State’s information or communications infrastructure to the State; (c) software; and (d) any other information that the Parties agree should be kept confidential.

Containment Rate – the rate by which a call is handled and resolved completely by the IVR and does not require any intervention by staff.

Corporate Credit or Debit/Plus (CCD/CCD+) - a credit or debit entry initiated by an organization to consolidate funds of that organization from its branches, franchises or agents, or from other organizations, or to fund the accounts of its branches, franchises or agents, or of another organization. A CCD+ carries one addenda record with 80 characters of additional payment related information.

Corporate Trade Exchange (CTX) - a credit or debit entry initiated by an organization to effect a transfer of funds to or from the account of that organization or another organization and accompanied by remittance information formatted in accordance with ANSI ASC Z12.5 and X12.6 syntax. The CTX is a NACHA format for use in the ACH payment system. Remittance information carried in the CTX must be formatted in a syntactically correct ANSI ASC X12 transaction set containing a BPR or BPS data segment.

County Welfare Agency (CWA) or Boards of Social Services (BSS) - CWAs or BSSs are responsible for assisting all eligible applicants in the location of parents and the establishment of paternity. In TANF (Temporary Assistance for Needy Families) cases, CWAs or BSSs are responsible for obtaining court orders for Child Support and medical support.

County Welfare Agency Child Support Unit (CWA/CSU or CSU) - The Child Support Unit within the County Welfare Agency or Board of Social Services responsible for delivery of the Title IV-D Child Support activities.

Court Order - See definition of “Order‟.

Custodial Parent (CP) - Also known as the Obligee and Payee; the recipient of Child Support payments and who has temporary or legal custody of a dependent child(ren) and is responsible for a child’s health and welfare.

Customer Service Correspondence Section (CSCS) – A unit within the DFD OCSS Customer Service Unit that is  responsible for addressing and responding to Child Support customers and constituent letters.

Customer Service Representative (CSR) – Supports customer inquiries by providing helpful information, answering questions and responding to complaints.

Debit Card or Stored Value Card - a bankcard that allows a merchant to deduct money directly from a customer's bank account.

Department of Health and Human Services (HHS) - also known as the Health Department, is a cabinet-level executive branch department of the U.S. federal government with the goal of protecting the health of all Americans and providing essential human services.

Department of Human Services (DHS) - the Departmental entity located in New Jersey’s executive branch of government responsible for budget and oversight for its eight (8) Divisions that provide health, human services, welfare and disability services to individuals and families.

Depository Bank - a bank or company that holds funds or securities deposited by others and where the exchanges of those securities take place.

Direct Deposit - the process of transferring funds (making a deposit) into a bank account electronically.

Disaster Recovery - the process of regaining access to the data, hardware and software necessary to resume to maintain business continuity after a human induced or natural disaster.

Disaster Recovery plan - a written plan for the process of regaining access to the data, hardware and software necessary to resume important business operations after a human induced or natural disaster. This plan must include plans for coping with the unexpected or sudden loss of key personnel.

Disbursement - the actual paying out of Child Support to a Custodial Parent pursuant to the requirements of Section 454b of the Federal Social Security Act (42 U.S.C. 654b).

Distribution - the provision of a Child Support collection pursuant to the requirements of Section 457 of the Federal Social Security Act (42 U.S.C. section 657).

Disparate Payment Instrument – Any payment instrument that cannot be presented for payment (non-negotiable item) or used for processing of the payment. Some examples include: a check with a number amount and legal line that contain different amounts or the information cannot be read, or distribution instructions from an employer that do not match the amount of the payment provided.

Division of Family Development (DFD) - a Division located within the Department of Human Services that provides leadership and supervision to the public and private agencies that deliver financial aid and support services to individuals and families.

Division of Revenue and Enterprise Services (DORES) – The State entity within the Department of the Treasury responsible for certifying an agency’s electronic imaging system in accordance with state rules.

Department Control Number (DCN) – A unique eight (8) digit numerical identifier assigned to an active party on a Child Support case.

Escheatment - Process through which unclaimed assets are turned over to the State.

Electronic Content Management (ECM) – System platform that allows for documents to be scanned, uploaded and classified into the NJKiDS system according to an established taxonomy so documents are shared statewide amongst appropriate State Child Support staff.

Electronic Debit Card Program – Online point of sale program by which the point of sale location processes transactions initiated by Debit Cards.

Electronic Imaging System - Allows for the capture, storage, retrieval and management of documents, records, emails, electronic communications and other documents created by organizations. For additional information, see Section 4.14.

Electronic Data Interchange (EDI) - a set of standards for structuring information that is to be electronically exchanged between and within government entities, businesses/organizations and/or other groups.

Electronic Funds Transfer (EFT) - process used to perform financial transactions electronically. Electronic remittance of Child Support uses the ACH/EDI format, the CCD+ or CTX transaction format.

Electronic Presentment - electronic transmission and check clearing of the check writer's account number and other payment data directly to the paying bank. This function does not eliminate use of paper checks, but it does allow for a more efficient and less costly method for clearing checks. The Check Clearing for the 21st Century (or Check 21) Act permits banks to send a digital image of a paper check instead of the actual check.

Enterprise Core - a set of firewalls, network switches and servers that form a physical multi-tier architecture infrastructure. The firewall infrastructure has a tier (1) for web serving, a tier (2) for application serving (business logic) and a tier (3) for database serving. The firewall infrastructure’s perimeter defense restricts access to only State-mandated systems and network services by way of TCP/IP web application protocols and ports.

Enterprise Network - a private and dedicated network that uses network protocols and communications to securely share business specific applications with authorized user communities.

Federal Fiscal Year (FFY) - the period beginning October 1 and ending September 30 each year, which is the annual accounting period for the United States government.

File Transfer Protocol (FTP) - a standard Internet protocol that is the simplest way to exchange files between computers on the Internet.

Finance Division - under the Judiciary, the Finance Division is responsible for overseeing all financial activities in a vicinage including general accounting operations, court held funds and revenues, purchasing, fixed asset management and account payable functions.

Financial Institution Data Match (FIDM) - An enforcement tool used by the Child Support Program to collect past-due Child Support. This program allows seizer of funds from the bank accounts, under certain conditions, of non-custodial parents (NCPs) who have not paid their Child Support.

General Ledger (G/L) - a balanced accounting ledger containing a record of all accounting transactions and information at both a detailed and summary level.

Generally Accepted Accounting Principles (GAAP) - a common set of accounting rules, standards, and procedures issued by the Financial Accounting Standards Board (FASB) to ensure that financial reporting is transparent and consistent from one public organization to another, and from one accounting period to another.

IV-D cases - Child Support cases under the Title IV-A of the federal Social Security Act (TANF) in which the CP has assigned the right to collect support from Non-Custodial Parents (NCP) to the State IV-D Agency and cases in which the CP has sought assistance from the State IV-D Agency in establishing and enforcing a Child Support obligation.

Interactive Voice Response (IVR) Technology - telephone technology used to provide automated responses to customer phone inquiries. The NJFSSC IVR can be accessed by dialing 1-877-NJKiDS1.

Intrusion Detection System (IDS) - an application that monitors network traffic and searches for known threats and suspicious or malicious activity and provides notification and alerts when a security threat is detected. 

Intrusion Prevention System (IPS) - a computer security device that exercises access control to protect computers from exploitation. IPS blocks attacks before they can reach their target. In a broader sense, an IPS performs total packet inspection, providing a range of functions due to its depth of analysis and traffic classification.

Java - a computer language (Object Oriented Programming Language) developed by Sun Microsystems that can be read by many different computer platforms without the need for programmers to laboriously port the program to each platform.

Java 2 Platform, Enterprise Edition (J2EE) - a programming platform and part of the Java platform for developing and running distributed multi-tier architecture Java applications, based largely on modular software components running on an application server.

Learning Management System (LMS) -- A software application for the administration, documentation, tracking, reporting and delivery of educational courses or training programs.

Local Area Network (LAN) - a computer network covering a small geographic area, such as an office or group of buildings. Current LANs are most likely to be based on switched IEEE 802.3 Ethernet technology, running at 10, 100 or 1,000 Mbps technology. Each device or computer in the LAN has its own computing power but can also access other devices on the LAN subject to the permissions it has been allowed. These could include data, processing power and the ability to communicate or chat with other users in the network.

Misapplied payment - a payment that is applied incorrectly to a Child Support case.

Misposted payment - a payment that is applied incorrectly to a Child Support case, since the corresponding posting information that was provided was erroneous.

MoneyGram - a third party application that processes and submits payments to the Child Support program

Monthly Support Obligation - The amount of money a non-custodial parent or party is required to pay each month for child and/or alimony/spousal support.

MyPaymentPortal - a third party application that processes and submits payments to the Child Support program

National Automated Clearing House Association (NACHA) - a nonprofit association that oversees the Automated Clearing House Network and maintains everything that relates to administering, developing, and governing the ACH Network. 

New Jersey Child Support Program - see definition for "Child Support Program".

New Jersey Child Support Website – a State website that provides up-to-date information about New Jersey’s Child Support Program payment information. It is State-owned and Contractor-operated.

New Jersey Family Support Payment Center (NJFSPC) - also known as the New Jersey State Disbursement Unit (SDU). The NJFSPC will be developed, maintained, and operated by the awarded Contractor associated with this Bid Solicitation.

New Jersey Family Support Services Center (NJFSSC) - also referred to as Call Center, a centralized call center developed, maintained, and operated by the awarded Contractor providing Child Support customers, employers and authorized third parties assistance with inquiries related to Child Support. 

New Jersey Kids Deserve Support (NJKiDS) – New Jersey’s web-based automated Child Support enforcement computer system. This is also referred to as "the State’s automated system" in this Bid Solicitation.

New Jersey Office of Information Technology (NJOIT or OIT) - see the definition for OIT.

New Jersey State Disbursement Unit (SDU) - the Contractor responsible for the collection, payment processing, and imaging of distribution, and disbursement of Child Support and/or Spousal Support (e.g., alimony) payments.  When used in this Bid Solicitation, it generally refers to the New Jersey Family Support Services Center (NJFSSC).

NJKiDS Payment LOG Page (PLOG) - a page in NJKiDS used by financial workers to manually log cash payments collected at the local county office, which also provides the ability to view, modify and delete these logged cash collections and details associated with the same, each business day. Payments are logged under separate batches for each user onto NJKiDS and reconciled. NJKiDS exports the reconciled batches in a single file at 3:30 p.m. each day to the SDU. The SDU shall ingest the PLOG file and include those receipt details in the daily file of collections sent to NJKiDS.

Non-Custodial Parent (NCP) - also known as Obligor and Payor; the parent ordered to make Child Support payments.

Non-Sufficient Funds (NSF) - a banking term used to indicate that the checking account does not have sufficient balance to cover a transaction or payment.

Non IV-D cases - Non IV-D cases represent the cases handled by the New Jersey Child Support Program for which an application for IV-D services has not been filed.

Obligee - also known as the Custodial Parent (CP); the recipient of Child Support payments and who has temporary or legal custody of a dependent child(ren) that is responsible for a child’s health and welfare.

Obligor - also known as the Non-Custodial Parent (NCP); the parent ordered to make Child Support payments.

Office of Child Support Enforcement (OCSE) – A federal government office within the U.S. Department of Human Services, Administration for Children & Families that is responsible for the oversight or all U.S. Child Support programs.

Office of Child Support Services (OCSS) - An office within the Division of Family Development which is the designated State Title IV-D agency responsible to the federal government for the overall administration and regulatory oversight and program compliance reporting of the Child Support Program. Also referred to as “State IV-D Agency”, for purposes of this Bid Solicitation.

Office of Information Technology (OIT) - An Office within the Department of the Treasury, which oversees the mainframes, servers, networks, and databases, that make up the State's technical infrastructure.

Office of Information Systems (OIS) - An Office within the Division of Family Development, which oversees the technology components of the Division and its programs, which includes the Child Support Program.

Order - as directed by the court or administratively (also known as a court order or support order).

Outsource Hosting Services – The practice of hiring or utilizing and outside company to preform IT services that were traditionally performed in-house. 

Payee - The custodial parent; also known as the Obligee. The one who lives with the child and has the primary day-to-day responsibility for the child.

Payment - an amount of money received through various sources, for a particular case that will be disbursed.

Payment Card Industry Data Security Standard (PCI-DSS) - a worldwide information security standard. The standard was created by Payment Card Industry Security Standards Council (PCI SSC) to assist organizations processing card payments electronically to deter fraud via elevated controls around data as well as limiting the opportunity for data to be compromised. The standard is applicable to all organizations, which hold, process, or pass cardholder information from any card branded with the logo of one of the card brands.

PayNearMe – a third party application that processes and submits payments to the Child Support program

Payor - The Non-Custodial Parent; also known as Obligor.

Point-of-Sale (POS) – the point in time when a sale is considered to be complete.

Positive Pay - a fraud mitigation service that provides early detection of fraudulent, altered, or counterfeit checks through a daily verification of checks presented for payment against your check register.

Posting - a transaction that applies money to an Obligor’s case.

Prearranged Payment and Deposit Entry (PPD) - a credit or debit entry initiated by an organization pursuant to a standing or a single entry authorization from a Receiver to effect a transfer of funds to or from a Consumer Account of Receiver.

Real Time Data - information delivered immediately after collection, immediately

Receipt/Remittance - payment provided for a Child Support case.

Reconciliation - the process of accounting for the difference between two independent account balances. This difference in balances is resolved by identification and declaration of all detailed transactions connected with the balances.

Secure File Transfer Protocols (SFTP) - a file protocol for transferring large files over the web. It builds on the File Transfer Protocol (FTP) and includes Secure Shell (SSH) security components.

Secure Shell (SSH) security components - Cryptographic network protocol for operating network services securely over an unsecured network.

Spousal Support - A court-ordered allowance that an ex-spouse pays to the other ex-spouse for maintenance after they are divorced, which includes Child Support. 

Staff Portal - a platform that allows Child Support professionals to collaborate on projects and access training courses.

Standard Operating Procedures (SOPs) - established or prescribed methods to be followed routinely for the performance of designated operations or in designated situations

State’s Customer Service Unit – call center operated by OCSS that handles customer, employer and third party inquiries concerning Child Support cases. 

Storage Area Network (SAN) - a high-speed special-purpose network (or sub network) that interconnects different kinds of data storage devices with associated data servers on behalf of a larger network of users.

Stored Value Card - See Debit Card definition.

Temporary Aid to Need Families (TANF) - A time limited assistance program designed to provide families with children with the resources and supports, including cash assistance,   to improve their economic standing.

Title IV-A of the Social Security Act - the segment of the federal law covering the Temporary Aid to Need Families (TANF) program.

Title IV-D - Title IV, Part D of the Federal Social Security Act which outlines the requirements of the Child Support Enforcement Program.

Title IV-D Application -an application to receive Child Support services from the Child Support Enforcement Agency for parents who are not receiving TANF or Medicaid

TouchPay – a third party application that processes and submits payments to the Child Support program

Unemployment Insurance Benefits (UIB) – a type of State-provided insurance that pays money to individuals on a weekly basis when they lose their job and meet certain eligibility requirements

Virtual LAN (VLAN) - a method of creating independent logical networks within a physical network. Several VLANs can co-exist within such a network.

Wide Area Network (WAN) - a computer network that covers a broad area (i.e., any network whose communications links cross metropolitan, regional, or national boundaries). The largest and most well-known example of a WAN is the Internet. WANs are used to connect LANs and other types of networks, so that users and computers in one location can communicate with users and computers in other locations.
 



[bookmark: _Toc147925550]CONTRACT-SPECIFIC ACRONYMS

	Acronym
	Full Definition

	ACF
	Administration for Children and Families

	ACH
	Automated Clearing House

	AOC
	Administrative Office of the Courts

	ARMS
	Automated Records Management System

	BCM
	Banking and Cash Management

	BSS
	Board of Social Services

	CDD/CCD+
	Corporate credit or Debit/Plus

	CP
	Custodial Parent

	CSCS
	Customer Service Correspondence Section

	CSLN
	Child Support Lien Network

	CSR
	Customer Service Representative

	CTX
	Corporate Trade Exchange

	CWA
	County Welfare Agency

	CWA/CSU
	County Welfare Agency Child Support Unit

	CSU
	Child Support Unit

	DCN
	Department Control Number

	DFD
	Division of Family Development

	DOC
	Department of Corrections

	DHS
	Department of Human Services

	DORES
	Division of Revenue and Enterprise

	ECM
	Electronic Content Management

	EDI
	Electronic Data Interchange

	EFT
	Electronic Funds Transfer

	FASB
	Financial Accounting Standards Board 

	FFY
	Federal Fiscal Year

	FIDM
	Financial Institution Data Match

	FTP
	File Transfer Protocol

	GAAP
	Generally Accepted Accounting Principles

	G/L
	General Ledger

	HHS
	Department of Health & Human Services

	IDS
	Intrusion Detection System

	IPS
	Intrusion Prevention System

	IVR
	Interactive Voice Response Technology

	J2EE
	Java 2 Platform, Enterprise Edition

	LAN
	Local Area Network

	LMS
	Learning Management System

	NACHA
	National Automated Clearing House Association

	NCP
	Non-Custodial Parent

	NJCSI
	New Jersey Child Support Training Institute

	NJFSPC
	New Jersey Family Support Payment Center

	NJFSSC
	New Jersey Family Support Services Center

	NJKiDS
	New Jersey Kids Deserve Support

	NJOIT/OIT
	New Jersey Office of Information Technology

	NSF
	Non-Sufficient Funds

	OCSE
	Office of Child Support Enforcement

	OCSS
	Office of Child Support Services

	OIS
	Office of Information Services

	PCI-DSS
	Payment Card Industry Data Security Standard

	PLOG
	NJKiDS Payment Log Page

	POS
	Point of Sale

	SAN
	Storage Area Network

	SDU
	State Disbursement Unit

	SFTP
	Secure File Transfer Protocols

	SOP
	Standard Operating Procedure

	SSH
	Secure Shell Security Components

	TANF
	Temporary Aid to Need Families

	UIB
	Unemployment Insurance Benefits

	VLAN
	Virtual Local Area Network

	WAN
	Wide Area Network
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