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Bid Solicitation #	20DPP00468
	For:
	T1087 Supplemental Nutrition Assistance Program (SNAP) Electronic Benefits Transfer (EBT) for DHS


                                                                                                        
	Event
	Date
	Time

	Vendor’s {Bidder’s} Electronic Question Due Date
(Refer to Bid Solicitation Section 1.3.1 for more information.)
	9/2610/18/2019
	2:00 PM

	Optional Pre-Quote Submission Conference 
(Refer to Bid Solicitation Section 1.3.5 for more information.)
	10/9/2019
	10:00AM

	Mandatory/Optional Site Visit
(Refer to Bid Solicitation Section 1.3.4 for more information.)
	
NOT APPLICABLE

	Quote Submission Date
(Refer to Bid Solicitation Section 1.3.2 for more information.)
	12/11/2019 May 24, 2021
	2:00 PM



Dates are subject to change.  All times contained in the Bid Solicitation refer to Eastern Time. All changes will be reflected in Bid Amendments to the Bid Solicitation posted on www.njstart.gov.

	☒  Small Business Set-Aside Category
For Goods and Services:
☒  I          ☒  II          ☒  III
For Construction:
☐  IV          ☐  V          ☐  VI

	Status

☐  Not Applicable

☐  Entire Blanket P.O. 

☐  Partial Blanket P.O. 

☒  Subcontracting Only

	☒  Disabled Veteran-Owned Business Set-Aside
	



Bid Solicitation Issued By			Using Agency

State of New Jersey				State of New Jersey
Department of the Treasury			Department of Human Services 
Division of Purchase and Property		Division of Family Development
Trenton, New Jersey 08625‑0230 			Trenton, NJ 08625

Date: 9/12/1903/23/2021
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[bookmark: _Toc31289205][bookmark: _Toc66687505]
Attachments

[bookmark: _Toc31289206][bookmark: _Toc66687506]List of Attachments Include

1. SNAP and Cash Caseload Data September 2018 - September 2019
2. County Welfare Agency Locationsies 
3. Datacard Printers at CWA’s County Welfare Agencies
4. EBT Card OrderStatewide EBT Card Stock September 2018 – September 2019
5. County Welfare Agency Existing PIN Selection Equipment 
6. SNAP and Cash Transaction StatisticsSNAP and Cash Transaction Statistics September 2018 - September 2019
7. Timeline of DeliverablesDELETED 
8. USDA- FNS EBT Interface File FormatsSpecifications
9. NJ Department of Human Services Current Network Architecture
10.  New Card Issuances and Card ReplacementStatistics September 2018 - September 2019
11.  Customer Service and Retailer IVR and CSR Statistics September 2018 - September 2019
12.  Families First Card
13.  Replacement Card Fee Statistics September 2018 - September 2019
14.  ATM Transactions State and Cardholder Statistics September 2018 - September 2019
15.  ATM and POS Locations
16. Current CPCM Rates
17. Sample Monthly invoice
 

These attachments should be reviewed in conjunction with Section 3.0 Scope of Work. Please note that any and all values contained within the attachments are historical and or approximations, and do not represent or guarantee a volume of work to the awarded Vendor {Contractor}.


[bookmark: _Toc428533936][bookmark: _Toc31289207][bookmark: _Toc66687507]INFORMATION FOR VENDORS {BIDDERS}

NOTICE: This Bid Solicitation is part of the NJSTART Procurement Program. The Vendor {Bidder} is advised to thoroughly read all sections, as many have been revised, and follow all instructions contained in this Bid Solicitation, including the instructions on the Bid Solicitation’s Offer and Acceptance Page and read through all Quick Reference Guides (QRGs) located on the NJSTART Vendor Support Page (http://www.state.nj.us/treasury/purchase/njstart/vendor.shtmlhttps://www.state.nj.us/treasury/purchase/vendor.shtml), before preparing and submitting its Quote.


[bookmark: _Toc400531467][bookmark: _Toc428533937][bookmark: _Toc31289208][bookmark: _Toc66687508]PURPOSE AND INTENT

This Bid Solicitation is issued by the Procurement Bureau, Division of Purchase and Property (Division), Department of the Treasury on behalf of the Department of Human Services (DHS), Division of Family Development (DFD) and various State agencies and State cooperative purchasing partners.  The purpose of this Bid Solicitation is to solicit Quotes for the operation and maintenance of the Families First Electronic Benefits Transfer (EBT) system and related benefit programs. The Vendor {Contractor} shall design, develop, implement, and convert the State’s existing Electronic Benefits (EBT) system, including the specifications in this Bid Solicitation, to the Vendor’s {Contractor’s} system.  Unless expressly noted as an exception in this Bid Solicitation, the Vendor {Contractor} and any Subcontractors shall comply with the Quest® EBT Operating Rules and any modifications.  

The intent of this Bid Solicitation is to award a Master Blanket Purchase Order (Blanket P.O.) to that responsible Vendor {Bidder} whose Quote, conforming to this Bid Solicitation is most advantageous to the State, price and other factors considered.  The State may award any and all price lines.  The State, however, reserves the right to separately procure individual requirements that are the subject of the Blanket P.O. during the Blanket P.O. term, when deemed by the Director of the Division of Purchase and Property (Director) to be in the State’s best interest.

The State of NJ Standard Terms and Conditions (SSTCs) accompanying this Bid Solicitation will apply to all Blanket P.O.s made with the State of New Jersey.  These terms are in addition to the terms and conditions set forth in this Bid Solicitation and should be read in conjunction with them unless the Bid Solicitation specifically indicates otherwise.  

The State of New Jersey (State) intends to extend the Blanket P.O. awarded to the Division's Cooperative Purchasing Program participants.  These participants include quasi-State entities, counties, municipalities, school districts, volunteer fire departments, first aid squads, independent institutions of higher learning, County colleges, and State colleges.  In order for the State Blanket P.O. to be extended to Cooperative Purchasing Program participants, the Vendor {Bidder} must agree to the extension by executing the Cooperative Purchase Form.  Also refer to Section 4.4.6 of this Bid Solicitation. Although the State, with the consent of the Vendor(s) {Bidder(s)}, is making the use of any Blanket P.O. resulting from this Bid Solicitation available to non-State Agencies, the State makes no representation as to the acceptability of any State Bid Solicitation terms and conditions under the Local Public Contracts Law or any other enabling statute or regulation.

[bookmark: _Toc400531468][bookmark: _Toc428533938][bookmark: _Toc31289209][bookmark: _Toc66687509]BACKGROUND 

This is a partial reprocurement of the services provided under the Electronic Benefits Transfer for DHS term Blanket P.O., presently due to expire on August 31, 20210.  Vendors {Bidders} interested in the current Blanket P.O. specifications and pricing information may review the current Blanket P.O. (Enter T1087) at www.njstart.gov by following these steps: 

Go to: www.njstart.gov 
Select “Contract & Bid Search”
Select “Contracts/Blankets”
Under “Contract/Blanket Description” type in (Enter T1087), Click “Find It”
The current Blanket P.O’s will appear under “Results.”

Vendors {Bidders} are cautioned that this new Bid Solicitation addresses current requirements. The EChild Care (ECC) component of the current Blanket P.O. will be reprocured separately.

The participation of Recipients of Cash Assistance Programs (Cash Assistance) and the Supplemental Nutrition Assistance Program (SNAP) benefit programs in the Families First Electronic Benefits Transfer (EBT) program is mandatory. Recipients receive a plastic, magnetic-strip Families First card that they use to access their benefits. Cash Assistance and SNAP Program benefits are electronically posted to Recipients’ SNAP and Cash Assistance accounts with an available date. Once benefits are posted and the available date is reached, Recipients can access their SNAP benefits at any participating store, and may access their Cash Assistance benefits at Automatic Teller Machines (ATMs) or other Point of Sale/Service (POS) locations.  

The State requires the EBT system to be an industry standard application, which primarily uses existing commercial networks and installed ATMs and POS equipment. The primary factors that will affect equipment acquisition and placement requirements are: the State is required to guarantee an opportunity to participate to all U.S. Department of Agriculture (USDA)/Food and Nutrition Service (FNS) authorized SNAP (SNAP) Retailers and the State must assure that Cash Assistance Recipients have adequate access to ATMs and POS devices to obtain Cash Assistance.  Cash Assistance benefits that are on EBT are Temporary Assistance for Needy Families (TANF),  Disregard Child Support (DCS), General Assistance (GA), Transportation Related Expenses (TRE), and SNAP Education and Training (SNAP E&T).

The federal government reserves a royalty-free, non-exclusive, and irrevocable license to reproduce, publish, or otherwise use, and to authorize others to use, for federal government purposes, the copyright in any work developed on a grant, sub-grant, or contract under a grant or sub-grant or any rights of copyright to which a Vendor {Contractor} purchases ownership.

[bookmark: _Toc428533939][bookmark: _Toc31289210][bookmark: _Toc66687510]KEY EVENTS

[bookmark: _1.3.1_ELECTRONIC_QUESTION_AND_ANSWE][bookmark: _Toc428533940][bookmark: _Toc31289211][bookmark: _Toc66687511]ELECTRONIC QUESTION AND ANSWER PERIOD

The Division will electronically accept questions and inquiries from all potential Vendors {Bidders} via the “Q&A” Tab of the Bid Solicitation in NJSTART. 

A. Questions should be directly tied to the Bid Solicitation and asked in consecutive order, from beginning to end, following the organization of the Bid Solicitation; and  

B. Each question should begin by referencing the Bid Solicitation page number and section number to which it relates.

Vendors {Bidders} may refer to the QRG “Submit a Quote” for additional instruction. QRGs are located on the NJSTART Vendor Support Page.  

A Vendor {Bidder} shall not contact the Using Agency and/or the Procurement Specialist directly, in person, by telephone or by e-mail, concerning this Bid Solicitation, prior to the final award of the Blanket P.O.

The cut-off date for electronic questions and inquiries relating to this Bid Solicitation is indicated on the Bid Solicitation cover sheet.  In the event that questions are posed by Vendors {Bidders}, answers to such questions will be issued by Bid Amendment.  Any Bid Amendment to this Bid Solicitation will become part of this Bid Solicitation and part of any Blanket P.O. awarded as a result of this Bid Solicitation. Bid Amendments to this Bid Solicitation, if any, will be posted as a File Attachment on the “Summary” page of the Bid Solicitation in NJSTART after the cut-off date.  (See Bid Solicitation Section 1.4.1 for further information.)
[bookmark: _1.3.3__Mandatory_Pre-Bid_Conference][bookmark: _1.3.5__SUBMISSION_OF_BID_PROPOSAL][bookmark: _1.3.2_SUBMISSION_OF_BID_PROPOSAL]
EXCEPTIONS TO THE STATE OF NJ STANDARD TERMS AND CONDITIONS (SSTC)

Questions regarding the State of New Jersey Standard Terms and Conditions (SSTC) and exceptions to mandatory requirements must be posed during this Electronic Question and Answer period and shall contain the Vendor’s {Bidder’s} suggested changes and the reason(s) for the suggested changes.

[bookmark: _Toc31289212][bookmark: _Toc66687512][bookmark: _Toc428533941]SUBMISSION OF QUOTES 

In order to be considered for award, the Quote must be received by the Procurement Bureau of the Division at the appropriate location by the required time.  Vendors {Bidders} shall submit a Quote electronically through NJSTART. 

THE DATE AND TIME OF THE QUOTE OPENING ARE INDICATED ON THE BID SOLICITATION COVER SHEET AND ON THE “SUMMARY” TAB OF THE BID SOLICITATION WEBPAGE WITHIN NJSTART.  

QUOTES WILL BE PUBLICLY OPENED AND ANNOUNCED BY TELEPHONE CONFERENCE ON THE DATE AND TIME OF THE QUOTE OPENING. 
(DIAL-IN PHONE NUMBER: 888-204-5984 / ACCESS CODE: 2602305).

IF THE QUOTE OPENING DEADLINE HAS BEEN REVISED, THE NEW QUOTE OPENING DEADLINE SHALL BE SHOWN ON THE POSTED BID AMENDMENT AND ON THE “SUMMARY” TAB OF THE BID SOLICITATION WEBPAGE WITHIN NJSTART. 

QUOTES NOT RECEIVED PRIOR TO THE QUOTE OPENING DEADLINE SHALL BE REJECTED.  

[bookmark: _Toc31289213][bookmark: _Toc66687513] VENDOR {BIDDER} SUPPORT

Vendors {Bidders} are strongly encouraged to visit the NJSTART Vendor Support Page, which contains Quick Reference Guides (QRGs), supporting videos, a glossary of NJSTART terms, and helpdesk contact information.  

The Vendor {Bidder} should utilize the QRGs before attempting to submit its Quote using the NJSTART process.   It is the Vendor’s {Bidder’s} responsibility to ensure that the NJSTART Quote and attachments have been properly submitted.

Inquiries concerning the use of NJSTART may be directed to njstart@treas.nj.gov.

The Division will not respond to substantive questions related to the Bid Solicitation or any other Blanket P.O. via this email address.  For inquiries related to substantive questions refer to Section 1.3.1 (Electronic Question and Answer Period).


[bookmark: _1.3.4_MANDATORY/OPTIONAL_SITE][bookmark: _1.3.45_MANDATORY/OPTIONAL_SITE][bookmark: _Toc224543885][bookmark: _Toc238623352][bookmark: _Toc400531474][bookmark: _Toc428533944][bookmark: _Toc31289214][bookmark: _Toc66687514]MANDATORY/OPTIONAL SITE VISIT

Not applicable to this procurement.

[bookmark: _1.3.5__MANDATORY/OPTIONAL][bookmark: _1.3.6__MANDATORY/OPTIONAL][bookmark: _Toc224543888][bookmark: _Toc238623354][bookmark: _Toc428533945][bookmark: _Toc31289215][bookmark: _Toc66687515]Optional PRE-QUOTE CONFERENCE

The date and time of the Optional Pre-Quote Conference is indicated on the Bid Solicitation cover sheet.  The location of the Optional Pre-Quote Conference will be as follows:

NJ Division of Family Development
Building 7, Room 200 A, B, C 
Quakerbridge Plaza
Quakerbridge Road, 
Mercerville, NJ 08619

Note: All visitors must enter through the main door to Building 6 and sign in with the Security Guard to receive a visitor's pass.

An attendee may represent only one (1) potential bidding entity.

The purpose of the Optional Pre-Quote Conference is to provide a structured and formal opportunity for the State to accept questions from Vendors {Bidders} regarding this Bid Solicitation. In the event that questions are posed by Vendors {Bidders}, answers to such questions will be issued by Bid Amendment.  Any Bid Amendment to this Bid Solicitation will become part of this Bid Solicitation and part of any Blanket P.O. awarded as a result of this Bid Solicitation.
[bookmark: _Toc95619434][bookmark: _Toc109701220][bookmark: _Toc225321579][bookmark: _Toc94946029][bookmark: _Toc72744593]
[bookmark: _Toc400531476][bookmark: _Toc428533946][bookmark: _Toc31289216][bookmark: _Toc66687516]PRE-QUOTE DOCUMENT REVIEW 

The following are publicly available documents that a Vendor {Bidder} needs to review in order to prepare and submit accurate and comprehensive Quotes:

A. Code of Federal Regulations (CFR) Titles 42 and 45 which govern Public Health and Public Welfare programs:  https://ecfr.io/;

B. 7 CFR § 274.3 and 274.8 which govern Retailer management: https://www.ecfr.gov/cgi-bin/text-idx?tpl=/ecfrbrowse/Title07/7cfr274_main_02.tpl;

C. 7 CFR § 274.4 - Reconciliation and reporting: https://www.ecfr.gov/cgi-bin/text-idx?tpl=/ecfrbrowse/Title07/7cfr274_main_02.tpl; 

D. IRS Notice 2009-19 “Information Reporting for Payments Made in Settlement of Payment Card and Third Party Network Transactions”: https://www.irs.gov/pub/irs-drop/n-09-19.pdf;

E. Agricultural Act of 2014; 128 stat. 649; 113 P.L. 79
https://www.govinfo.gov/content/pkg/BILLS-113hr2642enr/pdf/BILLS-113hr2642enr.pdf;

F. New Jersey Administrative Code (N.J.A.C.) 10:49 et seq. Administration Manual: https://www.state.nj.us/humanservices/providers/rulefees/regs/NJAC%2010_49%20Administration%20Manual.pdf;

G. N.J.A.C. 10:52 et seq. Hospital Services Manual:
https://www.state.nj.us/humanservices/providers/rulefees/regs/NJAC%2010_52%20Hospital%20Services%20Manual.pdf;

H. Quest® Graphic Standards Manual: https://www.nacha.org/content/quest ; and 
 
I. Managed Care Organization Contract: 
http://www.state.nj.us/humanservices/dmahs/info/resources/care/hmo-contract.pdf.

Please also see the list of Attachment 1-17 above. 



[bookmark: _Toc428533947][bookmark: _Toc31289217][bookmark: _Toc66687517]`ADDITIONAL INFORMATION

[bookmark: _Toc428533948][bookmark: _Toc31289218][bookmark: _Toc66687518]BID AMENDMENTS: Revisions to this BID SOLICITATION

In the event that it becomes necessary to clarify or revise this Bid Solicitation, such clarification or revision will be by Bid Amendment.  Any Bid Amendment to this Bid Solicitation will become part of this Bid Solicitation and part of any Blanket P.O. awarded as a result of this Bid Solicitation.

There are no designated dates for release of Bid Amendments.  Those Vendors {Bidders} who are on the bid holder list either through commodity code registration in NJSTART or by acknowledging the bid in NJSTART should receive notification of any Bid Amendment(s). If a Vendor {Bidder} is not on the bid holder list to receive notifications related to a Bid Solicitation, Bid Amendments are still viewable on the “Summary” page of the Bid Solicitation in NJSTART.

BID AMENDMENTS WILL BE ISSUED AS FILE ATTACHMENTS, AND ARE VIEWABLE ON THE “SUMMARY” PAGE OF THE BID SOLICITATION IN NJSTART.  Vendors {Bidders} may refer to the QRG “Submit a Quote” for additional instructions. QRGs are located on the NJSTART Vendor Support Page.  

It is the sole responsibility of the Vendor {Bidder} to be knowledgeable of all Bid Amendments related to this procurement. An interested Vendor {Bidder} should check the NJSTART “Open Bids” Tab on a daily basis to ensure review of the most updated information.

[bookmark: _Toc400531479][bookmark: _Toc428533949][bookmark: _Toc31289219][bookmark: _Toc66687519]VENDOR {BIDDER} Responsibility

The Vendor {Bidder} assumes sole responsibility for the complete effort required in submitting a Quote in response to this Bid Solicitation.  No special consideration will be given after Quotes are opened because of a Vendor’s {Bidder’s} failure to be knowledgeable as to all of the requirements of this Bid Solicitation.

[bookmark: _Toc400531480][bookmark: _Toc428533950][bookmark: _Toc31289220][bookmark: _Toc66687520]COST LIABILITY

The State assumes no responsibility and bears no liability for costs incurred by a Vendor {Bidder} in the preparation and submittal of a Quote in response to this Bid Solicitation.

[bookmark: _Toc31289221][bookmark: _Toc66687521][bookmark: _Toc400531481][bookmark: _Toc428533951]CONTENTS OF QUOTE 

Quotes can be released to the public pursuant to N.J.A.C. 17:12-1.2(b) and (c), or under the New Jersey Open Public Records Act (OPRA), N.J.S.A. 47:1A-1 et seq., or the common law right to know.  

After the opening of sealed Quotes, all information submitted by a Vendor {Bidder} in response to a Bid Solicitation is considered public information notwithstanding any disclaimers to the contrary submitted by a Vendor {Bidder}. Proprietary, financial, security and confidential information may be exempt from public disclosure by OPRA and/or the common law when the Vendor {Bidder} has a good faith, legal/factual basis for such assertion. 

When the Bid Solicitation contains a negotiation component, the Quote will not be subject to public disclosure until a notice of intent to award a Blanket P.O. is announced. 

As part of its Quote, a Vendor {Bidder} may designate any data or materials it asserts are exempt from public disclosure under OPRA and/or the common law, explaining the basis for such assertion. Vendor {Bidder} must provide a detailed statement clearly identifying those sections of the Quote that it claims are exempt from production, and the legal and factual basis that supports said exemption(s) as a matter of law.  The State will not honor any attempts by a Vendor {Bidder} to designate its entire Quote as proprietary, confidential and/or to claim copyright protection for its entire Quote.

The State reserves the right to make the determination as to what is proprietary or confidential, and will advise the Vendor {Bidder} accordingly.  Any proprietary and/or confidential information in a Quote will be redacted by the State.  Copyright law does not prohibit access to a record which is otherwise available under OPRA.

In the event of any challenge to the Vendor’s {Bidder’s} assertion of confidentiality with which the State does not concur, the Vendor {Bidder} shall be solely responsible for defending its designation, but in doing so, all costs and expenses associated therewith shall be the responsibility of the Vendor {Bidder}. The State assumes no such responsibility or liability.  

A Vendor {Bidder} shall not designate any price lists and/or catalogs submitted as exempt from public disclosure as the same must be accessible to State Using Agencies and Cooperative Purchasing Program participants (if the Bid Solicitation has been extended to these participants) and thus must be made public to allow all eligible purchasing entities access to the pricing information.

In order not to delay consideration of the Quote or the State’s response to a request for documents, the State requires that Vendor {Bidder} respond to any request regarding confidentiality markings within the timeframe designated in the State’s correspondence regarding confidentiality.  If no response is received by the designated date and time, the State will be permitted to release a copy of the Quote with the State making the determination regarding what may be proprietary or confidential.  

See Bid Solicitation Section 4.4.2.4 Confidentiality/Commitment to Defend for additional information.

[bookmark: _Toc400531482][bookmark: _Toc428533952][bookmark: _Toc31289222][bookmark: _Toc66687522] ANNOUNCEMENT OF QUOTE INFORMATION

On the date and time Quotes are due under the Bid Solicitation, all information concerning the Quotes submitted may be publicly announced and shall be available for inspection and copying except as noted below:

A. Information appropriately designated as proprietary and/or confidential shall not be available for inspection and copying; and
B. Where negotiation is contemplated, only the names and addresses of the 
Vendors {Bidders} submitting Quotes will be announced, and the contents of the Quotes shall not be available for inspection and copying until the Notice of Intent to Award is issued by the Director. 

[bookmark: _Toc31289223][bookmark: _Toc66687523] RESERVED

[bookmark: _Toc400531484][bookmark: _Toc428533954][bookmark: _Toc31289224][bookmark: _Toc66687524]QUOTE ERRORS

In accordance with N.J.A.C. 17:12-2.11 “Proposal errors,” a Vendor {Bidder} may withdraw its Quote as described below.

QUOTE WITHDRAWAL PRIOR TO QUOTE OPENING

NJSTART: A Vendor {Bidder} may withdraw its Quote submission in NJSTART prior to the Quote opening; however, Vendors {Bidders} should note that while withdrawn NJSTART Quotes remain viewable by the Vendor {Bidder} on its Vendor Profile Homepage, they are removed from the Division’s view and cannot be considered for Blanket P.O. award. The Vendor {Bidder} may submit a revised Quote as long as the Quote is received prior to the announced date and time for Quote submission. Vendors {Bidders} may refer to the QRG “Submit a Quote” for additional instruction. QRGs are located on the NJSTART Vendor Support Page.  

QUOTE WITHDRAWAL AFTER QUOTE OPENING, BUT PRIOR TO BLANKET P.O. AWARD

If, after the Quote opening, but before Blanket P.O. award, a Vendor {Bidder} discovers an error in its Quote, the Vendor {Bidder} may make a written request to the Procurement Bureau to withdraw its Quote, or a portion thereof, from consideration for award.  If the Vendor’s {Bidder’s} request to withdraw is made in good faith, and the State will not be significantly prejudiced by granting the withdrawal of the Quote beyond the loss of the benefit of the bargain to the State of the withdrawing Vendor’s {Bidder’s} offer, the request shall be granted.   Evidence of the Vendor’s {Bidder’s} good faith in making this request can be demonstrated by one (1) or more of the following factors: A mistake is so significant that to enforce the Blanket P.O. resulting from the Quote would be unconscionable; that the mistake relates to a material feature or term of the Blanket P.O.; and that the mistake occurred notwithstanding the Vendor’s {Bidder’s} exercise of reasonable care.  After Quote opening, while pursuant to the provisions of this section a Vendor {Bidder} may request to withdraw its Quote and the Director may in his/her discretion allow said Vendor {Bidder} to withdraw it, the Division also may take notice of repeated or unusual requests to withdraw by a Vendor {Bidder} and take those prior requests to withdraw into consideration when evaluating the Vendor’s {Bidder’s} future Quotes.

The Quote withdrawal request must include the Bid Solicitation Number, Bid Solicitation Title, the Quote submission date and should be sent to Procurement.Bureau@treas.nj.gov.

If during a Quote evaluation process, an obvious pricing error made by a potential Blanket P.O. awardee is found, the Director or his/her designee shall issue written notice to the Vendor {Bidder}.  The Vendor {Bidder} will have up to five (5) business days after receipt of the notice to confirm its pricing.  If the Vendor {Bidder} fails to respond, its Quote shall be considered withdrawn, and no further consideration shall be given to it.

[bookmark: _Toc400531485][bookmark: _Toc428533955][bookmark: _Toc31289225][bookmark: _Toc66687525]JOINT VENTURE

If a Joint Venture is submitting a Quote, the agreement between the parties relating to such Joint Venture should be submitted with the Joint Venture’s Quote.  Authorized signatories from each party comprising the Joint Venture must sign the Offer and Acceptance Page.  Each party to the Joint Venture must individually comply with all the forms and certification requirements in Sections 4.4.1 and 4.4.2 of this Bid Solicitation. 
 
[bookmark: _Toc400531486][bookmark: _Toc428533956][bookmark: _Toc31289226][bookmark: _Toc66687526]RECIPROCITY FOR JURISDICTIONAL VENDOR {BIDDER} PREFERENCE

In accordance with N.J.S.A. 52:32-1.4 and N.J.A.C. 17:12-2.13, the State of New Jersey will invoke reciprocal action against an out-of-State Vendor {Bidder} whose state or locality maintains a preference practice for its in-state Vendors {Bidders}.  The State of New Jersey will use the annual surveys compiled by the Council of State Governments, National Association of State Procurement Officials, or the National Institute of Governmental Purchasing or a State’s statutes and regulations to identify States having preference laws, regulations, or practices and to invoke reciprocal actions. The State of New Jersey may obtain additional information as it deems appropriate to supplement the stated survey information.

A Vendor {Bidder} may submit information related to preference practices enacted for a State or Local entity outside the State of New Jersey. This information may be submitted in writing as part of the Quote response, including name of the locality having the preference practice, as well as identification of the county and state, and should include a copy of the appropriate documentation, i.e., resolution, regulation, law, notice to Vendor {Bidder}, etc.  It is the responsibility of the Vendor {Bidder} to provide documentation with the Quote or submit it to the Director within five (5) business days after the deadline for Quote submission.  Written evidence for a specific procurement that is not provided to the Director within five (5) business days of the public Quote submission date may not be considered in the evaluation of that procurement, but may be retained and considered in the evaluation of subsequent procurements.

[bookmark: _Toc294607267][bookmark: _Toc294680428][bookmark: _Toc400531487][bookmark: _Toc428533957][bookmark: _Toc31289227][bookmark: _Toc66687527]QUOTE ACCEPTANCES AND REJECTIONS

N.J.A.C. 17:12-2.7(d), the Director’s right to waive minor irregularities or omissions in a Quote and N.J.A.C. 17:12-2.2 which defines causes for Quote rejection, apply to all Quotes.  

1.1.1 [bookmark: _Toc31289228][bookmark: _Toc66687528]ELECTRONIC SIGNATURES

Vendors {Bidders} submitting Quotes through NJSTART may sign the forms listed in Section 4.4.1 (Forms, Registrations and Certifications Required with Quote) and Section 4.4.2 (Forms, Registrations and Certifications Required Before Blanket P.O. Award and That Should Be Submitted with the Quote) of this Bid Solicitation electronically by typing the name of the authorized signatory in the “Signature” block as an alternative to downloading, physically signing the form, scanning the form, and uploading the form to NJSTART. 

Vendors {Bidders} submitting Quotes in hard copy format, must provide forms with original, physical signatures, otherwise its Quote may be deemed non-responsive.



[bookmark: _Toc400531488][bookmark: _Toc428533958][bookmark: _Toc31289229][bookmark: _Toc66687529]DEFINITIONS

[bookmark: _CROSSWALK][bookmark: _Toc428533959][bookmark: _Toc31289230][bookmark: _Toc66687530]CROSSWALK

	NJSTART Term
	Equivalent Statutory, Regulatory and/or Legacy Term

	Bid/Bid Solicitation 
	RFP/Solicitation

	Bid Amendment 
	Addendum

	Change Order 
	Contract Amendment

	Master Blanket Purchase Order (Blanket P.O.) 
	Contract

	Offer and Acceptance Page
	Signatory Page

	Quote
	Proposal

	Vendor 
	Bidder/Contractor



[bookmark: _Toc428533960][bookmark: _Toc31289231][bookmark: _Toc66687531]GENERAL DEFINITIONS

The following definitions will be part of any Blanket P.O. awarded or order placed as a result of this Bid Solicitation.


Acceptance – The written confirmation by the Using Agency that Vendor {Contractor} has completed a Deliverable according to the specified requirements.

All-Inclusive Hourly Rate – An hourly rate comprised of all direct and indirect costs including, but not limited to:  labor costs, overhead, fee or profit, clerical support, travel expenses, per diem, safety equipment, materials, supplies, managerial support and all documents, forms, and reproductions thereof.  This rate also includes portal-to-portal expenses as well as per diem expenses such as food.

Best and Final Offer or BAFO – Pricing timely submitted by a Vendor {Bidder} upon invitation by the Bureau after Quote opening, with or without prior discussion or negotiation.

Bid or Bid Solicitation – This series of documents, which establish the bidding and Blanket P.O. requirements and solicits Quotes to meet the needs of the Using Agencies as identified herein, and includes the Bid Solicitation, State of NJ Standard Terms and Conditions (SSTC), State-Supplied Price Sheet, attachments, and Bid Amendments.

Bid Amendment – Written clarification or revision to this Bid Solicitation issued by the Division. Bid Amendments, if any, will be issued prior to Quote opening.

Breach of Security -- unauthorized access to electronic files, media, or data containing Personal Data that compromises the security, confidentiality, or integrity of Personal Data when access to the Personal Data has not been secured by encryption or by any other method or technology that renders the Personal Data unreadable or unusable.  Good faith acquisition of Personal Data by an employee or agent of the Vendor {Contractor} for a legitimate business purpose is not a Breach of Security, provided that the Personal Data is not used for a purposes unrelated to the business or subject to further unauthorized disclosure.  See N.J.S.A. 56:8-161


Business Day – Any weekday, excluding Saturdays, Sundays, State legal holidays, and State-mandated closings unless otherwise indicated.

Calendar Day – Any day, including Saturdays, Sundays, State legal holidays, and State-mandated closings unless otherwise indicated.

Change Order – An amendment, alteration or modification of the terms of a Blanket P.O. between the State and the Vendor(s) {Contractor(s)}.  A Change Order is not effective until it is signed and approved in writing by the Director or Deputy Director, Division of Purchase and Property.

Commercial Off the Shelf (COTS) – Software provided by Vendor {Contractor} that is intended for general use.

Cooperative Purchasing Program – The Division’s intrastate program that provides procurement-related assistance to New Jersey local governmental entities and boards of education, State and county colleges and other public entities having statutory authority to utilize select State Blanket P.O.s issued by the Division, pursuant to the provisions of N.J.S.A. 52:25-16.1 et seq.

Custom Software – Software and Work Product that is developed by Vendor {Contractor} at the request of the Using Agency to meet the specific business requirements of the Using Agency and is intended for its use.

Customized Software – COTS that is adapted by Vendor {Contractor} to meet specific business requirements of the Using Agency that differ from the standard requirements of the base product.

Days After Receipt of Order (ARO) – The number of calendar days ‘After Receipt of Order’ in which the Using Agency will receive the ordered materials and/or services.

Deliverable – Goods, products, Services and Work Product that Vendor {Contractor} is required to deliver to the State under the Blanket P.O.

Director – Director, Division of Purchase and Property, Department of the Treasury, who by statutory authority is the Chief Contracting Officer for the State of New Jersey.

Disabled Veterans’ Business - means a business which has its principal place of business in the State, is independently owned and operated and at least 51% of which is owned and controlled by persons who are disabled veterans or a business which has its principal place of business in this State and has been officially verified by the United States Department of Veterans Affairs as a service disabled veteran-owned business for the purposes of department contracts pursuant to federal law.  N.J.S.A. 52:32-31.2.

Disabled Veterans’ Business Set-aside Blanket P.O. - means a contract for goods, equipment, construction or services which is designated as a Blanket P.O. with respect to which bids are invited and accepted only from disabled veterans’ businesses, or a portion of a Blanket P.O. when that portion has been so designated.  N.J.S.A. 52:32-31.2.

Discount – The standard price reduction applied by the Vendor {Bidder} to all items.

Division – The Division of Purchase and Property.

Evaluation Committee – A committee established or Division staff member assigned by the Director to review and evaluate Quotes submitted in response to this Bid Solicitation and recommend a Blanket P.O. award to the Director.

Firm Fixed Price – A price that is all-inclusive of direct cost and indirect costs, including, but not limited to, direct labor costs, overhead, fee or profit, clerical support, equipment, materials, supplies, managerial (administrative) support, all documents, reports, forms, travel, reproduction and any other costs.

Hardware – Includes computer equipment and any Software provided with the Hardware that is necessary for the Hardware to operate.

Internet of Things (IoT) - the network of physical devices, vehicles, home appliances and other items embedded with electronics, software, sensors, actuators, and network connectivity which enables these objects to connect and exchange data.

Joint Venture – A business undertaking by two (2) or more entities to share risk and responsibility for a specific project.

Master Blanket Purchase Order (Blanket P.O.) – The Blanket P.O. consists of the State of NJ Standard Terms and Conditions (SSTC), the Bid Solicitation, the responsive Quote submitted by a responsible Vendor {Bidder} as accepted by the State, the notice of award, any Best and Final Offer, any subsequent written document memorializing the agreement, any modifications to any of these documents approved by the State and any attachments, Bid Amendment or other supporting documents, or post-award documents including Change Orders agreed to by the State and the Vendor {Contractor}, in writing.

May – Denotes that which is permissible or recommended, not mandatory.

Must – Denotes that which is a mandatory requirement.  

No Bid – The Vendor {Bidder} is not submitting a price Quote for an item on a price line.

No Charge – The Vendor {Bidder} will supply an item on a price line free of charge.

Personal Data  --The term Personal Data includes (i) “Personal Information” as defined in N.J.S.A. 56:8-161, means an individual’s first name or first initial and last name linked with any one or more of the following data elements: (1) Social Security number, (2) driver’s license number or State identification card number or (3) account number or credit or debit card number, in combination with any required security code, access code, or password that would permit access to an individual’s financial account.  Dissociated data that, if linked would constitute Personal Information is Personal Information if the means to link the dissociated were accessed in connection with access to the dissociated data.  Personal Information shall not include publicly available information that is lawfully made available to the general public from federal, state or local government records, or widely distributed media; and (ii) Personal Data also includes data, either alone or in combination with other data, that includes information relating to an individual that identifies the person or entity by name, identifying number, mark or description that can be readily associated with a particular individual and which is not a public record, including but not limited to, Personally Identifiable Information (PII); government-issued identification numbers (e.g., Social Security, driver’s license, passport); Protected Health Information (PHI) as that term is defined in the regulations adopted pursuant to the Health Insurance Portability and Accountability Act of 1996, P.L. No. 104-191 (1996) and found in 45 CFR Parts 160 to 164 and defined below; and Education Records, as that term is defined in the Family Educational Rights and Privacy Act (FERPA), 20 U.S.C. § 1232g


Personally Identifiable Information or PII - as defined by the U.S. Department of Commerce, National Institute of Standards and Technology, means any information about an individual maintained by an agency, including (1) any information that can be used to distinguish or trace an individual’s identity, such as name, social security number, date and place of birth, mother’s maiden name, or biometric records; and (2) any other information that is linked or linkable to an individual, such as medical, educational, financial, and employment information.

Primary Form – An electronic form contained within a Vendor’s {Bidder’s} NJSTART profile designated by the Vendor {Bidder} as the primary or principal version of the required form.

Procurement Bureau (Bureau) - The Division unit responsible for the preparation, advertisement, and issuance of Bid Solicitations, for the tabulation of Quotes and for recommending award(s) of Blanket P.O.(s) to the Director and the Deputy Director.

Project – The undertakings or services that are the subject of this Bid Solicitation.



QRGs – Quick Reference Guides.

Quote – Vendor’s {Bidder’s} timely response to the Bid Solicitation including, but not limited to, technical Quote, price Quote, and any licenses, forms, certifications, or other documentation required by the Bid Solicitation.

Retainage – The amount withheld from the Vendor {Contractor} payment that is retained and subsequently released upon satisfactory completion of performance milestones by the Vendor {Contractor}.

Revision – A response to a BAFO request or a requested clarification of the Vendors {Bidders} Quote. 

Services – Includes, without limitation (i) Information Technology (IT) professional services, (ii) Software and Hardware-related services, including without limitation, installation, configuration, and training, and (iii) Software and Hardware maintenance and support and/or Software and Hardware technical support services. 

Shall – Denotes that which is a mandatory requirement.  

Should – Denotes that which is permissible or recommended, not mandatory.

Small Business – Pursuant to N.J.S.A. 52:32-19, N.J.A.C. 17:13-1.2, and, N.J.A.C. 17:13-2.1, “small business” means a business that meets the requirements and definitions of “small business” and has applied for and been approved by the New Jersey Division of Revenue and Enterprise Services, Small Business Registration and M/WBE Certification Services Unit as (i) independently owned and operated, (ii) incorporated or registered in and has its principal place of business in the State of New Jersey; (iii)  has 100 or fewer full-time employees; and has gross revenues falling in one (1) of the six(6) following categories:  
· For goods and services - (A) 0 to $500,000 (Category I); (B) $500,001 to $5,000,000 (Category II); and (C) $5,000,001 to $12,000,000, or the applicable federal revenue standards established at 13 CFR 121.201, whichever is higher (Category III). 
· For construction services: (A) 0 to $3,000,000 (Category IV); (B) gross revenues that do not exceed 50 percent of the applicable annual revenue standards established at 13 CFR 121.201 (Category V); and (C) gross revenues that do not exceed the applicable annual revenue standards established at CFR 121.201, (Category VI).

Small Business Set-aside Blanket P.O. – “means (1) a [Blanket P.O.] for goods, equipment, construction or services which is designated as a [Blanket P.O.] with respect to which bids are invited and accepted only from small businesses, or (2) a portion of a [Blanket P.O.] when that portion has been so designated.”  N.J.S.A. 52:32-19.

Software – Includes, without limitation, computer programs, source codes, routines, or subroutines supplied by Vendor {Contractor}, including operating software, programming aids, application programs, application programming interfaces and software products, and includes COTS, Customized Software and Custom Software, unless the context indicates otherwise.

State – The State of New Jersey.

State Confidential Information - shall consist of all information or data contained in documents supplied by the State, any information or data gathered by the Vendor {Contractor} in fulfillment of the Blanket P.O. and any analysis thereof (whether in fulfillment of the Blanket P.O. or not).

State Contract Manager or SCM – The individual, as set forth in Section 8.0, responsible for the approval of all deliverables, i.e., tasks, sub-tasks or other work elements in the Scope of Work.  The SCM cannot direct or approve a Change Order.

State Intellectual Property – Any intellectual property that is owned by the State.  State Intellectual Property includes any derivative works and compilations of any State Intellectual Property.

State-Supplied Price Sheet – the bidding document created by the State and attached to this Bid Solicitation on which the Vendor {Bidder} submits its Quote pricing as is referenced and described in Bid Solicitation Section 4.4.5.   

Subtasks – Detailed activities that comprise the actual performance of a task.

Subcontractor – An entity having an arrangement with a Vendor {Contractor}, whereby the Vendor {Contractor} uses the products and/or services of that entity to fulfill some of its obligations under its State Blanket P.O., while retaining full responsibility for the performance of all [the Vendor’s {Contractor's}] obligations under the Blanket P.O., including payment to the Subcontractor.  The Subcontractor has no legal relationship with the State, only with the Vendor {Contractor}.

Task – A discrete unit of work to be performed.

Third Party Intellectual Property – Any intellectual property owned by parties other than the State or Vendor {Contractor} and contained in or necessary for the use of the Deliverables.  Third Party Intellectual Property includes COTS owned by Third Parties, and derivative works and compilations of any Third Party Intellectual Property. 

Unit Cost or Unit Price – All-inclusive, firm fixed price charged by the Vendor {Bidder} for a single unit identified on a price line.

US CERT – United States Computer Emergency Readiness Team.
  
Using Agency[ies] – A State department or agency, a quasi-State governmental entity, or a Cooperative Purchasing Program participant, authorized to purchase products and/or services under a Blanket P.O. procured by the Division. 

Vendor {Bidder} – An entity offering a Quote in response to the Division’s Bid Solicitation.

Vendor {Contractor} – The Vendor {Bidder} awarded a Blanket P.O. resulting from this Bid Solicitation.

Vendor Intellectual Property – Any intellectual property that is owned by Vendor {Contractor} and contained in or necessary for the use of the Deliverables or which the Vendor {Contractor} makes available for the State to use as part of the work under the Blanket P.O.  Vendor Intellectual Property includes COTS or Customized Software owned by Vendor {Contractor}, Vendor’s {Contractor’s} technical documentation, and derivative works and compilations of any Vendor Intellectual Property.

Work Product – Every invention, modification, discovery, design, development, customization, configuration, improvement, process, Software program, work of authorship, documentation, formula, datum, technique, know how, secret, or intellectual property right whatsoever or any interest therein (whether patentable or not patentable or registerable under copyright or similar statutes or subject to analogous protection) that is specifically made, conceived, discovered, or reduced to practice by Vendor  {Contractor} or Vendor’s {Contractor’s} subcontractors or a third party engaged by Vendor {Contractor} or its subcontractor pursuant to the Blanket P.O. Notwithstanding anything to the contrary in the preceding sentence, Work Product does not include State Intellectual Property, Vendor  Intellectual Property or Third Party Intellectual Property. 
The following definitions will be part of any Blanket P.O. awarded or order placed as a result of this Bid Solicitation.
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All-Inclusive Hourly Rate – An hourly rate comprised of all direct and indirect costs including, but not limited to:  labor costs, overhead, fee or profit, clerical support, travel expenses, per diem, safety equipment, materials, supplies, managerial support and all documents, forms, and reproductions thereof.  This rate also includes portal-to-portal expenses as well as per diem expenses such as food.

Best and Final Offer or BAFO – Pricing timely submitted by a Vendor {Bidder} upon invitation by the Bureau after Quote opening, with or without prior discussion or negotiation.

Bid or Bid Solicitation – This series of documents, which establish the bidding and Blanket P.O. requirements and solicits Quotes to meet the needs of the Using Agencies as identified herein, and includes the Bid Solicitation, State of NJ Standard Terms and Conditions (SSTC), State-Supplied Price Sheet, attachments, and Bid Amendments.

Bid Amendment – Written clarification or revision to this Bid Solicitation issued by the Division. Bid Amendments, if any, will be issued prior to Quote opening.

Business Day – Any weekday, excluding Saturdays, Sundays, State legal holidays, and State-mandated closings unless otherwise indicated.

Calendar Day – Any day, including Saturdays, Sundays, State legal holidays, and State-mandated closings unless otherwise indicated.

Change Order – An amendment, alteration or modification of the terms of a Blanket P.O. between the State and the Vendor(s) {Contractor(s)}.  A Change Order is not effective until it is signed and approved in writing by the Director or Deputy Director, Division of Purchase and Property.

Cooperative Purchasing Program – The Division’s intrastate program that provides procurement-related assistance to New Jersey local governmental entities and boards of education, State and county colleges and other public entities having statutory authority to utilize select State Blanket P.O.s issued by the Division, pursuant to the provisions of N.J.S.A. 52:25-16.1 et seq.

Days After Receipt of Order (ARO) – The number of calendar days ‘After Receipt of Order’ in which the Using Agency will receive the ordered materials and/or services.

Director – Director, Division of Purchase and Property, Department of the Treasury, who by statutory authority is the Chief Contracting Officer for the State of New Jersey.

Disabled veterans’ business - means a business which has its principal place of business in the State, is independently owned and operated and at least 51% of which is owned and controlled by persons who are disabled veterans or a business which has its principal place of business in this State and has been officially verified by the United States Department of Veterans Affairs as a service disabled veteran-owned business for the purposes of department contracts pursuant to federal law.  N.J.S.A. 52:32-31.2.

Disabled veterans’ business set-aside contract - means a contract for goods, equipment, construction or services which is designated as a contract with respect to which bids are invited and accepted only from disabled veterans’ businesses, or a portion of a contract when that portion has been so designated.  N.J.S.A. 52:32-31.2.

Discount – The standard price reduction applied by the Vendor {Bidder} to all items.

Division – The Division of Purchase and Property.

Evaluation Committee – A committee established or Division staff member assigned by the Director to review and evaluate Quotes submitted in response to this Bid Solicitation and recommend a Blanket P.O. award to the Director.

Firm Fixed Price – A price that is all-inclusive of direct cost and indirect costs, including, but not limited to, direct labor costs, overhead, fee or profit, clerical support, equipment, materials, supplies, managerial (administrative) support, all documents, reports, forms, travel, reproduction and any other costs.

Joint Venture – A business undertaking by two (2) or more entities to share risk and responsibility for a specific project.

Master Blanket Purchase Order (Blanket P.O.) – The Blanket P.O. consists of the State of NJ Standard Terms and Conditions (SSTC), the Bid Solicitation, the responsive Quote submitted by a responsible Vendor {Bidder} as accepted by the State, the notice of award, any Best and Final Offer, any subsequent written document memorializing the agreement, any modifications to any of these documents approved by the State and any attachments, Bid Amendment or other supporting documents, or post-award documents including Change Orders agreed to by the State and the Vendor {Contractor}, in writing.

May – Denotes that which is permissible or recommended, not mandatory.

Must – Denotes that which is a mandatory requirement.  

No Bid – The Vendor {Bidder} is not submitting a price Quote for an item on a price line.

No Charge – The Vendor {Bidder} will supply an item on a price line free of charge.

Primary Form – An electronic form contained within a Vendor’s {Bidder’s} NJSTART profile designated by the Vendor {Bidder} as the primary or principal version of the required form.

Procurement Bureau (Bureau) - The Division unit responsible for the preparation, advertisement, and issuance of Bid Solicitations, for the tabulation of Quotes and for recommending award(s) of Blanket P.O.(s) to the Director and the Deputy Director.

Project – The undertakings or services that are the subject of this Bid Solicitation.

QRGs – Quick Reference Guides.

Quote – Vendor’s {Bidder’s} timely response to the Bid Solicitation including, but not limited to, technical Quote, price Quote, and any licenses, forms, certifications, or other documentation required by the Bid Solicitation.

Retainage – The amount withheld from the Vendor {Contractor} payment that is retained and subsequently released upon satisfactory completion of performance milestones by the Vendor {Contractor}.

Revision – A response to a BAFO request or a requested clarification of the Vendors {Bidders} Quote. 

Shall – Denotes that which is a mandatory requirement.  

Should – Denotes that which is permissible or recommended, not mandatory.

Small Business – Pursuant to N.J.S.A. 52:32-19, N.J.A.C. 17:13-1.2, and, N.J.A.C. 17:13-2.1, “small business” means a business that meets the requirements and definitions of “small business” and has applied for and been approved by the New Jersey Division of Revenue and Enterprise Services, Small Business Registration and M/WBE Certification Services Unit as (i) independently owned and operated, (ii) incorporated or registered in and has its principal place of business in the State of New Jersey; (iii)  has 100 or fewer full-time employees; and has gross revenues falling in one (1) of the three (3) following categories:  
· For goods and services - (A) 0 to $500,000 (Category I); (B) $500,001 to $5,000,000 (Category II); and (C) $5,000,001 to $12,000,000, or the applicable federal revenue standards established at 13 CFR 121.201, whichever is higher (Category III). 
· For construction services: (A) 0 to $3,000,000 (Category IV); (B) gross revenues that do not exceed 50 percent of the applicable annual revenue standards established at 13 CFR 121.201 (Category V); and (C) gross revenues that do not exceed the applicable annual revenue standards established at CFR 121.201, (Category VI).

Small business set-aside contract – “means (1) a contract for goods, equipment, construction or services which is designated as a contract with respect to which bids are invited and accepted only from small businesses, or (2) a portion of a contract when that portion has been so designated.”  N.J.S.A. 52:32-19.

State – The State of New Jersey.

State Contract Manager or SCM – The individual, as set forth in Section 8.0, responsible for the approval of all deliverables, i.e., tasks, sub-tasks or other work elements in the Scope of Work.  The SCM cannot direct or approve a Change Order.

State-Supplied Price Sheet – the bidding document created by the State and attached to this Bid Solicitation on which the Vendor {Bidder} submits it Quote pricing as is referenced and described in Bid Solicitation Section 4.4.5.   

Subtasks – Detailed activities that comprise the actual performance of a task.

Subcontractor – An entity having an arrangement with a Vendor {Contractor}, whereby the Vendor {Contractor} uses the products and/or services of that entity to fulfill some of its obligations under its State Blanket P.O., while retaining full responsibility for the performance of all [the Vendor’s {Contractor's}] obligations under the Blanket P.O., including payment to the Subcontractor.  The Subcontractor has no legal relationship with the State, only with the Vendor {Contractor}.

Task – A discrete unit of work to be performed.

Unit Cost or Unit Price – All-inclusive, firm fixed price charged by the Vendor {Bidder} for a single unit identified on a price line.

Using Agency[ies] – A State department or agency, a quasi-State governmental entity, or a Cooperative Purchasing Program participant, authorized to purchase products and/or services under a Blanket P.O. procured by the Division. This Blanket P.O. may be used by the Using Agencies or quasi-governmental agencies specifically identified in the Bid Solicitation.  In addition, with the approval of the Director of the Division of Purchase and Property and the agreement of the Vendor {Contractor}, the Blanket P.O. may be used by any Using Agency or quasi-State governmental entity. 

Vendor {Bidder} – An entity offering a Quote in response to the Division’s Bid Solicitation.

Vendor {Contractor} – The Vendor {Bidder} awarded a Blanket P.O. resulting from this Bid Solicitation.
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These definitions apply only to the Ownership of Material and Performance Guarantee of Vendor {Contractor} outlined in Section 5.0 of this Bid Solicitation. 

Acceptance – The written confirmation by the Using Agency that Vendor {Contractor} has completed a Deliverable according to the specified requirements.

Commercial Off the Shelf (COTS) – Software provided by Vendor {Contractor} that is intended for general use.

Custom Software – Software and Work Product that is developed by Vendor {Contractor} at the request of the Using Agency to meet the specific business requirements of the Using Agency and is intended for its use.

Customized Software – COTS that is adapted by Vendor {Contractor} to meet specific business requirements of the Using Agency that differ from the standard requirements of the base product.

Deliverable – Goods, products, Services and Work Product that Vendor {Contractor} is required to deliver to the State under the Blanket P.O.

Hardware – Includes computer equipment and any Software provided with the Hardware that is necessary for the Hardware to operate.

Services – Includes, without limitation (i) Information Technology (IT) professional services, (ii) Software and Hardware-related services, including without limitation, installation, configuration, and training, and (iii) Software and Hardware maintenance and support and/or Software and Hardware technical support services. 

Software – Includes, without limitation, computer programs, source codes, routines, or subroutines supplied by Vendor {Contractor}, including operating software, programming aids, application programs, application programming interfaces and software products, and includes COTS, Customized Software and Custom Software, unless the context indicates otherwise.

State Intellectual Property – Any intellectual property that is owned by the State.  State Intellectual Property includes any derivative works and compilations of any State Intellectual Property.

Third Party Intellectual Property – Any intellectual property owned by parties other than the State or Vendor {Contractor} and contained in or necessary for the use of the Deliverables.  Third Party Intellectual Property includes COTS owned by Third Parties, and derivative works and compilations of any Third Party Intellectual Property. 

Vendor {Contractor} Intellectual Property – Any intellectual property that is owned by Vendor {Contractor} and contained in or necessary for the use of the Deliverables or which the Vendor {Contractor} makes available for the State to use as part of the work under the Blanket P.O.  Vendor {Contractor} Intellectual Property includes COTS or Customized Software owned by Vendor {Contractor}, Vendor’s {Contractor’s} technical documentation, and derivative works and compilations of any Vendor {Contractor} Intellectual Property.

Work Product – Every invention, modification, discovery, design, development, customization, configuration, improvement, process, Software program, work of authorship, documentation, formula, datum, technique, know how, secret, or intellectual property right whatsoever or any interest therein (whether patentable or not patentable or registerable under copyright or similar statutes or subject to analogous protection) that is specifically made, conceived, discovered, or reduced to practice by Vendor  {Contractor} or Vendor’s {Contractor’s} subcontractors or a third party engaged by Vendor {Contractor} or its subcontractor pursuant to the Blanket P.O. Notwithstanding anything to the contrary in the preceding sentence, Work Product does not include State Intellectual Property, Vendor {Contractor} Intellectual Property or Third Party Intellectual Property. 
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Dealer/Distributor – A Company authorized by a Vendor {Bidder/Contractor} as having the contractual ability to accept and fulfill orders and receive payments directly on behalf of the Vendor {Contractor} that is awarded a Blanket P.O.  Any authorized Dealer/Distributor must agree to all terms and conditions contained within the Bid Solicitation and must agree to provide all products and services in accordance with the Blanket P.O. specifications, terms, conditions and pricing.  A Dealer/Distributor must provide all forms required of a Vendor {Contractor}.

Percentage Discount or Markup - The Percentage bid applied as a Markup or a Discount to a firm, fixed price contained within a price list/catalog. 

Price List/Catalog – A document published by manufacturers, resellers, Dealers, or Distributors that typically contains product descriptions, a list of products with fixed prices to which a Vendors {Bidders} percentage discount or markup bid is applied.      
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Acceptance Testing - The process of testing all components and system functionality to ensure the system is ready for implementation and to ensure testing deficiencies are resolved without creating new deficiencies.  This includes functional requirements testing, error condition and stress testing, and regression testing.

Account Management Agent (AMA) - An automated application that supports the activities of the Federal Reserve Bank of Richmond’s operations in providing Automated Standard Application for Payments (ASAP) account management activities to the Food and Nutrition Service (FNS) for the federal Electronic Benefits Transfer (EBT) Supplemental Nutrition Assistance Program (SNAP).

Acquirer - The financial institution that establishes an account with a merchant and processes payment card authorizations and payments.

Adjustment - A debit or credit transaction initiated by an Acquirer or Terminal Operator on behalf of an Acquirer, to correct a system error or to correct an out-of-balance condition identified in the Settlement process.

Administration for Children and Families (ACF) - The Federal agency within the U.S. Department of Health and Human Services that is responsible for the supervision of the Temporary Assistance to Needy Families (TANF) and certain child care programs.

Administrative Functions Application – An application which provides information where certain data is only available to those with the proper privileges.  

Adverse Determination Letter – Written notification to the provider of a paid claim denial due to an incorrect or opposing utilization review determination which includes right to appeal instructions.

Aging Process –  Refers to the length of time between accessing benefits.  

American Bankers Association (ABA) – An association comprised of banks and other financial institutions which seeks to promote the strength and profitability of the banking industry by lobbying federal and state governments, building industry consensus on key issues, and providing products and services, including public affairs support and legal services, to its member banks.  

American National Standards Institute (ANSI) - The primary organization for fostering the development of technology standards in the United States.

Anti-fraud Locator of EBT Retailer Transactions (ALERT) - The U.S. Department of Agriculture’s system that receives daily transaction records from EBT processors and conducts analysis of patterns in the data, which indicate potential fraudulent activity by stores.

Appeal – The process by which a decision or determination can be challenged.

Audit – A comprehensive analysis of an organization’s adherence to State and federal regulatory requirements.

Authorized Representative - An individual designated by a SNAP Recipient to have access the Recipient’s benefits.

Authorized Retailer - Any merchant who has been approved by FNS to accept SNAP as payment for eligible food items and has completed and signed a Retailer agreement. 

Automated/Audio Response Unit (ARU) - Computer peripheral that accepts data from touch-tone telephones and responds with synthesized voice commands and information. Used by an EBT system to provide balance information or to authorize manual transactions. 

Automated Standard Application for Payments (ASAP) - An all-electronic payment and information system developed jointly by the Treasury Department’s Financial Management Service (FMS) and the Federal Reserve Bank of Richmond. ASAP is a system through which grantee organizations receiving federal funds can draw from accounts pre-authorized by federal agencies.

Automated Teller Machine (ATM) - Unattended machine that dispenses cash or performs other banking services when an account holder inserts a bank card. 

Automated Clearing House (ACH) - An electronic clearing and settlement system for exchanging transactions among participating depository institutions.

Available Balance - The amount of funds that may be accessed by a cardholder for a transaction from a Cash Assistance or SNAP account.

Balance Inquiry - A non-financial transaction that permits the cardholder to obtain the current balance of the account(s).

Bank Identification Number (BIN) - Set of numbers as defined by the ABA and International Standards Organization (ISO), which appears in the primary account number and identifies the card issuer for purposes of interchange.
Batch Exception Report - An error report that lists unprocessed transactions from Batch Files.

Batch Files - Files generated in batch processing.

Benefit Redemption Systems Branch (BRSB) – The Food and Nutrition Service (FNS) system that manages the files submitted by Electronic Benefit Transfer (EBT) processors to update Retailer redemption activity in Store Tracking and Reporting System (STARS).  


Call Center - A center that acts as a single point of contact for individuals or Retailers that need to access services and support utilizing a toll free number.

Card Authentication Value (CAV) - A cryptographic value encoded on Track 2 of the magnetic stripe and used to validate its contents.

Card Issuer - The institution or its agent that issues the identification card to the cardholder.

Case -  One or more individuals usually sharing family membership and eligibility classification, i.e., mother and child.A benefit account for one (1) recipient payee/household.

Case Number - The 10-digit number that uniquely identifies a case in New Jersey’s FAMIS/EBT system. The case number begins with “C” or “S” followed by six numeric characters and ending with a three-digit County code.

Cash Assistance Programs (Cash Assistance) - New Jersey public assistance programs that provide cash to eligible Recipients, including General Assistance (GA), Temporary Assistance to Needy Families (TANF), and Work First NJ (WFNJ).

Child Support and Paternity (CSP) - Provides support for children by establishing paternity and administering court ordered genetic paternity testing, locating non-custodial parents, initiating non-support complaints, and reviewing existing support obligations for possible adjustment.

Clearing Account - Account maintained by the Concentrator Bank for settlement purposes.

Clearing Report - A settlement report that shows all cash and SNAP funds processed through the Vendor {Contractor}.

Concentrator Bank - The financial entity that provides specific financial services to the Vendor {Contractor} in support of daily settlement. The Concentrator Bank provides ACH services to accept funds for SNAP transactions from the Federal Reserve and/or funds for cash transactions from the State’s financial institution for settlement with individual Retailers/ATM networks, etc. on a daily basis.

Contractor System - See Host System.

Conversion Site(s) – Additional sites where Recipients may go to obtain the new EBT card. These sites must be conveniently located to public transportation and handicap accessible. 

Cost per Case per Month (CPCM): The amount charged to the State for one (1) benefit account per recipient payee/household per month.

County Welfare Agency (CWA) - Local office that has responsibility for directly administering the programs supervised by the Division of Family Development (DFD), such as TANF, WFNJ and the SNAP.  The CWAs are responsible for taking applications, determining eligibility, updating computer files, and providing social services to individuals that reside in their County.

Customer Service Representative (CSR) - A live person who provides assistance to an EBT Recipient or Retailer via a phone call to a customer service center. 

Data Encryption Standard (DES) - Standard for encrypting data to allow secure transmission of information between points.

Department of Human Services (DHS) – The State agency in New Jersey that provides leadership and supervision to the public and private agencies that deliver financial aid and support services to individuals and families.

Direct Deposit - The electronic transfer of a payment from a company, organization or government entity directly into an individual’s or vendor’s bank account.

Division of Family Development (DFD) - The Division within the DHS that supervises the administration of the public assistance entitlement.

Electronic Benefits Transfer (EBT) - System that uses electronic funds transfer, automated teller machines, and point-of-sale (POS) technology for the delivery and control of public assistance benefits.

EBT-only Acquirer - The Vendor {Contractor} that routes and settles transactions for EBT-only Retailers.

Electronic Funds Transfer (EFT) - A system that transfers funds through electronic messages instead of by traditional means, such as cash or checks.

Exempt Retailers – Retailers who provide direct-to-consumer markets, such as direct-marketing farmers and non-profit cooperatives that operate using the community supported agriculture model. 

Family Assistance Management Information System (FAMIS) - The State’s current automated eligibility system, which meets federal requirements for automated systems.  It contains TANF and SNAP eligibility, financial and demographic information.

Federal Reserve Bank (FRB) - The central bank of the United States created by Congress and made up of a seven-member Board of Governors in Washington, D.C., 12 regional Federal Reserve Banks and their 25 branches. The Federal Reserve Bank of Richmond has been designated by FNS to perform as an AMA for the federal SNAP.

FNS Regulations - The final rules and regulations promulgated by FNS. The regulations serve as the set of standards for operation of NJ SNAP EBT systems.

Food and Nutrition Service (FNS) - The agency within the U.S. Department of Agriculture that is responsible for administering the SNAP.

Functional Demonstration - The process of demonstrating user interfaces with system components and the full range of system functionality. This process is a pre-requisite to acceptance testing.

Functional Requirements - Major elements of benefit issuance and redemption that must be provided by the EBT system.  For the SNAP they include: 1) authorization of Recipient benefits, 2) benefit delivery to Recipients, 3) retailer and bank account settlement, 4) management of Retailer participation, and 5) reconciliation and reporting.

General Assistance (GA) - The State-funded program that provides Cash Assistance to adults who meet established eligibility criteria.

Group Living Arrangements/Group Homes - Specific licensed residential living facilities for a number of individuals.

Home Energy Assistance (HEA) - Additional benefit paid to either utility companies or Recipients to supplement their housing costs.

Host System - The central EBT processing system (hardware, software and data) that processes transactions and maintains Recipient and Retailer accounts.

Hot Backup Site - A fully redundant back-up system located in a separate geographic location from the primary system to help ensure that it is not subject to the same disaster. Synchronized databases are maintained at both sites so that in the event of a failure at the primary site, cutover to the back-up site can be effected in a matter of minutes.

Hot Card - A card that is no longer valid but has not been returned to the card issuer.

Issuer Identification Number (IIN)-  The first digits of a payment card number issued by a financial institution. 

Inquiry - A transaction requested by the Recipient to display past records, payments, other specific transactions, or any other entries relating to the account.

Interface - A point within an application where data flows from one system to another.

International Standards Organization (ISO) - Group responsible for coordinating international standards, including financial processing standards.

Issuer – The designated Vendor{Contractor} or Subcontractor authorized to issue EBT cards. 

Manual Authorization - See Voice Authorization.

Manual Payment – A payment issued outside of the normal batch file transfer process, initiated by a CWA.

National Automated Clearing House Association (NACHA) - Manages the development, administration, and governance for the Automated Clearing House (ACH) network.   

Net Position - Value representing the amount due to or from a financial institution for transactions exchanged and processed during the day.

Network - An organization that manages and operates a payment system that supports authentication, authorization, clearing and settlement of retail point-of-sale (POS), ATM and other transactions among network participants bound by the network’s operating rules.   Participants in a network include financial institutions, merchants, and organizations that provide transaction-processing services.

Non-Traditional - A Retailer or vendor authorized by FNS to accept SNAP benefits in exchange for eligible food items that does not have access to a phone line or electricity at the POS, and therefore is unable to use a standard POS device to authorize transactions (e.g., farmers’ markets and route vendors). Others, such as group homes, treatment centers, food cooperatives and communal dining facilities may have special circumstances that require a variety of unique accommodations in order to continue NJ SNAP participation in the EBT environment.

Off-line - An EBT system or transaction in which individual purchases are authorized without telecommunication between the POS device or ATM and a central database. In an off-line EBT system, data on the Recipient’s account balance is maintained on the access card and purchase authorization only requires contact between the card and the local device.

Office of Information Technology (OIT) - The New Jersey State data processing center, which processes FAMIS data and is responsible for file transfers between New Jersey and the Vendor {Contractor}.

Online Management of Economic Goal Achievement (OMEGA) - Supports Work First NJ (WFNJ) and other cash programs, such as TANF. 

Online - An EBT system or transaction which either: a) authorizes individual purchases;  b) verifies authorization; or c) records attendance for the child care voucher programs which requires telecommunication between the POS device, ARU or ATM and a central database in which data on account balances is maintained. 

Operating System- The software that supports a computer's basic functions, such as scheduling tasks, executing applications, and controlling peripherals.

Primary Account Number (PAN) - A 16-digit numeric field that provides the means of identifying the card issuer and the Recipient to whom the card was issued. 


Personal Identification Number (PIN) - A numeric code selected by or assigned to the Recipient and used to control access to individual accounts. The PIN must be entered on a keypad before any transaction can be processed.

PIN Offset - An encrypted version of the PIN that is usually encoded on the magnetic stripe of an access card.  It allows PIN verification to be conducted at the point of entry.

PIN Pad - A device through which a cardholder may enter his or her PIN at a terminal.

Point-of-Sale/Service (POS) – The location where a cardholder initiates a transaction with a merchant. 

Primary Account Number (PAN) - The assigned number that identifies the card issuer and cardholder. It includes the issuer’s identification number and an individual account identification number.

Processor - Any company that processes transactions on behalf of an issuer, acquirer or merchant.

Project Management Plan (PMP)- A formal, approved document used to guide both project execution and project control. 

Quality Review Board (QRB) - A group composed of representatives from participating State and local agencies that reviews and approves all project deliverables and provides a formal quality assurance process.

Quest® EBT Operating Rules - Uniform EBT rules established and maintained by NACHA, which form the basis of a uniform operating environment for EBT.

Receipt - Hard copy description of a transaction that took place at the POS, containing at a minimum, the date, merchant name and location, truncated PAN, type of account accessed, transaction amount and account balance.

Recipient - An eligible individual of one of the State’s benefit programs.

Re-presentment - The authorization of a transaction that was previously denied for insufficient funds, then later attempted to process the transaction. 

Resubmission - The submission for authorization of an off-line SNAP transaction or a Store and Forward SNAP transaction following the denial of the transaction.

Retailer - A merchant who is authorized to participate in SNAP and transacts benefits for SNAP and/or Cash Assistance Recipients.

Retailer EBT Data Exchange (REDE) - Interface developed to facilitate the exchange of Retailer data between FNS and EBT processors. 

Return - See SNAP Return.

Reversal - A system generated message that returns the full value of the transaction to the cardholder.

Security Assertion Markup Language (SAML) - An open standard for exchanging authentication and authorization data between parties, in particular, between an identity provider and a service provider. SAML is an XML-based markup language for security assertions (statements that service providers use to make access-control decisions). 

Settlement - The exchange of information that results in the transfer of funds from one entity to another to complete a financial transaction. In EBT, these transfers include the flow of funds via ACH between the EBT Vendor’s {Contractor’s} bank account and bank accounts belonging to TPPs, networks and direct connect retail chains, as well as between the EBT-only acquirer’s bank account and authorized SNAP Retailers.

Smart Card - An access card that has an integrated circuit embedded in the card. It can store data and perform certain computational and memory functions. When used in off-line EBT systems, data on the Recipient’s account balance is maintained on the card, and purchase authorization only requires contact between the card and the local device.

SNAP Manual Transaction - An off-line SNAP purchase or merchandise return completed by use of a paper manual voucher.

SNAP Purchase – A transaction processed by an EBT Recipient, at an FNS authorized merchant for eligible products or services. 

SNAP Return - A refund for the value of returned merchandise purchased with SNAP benefits.

Stand-in Processing (STIP) -  Decision whether to approve, decline, or refer authorization requests based on instructions that have been provided ahead of time when communications are offline for any reason.  

Store and Forward - A SNAP or Cash Assistance transaction that is electronically stored when the POS terminal operator is unable to communicate with the card issuer.  The transaction is later forwarded to the card issuer for approval, when communication is restored.

Store Tracking and Reporting System (STARS) - USDA/FNS system which contains information on Retailers that participate in the SNAP program.

Supplemental Nutrition Assistance Program (SNAP)  - The Federally funded assistance program authorized by the SNAP Act of 1964 that enables individuals and households to purchase food items to maintain nutritionally adequate diets.
 
Supplemental Security Income (SSI) - A Federal program that provides cash assistance to aged, blind and disabled individuals under Title XVI of the Social Security Act.

Surcharge - A fee added to a transaction by an acquirer, terminal operator or merchant for a transaction at a terminal.

Temporary Assistance to Needy Families (TANF) -  A federally funded grant program that allows states to create and administer their own assistance programs for families in need. 

Third Party Processor (TPP) – An entity or individual, other than an Issuer or Acquirer that provides EBT services, such as POS terminals, processes transactions and settles Retailer accounts as an independent sales organization. This includes Retailers with their own terminals that are capable of relaying electronic transactions to a central database computer for authorization. 

Track  -  Information that is stored on magnetic stripe badges or cards in three (3) different positions which are referred to as Track 1, Track 2, or Track 3.  

Transaction - A specific set of input data that initiates a specific action in the EBT system.

United States Department of Agriculture (USDA) - The federal agency that oversees the FNS and its programs.

Update - The process by which information is added, changed, or deleted from a computer system.

User Manual - A technical communication document to give assistance to people using the  system.

Voice Authorization - An affirmative response to a Retailer’s request for approval of a manual voucher transaction via the Vendor’s {Contactor’s} toll-free customer service Call Center.

Voice Response Unit (VRU) - See ARU.

Voluntary Restricted Payment (VRP) - A portion of the Cash Assistance benefit that is voluntarily designated by the Recipient for payment of rent, mortgage or utility expenses in the form of a two- party payment to a landlord or other entity.

Voucher - The paper slip that is used to document an off-line SNAP transaction. 

Waiver - An exception to, or deferral from, implementing a specific regulation that is granted to a State by a federal agency (e.g., USDA/FNS).

Women, Infant and Children (WIC) - Federal assistance program of the FNS for healthcare and nutrition of low-income pregnant women, breastfeeding women, and children under the age of five.

Work First NJ (WFNJ) - Provides temporary cash assistance and support services to enable people to secure employment and become self-sufficient, through job training, education and work activities. 

Work Plan - A detailed plan provided by the Vendor {Contractor} that outlines all of the tasks, dates and deliverables necessary to accomplish the implementation of the EBT system.




[bookmark: _2.2_contract_specific][bookmark: _3.0_Scope_of][bookmark: _Ref37485783][bookmark: _Toc400531491][bookmark: _Toc428533962][bookmark: _Toc31289235][bookmark: _Toc66687536]SCOPE OF WORK

The Vendor {Contractor} shall design, develop, implement, and maintain an Electronic Benefits Transfer System (EBT) based on the specifications in this Bid Solicitation. The Vendor {Contractor} shall also be responsible for the conversion and transition of the State’s existing EBT system from the existing Vendor {Contractor}. Unless expressly noted as an exception herein, the Vendor {Contractor} and any Subcontractors shall comply with the Quest® EBT Operating Rules and any modifications hereto.  These operating rules detail the operational requirements for the EBT Vendor {Contractor}, Third Party Processors (TPPs) and other parties participating in the EBT program. The Vendor’s {Contractor’s} system must conform to USDA/FNS EBT regulations (7 CFR 274). The EBT system must also comply with technical standards established by the American National Standards Institute (ANSI) and the International Organization for Standardization (ISO) where applicable.

The Vendor {Contractor} shall complete the migration of transaction Acquirers, migration of Recipient data to the Vendor’s {Contractor’s} EBT database, and EBT card replacement, if necessary.  The Vendor {Contractor} shall ensure that the database conversion occurs overnight, on a weekend. The Vendor {Contractor} shall analyze transaction volumes and select a weekend when the least number of Retailers and Recipients would be impacted. The entire conversion shall be completed in ten (10) hours or less. No Stand-in Processing (STIP) of Recipient transactions will be required during conversion. 


The Vendor {Contractor} shall ensure the EBT System is available 99.9% of the time in any calendar month, not including scheduled downtime or failure of communication lines or telecommunications equipment.  

[bookmark: _Toc523494919][bookmark: _Toc531764469][bookmark: _Toc31289236][bookmark: _Toc66687537]SYSTEM CAPABILITIES

The Vendor {Contractor} must provide an EBT system that: 

A. Processes input using the existing New Jersey system environment (refer to Attachment 9 - NJ Department of Human Services Current Network Architecture).  The State will not make modifications to its EBT environment systems to accommodate the Vendor {Contractor};

B. Provides a fully integrated database to support online queries of account activity, administrative updates, and a full range of account management reporting;

C. Is parameter (i.e., table, menu) driven to the fullest extent possible;

D. Accepts daily and monthly electronic batch transmissions of payment and Recipient demographic data from the State’s current EBT demographic data online eligibility systems via an automated interface;

E. Provides for the daily and monthly electronic transmission of payment data systems via an automated interface;

F. Provides online update and inquiry capability to the Families First EBT database;

G. Provides for secure online issuance and cancellation of benefits;

H. Logs and reports all data by County, from the initial input process through the reporting process. All elements that make up a County report must be rolled up by elements into a State total report;

I. Makes all reports available in County sort with County totals and State total;

J. Meets U.S. Department of Agriculture, Food and Nutrition Service (USDA/FNS) operating and reporting requirements as contained in 7 CFR Parts 272, 274, 276, 277 and 278, SNAP Standards for Approval and Operation of SNAP EBT Systems;

Complies with the Quest® Operating Rules Version 2.2 September 2014:  
https://www.nacha.org/content/quest;

K. Provides for direct deposit of payments to service providersvendors (such as landlords and utilities) on behalf of Cash Assistance Recipients (for example, Voluntary Restricted Payments or VRP in the State’s FAMIS system); 

L. Processes and reports on SNAP claim repayments; 

M. Can expand to include additional programs; and 

N. Is accessible by all Recipient population groups.

[bookmark: _Toc531764470][bookmark: _Toc31289237][bookmark: _Toc66687538]System development and testing

The Vendor {Contractor} shall:

A. Ensure  that locations  are  available  in  each  County  to  allow Cash Assistance Recipients adequate access to their benefits;

B. Complete development and testing to successfully convert the State’s existing caseload to the proposed system no later than three (3) months prior to the expiration of the State’s current Blanket P.O. for EBT serviceswithin six (6) to nine (9) months of the Blanket P.O. award date;

C. Provide Families First EBT cards to all specifed Recipients over-the-counter at the 21 County Welfare Agencies (CWAs);

D. Provide for a self-selected Personal Identification Number (PIN) over the counter or through a telephone call to a Vendor {Contractor} supplied toll free Recipient customer service center;

E. Securely mail Families First EBT cards and initial PINs separately to specified Recipients, when requested by and at the discretion of the State;

F. Provide all software required for the system’s operation;

G. Provide Point-of-Sale/Service (POS) terminals to Food and Nutrition Service (FNS) approved exempt Retailers who do not choose to purchase their own equipment. Exempt Retailers include: farmers’ markets, direct-marketing farmers, military commissaries, non-profit food buying cooperatives, group living arrangements, treatment centers, and prepared meal services.  This equipment shall be restricted to EBT use only;

H. Provide secure wireless POS equipment for Supplemental Nutrition Assistance Program (SNAP) EBT transactions at no cost to direct farmers and farmer markets that do not have access to a telephone line or electricity at their selling locations. Provide secure wireless POS equipment for SNAP EBT transactions at no cost to direct farmers and farmer markets that do not have access to a telephone line or electricity at their selling locations. There are approximately 46 wireless state deployed POS terminals have been issued during the past 6 years;

I. Provide appropriate training and technical support to all users, including benefit Recipients, State, and County;

J. Provide a Shared Data Warehouse that allows query functionality and the ability to build new reports;

K. Provide a NJ User-specific dashboard programmed to alert local welfare agencies of critical events. The software should allow State users the ability to manage the dashboard. There will be approximately 3,000 county users and approximately 50 State Agency Level users. These two (2) types of users should have different roles and access to a dashboard with role specific information;

L. Research and resolve all system errors such as Automated Teller Machine (ATM) and POS misdispenses;

M. Receive reports of stolen, lost, or damaged cards and disable the cards immediately;

N. Assume liability for benefit replacement in the event of negligence, fraud or breach of security in the Vendor’s {Contractor’s} system, personnel;

O. Provide Recipients with a hard copy of their transaction history for up to three (3) months, if requested;

P. Provide a full-time integrated testing process that simulates production and allows for electronic transmission of all required files between the State system test model and the Vendor’s {Contractor’s} EBT system test model;

Q. Provide advanced user search options in the EBT system. Search options should include at a minimum: case number, card number, and cardholder name; ;

R. Provide features within the system that serve to reduce the possibility of fraud and misuse;

S. Issue IRS forms 1099s to SNAP Retailers no later than January 31st of each year; and

T. Participate and support the State in meetings and communications with Retailers and banking trade associations, as well as with user advocacy groups. The State expects the Vendor {Contractor”} to participate in no more than two meetings per year.The Vendor {Contractor} will be responsible for collecting any data, preparing an agenda, and providing all support materials for such meetings or communications, as well as providing appropriate Vendor {Contractor} staff to attend the meetings. All materials and/or other forms of information must be approved by the SCM prior to distribution.

[bookmark: _Toc523494947][bookmark: _Toc531764471][bookmark: _Toc31289238][bookmark: _Toc66687539]TRAINING


The Vendor {Contractor} shall develop training programs which are available in English and Spanish.  The Vendor {Contractor} shall:

A. Be responsible for the design, production and implementation of the training programs integral to the successful operation of an EBT system;

B. Maintain a training plan which explains the training programs proposed for State and CWA staff; and 

C. Ensure training materials remain available for State and CWA staff use through the Blanket P.O. and any extensions.  

The State must approve any and all training programs prior to their use, including training aids.  
The training plan and all training materials shall be the property of the State. 

[bookmark: _Toc531764472][bookmark: _Toc31289239][bookmark: _Toc66687540]State/CWA Staff Training (Cash Assistance and SNAP) 

At a minimum, the Vendor {Contractor} must provide all training requirements as per Bid Solicitation Section 3.2.1. However, the Vendor {Bidder} may provide additional, alternative delivery methods of training for the State’s consideration. The Vendor {Contractor} shall:

A. Provide all current State and CWA staff with an overview of the Vendor’s {Contractor’s} system. Approximately 50 State staff and 3,000 CWA staff must receive the overview;

B. Conduct overview sessions forat each CWA and at the State staffoffice.  The overview sessions do not need to be conducted in person and may be conducted via online webinars or comparable method.  (See Attachment 2 - County Welfare Agency Locations for a list of CWA locations). ;

C. Arrange for regionalized training of a group of CWA staff for counties that do not have training space at one (1) of the county offices that has the training space and equipment or at the State office which is equipped with 14 PCs with internet access;

D. Train State and CWA administrative staff from various operating units on the operation of the administrative system, including security, benefit issuance administration, card issuance administration and card production equipment, as well as any other equipment necessary for local EBT operations for approximately 150 State and CWA staff;

E. Create a User Manual prior to official implementation of the Vendor’s {Contractor’s} system that provides procedural and operational instructions.  This manual shall include:

1. Operation and use of Vendor {Contractor}-deployed POS equipment;
2. Operation and use of PIN device;
3. Administrative system access and use;
4. Dispute resolution procedures;
5. System security and access control;
6. Overview of customer service support for Recipients and Retailers;
7. Access to customer service support for administrative staff; and 
8. Use of reports to meet federal reporting requirements and effectively monitor and manage use of the EBT system;

F. Provide a manual specific to Account Management Agent (AMA), Automated Standard Application for Payments (ASAP), and SNAP issuance reconciliation;

G. Update the User Manuals throughout the term of the Blanket P.O. and any extension options;

H. Facilitate ongoing training and orientation of new employees, which can be provided via computer based training; and 

I. Complete all training at least one (1) month prior to the start of conversion.  

[bookmark: _Toc523494948][bookmark: _Toc531764473][bookmark: _Toc31289240][bookmark: _Toc66687541]RECIPIENT COMMUNICATION / PRINTING 

The Vendor {Contractor} shall:

A. Be responsible for the design, production and distribution of an informational brochure in English and Spanish on the EBT process/card utilization, subject to the approval of the SCM;

B. Mail brochures to all existing Recipients in both English and Spanish (approximately 400,000 households) at the time of card conversion and provide the CWA offices and the State with initial supplies (100,000 English/25,000 Spanish) for new Recipients;;

C. Provide the State with a camera-ready version and all original source files, images, fonts, etc. of the brochures prior to distribution;

D. Include at a minimum, the following topics in English and Spanish in the brochures:

1. Use of the Families First EBT card at the POS for cash and SNAPs, including the types of transactions that can be processed at POS terminals;
2. Use of the Families First EBT card at ATMs, including the types of transactions that can be processed at ATMs;
3. Use and safeguarding of the card and PIN;
4. Use of transaction receipts to track balances;
5. Manual SNAP transaction procedures;
6. Guidance on reporting problems with the card, including discrepancies on balances and on reporting a lost, stolen or damaged card;
7. Customer service functions, including use of the Automated Response Units (ARU), Mobile Application and Recipient Portal/website;
8. The FNS non-discrimination Statement; and
9. Where the Families First Cards may not be used to access cash benefits. 

E. Review/fact check brochure updates at the request of the SCM. 

[bookmark: _Toc531764474][bookmark: _Toc31289241][bookmark: _Toc66687542]Recipient Web Portal 

The Vendor {Contractor} shall provide a secure Recipient web portal which is available in English and Spanish and provide the State with the ability to edit the home/landing page, either through content management software or via portal administrator roles. Vendor {Contractor} solution must support SAML (Security Assertion Markup Language) v 2.0 as a service provider.  The Recipient web portal must: 

A. Provide an account for cardholders which includes the following: 
 
1. Ability to create, change or reset the User ID and Password on the card holder account;
2. Card balances for SNAP and Cash Assistance;
3. A minimum of 90 days of transaction history;
4. PIN selection and re-sets;
5. NJ EBT Programs Materials including: 
a. NJ EBT Programs (SNAP or Cash Assistance); 
b. Using the EBT card at the store; 
c. Using the EBT card at the ATM; 
d. Protecting EBT card; and  
e. Consequences of misusing SNAP benefits;
6. A Help link for Recipients to change the status of EBT cards to Lost, Stolen or Damaged;
7. Include a list of New Jersey County Welfare Agencies including the address, hours of operation and phone numbers;
8. Geographic address locations of authorized Retailers and ATMs;
9. Frequently Asked Questions (FAQs);
10. Ability to check EBT card balances.

B. Provide a training module accessible to Recipients, SNAP Agencies and stakeholders;

C. Ensure secure User ID and Password access features;

D. Be mobile-user friendly and include responsive design;

E. Allow the State the ability to provide portal users with alerts, notifications, and links as well as upload and post documents, at any time; 

F. Display alerts on the homepage, as directed by the SCM.  

[bookmark: _Toc531764475][bookmark: _Toc31289242][bookmark: _Toc66687543]RETAILER Web Portal 

The Vendor {Contractor} shall provide a secure Retailer web portal available in English and Spanish. Vendor {Contractor} solution must support SAML (Security Assertion Markup Language) v 2.0 as a service provider.  The Retailer web portal must: 

A. Provide an account for Retailers which includes the following: 

1. Ability for the retailer to create, change or reset the User ID and Password on the card holder account;Retailer Portal;
2. A minimum of 90 days of transaction history;
3. Automated Clearing House (ACH) Payment History
4. Adjustment Activity
5. Access 1099 Form
6. Frequently Asked Questions (FAQs);

B. Ensure secure User ID and Password access features;

C. Be mobile-user friendly and include responsive design;

D. Allow the State the ability to provide Retailer portal users with alerts, notifications, and links as well as upload and post documents, at any time; and 

E. Display alerts on the homepage, as directed by the SCM.  

[bookmark: _Toc531764476][bookmark: _Toc31289243][bookmark: _Toc66687544]Mobile Application 

Vendor {Contractor} solution must support Security Assertion Markup Language (SAML) () v 2.0 as a service provider.  The Vendor {Contractor} must provide a mobile application available in English and Spanish which:

A. Is Secure per the SAML standard;

B. Requires Recipients to use a User ID and Password to log on;

C. Offers an intuitive user experience;

D. Supports the following platforms: Google Android and Apple iOS;

E. Contains the following:

1. Ability to create a User ID and Password as well as the ability to change and reset the Password on the cardholder account;, change or reset the User ID and Password on the card holder account;
2. Instructions on re-setting and/or changing the Password;
3. Card balances for SNAP and Cash Assistance;
4. A minimum of 90 days of  transaction history;
5. PIN selection and re-sets;
6. NJ EBT Programs Materials including: 
a. NJ EBT Programs (SNAP or Cash Assistance); 
b. Using the EBT card at the store; 
c. Using the EBT card at the ATM; 
d. Protecting EBT card; and
e. Consequences of misusing SNAP benefits;
7. A Help link for Recipients to change the status of EBT cards to Lost, Stolen or Damaged;
8. Be available in English or Spanish;
9. Include a list of New Jersey CWAs including the address, hours of operation and phone numbers;
10. Geographic address locations of authorized Retailers and ATMs;
11. Frequently Asked Questions (FAQs);
12. Ability to access personal transaction history information; and 
13. Ability to request EBT card balances; 

F. Is operational 24/7, except for scheduled downtime maintenance as mutually agreed to by the Vendor {Contractor} and the SCM;

G. Has the ability to use a key pad for entry of User ID and Password to access the online transactions and balance;

H. Provides the capability for the Vendor {Contractor} or the State to send push notifications to Recipients regarding program information;

I. Provides the State with performance monitoring reports that include but is not limited to   features such as page load times and crash diagnostics;

J. Provides data analytics on use of the mobile application for purposes of the State investigations of suspected fraudulent use;

K. Captures the latitude and longitude coordinate location during each transaction event or inquiry;

L. Operates with the most current versions of the Operating Systems with a backward compatibility up to five (5) minor (x.xx) releases back;

M. Is fully compliant with all current and relevant International Standards Organization (ISO) standards to prevent tampering and other unauthorized use.  The application must be ISO 8583 compliant. ;

N. Automatically receives software updates and configuration data from the host computer with minimal impact to the Recipient or transaction processing;

O. Notifies the Recipient to download a current version of the software if an outdated version is in use; and 

P. Provides application updates at no cost to Recipients.

The Vendor {Contractor} is responsible for all charges related to these licenses, license updates and distribution. Any modifications to the mobile application software requires the approval of the SCM.

[bookmark: _Toc523494920]All Personally Identifiable Information (PII) data that travels over the interface must be encrypted using Advanced Encryption Standard (AES 256). 

[bookmark: _Toc531764477][bookmark: _Toc31289244][bookmark: _Toc66687545]Customer Service and Call Center

The Vendor {Contractor} shall:

A. Provide and maintain a toll-free Call Center accessible 24 hours, seven (7) days a week, staffed with Customer Service Representatives (CSRs) who provide responses in both English and Spanish to Recipient and Retailer questions, concerns, and requests.  The Call Center shall:

1. Be located physically in New Jersey during regular business hours (i.e., 8:00 a.m. to 5:00 p.m. ET Monday through Friday);
2. Use the existing toll free numbers;
3. Include Teletypewriter (TTY) services for Recipients with hearing disabilities via a toll-free number;
4. Ensure services are available to meet the communication needs of the entire State’s Recipient population in regard to additional languages and/or disabilities;
5. Assist Recipients, Retailers, State, and CWA personnel with  processing needs and problem resolution; 
6. Recipient screen must indicate that a Password is required by using a pop-up or other indicator when the CSR accesses an account that contains a Password; 
7. Provide sufficient phone lines to handle all calls, especially during peak activity periods.  No more than 10% of calls should experience busy signals;
8. Ensure fewer than 3% of all calls during any month are abandoned; and
9. Ensure 95% of all calls to CSRs are answered within two (2) minutes,  See “Liquidated Damages” (see Section 5.14) for minimum requirements;  

B. Prepare and submit a standard monthly report on response and solution times for the Call Center.  The monthly report shall include: 
1. Type of call;
2. Average speed of answer in seconds/number of rings. The average speed of answer to be calculated shall reflect the time taken to reach assistance, not  placed on hold;
3. Average call length;
4. Lost/abandoned calls;
5. Average number of calls in queue; and 
6. System busy counts; and

C. Provide all proposed customer service reference materials to the SCM for approval before use.

The State reserves the right to remotely monitor calls made to the Customer Service and Call Center a maximum of five (5) hours each month without the Vendor {Contractor} being notified or present on the calls.    

[bookmark: _Toc531764478][bookmark: _Toc31289245][bookmark: _Toc66687546]Automated/Audio Response Unit (ARU)

The Vendor {Contractor} must provide an Automated/Audio Response Unit (ARU) which prompts and provides responses in both English and Spanish. Access to the ARU must be controlled through the entry of a Recipient’s PAN, Date of Birth (DOB) and Social Security Number (SSN).  ARU functions must include the following at a minimum:

A. Access to Cash Assistance and SNAP account balances;

B. Secure PIN selection;

C. Automated transfer to Recipient Customer Service to report lost/stolen/damaged cards; 

D. Transaction history information of the last ten (10) transactions, by account (NJ SNAP/Cash Assistance); and 

E. 95% of all calls are answered within two (2) minutes. 

The Vendor {Contractor} must make provisions for callers unable to enter their account numbers and/or PINs correctly as well as callers who require special assistance.   

[bookmark: _Toc531764479][bookmark: _Toc31289246][bookmark: _Toc66687547]Recipient Customer Service

The Vendor {Contractor} must provide, at a minimum, the following customer service functions available in English and Spanish: 

A. Access to account balances;

B. General system inquiry;

C. Mechanism to report lost, stolen, damaged, non-functioning or compromised cards;

D. Disputed transaction identification information;

E. Cash Assistance and SNAP benefit availability information;

F. Transaction history information; and 

G. Self-selected Recipient Password for account access. 
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The Vendor {Contractor} shall provide, at a minimum, the following Retailer customer service functions available in English and Spanish: 

A. Retailer customer service, 24 hours per day, seven (7) days per week, on a telephone line exclusively for Retailer support to include, at a minimum:  

1. General EBT-related inquiry or support;
2. Daily deposit inquiries/settlement data;
3. Equipment failure reporting or maintenance needs;
4. System problem resolution;
5. Account problem resolution;
6. Supply ordering; and 
7. Off-line voucher approval;

B. An Automated Response Unit (ARU) which includes, at a minimum: 

1. Daily activity totals;
2. Daily ACH totals; and 
3. Off-line voucher approval; and 

C. A data processing/technical support help line, 24 hours per day, seven (7) days per week to resolve production problems and locate files, transmissions, etc. The Vendor {Contractor} shall have both a telephone and web-based Help Desk able to securely transmit information and data files, if necessary.    

The following Retailer Customer Service statistics are for January 2018:







	
	
Total ARU Calls
	
Total CSR Calls

	Retailer English
	   
	440

	Retailer Spanish
	
	310

	Totals
	5,924
	750



[bookmark: _Toc523494922][bookmark: _Toc531764481][bookmark: _Toc31289248][bookmark: _Toc66687549]EBT CONVERSION SPECIFICATIONS

The Vendor {Contractor} shall:

A. Perform significant system testing of the conversion process, including test transactions against the converted database.  Testing shall also validate that PINs have been converted successfully. Time frames for all conversion tasks shall be documented during the conversion testing process;

B. Accept the transfer of three (3) years’ transaction history from the current EBT contractor;

C. Convert 180 days of online transaction history onto the new system;

D. Have checkpoints and reconciliation procedures built into the conversion process to ensure that no benefits or records are dropped;

E. Have a contingency plan in case the conversion cannot be completed in a timely manner;

F. Assign a full-time Project Manager and Technical Lead to be on-site in New Jersey one (1)  month prior to conversion and ongoing until the system is fully operational after conversion;  and 

G. Hold weekly conversion status meetings beginning three (3) months prior to conversion.
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The State does not currently anticipate the need for the mass re-issuance of cards to recepients. However, if necessary, Tthe Vendor {Contractor} shall:

A. Re-issue , if necessary, the State’s existing EBT Families First cards to all Recipients. (NJ DHS estimates that at conversion there will be approximately 400,000 Families First cards outstanding. Please refer to (Attachment 1 - SNAP and Cash Caseload Data Statistics September 2018 - September 2019) for County Cash Assistance and SNAP caseload data for the prior year); and 

B. Mail an informational notice to Recipients detailing the card conversion process.

[bookmark: _Toc531764483][bookmark: _Toc31289250][bookmark: _Toc66687551]Card Issuance Locations

The Vendor {Contractor} shall:

A. Issue cards over-the-counter or by mail for Cash Assistance and SNAP Recipients. At the SCM’s request, the Vendor {Contractor} may be required to mail cards to Recipients at no additional cost;

B	If activated, individual card conversion locations should remain operational as long as necessary to complete the conversion and shall provide Ssecure and staff appropriate Conversion Site(s) in each county at no additional charge. All card Conversion Sites must:

1. Provide reasonable accommodations to meet the requirements of the Americans with Disabilities Act (ADA);
2. Be approved by the State;
3. Be located for easy Recipient accessibility;
4. Be convenient to public transportation;
5. Be staffed and operational at least one (1) evening per week and at least one (1) full weekend per month;

C. Meet the special needs of the Recipient population (i.e., foreign language interpreters, remote card issuance in certain Recipients’ homes, sign language interpreters for the hearing impaired, etc.); 

D. Estimate the number of EBT card holders who must be accommodated at each Conversion Site by using the caseload for each county.  The Vendor {Contractor} may be required to secure more than one (1) card conversion facility to accommodate the caseload;

E. Ensure that cards are locked and secured at each Conversion Site and at the Vendor’s {Contractor’s} card facility for the duration of the Blanket P.O.;

F. Return all unissued EBT cards to the CWA after the caseload is converted; and 

G. New card issuances are not issued independently by SNAP and Cash. There is a single card for SNAP and Cash.  .

Please note State owns card issuance equipment located in the CWA’s and State office. 


[bookmark: _Toc531764484][bookmark: _Toc31289251][bookmark: _Toc66687552]Card Issuance Scheduling and Recipient Notification

The Vendor {Contractor} shall:

A. Send appointment letters in English and Spanish to all Recipients selected for card conversion;

B. Print, process and mail the Recipient notification letters, with the appointment date, time and place of the card conversion specified;

C. Include a Statement advising the Recipient that card conversion is/was mandatory for all Recipients, and that if the Recipient does not receive a new card and select a PIN, there will be no access to Cash Assistance and/or SNAP benefits as of the effective date of conversion;

D. Include a local or toll free telephone number for Recipients to call if they have special needs or must reschedule their card conversion;

E. Coordinate all conversion activities with the local CWA and the DHS/DFD Project Manager;

F. Maintain a list of Recipients who received new cards and a list of Recipients who were scheduled for card conversion but did not attend, and provide these to the SCM each business day via email;
 
G. Generate a second appointment letter, at no additional cost to the State, to all Recipients who did not attend their first scheduled card conversion appointment prior to the live conversion date; 

H. Ensure that any outstanding balance in a Recipient’s Cash Assistance or SNAP account at the time of conversion remains available to the Recipient.  

The Vendor {Contractor} must be prepared to accommodate a significant number of Recipients who failed to attend their scheduled card conversion appointments during the first week of the conversion implementation month. Although specific card conversion deadline dates will be established for each CWA, if there are a significant number of Recipients who have not received new cards one (1) month prior to the live conversion date, the SCM reserves the right to extend the live conversion date. The Vendor {Contractor} will be responsible for mailing cards to Recipients at no additional cost if the SCM deems it necessary. (See Attachment #10 – New Card Issuances and Card Replacement Statistics September 2018 – September 2019). 

[bookmark: _Toc523494924][bookmark: _Toc531764485][bookmark: _Toc31289252][bookmark: _Toc66687553]CARD information

The Vendor {Contractor} shall produce and supply cards for issuance to Recipients.   

[bookmark: _Toc531764486][bookmark: _Toc31289253][bookmark: _Toc66687554]EBT Benefits Card Design/Manufacturer 

If conversion to the Vendor’s {Contractor’s} system requires issuance of a new Families First card, the Vendor {Contractor} shall provide the SCM with a proposed redesign. The SCM will provide input to the design process and reserves the right to approve the card design.

The cost of any future card redesign, including distribution, shall be at the expense of the Vendor {Contractor} unless requested by the SCM.  Among the images on the current card design are photos of Spring Lake, New Jersey and an Eastern Goldfinch, the State bird. If these images are “rights-managed” at the end of the existing Blanket P.O. and the current design is retained, the Vendor {Contractor} shall be responsible for payment of any applicable fees to the rights owners. (See Attachment #12 – Families First Card) 

[bookmark: _Toc531764487][bookmark: _Toc31289254][bookmark: _Toc66687555]EBT Benefits Card Standards and Specifications

Standards

The Vendor {Contractor} shall:

A. Include the Quest® logo in conformance with the Quest® Graphic Standards Manual to promote national recognition and acceptance; and  

B. Ensure that the benefit access card complies with all applicable standards including those specified by the American National Standards Institute (ANSI), International Standards Organization (ISO) 7813, Identification Cards and Financial Transaction Cards, and the Quest® EBT Operating Rules. 

Specifications

The Vendor {Contractor} shall issue EBT cards that include: 

A. The 16-digit Primary Account Number (PAN) fully displayed on the face of the card;

B. The State’s current Bank Identification Number (BIN)/Issuer Identification Number (IIN). (The BIN/IIN assigned to New Jersey’s Families First EBT card is “610434”.);

C. A Personal Identification Number (PIN) comprised of four (4) alpha or numeric characters which are primarily self-selected by cardholders at the CWA offices.  The Vendor’s {Contractor’s} must provide: 

1. The ability to process PIN selects to local CWA offices;
2. Compatible PIN select terminals in CWA offices that have digital telephone lines;
3. A balance inquiry terminal for each PIN-select terminal if the PIN select equipment provided by the Vendor {Contractor} cannot be used to process a balance inquiry, 
4. The capability to select and change PINs through a PIN-select option at the ARU, Recipient Portal, and Mobile Application; and 
5. PIN verification at the host.  A PIN offset must not be encoded on the access card’s magnetic stripe.

D. A high coercivity magnetic stripe;   

E. Track 2 encoded in accordance with ISO 7813. The maximum character count in Track 2 shall not exceed 40 characters, including all control characters.

The Track 2 Service Code field shall be encoded with the designated numeric value of “120”. The Vendor {Contractor} shall encode the Card Authentication Value (CAV) Field of Track 2 with a cryptographic value to validate the Track 2 data contents.

The card shall be non-expiring using the “4912” convention, which must be encoded in Field number 4 of Track 2; 


Current Track 2 Format:
	Field No.
	Field Name
	Field Length
	Notes

	1
	Start Sentinel
	1
	

	2
	Primary Account Number
	16 digits
	IIIIII NNNNNNNNN C I = 610434
N	=	9-digit	number	that uniquely identifies card
C = Check digit

	3
	Field Separator
	1
	

	4
	Expiration Date
	4
	4912

	6
	Service Code
	3
	120

	7
	Card Authentication Value (CAV)
	3
	NNN

	8
	Discretionary Data
	2
	00-99

	9
	Longitudinal Redundancy Check
	1
	[space]



F. The following information on the reverse side of card: 
1. The statements:Retailer helpdesk phone number 
2. Signature panel (Authorized Signature)
3. “Do not write secret PIN on card” (English and Spanish)
4. “Misuse of this card is unlawful.  Report lost or stolen cards immediately!  If found, return to New Jersey Division of Family Development, EBT Office, P.O. Box, Trenton, NJ 08625
5. This card is not proof of Medicaid eligibility 
6. Customer Service Toll Free number
7. Quest Logo

a. “Do Not Write PIN on Card”;
b. “This card is not proof of Medicaid eligibility”; and 
c. “If found, return to NJ Division of Family Development, P.O. Box 716, Trenton, NJ 08625-0716.”
A tamper-evident signature panel;
(See Attachment 12 - Families First Card)

G. The ability for card personalization. (Currently the State uses CD800 Datacard Card Printers for card personalization in the County Welfare Agencies. A list of the Card Printers deployed at the various CWA offices is included in (Attachment 3 - Datacard Printers at CWA's); and 

H. A protective card sleeve that has the FNS non-discrimination statement, “The USDA is an equal opportunity provider and employer”, printed on it.  Theis protective sleeve must be included with all cards issued to NJ Families First cardholders.provided with each card and on any brochures or training materials. 
 
[bookmark: _Toc531764488][bookmark: _Toc31289255][bookmark: _Toc66687556]Supplies 

The Vendor {Contractor} shall provide the CWA offices with:

A. A supply of blank card stock. Statewide annual total Current quarterly of card stock delivery information is included in (Attachment 4 – Statewide EBT Card Stock September 2018 – September 2019 ). The Vendor {Contractor} shall replace defective/substandard materials and worn-out cards;

B. Supplies of receipt tape and printer ribbons for the POS PIN-select equipment; and 

C. One (1) card reader for each PC that is used for card issuance in the CWA offices.

[bookmark: _Toc523494925][bookmark: _Toc531764489][bookmark: _Toc31289256][bookmark: _Toc66687557]ONGOING CARD ISSUANCE

The Vendor {Contractor} must:

A. Provide a datacard printer, or the equivalent, for each CWA location. Currently the State uses CD800 Datacard Card Printers for card personalization in the County Welfare Agencies. A list of the Card Printers deployed at the various CWA offices is included in (Attachment 3 - Datacard Printers at CWA's);
 method of card issuance to meet the State’s needs;

B. Have a back-up card issuance plan in the event initial method fails. The general method of card issuance shall be over-the-counter (OTC) at the local CWA;  

C. Personalize cards with the Recipient’s name and county case number;

D. Establish and maintain an account status for each Recipient account (i.e., active, inactive, suspended, dormant, aged, and expunged); and 

E. Ensure a secure method of providing EBT cards and PINs to Recipients who leave the State with a balance remaining in their EBT account. 

[bookmark: _Toc531764490][bookmark: _Toc31289257][bookmark: _Toc66687558]Number of Cards per Case

The Vendor {Contractor} shall provide a maximum of two (2) individuals a valid EBT benefits cards per account (one primary and one secondary Recipient for each benefit type). Each card must contain unique identifying data (PAN and PIN) while accessing the same benefit account(s). All accounting and reporting functions must be able to handle this two (2) card per Recipient account requirement. 

[bookmark: _Toc531764491][bookmark: _Toc31289258][bookmark: _Toc66687559]Card Deactivation

The Vendor {Contractor} shall:

A. Deactivate any card reported to the Recipient Call Center as lost, stolen or damaged; 

B. Ensure processes for card deactivation must be available 24 hours a day, seven (7) days a week;

C. Suspend the card after five (5) invalid PIN attempts, until 12:01 a.m. Eastern Time the following day;  

D. Ensure the local CWA offices have the capability of deactivating cards via the EBT Administrative System; and 

E. Be liable for any losses from funds drawn from an account after the Recipient notified the Vendor {Contractor} that the card was lost, stolen, or non-functioning

The Vendor {Contractor} shall allow continued access to remaining funds on an account if there are two (2) valid cards on the account and one (1) has been deactivated.  

[bookmark: _Toc531764492][bookmark: _Toc31289259][bookmark: _Toc66687560]PIN Issuance

The Vendor {Contractor} shall:

A. Provide multiple avenues for the cardholder/payee to select PIN to include:
a. In person at the local CWA office;
b. Provide the local offices with PIN selection equipment so the CWA can deploy staff to a cardholder’s home;
c. Via mail to the residence if an indicator is present on the case; 
d. The ARU;
e. Recipient portal; and 
f. Mobile Application; 


B. The Vendor {Contractor} is expected to replace all PIN select devices. 

C. Provide the functionality to select or change a PIN through PIN selection/encryption equipment in each local CWA office;

D. Provide equipment that is compatible with digital phone lines to CWA offices that use these lines; 

E. Ship replacement PIN-select POS equipment to State, CWA via overnight express within one (1) business day of determination that a problem exists that requires equipment replacement; and 

F. Provide a terminal or device with PIN encryption capabilities for all PIN selections and changes. 

Under no circumstances shall a PIN be transmitted to the EBT host without encryption in accordance with appropriate ANSI standards (X9.8 and X9.24).

A list of local offices that shows existing PIN selection equipment deployed in each location is provided in (Attachment 5 - County Welfare Agency Existing PIN Selection Equipment).  

[bookmark: _Toc531764493][bookmark: _Toc31289260][bookmark: _Toc66687561]PIN Selection/Balance Inquiry Equipment Repair

The Vendor {Contractor} shall repair equipment that is not functioning according to the following schedule unless back-up equipment is provided at each local office:

A. The State will require replacement PIN Equipment to be shipped overnight within (1) business day of determination that a problem existes that requires equipment replacement.Between 7:00 a.m. and 12:00 p.m. Eastern Time Monday through Friday, a technician must be dispatched within one (1) hour of the report.  The equipment must be repaired or replaced the same day unless delayed at the request of the local office; and 
 
B. The State will not require a technician onsite to replace the PIN equipment.  If necessary, a technician will be available to assist local office staff with connecting replaced equipment. After 12:00 p.m. Eastern Time Monday through Friday, a technician must be dispatched by 9:00 a.m. the following day.  The equipment must be repaired or replaced within three (3) hours of the dispatch unless delayed at the request of the local office.

[bookmark: _Toc531764494][bookmark: _Toc31289261][bookmark: _Toc66687562]EBT Benefits Card Replacement and Fees 

The Vendor {Contractor} shall: 

A. Replace lost or stolen cards over the counter at the local offices.  Each case can receive two (2) free replacement EBT cards for the life of the case;

B. Deduct a card replacement fee of $2.00 from the Cash Assistance or SNAP account for any subsequent replacement cards;  

C. Provide for Store and Forward of replacement card fees (Attachment 13 - Replacement Card Fees Statistics September 2018 – September 2019) for instances when there are insufficient funds remaining in a cardholder’s Cash Assistance or SNAP account to cover the cost of the replacement card(s). In these cases, the replacement fee(s) must be stored until the next time that these benefits are available in the appropriate account, at which time the fee(s) would automatically be deducted.  

[bookmark: _Toc523494926][bookmark: _Toc531764495][bookmark: _Toc31289262][bookmark: _Toc66687563]ACCESS TO CASH Assistance

The Vendor {Contractor} must: 

A. Ensure locations are available in each County to allow Cash Assistance Recipient’s access to their benefits.  The Vendor {Contractor} shall provide additional locations within 60 days if the SCM determines increased access is required;

B. Comply with the State statute (N.J.S.A. 44:10-75) that mandates no fee shall be imposed on a Cash Assistance or SNAP Recipient for access to their benefits;.  The processor may assess a fee of $0.40 per transaction after the first free ATM cash withdrawals. 

C. Provide and maintain a cash access plan based on the Vendor’s {Contractor’s} analysis of available cash issuance locations that will meet the cash distribution needs of the State;

D. Identify the total number of cash access points available in each County by type of access (e.g., ATM, full cash back retail POS, etc.);

E. Identify the processing network(s) to be used for cash benefit transactions.  Cash withdrawal at ATMs and cash back from food Retailers are among the locations that can be considered cash access sites; and 

F. Allow Cash Assistance Recipients unlimited free POS access to their benefits and a minimum of three (3) free ATM cash withdrawals per month. The Vendor {Contractor} may assess a fee of .40 to the cardholder following those first three (3) free ATM cash withdrawals in a month. 

The Vendor {Contractor} is responsible for any fees to be paid to the cash issuance sites to encourage participation. Cash only POS equipment at non-SNAP Retailer locations must be approved by the SCM to ensure the POS is located in a business whose image is consistent with the State’s image for the program.  No additional fees will be paid by the State for cash issuance. The SCM reserves the right to require additional sites if the proposed access is determined inadequate. 

[bookmark: _Toc531764496][bookmark: _Toc31289263][bookmark: _Toc66687564]project management

The Vendor {Contractor} shall:

A. Designate a Project Manager and a Technical Lead to maintain regular contact with the SCM and staff subject to SCM approval.  Should performance issues arise, the Vendor {Contractor} shall designate a replacement Project Manager or Technical Lead subject to approval from the SCM; 

B. Establish and maintain all contracts necessary to deliver benefits. This includes relationships with financial networks, Retailers, banks, and any other Retailer locations at which Recipients will be able to use their EBT cards for cash purchases, cash withdrawals, and/or SNAP purchases;

C. Be responsible for the recruitment of a network of Subcontractors to operate a Statewide system of ATMs and POS devices through which Recipients will access Cash Assistance and SNAP benefits and make balance inquiries;  

D. Provide for periodic, planned meetings and communications with Retailers and banking trade associations, as well as with user advocacy groups as determined by the SCM. The State expects the Vendor {Contractor”} to participate in no more than two meetings per year.The State will facilitate such meetings and communications in order to evaluate system usage and discuss problems. The Vendor {Contractor} will be responsible for collecting any data, preparing an agenda, and providing all support materials for such meetings or communications, as well as providing appropriate Vendor {Contractor} staff to attend the meetings. All materials and/or other forms of information must be approved by the State prior to distribution;

E. Establish and staff a local office which is accessible by public transportation, in Trenton or the surrounding areas, subject to approval by the SCM, during the DDI phases.  And, ensure Vendor {Contractor} staff are regularly present at the Vendor’s {Contractor’s} local office to ensure successful design, development, implementation (DDI) and operation.

[bookmark: _Toc531764497][bookmark: _Toc31289264][bookmark: _Toc66687565]PROJECT MANAGEMENT PLAN (PMP) 

The Vendor {Contractor} shall develop and maintain a Project Management Plan (PMP)  for this program in accordance with the Project Management Institute, (PMI) A Guide to the Project Management Body of Knowledge (PMBOK Guide) or other functionally equivalent association.  The initial PMP must be approved by the SCM and include the projected system conversion date, contingency plans for meeting deadlines, and ensure that the system is tested and ready for conversion at least 90 days prior to the effective date of the Blanket P.O.xpiration of the current contract.  Any revisions must be made by the Vendor {Contractor} within 30 days of the effective date of the Blanket P.O.

The Vendor’s {Contractor’s} PMP shall include:

A. Design and Development Plan pursuan to Section 4.4.3.3.3;

B. Implementation Plan pursuant to Section 4.4.3.3.3 which includes a detailed schedule beginning with the Blanket P.O. effective date for:
1. Projected system conversion date that ensure the system is tested and ready conversion at least 90 days prior to the expiration date of the current contract;
2. Continegency plans for meeting deadlines; and
3. Breakdown of work phases, activities, tasks, deliverable and due dates.

Development and testing to successfully conver the State’s existing caseload to the proposed system must be completed within six (6) to nine (9) months of the Blanket P.O. effective date.  

C. Operations and Maintenance Plans pursuant to Section 4.4.3.3.3; 

D. A description of the overall approach to identify and attain the tasks, milestones, and time frames to meet the requirements of this Bid Solicitation;

E. A plan for the purchase and distribution of equipment, inventory, supplies, materials, etc. that will be required to fully implement the Blanket P.O. on the required start date;

F. Identification of all critical path and dependency tasks;

G. Defined responsibilities of the Vendor {Contractor}, Subcontractors, DFD, and federal agencies;

H. A Work Plan as detailed in Attachment #7 [ Timeline of Deliverables ] to be done that includes the followingincluding:

1. A detailed schedule beginning with the Blanket P.O. effective date, including the projected system conversion date, contingency plans for meeting deadlines, and ensures that the system is tested and ready for conversion at least 90 days prior to the expiration of the current contract;
2. A detailed work breakdown structure including phases, activities, tasks, deliverables and due dates;
3. Staff resources assigned to the Work Plan and major tasks including position title and percent of time;
4. Identification of Sub-Contractor staff, if any, and their involvement in Work Plan tasks; identifying the beginning and ending time for each significant task;
5. All milestones identified;
6. Task relationships and dependencies identified Problem Management Plan pursuant to Section 3.22;
7. Quality assurance check points identified Functional and Acceptance Test plan; and 
8. Critical paths identified.Timeline with description of activities for the conversion of:
a. Establishment of Retailer agreements;
b. Equipment of deployment;
c. Training components and schedule;
d. Format and schedule for the transmission of Recipient data to establish and maintain EBT accounts and benefit information;
e. Identification of card issuance procedures for on-going replacements; and
f. Availability of Vendor {Contractor} staff to resolve Retailer, Operational, Settlement, and other problems that may arise;
9. Administrative application functions pursuant to Bid Solicitation Section 3.14;
10. Off-line transaction processing plan;
11. Provision of access to Cash Assistance;
12. Business practices in meeting requirements for TPP’s;
13. SNAP Retailer database management plan;
14. Emergency stand-in processing;
15. Case/Recipient set-up and benefit authorization;
16. Determining and maintaining account statuses;
17. Access to Account Information;
18. Settlement Plan;
19. Dispute Processing; and
20. Training plan

I. The Vendor {Bidder} shall submit a draft Project Management plan with its Quote. See  Section 4.4.3.3.5 for further information.

J. The Vendor {Contractor} shall submit a final Project Management Plan within 30 business days after Blanket P.O. award. The plan shall be approved by the SCM and must be updated by the Vendor {Contractor} throughout the duration of this Blanket P.O. 

[bookmark: _Toc523494927][bookmark: _Toc531764498][bookmark: _Toc31289265][bookmark: _Toc66687566]QUALITY REVIEW BOARD

The Vendor {Contractor} shall:

A. Present the Work Plan to the Quality Review Board (QRB) at the initial meeting;

B. Ensure the Project Manager is present at the initial meeting and addresses all questions raised by the QRB with regard to the adequacy or correctness of the Work Plan and supporting documentation;

C. Prepare minutes of the meeting specifying all revisions agreed to at the meeting;

D. Provide the minutes to the SCM no later than seven (7) calendar days after the QRB meeting for review prior to distribution to the members of the QRB;

E. Modify project documentation, if necessary, to reflect any changes agreed to at the QRB meeting, and distribute the revised documentation to the members of the QRB;

F. Meet with the QRB, which serves as the final review and approval authority for deliverables throughout the project, on a monthly basis during each project phase;

G. Provide each member of the QRB all sub-phase deliverables at least ten (10) working days prior to each scheduled QRB meeting to allow sufficient time for review;

H. Provide a project status report at each QRB meeting which contains the following information:

1. A list of tasks and their associated deliverables that have been completed and approved during the report period (since the last meeting) with completion and approval dates identified;
2. A list of tasks and their associated deliverables completed and awaiting approval at the end of the reporting period (since the last meeting) with completion dates identified;
3. A list of tasks in progress but not completed;
4. Identification of tasks ahead of schedule;
5. A list of tasks behind schedule or scheduled to have started but were not started, with reasons for delays;
6. Problems encountered in the current reporting period and proposed solutions;
7. Problems resolved since the last meeting and the methods of resolution;
8. A list of any questions and/or issues that must be resolved;
9. Identification and justification of any adjustments in the project schedule, resources (staff), scope of work and cost;
10. Disputed items; and 
11. A schedule for the next month’s activities.

[bookmark: _Toc531764499][bookmark: _Toc31289266][bookmark: _Toc66687567][bookmark: _Toc523494928]Design, Development, IMPLEMENtATION and operation

The Vendor {Contractor} must complete the design and development phase in order to implement the system within nine (9) months after award of this Blanket P.O. The State shall provide written acceptance of conversion when it is satisfactorily completed.


[bookmark: _Toc531764500][bookmark: _Toc31289267][bookmark: _Toc66687568]Development PHASE

During the development phase, the Vendor {Contractor} must:

A. Prepare final training materials in English and Spanish;

B. Ensure EBT system components have been developed according to User Requirements and System -Design documents; and 

C. Initiate equipment deployment and training of State, CWA staff, and Retailers according to the Conversion Plan.  

[bookmark: _Toc531764501][bookmark: _Toc31289268][bookmark: _Toc66687569]Testing PHASE

During the testing stage, the Vendor {Contractor} must:

A. Assign a testing liaison and provide contact information;

B. Test all system components including file transfer between the State and the Vendor’s {Contractor’s} system;

C. Provide a report on the results of the functional demonstration, including a description of all discrepancies and explanations of why they occurred and how they were resolved;

D. Perform acceptance and stress testing of the EBT system according to the State-approved plan, and retest to ensure correction of any problems. The Vendor {Contractor} shall make the system available for any such testing and shall cooperate fully with the State and USDA/FNS test teams.  Acceptance testing shall be performed on site in New Jersey;

E. As part of the overall testing regimen, the State requires three (3) demonstrations of acceptance testing and an acceptance report before system implementation, equivalent to three dry runs of of the database conversion. Complete a minimum of three (3) demonstrations of acceptance testing; and 

F. Prepare and submit an acceptance test report to the State. Prior to proceeding to the implementation phase, this report must be approved by the State and USDA/FNS. 

[bookmark: _Toc531764502][bookmark: _Toc31289269][bookmark: _Toc66687570]Operational Phase

The Operational Phase begins when the Vendor {Contractor} begins processing the State’s EBT transactions, assuring a seamless conversion in benefits delivery. The Vendor {Contractor} shall fully perform all facets of an effective EBT system as specified in the Bid Solicitation.

[bookmark: _Toc523494929][bookmark: _Toc531764503][bookmark: _Toc31289270][bookmark: _Toc66687571]ADMINISTRATIVE FUNCTIONS APPLICATION

The Vendor {Contractor} shall provide an Administrative Functions Application that operates as a secure, web-based application. The Vendor {Contractor} must provide online access to the USDA/FNS Mid-Atlantic Regional Office, the Trenton Field Office, the USDA/FNS Compliance Office and the USDA/FNS/Office of Inspector General (OIG), Northeast Region, and arrange for that access to be implemented at the same time that the State’s EBT system is implemented.

The Vendor {Contractor} shall:

A. Provide access to its database as well as any software necessary to achieve access.   The software provided must be compatible with Windows 7 10 and higher operating systems;

B. Accommodate multiple levels of security for a variety of State and CWA administrative and issuance personnel as determined by the State;

C. Provide the State and CWA security administrators a means to add users, assign a security level to each, delete users, and un-suspend Passwords;

D. Provide EBT administrative terminal functions access to the State’s EBT security administrator in order to:
1. Develop security profiles; and 
2. Assign security to the area security administrator in each area (CWA office) with permission to:
a. Add operators (users); 
b. Assign profiles to operators; and
c. Complete inquiries for all CWA offices, but only add benefits in assigned area;

E. Ensure online inquiries provide for efficient movement between screens and a user-friendly environment;

F. Ensure the number of actions, codes, or commands required of the user is kept to a minimum;

G. Provide user prompts and display user error messages, where appropriate; 
 
H. Ensure search criteria is flexible, user-friendly, and efficient; and 

I. Ensure response time does not exceed three (3) seconds. 

[bookmark: _Toc531764504][bookmark: _Toc31289271][bookmark: _Toc66687572]Administrative Functions

The Vendor’s {Contractor’s} administrative functions shall include, but are not limited to:

A. Inquiries (case, Recipient, card, history);

B. Case/ Recipient setup;

C. Case/ Recipient demographic maintenance (adds, changes, deletes);

D. Benefit maintenance (adds, changes, holds, hold releases, cancellations);

E. Card maintenance (issuance, reissuance, and deactivation);

F. PIN re-set;

G. Role-based security access;

H. NJ SNAP Claim repayment;

I. NJ SNAP and Cash Assistance Adjustments; and

J. Replacement Card Fee Payment.

[bookmark: _Toc531764505][bookmark: _Toc31289272][bookmark: _Toc66687573]REPAYMENT OF CLAIMS

Cash Assistance and SNAP households shall be given the option to repay claims using EBT benefits. The Vendor {Contractor} shall provide CWA authorized staff with access to administrative functions that will permit benefit repayments to be input at the CWA.  

The Vendor {Contractor} shall be responsible for providing account information to Recipients and State and County Welfare Agencies, with necessary measures for security.

[bookmark: _Toc523494930][bookmark: _Toc531764506][bookmark: _Toc31289273][bookmark: _Toc66687574]RETAILER MANAGEMENT

The Vendor {Contractor} shall be responsible for managing Retailer participation in the State’s EBT program. Any Retailer provisions shall account for any changes in federal law/regulation.  

The Vendor {Contractor} shall: 

A. Enter into agreements with Retailers that are provided Vendor {Contractor} -owned EBT-only or wireless devices. 

B. Enter into agreements with Third Party Processors (TPPs) that connect to the Vendor’s {Contractor’s} EBT system;

C. Provide POS device to every exempt FNS-authorized SNAP Retailer with the opportunity to participate in the EBT system;

D. Provide access to the EBT system within two (2) weeks of receiving an executed contract from the retailer the FNS authorization notice; 

E. Provide training to Retailers with Vendor {Contractor} owned EBT-only and wireless POS devices;

F. Provide on-site training or ship and train to new Retailers that are provided Vendor {Contractor} –owned EBT-only and wireless POS devices;

G. Provide training materials to Retailers in English and Spanish;

H. Ensure the State’s EBT system is interoperable with other States’ EBT systems as defined in 7 CFR 274.8(d)(10);

I. Enter into an agreement with the SNAP Retailers, once approved by the SCM and FNS, in accordance with 7 CFR 274.3.;

J. Obtain the State’s approval of any modifications to Retailer and Third Party Processor agreements;

K. Provide EBT-only POS devices at no cost to Exempt Retailers;

L. Provide wireless POS devices that process SNAP and Cash Assistance transactions to Exempt Retailers as directed by the SCM;

M. Provide wireless POS devices that have a unique terminal identification number that can be used to link transactions to a specific POS device at a specific Retailer;

N. Provide wireless data service for distributed wireless POS devices;

O. Deactivate wireless POS devices for disqualified or withdrawn Retailers within two (2) business days of receipt of the de-authorization information from the FNS Retailer EBT Data Exchange (REDE) File;

P. Certify and de-certify third party processors and ATM providers/networks;

Q. Assure that the participating Retailers and Third Party Processors (TPP) understand their responsibilities with regard to the policy, operating rules and operations of the EBT system;

R. Provide, install, maintain and support wireless POS devices to Exempt Retailers;

S. Provide Call Center services to Retailers for authorizing manual transactions, resolving issues/problems and helping to resolve settlement questions and issues;

T. Allow Retailers with Vendor {Contractor} -owned EBT-only or wireless POS devices to select a settlement cut-off time that is not the same as the system cut-off time;

U. Notify Retailers via email with EBT-only or wireless POS devices and Retailer associations identified by the State of any scheduled system outage that is expected to impact transaction processing for 15 minutes or more at least ten (10) Business Days prior to the scheduled outage;.

V. Ensure the wireless POS device profile load is compliant with ISO 8583, ANSI X9.58, and the Quest® Operating Rules;  

W. Ensure the wireless POS device profile load supports the full Food and Cash Assistance EBT POS transaction set specified in the Quest® Operating Rules, including cash transactions;

X. Create and distribute IRS-1099 forms to EBT only Retailers and Third Party Processors (TPPs) that perform more than 200 transactions totaling $20,000 or more during any calendar year;

Y. Provide access to the EBT system for those Retailers who acquire their own terminals;  and 

Z. Supply POS terminals to FNS approved exempt Retailers who do not choose to purchase their own equipment. This equipment shall be restricted to EBT use only.  Store types exempt from the Retailer cost provisions of the Agricultural Act of 2014 are indicated below:

	Store Tracking and Reporting System (STARS) Business Type Codes and Descriptions

	Business Type Code
	Description
	Store or Meal Service

	AD
	Drug or Alcohol Treatment Program
	Meal Service

	BC
	Non-profit Food Buying Co-op
	Store

	BW
	Battered Women/Children Shelter
	Meal Service

	CD
	Communal Dining Facility
	Meal Service 

	DF
	Direct Marketing Farmer
	Store

	FM
	Farmers Market
	Store

	GL
	Group Living Arrangement
	Meal Service

	HP
	Homeless Meal Provider
	Meal Service

	MC
	Military Commissary
	Store

	MD
	Meal Delivery Service
	Meal Service

	SC
	Senior Citizens Center/Residential Building
	Meal Service




[bookmark: _Toc531764507][bookmark: _Toc31289274][bookmark: _Toc66687575]Interoperability

The Vendor {Contractor} shall provide interoperability in accordance with Federal law and regulations (See 7 CFR Parts 272, 274). USDA/FNS interoperability regulations should be referenced in Retailer and TPP agreements. TPP agreements shall state that the TPP is required to load and update BIN/IIN numbers for all States. 

[bookmark: _Toc531764508][bookmark: _Toc31289275][bookmark: _Toc66687576]Telecommunication Lines for POS Equipment

The Vendor {Contractor} shall be responsible to provide telecommunications lines back to the host system in a manner which is secure to protect against theft of information for Vendor {Contractor} -installed POS devices.  This functionality is between the Vendor {Contractor} and the State, not the Vendor {Contractor} and retailers. 
  

[bookmark: _Toc531764509][bookmark: _Toc31289276][bookmark: _Toc66687577]Off-Line Transaction Processing – SNAP Manual Transactions

The Vendor {Contractor} must provide a system that is capable of manual SNAP benefit transactions as a back-up for Retailers with POS equipment when electronic transactions are not available.   

[bookmark: _Toc531764510][bookmark: _Toc31289277][bookmark: _Toc66687578]Store and Forward

The Vendor {Contractor} must support the Store and Forward process for any SNAP Retailer who wishes to operate Store and Forward processing. 

[bookmark: _Toc531764511][bookmark: _Toc31289278][bookmark: _Toc66687579]Group Living Arrangements

The Vendor {Contractor} shall equip certain group living arrangements approved by FNS, such as drug and/or alcohol treatment facilities, with a POS device or make arrangements for voucher access if under the SNAP voucher threshold at the direction of the SCM. 

[bookmark: _Toc531764512][bookmark: _Toc31289279][bookmark: _Toc66687580]SNAP Retailer Test Cards

The Vendor {Contractor} shall make a minimum of (5) EBT test cards and accounts available to SNAP Retailers for the purpose of testing their EBT POS system prior to going live, if requested, and in cooperation with the State. The actual amount of test cards needed will be determined post Blanket P.O. award prior to the go live date. End-to-end testing is required. Retailer test card accounts shall not be subject to aging.

[bookmark: _Toc523494931][bookmark: _Toc531764513][bookmark: _Toc31289280][bookmark: _Toc66687581]SNAP RETAILER DATABASE MANAGEMENT

The Vendor {Contractor} shall develop and maintain a State FNS Retailer database management system that complies with FNS regulations.  The Vendor {Contractor} shall:   

A. Accommodate standard FNS REDE file formats and apply REDE files per the FNS schedule. The Vendor {Contractor} is responsible for ensuring that only authorized SNAP Retailers are redeeming SNAP benefits;

B. Transmit information on Retailer SNAP redemptions to the FNS Benefit Redemption Systems Branch (BRSB) a minimum of one (1) time weekly;

C. Transmit Retailer redemption data to the USDA/FNS Anti-fraud Locator of EBT Retailer Transactions (ALERT) system at least one (1) time per month; 

D. Ensure Retailers processing transactions through another Acquirer or a TPP are able to conduct SNAP transactions within 30 calendar days of communication of authorization from FNS;  

E. Ensure accurate EBT transaction detail data pertaining to each Retailer is captured in the database and contains up-to-date information about Retailer bank accounts and store cutover times for ACH purposes;

F. Provide physical and access security to the Retailer management data; 

G. Cooperate with State or federal personnel conducting investigations or audits and  provide requested information; and 

H. Provide a list of all participating SNAP Retailers and cash benefit access locations to the SCM annually and as requested.  This list must:

1. Show the store name and address;
2. Be sorted by County and by municipality within County; and 
3. Indicate whether a SNAP Retailer will give cash back (cash withdrawal from cash benefits), and if so, identify the cash back limit on the list. 

[bookmark: _Toc523494932][bookmark: _Toc531764514][bookmark: _Toc31289281][bookmark: _Toc66687582]THIRD PARTY PROCESSORS

The Vendor {Contractor} must:

A. Certify and assure that TPPs connected to the EBT system comply with FNS regulations.  FNS regulations state that TPPs must at a minimum:  

1. Assign each terminal a unique ID and include those terminal IDs as part of their transaction messages;
2. Be able to support the entire transaction set included in the FNS EBT regulations. The acquiring institution ID (bit 32) and the card acceptor ID (bit 41) must remain unchanged during the life of a transaction;
3. Be able to process transactions for cards issued by all states for all POS equipment supported by the TPP;
4. Be able to display the remaining SNAP balance on the printed receipt for all POS equipment supported by the TPP;  
5. Have the capability to truncate the PAN on the printed receipt for all POS equipment supported by the TPP; and
6. Route SNAP transactions for only Retailers authorized by FNS to redeem SNAP benefits;

B. Enforce the terms of the TPP agreements if problems are discovered in TPP activities;

C. Decertify the TPP until the condition is corrected if an identified condition originating from the TPP has not been corrected within a maximum of one (1) calendar month;  

D. Work with TPPs during certification and testing;

E. Establish the TPP certification standard;

F. Test changes (initiated by either the Vendor {Contractor} or TPP) throughout the Blanket P.O.;

G. Monitor compliance with federal regulations;

H. Protect the EBT system from computer viruses from TPP systems, as well as system and/or network attacks from TPP systems;

I. Establish the procedures used to settle transaction activity disputes between TPPs and Recipients; 

J. Establish the procedures used to settle ACH deposit amount disputes raised by TPPs, including a time frame for resolution; and 

K. Process 100% of EBT-only transactions within 20 seconds or less measured on a monthly basis. (The response time standard refers to online POS transactions and is defined as the time between the pressing of   “enter/send” at the input device and the receipt and display of the entire, complete response at the input device.) 

The State shall not be liable for any costs arising within the Vendor {Contractor} /TPP relationship.

[bookmark: _Toc531764515][bookmark: _Toc31289282][bookmark: _Toc66687583][bookmark: _Toc523494935]TRANSACTIONs 

The Vendor {Contractor} shall receive and process Recipient ATM and POS EBT transactions for Recipients.  These transactions must be routed through a secure network connection to the Vendor {Contractor}. The Vendor {Contractor} shall ensure that Recipients access their SNAP accounts only at authorized SNAP Retailer POS terminals and Cash Assistance accounts through ATMs or POS terminals. The Vendor {Contractor} shall process all interoperable QUEST® transactions.

[bookmark: _Toc531764516][bookmark: _Toc31289283][bookmark: _Toc66687584]Transaction Processing Requirements

The Vendor {Contractor} shall:

A. Conform to Federal Regulations, Quest® Operating Rules, and Industry performance standards and best practices;

B. Comply with the performance and technical standards in USDA/FNS EBT Regulations (7 CFR 274.8) to process ATM and POS Transactions;

C. Continue operation of the USDA/FNS pilot for online food purchasing to test and evaluate the acceptance of SNAP and Cash Assistance benefits to pay for online food purchase immediately upon conversion. To support this pilot, the Vendor {Contractor} shall:

1. Program the EBT system to recognize, accept and permanently store codes and data elements related to online transactions (as specified in X9.58-2013) including delivery street address and ZIP code;
2. Accept online SNAP and Cash Assistance EBT transactions through FNS-approved secure online PIN-entry service providers only and reject all online transaction requests coming from any other TPPs;
3. Enable new transaction type/code to allow cash refunds for online Retailers;
4. Display/include cash refunds with other transaction types where appropriate for existing screens, reports and files;
5. Enable new transaction method code or description to identify that the transaction was performed through an online website, rather than by swiping the card or key-entry of the card number;
6. Display the new method code  or description on all screens that would normally indicate the transaction was swiped or keyed;
7. Include the new method code in all reports and State data files that normally indicate the transaction was swiped or keyed;
8. Enable processes that allow online Retailers to submit SNAP and Cash Assistance EBT refund that does not contain a PIN value;
9. Examine each incoming transaction to determine if it is coded as an online transaction and take appropriate actions as follows:
a. Compare all SNAP and Cash Assistance EBT online transactions to the REDE file to validate that the Retailer’s FNS number is classified as an Internet Retailer (IR) store type; if not then deny the transaction;
b. Validate that Retailers classified as IR only perform authorized online transactions (no voucher, cash back, cash withdrawal, Store and Forward or in-store/wireless POS); and 
c. Deny PINless transactions from Retailers not classified as IR;
10. Refund transactions from Retailers classified as IR as follows:
a. Validate card and FNS numbers against the original purchase transaction; and 
b. Ignore State-designated refund limits;
11. Include all required data elements for online transactions in the ALERT file transmitted to FNS, utilizing version 2.00 of the ALERT specification;
12. Provide the standard daily and monthly online transaction summary totals report;
13. Provide the standard daily and monthly online transaction detail file in CSV format;
14. Display delivery street address and ZIP code on transaction detail screens; and 
15. Include delivery street address and ZIP code in the daily activity file; 

D. Provide the following transaction processing capability:

1. Determine and record the transaction type;
2. Determine the transaction fee structure and payee for all transactions. For Cash Assistance account transactions, the Vendor {Contractor} shall determine if a fee applies, and if so, whether the fee applies to the State or to the Recipient;
3. Charge the State on the appropriate monthly invoice if a transaction fee applies to the State;
4. Deduct the fee from the Recipient’s Cash Assistance account at the time of the transaction if the transaction fee applies to the Recipient. There are no transaction fees for SNAP;
5. Authorize or deny transactions.  The Vendor {Contractor} shall authorize the transaction if:
a. The Retailer has a valid FNS authorization number (if it is a SNAP transaction);
b. The cardholder PIN is verified;
c. The status of the card is verified; and 
d. There are sufficient funds in the applicable Cash Assistance or SNAP account; 

E. Bear all liability for any losses resulting from errors or omissions.  These liabilities shall include, but are not limited  to:

1. Any duplicate or erroneous postings to a Recipient Cash Assistance or SNAP account;
2. Any losses from funds drawn from a Cash Assistance or SNAP account after the Recipient notified the Vendor {Contractor} that the card had been lost or stolen;
3. Any losses from transactions performed with cards issued but not activated by the Recipient and/or the Vendor {Contractor};
4. Any damages or losses suffered by a federal or State agency due to negligence on the part of the Vendor {Contractor};
5. Any loss of benefits caused by fraud or abuse by the Vendor {Contractor} or its representatives or Subcontractors.

[bookmark: _Toc531764517][bookmark: _Toc31289284][bookmark: _Toc66687585]Transaction Sets

At a minimum, the Vendor {Contractor} shall support the following transaction sets:  (See Attachment 6 – SNAP and Cash Transaction Statistics September 2018 – September 2019):

A. Administrative Transactions which include:

1. Account Set-up;
2. Update account information;
3. Add programs to existing card;
4. Benefit authorization;
5. Card issuance;
6. Card replacement;
7. Recipient PIN Selection;
8. Card Deactivation;
9. Account adjustments completed within ten (10) business days of initiation;
10. Benefit expungements;
11. Recipient account inquiry; and 
12. Card replacement fees;

B. ATM Transactions which include:

1. Withdrawals from Cash Assistance account;
2. Balance inquiries from Cash Assistance account;
3. Reversals/cancellations; and 
4. Adjustments;

C. POS SNAP transactions which include:

1. Printed SNAP account balance on the receipt after approved transactions or transactions denied for insufficient funds;
2. SNAP purchase;
3. SNAP merchandise return;
4. Balance inquiry;
5. Key-entered transactions; and 
6. Void last (PIN entry must accompany the “void last” of a return); 

D. POS Cash Assistance transactions which include: 

1. Purchase transaction;
2. Purchase with cash back;
3. Cash back only;
4. Balance inquiry;
5. Reversal/cancellation; and 
6. Void last; and 

E. Although the State has not begun the pilot for Oonline purchasinge,  transactions which will include:

1. Purchase transaction;
2. Refund/ReturnPurchase with cash back;
3. System Reversal/VoidCash merchandise return;
4. Cash back only;
5. Balance inquiry;
6. Voucher Authorization
7. Voucher Clear
8. Voucher Release
9. AdjustmentReversal/cancellation; and 
10. Void last.
11. Card Replacement Fee

[bookmark: _Toc523494936][bookmark: _Toc531764518][bookmark: _Toc31289285][bookmark: _Toc66687586]TRANSACTION PROCESSING (MANUAL)

The Vendor {Contractor} shall be responsible for both online and off-line financial transaction processing.

[bookmark: _Toc531764519][bookmark: _Toc31289286][bookmark: _Toc66687587]Manual SNAP Transactions

The Vendor {Contractor} shall process manual transactions for SNAP benefits.  The manual authorization process may be used by Retailers who have POS equipment with inoperable POS terminals, when there are problems with the telecommunications network between the POS terminal and the Vendor {Contractor}, or when the EBT system is down or otherwise not available. This may include instances of natural disaster such as a flood, earthquake, or hurricane. The Vendor {Contractor} shall:

A. Design and distribute a paper SNAP voucher to FNS-authorized Retailers for use in processing manual SNAP transactions;

B. Provide a supply of paper SNAP voucher forms to the Retailer at no additional cost to the Retailer or State;

C. Provide a voice authorization to the Retailer to complete the manual transaction when the Retailer is calling at the time a purchase is being made;

D. Employ the emergency stand-in processing function if the Retailer is unable to obtain authorization because the Vendor’s {Contractor’s} system is unavailable for authorization processing.  In these cases, the Vendor {Contractor} shall:

1. Require the PAN, the cardholder’s signature and the authorization number on the paper SNAP voucher form as a condition for processing;
2. Place a “hold” on the amount of benefits necessary to fund the transaction upon providing a telephone authorization for a manual SNAP transaction;
3. Maintain the “hold” on the specified amount until the voucher transaction is “cleared”, up to a maximum of 30 calendar days; and 
4. Revert the use of funds to the Recipient if the paper SNAP voucher form hasn’t been submitted in the 30 calendar day period. 

[bookmark: _Toc531764520][bookmark: _Toc31289287][bookmark: _Toc66687588]Emergency Stand-in Processing

The Vendor {Contractor} must allow for stand-in processing of SNAP purchases up to $50 if an FNS-authorized Retailer cannot access the Vendor’s {Contractor’s} EBT system because the Vendor’s {Contractor’s} EBT system is unavailable for authorization processing and a voice authorization cannot be obtained.

The Vendor {Contractor} may require Retailers to obtain voice authorization of emergency vouchers within a reasonable period of time after the system becomes operational.

[bookmark: _Toc531764521][bookmark: _Toc31289288][bookmark: _Toc66687589]SNAP Voucher Clear

The Vendor {Contractor} must support two (2) methods of clearing a manual transaction voucher. These include:

A. Manual transactions converted to an electronic transaction for transmission when the POS device is again able to communicate with the EBT Host for Retailers with a POS device; and 

B. Mailed vouchers which shall be processed within two (2) calendar days of receipt for Non-Traditional or low-volume FNS-authorized Retailers. 

[bookmark: _Toc531764522][bookmark: _Toc31289289][bookmark: _Toc66687590]Exception Transactions -SNAP Merchandise Returns

The Vendor {Contractor} shall:

A. Ensure a process is in place when a merchandise credit request is initiated to credit a Recipient’s account for an original SNAP transaction.  All merchandise credits must:

1. Be initiated through use of a PIN and a magnetic stripe reader;
2. Include the transaction date of the original transaction, the sequence number or transaction number; and 
3. Not exceed the amount of the original transaction; and 

B. Credit the amount to the Recipient’s SNAP account and provide the new account balance on the receipt.  

[bookmark: _Toc531764523][bookmark: _Toc31289290][bookmark: _Toc66687591]Void Transactions

The Vendor {Contractor} shall have the capability to accurately process voided transactions and have the results reflected  in the Recipient’s account.

[bookmark: _Toc531764524][bookmark: _Toc31289291][bookmark: _Toc66687592]Transaction Adjustments

The Vendor {Contractor} shall:

A. Process transaction adjustments to correct a system out-of-balance condition identified during the terminal, SNAP Retailer or acquirer reconciliation,  accurately and in conformance with the requirements and time frames in the USDA/FNS regulations. The adjustment shall reference a settled original transaction that is partially or completely erroneous;

B. Provide the SCM detail on pending debit adjustments via a daily  Adjustment notification file ;

C. Flag any adjustment amount for 18 calendar days pending notification to the Recipient regardless of fund availability in the account to cover the debit request.  (The Recipient will continue to have access to the flagged funds during this period. If there are insufficient funds available to cover the adjustment request, the adjustment may be presented against the next month’s benefits.); and

D. Release and settle the flagged adjustment amount if the Recipient hasn’t requested a fair hearing within 15 calendar days from the date the adjustment notice was mailed; 

E. Remove the flag from the adjustment amount when notified by the SCM, pending the results of the fair hearing process if requested by a Recipient. 

[bookmark: _Toc531764525][bookmark: _Toc31289292][bookmark: _Toc66687593]Reversals

The Vendor {Contractor} shall propose a method for handling Reversals. Reversals are system-generated transactions that reverse a previously authorized transaction, due to an equipment or communication problem. 

The Vendor {Contractor} shall have the capability to process a correction of the reversal and have this reflected in the Recipient’s account.

[bookmark: _Toc531764526][bookmark: _Toc31289293][bookmark: _Toc66687594]Key-Entered EBT Transactions

The Vendor {Contractor} shall:

A. Accept and process EBT transactions where the complete card number (PAN) has been manually entered (key-entered) into the POS device.  Validation of the Recipient’s PIN is still required on key-entered transactions;

B. Deny the transaction if a PIN pad is defective or the PIN does not accompany the transaction to the EBT Host for processing;

C. Adopt other security measures to prevent Recipient and Retailer abuse/misuse of the key-entry feature;

D. Track key-entered transactions by card number and by location; and 

E. Develop procedures for responding to Recipient reports of malfunctioning or defective equipment at Retailer locations.  

[bookmark: _Toc531764527][bookmark: _Toc31289294][bookmark: _Toc66687595]Transaction and Fee Accounting

The Vendor {Contractor} shall maintain the integrity of the system by accounting for transactions by program and for transaction fees. The Vendor {Contractor} shall track the total number of transactions by transaction type, by Retailer, and ATM, ARU or POS location. For reference, please see Attachment 15 – ATM and POS locations.

Transaction Accounting

Recipients may be entitled to benefits under a number of programs. Within each cash account, Cash Assistance benefits shall be pooled.  The Vendor’s {Contractor’s} system must:

A. Allocate each transaction to the appropriate Cash Assistance or SNAP account;

B. Allow a transaction to go against multiple authorizations without system limitation; 

C. Allocate cash transactions to the appropriate Cash Assistance benefit program and settle the transaction based on the primary program designation;

D. Debit, maintain, and report cash account balances by program;

E. Maintain a general ledger account for each cash program and the SNAP Program;

F. Balance changes in Recipient accounts to changes in program benefit obligations outstanding at the end of each 24-hour processing cycle; and 

G. Balance changes in program accounts to the value of the day’s transactions. 

Fee Accounting

The Vendor {Contractor} shall:

A. Provide Recipients with at least three (3) ATM cash withdrawal transactions at no charge and unlimited POS cash and SNAP transactions each month to provide adequate benefit access;

B. Have the capability to track and account for transaction fees on a monthly basis.

For reference, please see Attachment 14 – ATM Transactions State and Cardholder Paid. 

The following data is for the third quarter of calendar year 2017.


	MONTH
	TRANSACTIONS INCLUDED IN THREE FREE TO 
CARDHOLDER
	TRANSACTIONS IN EXCESS OF THREE FREE TO CARDHOLDER

	October 2017
	$47,109.00
	$18,843.60

	November 2017
	$46,449.00
	$18,579.60

	December 2017
	$46,236.00
	$18,494.40



Transaction Volume Changes

The Vendor {Contractor} can expect fluctuations in volumes of EBT transactions as a result of expansion/contraction of qualified households, increases/ decreases in commercial POS and ATM transaction volumes, and commercial non-EBT telecommunication traffic. New Jersey EBT transaction statistics for Cash Assistance and SNAP for the period of September 2018 to September 2019 January-November 2017 are provided in (Attachment 6 – SNAP and Cash Transaction Statistics September 2018 – September 2019).  

The Vendor {Contractor} must accommodate such fluctuations without a degradation of service.

[bookmark: _Toc531764528][bookmark: _Toc31289295][bookmark: _Toc66687596]SNAP Retailer Relationship Management

The Vendor {Contractor} shall:

A. Develop and maintain its management plan for Retailer relationships;

B. Include certification that neither the Vendor {Contractor} nor any of its Subcontractors or subsidiaries, which may own automated teller machines, will assess terminal owner surcharges to New Jersey EBT cardholders; and 

C. Notify all ATM and POS transaction acquirers in writing that they may not surcharge New Jersey EBT cardholders for POS or ATM transactions.

[bookmark: _Toc523494938][bookmark: _Toc531764529][bookmark: _Toc31289296][bookmark: _Toc66687597]CHANGE MANAGEMENT

All design changes agreed upon and all corrective actions must be reflected formally through change orders.  The Vendor {Contractor} shall: 

A. Provide the State with a minimum of 30 days pre-notification of any system changes proposed, including requests made by other users that could have an impact on the New Jersey EBT System;

B. Implement any system changes after State staff test and approve those changes;

C. Maintain a mechanism to track requested changes by source/reason and any other modifications made to the system; and 

D. Include proper testing of all changes prior to being introduced into the production environment. 

[bookmark: _Toc523494939][bookmark: _Toc531764530][bookmark: _Toc31289297][bookmark: _Toc66687598]PROBLEM MANAGEMENT

The Vendor {Contractor} shall: 

A. Provide a Problem Management Plan as approved by the SCM;

B. Ensure a  Corporate Officer returns a call received from the SCM within 24 hours;

C. Report problem identification and resolution to the SCM;

D. Provide online access for use by both Vendor {Contractor} and State staff to track reported problems; and 

E. Include problem identification, personnel responsible for the resolution, projected time for resolution, status, escalation procedures, and the recording of final outcome in the online report. 

[bookmark: _Toc523494940][bookmark: _Toc531764531][bookmark: _Toc31289298][bookmark: _Toc66687599]RISK MANAGEMENT

The Vendor {Contractor} shall report to the SCM within its regular project status report its assessment of risk factors along with options and plans to minimize each risk factor.  The Vendor {Contractor} shall include the following in its risk assessment:

A. Loss or re-assignment of personnel;

B. System Security;

C. Project schedule;

D. Unacceptable test results;

E. Subcontractor performance;

F. Batch file and transaction processing capacity;

G. Certification of TPP;

H. Card issuance;

I. Communication links;

J. System interfaces;

K. Response to exception reporting from TPP, financial institutions, the State, etc.;

L. Customer Service;

M. Delays in financial settlement; and 

N. Delays in Automated Clearing House (ACH) payments.  

[bookmark: _Toc523494941][bookmark: _Toc531764532][bookmark: _Toc31289299][bookmark: _Toc66687600]CASE/ Recipient SET-UP AND BENEFIT AUTHORIZATION

The Vendor {Contractor} shall:

A. Receive and process Case/ Recipient Set-Up and Benefit Authorizations from the State in batch processing mode through a secure transmission in separate file transmissions;

B. Process Account Set-Up data before Benefit Authorization data;

C. Process Benefit Authorization records and post authorized benefit amounts to the appropriate EBT accounts, based on the Recipient case number and program designator;

D. Ensure availability of Cash Assistance and SNAP benefits on a same-day, next day and monthly basis;

E. Stagger monthly benefit availability as directed by the SCM;

F. Support batch processing which are indicated by the respective batch header and trailer records, by agreeing to a specific time frame for the secure transmission of daily and monthly files.  Within 30 minutes of receipt of a file, the Vendor {Contractor} shall either confirm receipt of a complete and successfully transmitted file or contact the State agency and request the file be re-transmitted;

G. Process daily files to support same day issuance of benefits without a disruption of the next day’s processing.  FAMIS daily benefit files are normally transmitted between 8:45 p.m. and 10:30 p.m. Eastern Time with benefit availability time of 12:01 a.m. Eastern Time the following day.  The State will push all files to Vendor {Contractor} and pull all files from Vendor {Contractor}.  The Vendor {Contractor} shall provide the State the ability to delete or empty files on the Vendor’s {Contractor’s} site after they are pulled in and processed.  Vendor’s {Contractor’s} output files shall append multiple days’ data in case the State does not run due to holiday or shutdown, etc. The State prefers fixed filenames for all files sent to and from Vendor {Contractor} and Vendor {Contractor} should be able to process multiple files (with the same name) in one (1) calendar day if needed;

H. Process monthly files including Cash Assistance and SNAP transmission which contain multiple batches of Cash Assistance and SNAP benefits each month (one batch for each type of benefit for each available date).  This file transmission will occur between 3:00 a.m. and 6:00 a.m. Eastern Time on the Saturday following the date of the FAMIS system cut off. This date varies from month to month but dates are scheduled in advance on a yearly calendar. Cash Assistance and SNAP benefits must be posted immediately and must be available at 12:00 a.m. Eastern Time on the available date. The monthly Child Support Disregard (DCS) Cash Assistance benefit file transmission will contain one batch of Cash Assistance benefits with an available date of the 15th of the month. The file transmission will occur after the daily file transmission based on the CSP checkwrite schedule. This date varies from month to month, but dates are scheduled in advance on a yearly calendar. DCS Cash Assistance benefits must be posted immediately and available at 12:00 a.m. Eastern Time on the 15th of each month; and 

I. Provide daily activity reports reflecting all case/ Recipient actions received from the State including case/ Recipient set-up, account modification, and benefit authorization detail.

[bookmark: _Toc531764533][bookmark: _Toc31289300][bookmark: _Toc66687601]Benefit Maintenance and Transaction Histories

[bookmark: _Toc531764534][bookmark: _Toc31289301][bookmark: _Toc66687602]Benefit Maintenance

The Vendor {Contractor} shall:

A. Comingle Cash Assistance benefits and report to the Recipient as one (1) balance, if a Recipient is eligible for benefits under more than one (1) benefit program;

B. Comingle monthly SNAP benefits and report as one (1) balance, if a Recipient is eligible for benefits under more than one (1) benefit program;

C. Treat Cash Assistance and SNAP benefits as separate for all transactions;

D. Provide a  single Cash Assistance or SNAP balance when accessing benefits and performing balance inquiries;

E. Be able to determine and report balance and transaction histories by program;

F. Maintain current balances and a minimum 180 days of benefit transaction history for each Cash Assistance and SNAP account for on-line administrative and ARU access and continue to maintain off-line for a minimum of 180 days totaling 360 days of transaction history;

G. Grant access to the State and other authorized government agencies as required for investigative and auditing purposes; and 

H. Ensure history information is made available only to authorized cardholders and authorized State, local and federal personnel

[bookmark: _Toc531764535][bookmark: _Toc31289302][bookmark: _Toc66687603]Transaction Histories

The Vendor {Contractor} shall provide:

A. Transaction histories shall contain, at a minimum: 
1. Recipient name;
2. Case Number;
3.  PAN;
4. Benefit authorization number;
5.  Benefit program identifier;
6. Transaction type, amount, date and time Name of Retailer/Terminal Owner Location of Retailer/Terminal;
7. FNS Authorization Number Terminal Identification Number Reversal/Voided Reason Code Error Response Code; and 
8. System Trace Audit Number;

B. Access to transaction history data older than 180 days to authorized entities as required for investigative and auditing purposes, which includes all information that was previously available in online format. The State reserves the right to submit a monthly request for detailed transaction histories of archived transaction data for investigative purposes; 

C. Data Warehouse access to State users as well as FNS Regional staff; 

D. Account history data in a specified format by the SCM on a quarterly basis; and 

E. Account history data to an entity specified by the SCM and ensure accuracy and readability of such information at the expiration or termination of the Blanket P.O. 

[bookmark: _Toc531764536][bookmark: _Toc31289303][bookmark: _Toc66687604]Daily History File from EBT

The Vendor {Contractor} shall transmit a daily history file of benefit transactions to the SCM containing all benefit transactions initiated for that day against each case. This history file will be used by the State to update the FAMIS history system.

The Vendor {Contractor} must capture, store and report the following transactions on the daily history file for each authorization per case: 

A. Authorizations from FAMIS batch processing;

B. Authorizations entered online via Vendor’s {Contractor’s} administrative system; 

C. Recipient initiated transactions which must contain a net total of Recipient financial  transaction activity, by program, to notify FAMIS of use; 

D. Cancellations from FAMIS batch processing; 

E. Cancellations entered online via the Vendor’s {Contractor’s} administrative system; 

F. Vendor’s {Contractor’s} administrative system; 

G. Benefits aged at six (6) months; 

H. Adjustments (debit or credit) that have been made to an authorization by the Vendor {Contractor} system; 

I. Card fees that have been charged to a Recipient’s authorization for the replacement of a card; and 

J. Repayment of NJ SNAP Claim.



[bookmark: _Toc531764537][bookmark: _Toc31289304][bookmark: _Toc66687605]Expungement Process

To support the State’s expungement process, the Vendor’s {Contractor’s} EBT system must:

A. Purge the SNAP, Cash Assistance, and Home Energy Assistance (HEA) benefits from specific cardholder accounts;

B. Include a “date last used” field that indicates the most recent activity on a specific benefit authorization;

C. Include a program specific “last access date” that indicates the last time the associated program had a qualifying transaction activity occur;

D. Provide a monthly file to the State electronically, which reports unused authorizations;

E. Purge or expunge benefits held off-line after 12 months of inactivity so they are no longer available to the Recipient;

F. Reflect purged or expunged benefits on a report that contains the last used date and the program specific last accessed date, as well as other issuance related information;

G. Generate a file of expunged benefits to the State on a daily basis; and 

H. Include all benefits that have been expunged on the day’s history file to the State. 

[bookmark: _Toc523494942][bookmark: _Toc531764538][bookmark: _Toc31289305][bookmark: _Toc66687606]SETTLEMENT

The Vendor {Contractor} shall:

A. Establish a daily electronic financial settlement schedule;

B. Develop settlement policies and procedures;

C. Provide settlement information;

D. Assure that benefits received from the State are accurately posted to Recipients’ Cash Assistance and SNAP accounts;

E. Accurately debit/credit Recipients’ accounts for withdrawals, fees, and refunds;

F. Accurately credit Retailers, TPPs, and financial institutions for benefits disbursed; and 

G. Complete the settlement and reconciliation processes on each bank business day in accordance with applicable State and Federal regulations.

[bookmark: _Toc531764539][bookmark: _Toc31289306][bookmark: _Toc66687607]Unsettled Funds

The Vendor {Contractor} shall provide an unsettled funds report which details funds returned from exemptthe  SNAP Retailers that could not be settled. This includes Retailers that do not have government managed terminals and perform manual vouchers only. Retailers that contract directly with the TPPs and receive reimbursement through them are not covered by this procedure.



[bookmark: _Toc531764540][bookmark: _Toc31289307][bookmark: _Toc66687608]Reconciliation Procedures

The Vendor {Contractor} shall be responsible for the settlement processes for Cash Assistance and SNAP transactions. The Vendor {Contractor} shall also be responsible for the following reconciliation procedures:

A. Recipient account daily beginning balances and net draws versus the ending balance;

B. Recipient net redemptions versus acquirer settlement values;

C. Total funds entering, exiting, and remaining in the system each day;

D. Total net change in system-wide obligations outstanding to the sum of the net change in obligations outstanding;

E. The net settlement value of all transactions to the sum of the net settlement value for the SNAP; and 

F. The net settlement value of all transactions to the sum of the net settlement value for the State.

[bookmark: _Toc531764541][bookmark: _Toc31289308][bookmark: _Toc66687609]Daily Cutoff and Reconciliation

The Vendor {Contractor} shall:

A. Designate a standard daily cutoff time for EBT transaction processing which allows  time to originate ACH payments for next day settlement with SNAP Retailers or TPPs that adhere to the specified time;

B. Allow SNAP Retailers and TPPs the flexibility to define their own transaction or processing day, and complete settlement no later than two (2) business days after the transaction date if the cut off time differs from the Vendor’s {Contractor’s} daily cut off time;

C. Provide the daily settlement reports to the SCM electronically by 7:00 a.m. Eastern Time within one (1) business day.  If electronic access is temporarily unavailable, hard copies of settlement reports must be faxed to the State by 8:00 a.m. Eastern Time within one (1) business day;

D. Maintain ledger accounts at the case and State levels which are balanced and reconciled on a daily basis which meet the SNAP reconciliation requirements of 7CFR 274.4 and the USDA/FNS Reconciliation Guidance; and 

E. Provide an annual certification confirming that the EBT system is in balance by performing an annual overall reconciliation of all EBT funds entering into, exiting from, and remaining in the system. The annual overall reconciliation must be completed within three (3) months after the end of the FNS’s fiscal year.

[bookmark: _Toc531764542][bookmark: _Toc31289309][bookmark: _Toc66687610]Dispute Processing

In any system where benefits are transacted, disputes may arise. Daily balancing totals at the Retailer, Recipient, and financial institution level may not match those at the system level. When contacted about a dispute, the Vendor {Contractor} shall work with the Retailers, Recipients, and financial institutions to process and resolve these disputes.  

[bookmark: _Toc531764543][bookmark: _Toc31289310][bookmark: _Toc66687611]Commercial Settlement

To effect commercial settlement through the ACH, the Vendor {Contractor} shall have an originating and receiving relationship with the ACH, either directly or indirectly through an agreement with a financial agent. The financial agent must be a Federally insured financial institution capable of accepting credits and/or debits and transmitting them in ACH format.

If the Vendor {Contractor} is not a financial institution, the Vendor {Contractor} must execute an agreement with a financial agent that binds both parties to the NACHA Operating Rules.  A certificate issued by the federal government indicating that the proposed financial agent is a federally insured financial agent must be provided prior to Blanket P.O. award.

[bookmark: _Toc531764544][bookmark: _Toc31289311][bookmark: _Toc66687612]Government Settlement

The Vendor’s {Contractor’s} back bank account structure must be approved by the State. 

The Vendor {Contractor} shall be:

A. Responsible for the tasks to be performed by the Concentrator Bank that form the basis of the sub-contract between the Vendor {Contractor} and the Concentrator Bank;

B. Designated as the State’s fiscal agent for the SNAP and make the federal payment request on behalf of the State through the Automated Standard Application for Payments (ASAP) system;

C. Responsible for payments to the Concentrator Bank for services rendered;

D. The single point of contact for problem resolution of issues arising from Concentrator Bank activities; and 

E. Liable for any errors in the creation of the ACH tape or its transmission to the Concentrator Bank.  

[bookmark: _Toc531764545][bookmark: _Toc31289312][bookmark: _Toc66687613]Federal System Interfaces

The Vendor {Contractor} must provide data to USDA/FNS in the formats that FNS requires for the following system interfaces:

A. AMA, daily batch update;

B. ASAP, daily draw;

C. STARS, daily or weekly transmittal of SNAP redemptions by food Retailer for each day; and 

D. ALERT, monthly transaction activity used for Retailer compliance activity

Files must be provided in the format required by FNS, within established timeframes, and accuracy. Failed or inaccurate transmissions must be resolved by the Vendor {Contractor}, working in conjunction with the appropriate federal technical staff. (See Attachment 8 - USDA- FNS EBT FileSpecifications).

In addition, the Vendor {Contractor} must access the FNS REDE system periodically to obtain up-to-date information on FNS authorized Retailers.

Account Management Agent (AMA)

The Vendor {Contractor} must interface with the AMA and provide data necessary for funds projection and NJ SNAP reconciliation.  The Federal Reserve Bank (FRB) of Richmond serves as AMA for the FNS SNAP EBT Benefit Account. The AMA system interfaces with the Treasury Department’s ASAP, and monitors ASAP funding limits based on projected NJ SNAP activity established by FNS for each State, and performs reconciliation required by FNS. 

The Vendor {Contractor} must provide summary information by availability (effective) date on:

A. Increases in benefit authorizations;

B. Expungements;

C. Other returned benefits.

The Vendor {Contractor} shall complete the transmission of issuance and returned benefit data elements through batch processing.  This method allows the Vendor {Contractor} to use the State’s issuance file to automatically update AMA and also allows AMA to obtain the data provided by the Vendor {Contractor} from the Benefit Redemption Systems Branch (BRSB) to perform reconciliation of net Retailer credits to ASAP payment requests. File specifications may be obtained by contacting the FRB of Richmond at (804) 697-8384. In addition, the Vendor {Contractor} must be responsive to requests from the State or FNS to research and resolve discrepancies discovered in reconciliation of State-reported issuance data and the data provided to AMA by the Vendor {Contractor}.

AMA also uses the summary level Retailer credit data provided by the Vendor {Contractor} to the FNS BRSB in Minneapolis to reconcile funds drawn down from the EBT benefit accounts in ASAP. Discrepancies shall be brought to the attention of the Vendor {Contractor} which shall provide prompt research and resolution.

Upon implementation of batch processing, States and their Vendors {Contractors} must be certified by FNS to ensure the accuracy of data transmission. The online method of entering AMA issuance shall serve as a back-up to batch processing.  Manual data entries require special equipment and software which the Vendor {Contractor} is responsible to acquire independently.  The technical requirement for this capability is available from FRB of Richmond.  

[bookmark: _Toc523494950][bookmark: _Toc531764546][bookmark: _Toc31289313][bookmark: _Toc66687614]REPORTS

The Vendor {Contractor} must provide a Reports Manual during the design and development phase. The reports manual must identify the print format, local printing functions and print options (single page print and entire report).  The Vendor {Contractor} must provide all reports on line, printed and as exportable output. Export files must be available as text, tab delimited, comma delimited and Excel formats. The cash programs and SNAP in the State are County administered and reports must be available to the State with County sort ability.

The Vendor {Contractor} shall complete the following reports:

A. Conversion status reports which detail the progress in accomplishing the transition from the incumbent contractor. Conversion status reports shall be generated a minimum of twice per month and shall include:

1. A summary, by task, of completed activities and scheduled activities. The first report shall be generated two (2) weeks prior to the first task for conversion, and must specify the tasks for week one (1) and week two (2) of the conversion effort. The second report shall be generated at the end of week two (2) of the conversion. This report must specify the completed activities and scheduled activities for the next two-week period. Each subsequent report shall be generated at two-week intervals as detailed above;
2. A summary of problems encountered, status, actions taken and support required from the State and/or federal agencies;
3. A summary of anticipated and unanticipated delays, reasons for the delays, and corrective actions taken. Any delays that require a change to the PMP must be specifically noted and changed in the Work Plan. The modified Work Plan must be provided with this report. This work is not additional work as defined in Section 5.16 of this Bid Solicitation 

B. Operational reports which shall be provided throughout the operational period, made available online, provided to the SCM in a file to be included in the State’s web-based report system, and include the following categories:

1. Financial;
2. Batch Processing;
3. Support;
4. Security;
5. Statistical/System Performance;
6. Billing; and 
7. Customer Service;

C. Ad hoc reports at the request of the SCM if additional data needs are identified during the course of the Blanket P.O.;

D. Daily reports, sorted by County, which include both a County total and a State total, the preceding day’s data  and which shall be available at 12:00 am daily6:00 am each day for the preceding day;

E. Monthly reports sorted by County, which include both a County total and a State total, which contains the preceding month’s data and be available at 12:00 am on the first day of the month;

F. Financial reports to account, reconcile and audit the EBT system processing and operations. The Vendor {Contractor} shall provide daily account activity reports that reflect all account actions received from the State via batch and/or online processing;

G. A standard set of batch processing reports to ensure the complete and accurate transfer of data during nightly batch processing;

H. Support reports on the Aging Process, card replacement activity and out-of-State card use; 

I. Security reports which shall provide information on user activity to assist the State in the detection and investigation of internal fraud; 

J. Statistical/system performance reports which shall provide statistical information on various elements and functions of the system;

K. Billing reports which shall provide supporting detail and/or documentation for the charges included in the monthly invoice. (The State requires a billing report that provides detail on the cost per case month, charges broken out by the number of cases by program and sub program for each CWA); and 

L. Customer Service Reports which shall provide detail on the performance of the Vendor’s {Contractor’s} customer service Call Centers for both Recipients and Retailers as well as provide detail on the call types such as “Lost/Stolen/Damaged,” benefit availability, etc. 

The Vendor {Contractor} shall provide new reports and/or make report formatting and content modifications mandated by federal agencies as well as provide additional reports at the request of the SCM as specific needs arise at no additional expense to the State.

The Vendor {Contractor} must provide access to their Shared Data Warehouse to allow the State to review existing reports and the ability to build new reports.

[bookmark: _Toc531764547][bookmark: _Toc31289314][bookmark: _Toc66687615]Data Analysis Tool

The Vendor {Contractor} must provide a data analysis tool for the State to monitor fraudulent EBT account activity. This tool must track EBT accounts across a variety of reports to provide alerts for possible fraudulent Retailer and Recipient activity.  Additionally, the Vendor {Contractor} must provide the State access to individual level raw data for Recipients, Retailers, transactions, and EBT Administrative system users to use with other data sources, such as the State’s eligibility system data, to monitor fraudulent activity.  

[bookmark: _Toc523494951][bookmark: _Toc531764548][bookmark: _Toc31289315][bookmark: _Toc66687616]INSPECTIONS, AUDITS, AND INVESTIGATIONS

[bookmark: _Toc531764549][bookmark: _Toc31289316][bookmark: _Toc66687617]Inspections and Audits

The Vendor {Contractor} shall have an annual SOC 1 and SOC 2 audit reports or such equivalent annual audit reports performed on all of its EBT Operations as it may idendify during the Blanket P.O. Statement on Standards for Attestation Engagements (SSAE) 16 examination performed on all of its EBT operations, and provide the report to the State within 30 days of the completion of the examination.

In cases where transaction logs are required for court, the Vendor {Contractor} shall ensure that the chain of evidence is preserved.

[bookmark: _Toc531764550][bookmark: _Toc31289317][bookmark: _Toc66687618]Investigations and Compliance Requirements

The Vendor {Contractor} must:

A. Provide access to the FNS of its administrative terminals for selected field office, regional office and investigative staff;

B. Provide administrative terminal software and security software that are Windows compatible hardware and software, to the locations identified by FNS.   This includes a method to interface with the EBT host from multiple locations through dial-up or other means;

C. Advise, assist, and aid FNS and the State in detection and investigations of abuses by Retailers or employees, and Recipients, including but not limited to reporting unusual activity; and 

D. Cooperate with various authorities of the State and federal agencies that are responsible for compliance with laws and regulations governing the various assistance programs.

The SCM and the Vendor {Contractor} will determine a process for performance of these responsibilities. Access to information concerning these matters will be restricted both at the State agency and at the Vendor’s {Contractor’s} location so that investigations are not compromised. These needs must be addressed in the design phase, tested as necessary in acceptance testing, and available at conversion implementation. At a minimum, the following are required:

A. Creation of cases and cards to be used by investigators;

B. Posting of benefit amounts to the investigative cases, possibly on an irregular basis as needed by the investigators;

C. Training, card issuance and PIN selection for investigators using the cases;

D. Providing reports on the investigative cases showing the amounts funded to the cases and the transaction histories of the funds on a monthly basis;

E. Providing information from the system as needed for evidentiary purposes within 24 hours;

F. Beginning at conversion implementation, providing extract files of Retailer transaction history on a regular basis to the FNS; and 

G. Retention of all records for a period of seven (7) years or longer if notified.

[bookmark: _Toc531764551][bookmark: _Toc31289318][bookmark: _Toc66687619]Federal requirements

The Vendor {Contractor} shall adhere to 41 U.S. Code § 813, drug-free workplace requirements for federal grant recipients.  The federal government implemented these requirements in an attempt to address the problem of drug abuse on the job which effects productivity, quality of work, absenteeism, and increases the risk to misappropriate funds or services. From this perspective, the drug abuser may endanger other employees, the public at large, or themselves. Damage to property, whether owned by the Vendor {Contractor} or not, could result from drug abuse on the job. All these actions could undermine public confidence in the services provided. Therefore, in order to remain a responsible source for government contracts, the Vendor {Contractor} must adhere to the following guidelines:

A. Prohibit the unlawful manufacture, distribution, dispensation, possession or use of a controlled substance in the work place;

B. Terminate violators or request violators seek counseling from an approved rehabilitation service;

C. Ensure employees provide notification of any conviction of a criminal drug statute no later than five (5) days after such conviction; and 

D. Certify provision of drug-free workplaces for their employees.

[bookmark: _Toc523494943][bookmark: _Toc531764552][bookmark: _Toc31289319][bookmark: _Toc66687620]SYSTEM INTERFACE REQUIREMENTS

The Vendor {Contractor} shall develop a system that uses a standards-based design that follows the State of New Jersey Shared IT Architecture.  The Vendor {Contractor} must:

A. Design appropriate systems links to insure that all transmissions are completed within the performance parameters set forth within this Bid Solicitation in conjunction with the State;

B. Support both batch and online, real-time transmissions from the State;

C. Provide and maintain communications facilities for batch and online transmissions between the Vendor {Contractor} and the State;

D. Use communications software and protocols compatible with the State’s current system environment; and 

E. Use the State’s telecommunications network and infrastructure to support online communications among the State, CWA’s, and the EBT host.  

The Vendor {Contractor} shall be subject to the same security and infrastructure review processes that are required by NJOIT and its partner Departments and Agencies. The Vendor {Contractor} shall submit relevant documentation, applicable metadata, and participate in the System Architecture Review (SAR) process.   Information on the SAR process can be found at: https://tech.nj.gov/services/governance.shtml#architecture. 

[bookmark: _Toc531764553][bookmark: _Toc31289320][bookmark: _Toc66687621]TRANSMISSION OF FILES

The State of New Jersey supports multiple methods for data transfers internally within the Garden State Network or external to an extranet or business partner.  The transmission of all files between the Vendor {Contractor} and the State system must be transferred securely using the State file transfer methodology. The State will work with the Vendor {Contractor} in the implementation of the file transfer process. The secure file transfer must meet the State and federal security guidelines and standards.

The State of New Jersey provides both asynchronous and synchronous file transfer methodologies. 

Synchronous:

A. Connect: Direct Secure ++ is a supported option for file exchange with the State of New Jersey IBM mainframe. 

B.  File Transfer Protocol (FTP or FTPS) over Secure Sockets Layer (SSL) (Explicit – port 21) is a supported option for file exchange for connections originating from the State of New Jersey IBM Mainframe. Must support RFC2228.

C. Secure File Transfer Protocol (SFTP) (FTP over Secure Shell (SSH) version 2 or greater) is a supported option for file exchange with State of New Jersey distributed servers (non-IBM Mainframe). 

Asynchronous:

A. The State of New Jersey’s secure file transfer – currently DataMotion, is a supported option for non-automated or ad-hoc file exchange with State of New Jersey.  A client license is required.

B. The State of New Jersey’s automated file exchange.DataMotion-DataBridge is currently supported by The State of New Jersey.

The Vendor {Contractor} will test the file transfer with the State system on all file transfers prior to full implementation. 

During the life of the Blanket P.O., the State may revise or change the file transfer method and/or format for the transmission of files to accommodate real time processing, and use case specific information and the Vendor {Contractor} shall be required to conform to all requirements.

Reference:

NIST Special Publication 800-47 - Security Guide for Interconnecting Information Technology Systems (http://csrc.nist.gov/publications/nistpubs/800-47/sp800-47.pdf)

[bookmark: _Toc523494944][bookmark: _Toc531764554][bookmark: _Toc31289321][bookmark: _Toc66687622]EQUIPMENT AND SOFTWARE

The Vendor {Contractor} shall provide:

A. A test version of any new releases with a two (2) month testing window prior to production installation;

B. Written instructions for installation and provide technical assistance as needed; and 

C. Upgrades to its system as needed to maintain functionality and communication with the Vendor’s {Contractor’s} EBT server at no additional expense to the State. 

The State shall be responsible for installation of all software on State computers, including the administrative functions software.  

[bookmark: _Toc523494945][bookmark: _Toc531764555][bookmark: _Toc31289322][bookmark: _Toc66687623]SYSTEM ENHANCEMENTS

The Vendor {Contractor} shall:

A. Respond to change or enhancement requests from the SCM within ten (10) business days, or a mutually agreed upon date;  

B. Provide time frames and price estimates within 15 days of the request; and  

C. Complete enhancements and change orders. 

[bookmark: _Toc523494946][bookmark: _Toc531764556][bookmark: _Toc31289323][bookmark: _Toc66687624]TESTING

The Vendor {Contractor} shall:

A. Maintain the necessary hardware and software to provide the State with a test database, separate from, but the same as, the production system in all respects except for the changes being tested. The State will use this capability to verify the accuracy and integrity of any modifications scheduled to be made to the production EBT system and to test the potential effect of any changes made to its Generally Accepted Auditing Standards (GAAS), FAMIS, or OMEGA systems on the EBT system;

B. Maintain a separate test area for their own testing so that the test files sent to the State do not contain Vendor’s {Contractor’s} test cases, unless the State requests the Vendor {Contractor} enter cases into the State’s test system. Periodically, testing with production data may be necessary. Time morphing may be necessary to mimic dates spanning several months when testing aging or other date sensitive applications. The Vendor {Contractor} must monitor and respond to test jobs in 72 hours;

C. Provide full access, both online and batch, to the test database for the purpose of testing and approving all State-requested modifications which may be required as a result of changes in federal regulations, development of new programs,  and federal agency requests for information before they are implemented in the production system to State staff. In all other cases, the State must be notified of any planned system modifications and may elect to perform independent testing to verify expected results;

D. Identify a testing liaison who shall work with the State to ensure that testing is planned, scheduled and completed using agreed upon test data. (Resume required with Quote submission pursuant to Section 4.4.4.3 of this Bid Solicitation);

E. Ensure the test environment is capable of receiving (and sending) both online and batch test data and/or files from a variety of sources including State mainframes, administrative workstations, POS terminals, and telephones. Test accounts will experience transactions similar to what would occur for actual Recipient accounts. The transactions for the test account environment shall be reported separately from production data; and 

F. Test and certify the initial production EBT system provided to the State and any subsequent modifications made thereto, including hardware, software, communications, and procedures. The Vendor {Contractor} will be required to comply with State and FNS standards for unit, system, and acceptance testing.

1.2 [bookmark: _Toc21352784][bookmark: _Toc22560009][bookmark: _Toc31289324][bookmark: _Toc66687625][bookmark: _Toc532979844]SECURITY PLAN

The Vendor {Contractor} shall submit a detailed Security Plan that addresses the Vendor’s {Contractor’s} approach to meeting each applicable security requirement outlined below, to the State, no later than 30 days after the award of the Blanket P.O.  The State approval of the Security Plan shall be set forth in writing.  In the event that the State reasonably rejects the Security Plan after providing the Vendor {Contractor} an opportunity to cure, the Director may terminate the Blanket P.O. pursuant to the SSTC. 

1.2.1 [bookmark: _Toc21352785][bookmark: _Toc22560010][bookmark: _Toc31289325][bookmark: _Toc66687626]INFORMATION SECURITY PROGRAM MANAGEMENT 

The Vendor {Contractor} shall establish and maintain a framework to provide assurance that information security strategies are aligned with and support the State’s business objectives, are consistent with applicable laws and regulations through adherence to policies and internal controls, and provide assignment of responsibility, in an effort to manage risk.  Information security program management shall include, at a minimum, the following:

A. Establishment of a management structure with clear reporting paths and explicit responsibility for information security;
B. Creation, maintenance, and communication of information security policies, standards, procedures, and guidelines to include the control areas listed in sections below;
C. Development and maintenance of relationships with external organizations to stay abreast of current and emerging security issues and for assistance, when applicable; and
D. Independent review of the effectiveness of the Vendor’s {Contractor’s} information security program.

1.2.2 [bookmark: _Toc21352786][bookmark: _Toc22560011][bookmark: _Toc31289326][bookmark: _Toc66687627]COMPLIANCE

The Vendor {Contractor} shall develop and implement processes to ensure its compliance with all statutory, regulatory, contractual, and internal policy obligations applicable to this Blanket P.O. Examples include but are not limited to General Data Protection Regulation (GDPR), Payment Card Industry Data Security Standard (PCI DSS), Health Insurance Portability and Accountability Act of 1996 (HIPAA), IRS-1075.  Vendor {Contractor} shall timely update its processes as applicable standards evolve.  
 
A. Within ten (10) days after award, the Vendor {Contractor} shall provide the State with contact information for the individual or individuals responsible for maintaining a control framework that captures statutory, regulatory, contractual, and policy requirements relevant to the organization’s programs of work and information systems;
B. Throughout the solution development process, Vendor {Contractor} shall implement processes to ensure security assessments of information systems are conducted for all significant development and/or acquisitions, prior to information systems being placed into production; and
C. The Vendor {Contractor} shall also conduct periodic reviews of its information systems on a defined frequency for compliance with statutory, regulatory, and contractual requirements. The Vendor {Contractor} shall document the results of any such reviews.

1.2.3 [bookmark: _Toc21352787][bookmark: _Toc22560012][bookmark: _Toc31289327][bookmark: _Toc66687628]PERSONNEL SECURITY 

The Vendor {Contractor} shall implement processes to ensure all personnel having access to relevant State information have the appropriate background, skills, and training to perform their job responsibilities in a competent, professional, and secure manner.  Workforce security controls shall include, at a minimum:

A. Position descriptions that include appropriate language regarding each role’s security requirements;
B. To the extent permitted by law, employment screening checks are conducted and successfully passed for all personnel prior to beginning work or being granted access to information assets;
C. Rules of behavior are established and procedures are implemented to ensure personnel are aware of and understand usage policies applicable to information and information systems; 
D. Access reviews are conducted upon personnel transfers and promotions to ensure access levels are appropriate;
E. Vendor {Contractor} disables system access for terminated personnel and collects all organization owned assets prior to the individual’s departure; and  
F. Procedures are implemented that ensure all personnel are aware of their duty to protect information assets and their responsibility to immediately report any suspected information security incidents.

1.2.4 [bookmark: _Toc21352788][bookmark: _Toc22560013][bookmark: _Toc31289328][bookmark: _Toc66687629]SECURITY AWARENESS AND TRAINING 

The Vendor {Contractor} shall provide periodic and on-going information security awareness and training to ensure personnel are aware of information security risks and threats, understand their responsibilities, and are aware of the statutory, regulatory, contractual, and policy requirements that are intended to protect information systems and State Confidential Information from a loss of confidentiality, integrity, availability and privacy. Security awareness and training shall include, at a minimum:

A. Personnel are provided with security awareness training upon hire and at least annually, thereafter;
B. Security awareness training records are maintained as part of the personnel record;
C. Role-based security training is provided to personnel with respect to their duties or responsibilities (e.g. network and systems administrators require specific security training in accordance with their job functions); and
D. Individuals are provided with timely information regarding emerging threats, best practices, and new policies, laws, and regulations related to information security.

1.2.5 [bookmark: _Toc21352789][bookmark: _Toc22560014][bookmark: _Toc31289329][bookmark: _Toc66687630]RISK MANAGEMENT 

The Vendor {Contractor} shall establish requirements for the identification, assessment, and treatment of information security risks to operations, information, and/or information systems. Risk management requirements shall include, at a minimum:

A. An approach that categorizes systems and information based on their criticality and sensitivity;
B. An approach that ensures risks are identified, documented and assigned to appropriate personnel for assessment and treatment; 
C. Risk assessments shall be conducted throughout the lifecycles of information systems to identify, quantify, and prioritize risks against operational and control objectives and to design, implement, and exercise controls that provide reasonable assurance that security objectives will be met; and
D. A plan under which risks are mitigated to an acceptable level and remediation actions are prioritized based on risk criteria and timelines for remediation are established. Risk treatment may also include the acceptance or transfer of risk.

1.2.6 [bookmark: _Toc21352790][bookmark: _Toc22560015][bookmark: _Toc31289330][bookmark: _Toc66687631]PRIVACY

If the State data associated with the Blanket P.O. includes PII, State Confidential Information, this section is applicable.

A. Data Ownership. The State is the data owner. Vendor {Contractor} shall not obtain any right, title, or interest in any of the data furnished by the State, or information derived from or based on State data.

B. Data usage, storage, and protection of PII and State Confidential Information, as defined in Section 5.9 are subject to all applicable international, federal and state statutory and regulatory requirements, as amended from time to time, including, without limitation, those for HIPAA, Tax Information Security Guidelines for Federal, State, and Local Agencies (IRS Publication 1075), New Jersey State tax confidentiality statute,  the New Jersey Privacy Notice found at NJ.gov, N.J.S.A. § 54:50-8, New Jersey Identity Theft Prevention Act, N.J.S.A. § 56:11-44 et. seq., the federal Drivers’ Privacy Protection Act of 1994, Pub.L.103-322, and the confidentiality requirements of N.J.S.A. § 39:2-3.4.  Vendor {Contractor} shall also conform to PCI DSS, where applicable.

C. Security: Vendor {Contractor} agrees to take appropriate administrative, technical and physical safeguards reasonably designed to protect the security, privacy, confidentiality, and integrity of user information. Vendor {Contractor} shall ensure that Personal Data is secured and encrypted during transmission or at rest. 

D. Data Transmission: The Vendor {Contractor} may only transmit or exchange State of New Jersey data with other parties (i) in connection with the provision of the Services; or (ii) when expressly requested in writing and permitted by and in accordance with requirements of the State of New Jersey.  The Vendor {Contractor} shall only transmit or exchange data with the State of New Jersey or other parties through secure means supported by current technologies. The Vendor {Contractor} shall encrypt all Personal Data as defined by the State of New Jersey or applicable law, regulation or standard during any transmission or exchange of that data.

E. Data Re-Use:  All State data shall be used expressly and solely for the purposes enumerated in the Blanket P.O. Data shall not be distributed, repurposed or shared across other applications, environments, or business units of the Vendor {Contractor}.  No State data of any kind shall be transmitted, exchanged or otherwise passed to other contractors or interested parties except on a case-by-case basis as specifically agreed to in writing by the State Contract Manager. 

F. Data Breach:  In the event of any actual, probable or reasonably suspected breach of security, or any unauthorized access to or acquisition, use, loss, destruction, compromise, alteration or disclosure of any PII (each, a security breach) that may concern any State Confidential Information or PII, Vendor {Contractor} shall: (a) notify the State immediately of such breach, but in no event later than 24 hours after such security breach; (b) designate a single individual employed by Vendor {Contractor} who shall be available to the State 24 hours per day, seven (7) days per week as a contact regarding Vendor’s {Contractor’s} obligations under Section 3.37.33 (Incident Response); (c) not provide any other notification or provide any disclosure to the public regarding such security breach without the prior written consent of the State, unless required to provide such notification or to make such disclosure pursuant to any applicable law, regulation, rule, order, court order, judgment, decree, ordinance, mandate or other request or requirement now or hereafter in effect, of any applicable governmental authority or law enforcement agency in any jurisdiction worldwide  (in which case Vendor {Contractor} shall consult with the State and reasonably cooperate with the State to prevent any notification or disclosure concerning any PII, security breach, or other State Confidential Information); (d) assist the State in investigating, remedying and taking any other action the State deems necessary regarding any security breach and any dispute, inquiry, or claim that concerns the security breach; (e) follow all instructions provided by the State relating to the State Confidential Information affected or potentially affected by the security breach; (f) take such actions as necessary to prevent future security breaches; and (g) unless prohibited by an applicable statute or court order, notify the State of any third party legal process relating to any security breach including, at a minimum, any legal process initiated by any governmental entity (foreign or domestic).

G. Minimum Necessary. Vendor {Contractor} shall ensure that PII and other State Confidential Information requested represents the minimum necessary information for the services as described in this Bid Solicitation and, unless otherwise agreed to in writing by the State, that only necessary individuals or entities who are familiar with and bound by the Blanket P.O. will have access to the State Confidential Information in order to perform the work.

H. End of Contract Data Handling:  Upon termination/expiration of this Blanket P.O. the Vendor {Contractor} shall first return all State data to the State in a usable format as defined in the Blanket P.O., or in an open standards machine-readable format if not.  The Vendor {Contractor} shall then erase, destroy, and render unreadable all Vendor {Contractor} back up copies of State data according to the standards enumerated in accordance with the State’s most recent Media Protection policy, https://www.nj.gov/it/docs/ps/NJ_Statewide_Information_Security_Manual.pdf, and certify in writing that these actions have been completed within 30 days after the termination/expiration of the Blanket P.O. or within seven (7) days of the request of an agent of the State whichever should come first.

I. In the event of loss of any State data or records where such loss is due to the intentional act, omission, or negligence of the Vendor {Contractor} or any of its subcontractors or agents, the Vendor {Contractor} shall be responsible for recreating such lost data in the manner and on the schedule set by the State Contract Manager. The Vendor {Contractor} shall ensure that all data is backed up and is recoverable by the Vendor {Contractor}. In accordance with prevailing federal or state law or regulations, the Vendor {Contractor} shall report the loss of non-public data.

1.2.7 [bookmark: _Toc21352791][bookmark: _Toc22560016][bookmark: _Toc31289331][bookmark: _Toc66687632]ASSET MANAGEMENT 

The Vendor {Contractor} shall implement administrative, technical, and physical controls necessary to safeguard information technology assets from threats to their confidentiality, integrity, or availability, whether internal or external, deliberate or accidental. Asset management controls shall include at a minimum:

A. Information technology asset identification and inventory;
B. Assigning custodianship of assets; and
C. Restricting the use of non-authorized devices.

1.2.8 [bookmark: _Toc21352792][bookmark: _Toc22560017][bookmark: _Toc31289332][bookmark: _Toc66687633]SECURITY CATEGORIZATION 

The Vendor {Contractor} shall implement processes that classify information and categorize information systems throughout their lifecycles according to their sensitivity and criticality, along with the risks and impact in the event that there is a loss of confidentiality, integrity, availability, or breach of privacy. Information classification and system categorization includes labeling and handling requirements. Security categorization controls shall include the following, at a minimum:

A. Implementing a data protection policy;
B. Classifying data and information systems in accordance with their sensitivity and criticality;
C. Masking sensitive data that is displayed or printed; and
D. Implementing handling and labeling procedures.

1.2.9 [bookmark: _Toc21352793][bookmark: _Toc22560018][bookmark: _Toc31289333][bookmark: _Toc66687634]MEDIA PROTECTION 

The Vendor {Contractor} shall establish controls to ensure data and information, in all forms and mediums, are protected throughout their lifecycles based on their sensitivity, value, and criticality, and the impact that a loss of confidentiality, integrity, availability, and privacy would have on the Vendor {Contractor}, business partners, or individuals. Media protections shall include, at a minimum:

A. Media storage/access/transportation; 
B. Maintenance of sensitive data inventories;
C. Application of cryptographic protections; 
D. Restricting the use of portable storage devices;
E. Establishing records retention requirements in accordance with business objectives and statutory and regulatory obligations; and
F. Media disposal/sanitization.

1.2.10 [bookmark: _Toc21352794][bookmark: _Toc22560019][bookmark: _Toc31289334][bookmark: _Toc66687635]CRYPTOGRAPHIC PROTECTIONS 

The Vendor {Contractor} shall employ cryptographic safeguards to protect sensitive information in transmission, in use, and at rest, from a loss of confidentiality, unauthorized access, or disclosure.  Cryptographic protections shall include at a minimum:

A. Using industry standard encryption algorithms;
B. Establishing requirements for encryption of data in transit;
C. Establishing requirements for encryption of data at rest; and
D. Implementing cryptographic key management processes and controls.

1.2.11 [bookmark: _Toc21352795][bookmark: _Toc22560020][bookmark: _Toc31289335][bookmark: _Toc66687636]ACCESS MANAGEMENT 

The Vendor {Contractor} shall establish security requirements and ensure appropriate mechanisms are provided for the control, administration, and tracking of access to, and the use of, the Vendor’s {Contractor’s} information systems that contain or could be used to access State data. Access management plan shall include the following features: 

A. Ensure the principle of least privilege is applied for specific duties and information systems (including specific functions, ports, protocols, and services), so processes operate at privilege levels no higher than necessary to accomplish required organizational missions and/or functions;
B. Implement account management processes for registration, updates, changes and de-provisioning of system access;
C. Apply the principles of least privilege when provisioning access to organizational assets;
D. Provision access according to an individual’s role and business requirements for such access;
E. Implement the concept of segregation of duties by disseminating tasks and associated privileges for specific sensitive duties among multiple people; 
F. Conduct periodic reviews of access authorizations and controls.

1.2.12 [bookmark: _Toc21352796][bookmark: _Toc22560021][bookmark: _Toc31289336][bookmark: _Toc66687637]IDENTITY AND AUTHENTICATION 

The Vendor {Contractor} shall establish procedures and implement identification, authorization, and authentication controls to ensure only authorized individuals, systems, and processes can access the State’s information and Vendor’s {Contractor’s} information and information systems. Identity and authentication provides a level of assurance that individuals who log into a system are who they say they are.  Identity and authentication controls shall include, at a minimum:

A. Establishing and managing unique identifiers (e.g. User-IDs) and secure authenticators (e.g. passwords, biometrics, personal identification numbers, etc.) to support nonrepudiation of activities by users or processes; and
B. Implementing multi-factor authentication (MFA) requirements for access to sensitive and critical systems, and for remote access to the Vendor’s {Contractor’s} systems.

1.2.13 [bookmark: _Toc21352797][bookmark: _Toc22560022][bookmark: _Toc31289337][bookmark: _Toc66687638]REMOTE ACCESS 

The Vendor {Contractor} shall strictly control remote access to the Vendor’s {Contractor’s} internal networks, systems, applications, and services. Appropriate authorizations and technical security controls shall be implemented prior to remote access being established. Remote access controls shall include at a minimum:

A. Establishing centralized management of the Vendor’s {Contractor’s} remote access infrastructure;
B. Implementing technical security controls (e.g. encryption, multi-factor authentication, IP whitelisting, geo-fencing); and
C. Training users in regard to information security risks and best practices related remote access use.

1.2.14 [bookmark: _Toc21352798][bookmark: _Toc22560023][bookmark: _Toc31289338][bookmark: _Toc66687639]SECURITY ENGINEERING AND ARCHITECTURE 

The Vendor {Contractor} shall employ security engineering and architecture principles for all information technology assets, and such principles shall incorporate industry recognized leading security practices and sufficiently address applicable statutory and regulatory obligations. Applying security engineering and architecture principles shall include:

A. Implementing configuration standards that are consistent with industry-accepted system hardening standards and address known security vulnerabilities for all system components; 
B. Establishing a defense in-depth security posture that includes layered technical, administrative, and physical controls; 
C. Incorporating security requirements into the systems throughout their life cycles; 
D. Delineating physical and logical security boundaries; 
E. Tailoring security controls to meet organizational and operational needs; 
F. Performing threat modeling to identify use cases, threat agents, attack vectors, and attack patterns as well as compensating controls and design patterns needed to mitigate risk;  
G. Implementing controls and procedures to ensure critical systems fail-secure and fail-safe in known states; and 
H. Ensuring information system clock synchronization.

1.2.15 [bookmark: _Toc21352799][bookmark: _Toc22560024][bookmark: _Toc31289339][bookmark: _Toc66687640]CONFIGURATION MANAGEMENT 

The Vendor {Contractor} shall ensure that baseline configuration settings are established and maintained in order to protect the confidentiality, integrity, and availability of all information technology assets. Secure configuration management shall include, at a minimum:

A. Hardening systems through baseline configurations; and
B. Configuring systems in accordance with the principle of least privilege to ensure processes operate at privilege levels no higher than necessary to accomplish required functions. 

1.2.16 [bookmark: _Toc21352800][bookmark: _Toc22560025][bookmark: _Toc31289340][bookmark: _Toc66687641]ENDPOINT SECURITY 

The Vendor {Contractor} shall ensure that endpoint devices are properly configured, and measures are implemented to protect information and information systems from a loss of confidentiality, integrity, and availability. Endpoint security shall include, at a minimum:

A. Maintaining an accurate and updated inventory of endpoint devices;
B. Applying security categorizations and implementing appropriate and effective safeguards on endpoints;
C. Maintaining currency with operating system and software updates and patches;
D. Establishing physical and logical access controls; 
E. Applying data protection measures (e.g. cryptographic protections);
F. Implementing anti-malware software, host-based firewalls, and port and device controls;
G. Implementing host intrusion detection and prevention systems (HIDS/HIPS) where applicable;
H. Restricting access and/or use of ports and I/O devices; and 
I. Ensuring audit logging is implemented and logs are reviewed on a continuous basis.

1.2.17 [bookmark: _Toc21352801][bookmark: _Toc22560026][bookmark: _Toc31289341][bookmark: _Toc66687642]ICS/SCADA/OT SECURITY 

The Vendor {Contractor} shall implement controls and processes to ensure risks, including risks to human safety, are accounted for and managed in the use of Industrial Control Systems (ICS), Supervisory Control and Data Acquisition (SCADA) systems and Operational Technologies (OT).  ICS/SCADA/OT Security requires the application of all of the enumerated control areas in this Bid Solicitation, including, at a minimum:

A. Conducting risk assessments prior to implementation and throughout the lifecycles of ICS/SCADA/OT assets;
B. Developing policies and standards specific to ICS/SCADA/OT assets;
C. Ensuring the secure configuration of ICS/SCADA/OT assets;
D. Segmenting ICS/SCADA/OT networks from the rest of the Vendor’s {Contractor’s} networks;
E. Ensuring least privilege and strong authentication controls are implemented
F. Implementing redundant designs or failover capabilities to prevent business disruption or physical damage; and
G. Conducting regular maintenance on ICS/SCADA/OT systems.

1.2.18 [bookmark: _Toc21352802][bookmark: _Toc22560027][bookmark: _Toc31289342][bookmark: _Toc66687643]INTERNET OF THINGS SECURITY 

The Vendor {Contractor} shall implement controls and processes to ensure risks are accounted for and managed in the use of Internet of Things (IoT) devices including, but not limited to, physical devices, vehicles, appliances and other items embedded with electronics, software, sensors, actuators, and network connectivity which enables these devices to connect and exchange data.  IoT. IoT security shall include, at a minimum, the following:

A. Developing policies and standards specific to IoT assets;
B. Ensuring the secure configuration of IoT assets;
C. Conducting risk assessments prior to implementation and throughout the lifecycles of IoT assets;
D. Segmenting IoT networks from the rest of the Vendor’s {Contractor’s} networks; and
E. Ensuring least privilege and strong authentication controls are implemented.

1.2.19 [bookmark: _Toc21352803][bookmark: _Toc22560028][bookmark: _Toc31289343][bookmark: _Toc66687644]MOBILE DEVICE SECURITY 

The Vendor {Contractor} shall establish administrative, technical, and physical security controls required to effectively manage the risks introduced by mobile devices used for organizational business purposes.  Mobile device security shall include, at a minimum, the following:

A. Establishing requirements for authorization to use mobile devices for organizational business purposes;
B. Establishing Bring Your Own Device (BYOD) processes and restrictions;
C. Establishing physical and logical access controls;
D. Implementing network access restrictions for mobile devices;
E. Implementing mobile device management solutions to provide centralized management of mobile devices and to ensure technical security controls (e.g. encryption, authentication, remote-wipe, etc.) are implemented and updated as necessary; 
F. Establishing approved application stores from which applications can be acquired;
G. Establishing lists approved applications that can be used; and
H. Training of mobile device users regarding security and safety.

1.2.20 [bookmark: _Toc21352804][bookmark: _Toc22560029][bookmark: _Toc31289344][bookmark: _Toc66687645]NETWORK SECURITY 

The Vendor {Contractor} shall implement defense-in-depth and least privilege strategies for securing the information technology networks that it operates. To ensure information technology resources are available to authorized network clients and protected from unauthorized access, the Vendor {Contractor} shall:

A. Include protection mechanisms for network communications and infrastructure (e.g. layered defenses, denial of service protection, encryption for data in transit, etc.); 
B. Include protection mechanisms for network boundaries (e.g. limit network access points, implement firewalls, use Internet proxies, restrict split tunneling, etc.); 
C. Control the flow of information (e.g. deny traffic by default/allow by exception, implement Access Control Lists, etc.); and
D. Control access to the Vendor’s {Contractor’s} information systems (e.g. network segmentation, network intrusion detection and prevention systems, wireless restrictions, etc.). 

1.2.21 [bookmark: _Toc21352805][bookmark: _Toc22560030][bookmark: _Toc31289345][bookmark: _Toc66687646]CLOUD SECURITY 

The Vendor {Contractor} shall establish security requirements that govern the use of private, public, and hybrid cloud environments to ensure risks associated with a potential loss of confidentiality, integrity, availability, and privacy are managed.  This shall ensure, at a minimum, the following:

A. Security is accounted for in the acquisition and development of cloud services;
B. The design, configuration, and implementation of cloud-based applications, infrastructure and system-system interfaces are conducted in accordance with mutually agreed-upon service, security, and capacity-level expectations; 
C. Security roles and responsibilities for the Vendor {Contractor} and the cloud provider are delineated and documented; and
D. Controls necessary to protect sensitive data in public cloud environments are implemented. 

1.2.22 [bookmark: _Toc21352806][bookmark: _Toc22560031][bookmark: _Toc31289346][bookmark: _Toc66687647]CHANGE MANAGEMENT 

The Vendor {Contractor} shall establish controls required to ensure change is managed effectively. Changes are appropriately tested, validated, and documented before implementing any change on a production network. Change management provides the Vendor {Contractor} with the ability to handle changes in a controlled, predictable, and repeatable manner, and to identify, assess, and minimize the risks to operations and security. Change management controls shall include, at a minimum, the following:

A. Notifying all stakeholder of changes; 
B. Conducting a security impact analysis and testing for changes prior to rollout; and 
C. Verifying security functionality after the changes have been made.

1.2.23 [bookmark: _Toc21352807][bookmark: _Toc22560032][bookmark: _Toc31289347][bookmark: _Toc66687648]MAINTENANCE 

The Vendor {Contractor} shall implement processes and controls to ensure that information assets are properly maintained, thereby minimizing the risks from emerging information security threats and/or the potential loss of confidentiality, integrity, or availability due to system failures. Maintenance security shall include, at a minimum, the following:

A. Conducting scheduled and timely maintenance;
B. Ensuring individuals conducting maintenance operations are qualified and trustworthy; and
C. Vetting, escorting and monitoring third-parties conducting maintenance operations on information technology assets.

1.2.24 [bookmark: _Toc21352808][bookmark: _Toc22560033][bookmark: _Toc31289348][bookmark: _Toc66687649]THREAT MANAGEMENT 

The Vendor {Contractor} shall establish effective communication protocols and proceesses to collect and disseminate actionable threat intelligence, thereby providing component units and individuals with the information necessary to effectively manage risk associated with new and emerging threats to the organization’s information technology assets and operations.   

1.2.25 [bookmark: _Toc21352809][bookmark: _Toc22560034][bookmark: _Toc31289349][bookmark: _Toc66687650]VULNERABILITY AND PATCH MANAGEMENT (VU)

The Vendor {Contractor} shall implement proactive vulnerability identification, remediation, and patch management practices to minimize the risk of a loss of confidentiality, integrity, and availability of information system, networks, components, and applications. Vulnerability and patch management practices shall include, at a minimum, the following:

A. Prioritizing vulnerability scanning and remediation activities based on the criticality and security categorization of systems and information, and the risks associated with a loss of confidentiality, integrity, availability, and/or privacy; 
B. Maintaining software and operating systems at the latest vendor-supported patch levels; 
C. Conducting penetration testing and red team exercises; and
D. Employing qualified third-parties to periodically conduct Independent vulnerability scanning, penetration testing, and red-team exercises.

1.2.26 [bookmark: _Toc21352810][bookmark: _Toc22560035][bookmark: _Toc31289350][bookmark: _Toc66687651]CONTINUOUS MONITORING 

The Vendor {Contractor} shall implement continuous monitoring practices to establish and maintain situational awareness regarding potential threats to the confidentiality, integrity, availability, privacy and safety of information and information systems through timely collection and review of security-related event logs. Continuous monitoring practices shall include, at a minimum, the following:

A. Centralizing the collection and monitoring of event logs;
B. Ensuring the content of audit records includes all relevant security event information;
C. Protecting of audit records from tampering; and
D. Detecting, investigating, and responding to incidents discovered through monitoring.

1.2.27 [bookmark: _Toc21352811][bookmark: _Toc22560036][bookmark: _Toc31289351][bookmark: _Toc66687652]SYSTEM DEVELOPMENT AND ACQUISITION 

The Vendor {Contractor} shall establish security requirements necessary to ensure that systems and application software programs developed by the Vendor {Contractor} or third-parties (e.g. vendors, contractors, etc.) perform as intended to maintain information confidentiality, integrity, and availability, and the privacy and safety of individuals. System development and acquisition security practices shall include, at a minimum, the following:

A. Secure coding; 
B. Separation of development, testing, and operational environments; 
C. Information input restrictions; 
D. Input data validation;
E. Error handling; 
F. Security testing throughout development;
G. Restrictions for access to program source code; and 
H. Security training of software developers and system implementers.

1.2.28 [bookmark: _Toc21352812][bookmark: _Toc22560037][bookmark: _Toc31289352][bookmark: _Toc66687653]PROJECT AND RESOURCE MANAGEMENT 

The Vendor {Contractor} shall ensure that controls necessary to appropriately manage risks are accounted for and implemented throughout the System Development Life Cycle (SDLC). Project and resource management security practices shall include, at a minimum:

A. Defining and implementing security requirements;  
B. Allocating resources required to protect systems and information; and 
C. Ensuring security requirements are accounted for throughout the SDLC.

1.2.29 [bookmark: _Toc21352813][bookmark: _Toc22560038][bookmark: _Toc31289353][bookmark: _Toc66687654]CAPACITY AND PERFORMANCE MANAGEMENT 

The Vendor {Contractor} shall implement processes and controls necessary to protect against avoidable impacts to operations by proactively managing the capacity and performance of its critical technologies and supporting infrastructure. Capacity and performance management practices shall include, at a minimum, the following: 

A. Ensuring the availability, quality, and adequate capacity of compute, storage, memory and network resources are planned, prepared, and measured to deliver the required system performance and future capacity requirements; and
B. Implementing resource priority controls to prevent or limit Denial of Service (DoS) effectiveness.

1.2.30 [bookmark: _Toc21352814][bookmark: _Toc22560039][bookmark: _Toc31289354][bookmark: _Toc66687655]THIRD PARTY MANAGEMENT 

The Vendor {Contractor} shall implement processes and controls to ensure that risks associated with third-parties (e.g. vendors, contractors, business partners, etc.) providing information technology equipment, software, and/or services are minimized or avoided. Third party management processes and controls shall include, at a minimum:

A. Tailored acquisition strategies, contracting tools, and procurement methods for the purchase of systems, system components, or system service from suppliers;
B. Due diligence security reviews of suppliers and third parties with access to the Vendor’s {Contractor’s} systems and sensitive information;
C. Third party interconnection security; and
D. Independent testing and security assessments of supplier technologies and supplier organizations.

1.2.31 [bookmark: _Toc21352815][bookmark: _Toc22560040][bookmark: _Toc31289355][bookmark: _Toc66687656]PHYSICAL AND ENVIRONMENTAL SECURITY 

The Vendor {Contractor} shall establish physical and environmental protection procedures that limit access to systems, equipment, and the respective operating environments, to only authorized individuals. The Vendor {Contractor} ensures appropriate environmental controls in facilities containing information systems and assets, to ensure sufficient environmental conditions exist to avoid preventable hardware failures and service interruptions. Physical and environmental controls shall include, at a minimum, the following:

A. Physical access controls (e.g. locks, security gates and guards, etc.);
B. Visitor controls;
C. Security monitoring and auditing of physical access; 
D. Emergency shutoff;
E. Emergency power;
F. Emergency lighting;
G. Fire protection; 
H. Temperature and humidity controls;
I. Water damage protection; and 
J. Delivery and removal of information assets controls.

1.2.32 [bookmark: _Toc21352816][bookmark: _Toc22560041][bookmark: _Toc31289356][bookmark: _Toc66687657]CONTINGENCY PLANNING 

The Vendor {Contractor} shall develop, implement, test, and maintain a contingency plan to ensure continuity of operations for all information systems that deliver or support essential or critical business functions on behalf of the Vendor {Contractor}. The plan shall address the following:

A. Backup and recovery strategies;
B. Continuity of operations;
C. Disaster recovery; and
D. Crisis management.

Please refer to Section 3.38 for further information.

1.2.33 [bookmark: _Toc21352817][bookmark: _Toc22560042][bookmark: _Toc31289357][bookmark: _Toc66687658]INCIDENT RESPONSE 

The Vendor {Contractor} shall maintain an information security incident response capability that includes adequate preparation, detection, analysis, containment, recovery, and reporting activities.  Information security incident response activities shall include, at a minimum, the following:

A. Information security incident reporting awareness;
B. Incident response planning and handling;
C. Establishment of an incident response team;
D. Cybersecurity insurance; 
E. Contracts with external incident response services specialists; and
F. Contacts with law enforcement cybersecurity units.

[bookmark: _Toc523494952][bookmark: _Toc531764557][bookmark: _Toc31289392][bookmark: _Toc66687659]DISASTER RECOVERY, BACK-UP AND CONTINGENCY OPERATIONS

A formal Disaster Recovery Plan, Back-Up Plan and Contingency Plan are required system development deliverables. The Vendor {Contractor} shall establish policies and assign responsibilities to ensure that appropriate contingency and disaster recovery plans are developed and maintained. Contingency planning consists of the advance plans and arrangements that are necessary to ensure continuity of the critical functions of the EBT system. The contingency plan shall describe the actions to be taken, the resources to be used, the notification process and associated time frames, and the procedures to be followed before, during and after any event occurs that would render inoperative a function supportive to the EBT system. The plan shall also provide a description of personnel and qualifications that will be responsible for back-up disaster recovery operations and management.
The contingency plan is reviewed and tested annually and submitted to the both the State’s and the Vendor’s {Contractor’s} executive management.  

The Vendor {Contractor} shall have a disaster recovery plan that:

A. Provides an alternate means of authorizing EBT transactions during short-term outages, when switching over to a back-up site is not considered appropriate;

B. Notifies both the State and the SNAP Retailer community that an outage is occurring and that an alternate means of transaction authorization is in place;

C. Has a back-up location available for host processing and telecommunications network services in the event a disaster impacts the availability of the Vendor’s {Contractor’s} primary data processing site;

D. Identifies how long it will take to switch to the back-up site if the back-up processing location is not a “hot site”;

E. Includes a State notification process as well as disaster declaration criteria and time frames that are acceptable to the State, including immediate notification if the decision;

F. Notifies the State immediately upon the Vendor’s {Contractor’s} decision to move to a disaster back-up site;

G. Addresses the timing and order of recovery of the State as compared to other states being processed; and 

H. Ensure the recovery of the State’s system is not delayed because the Vendor {Contractor} is recovering other states’ EBT systems.

The disaster recovery plan is tested bi-annually (every two years) and reviewed and updated annually. The plan is a collaborative effort between the Vendor {Contractor} and the State, which is submitted to the executive management of both entities. A copy of the plan is kept on file with the State for federal review. 

[bookmark: _Toc531764558][bookmark: _Toc31289393][bookmark: _Toc66687660]State Systems

The Vendor {Contractor} shall support the recovery of the State’s EBT systems interface at a back-up site in the event of a disaster at the State’s primary data center. This support shall consist of providing connectivity to the State’s back-up site to support the transmission of data files and reports between the State and the EBT Contractor. Initial support may consist of dial-up access until a more robust solution can be implemented. As a last resort, connectivity during the initial period of a disaster may consist of passing of secure data files between the Vendor {Contractor} and the State. In either case, the Vendor {Contractor} shall provide support to the State to ensure that benefits are still being provided to clients through the EBT system during the recovery of the State’s data processing systems. 

Following the declaration of a disaster by the State and movement to a back-up data center, the Vendor {Contractor} shall work with the State technical staff to provide EBT administrative terminal support. Communications between the State’s backup site and the Vendor’s {Contractor’s} system and the Vendor’s {Contractor’s} backup site shall be tested annually or as designated by the State.

USDA/FNS has issued guidance regarding disaster benefits that requires States to develop a State Agency Disaster SNAP Plan and review the plan annually. The EBT Vendor {Contractor} shall be required to support the State in developing a disaster plan and approach and shall participate in the annual review of the plan as required. The EBT Vendor {Contractor} shall provide support to update the plan and its approach to disaster support as required to meet changes to Federal and State response requirements.

[bookmark: _Toc531764559][bookmark: _Toc31289394][bookmark: _Toc66687661]Support for the Disaster Response

The Vendor {Contractor} shall provide the State with the capability to respond to an emergency or disaster by providing the following disaster functionality:

A. Certification will occur within the State eligibity system, and disaster benefits will be expected to be distributed and tracked as a unique benefit type.  Processing: Provide the systems and procedures necessary to allow the State to certify ReciA file will be transmitted to the Vendor {Contractor} with a unique benefit type. pients during a disaster. Eligibility criteria and verification rules may be relaxed. TThe Vendor {Contractor} will only have to process the files and make the benefits available to the clients. must support the State’s review process if benefits are denied; The State certifies and distributes disaster benefits. The Vendor {Contractor} is only responsible to have its system up and running so clients may access their benefits.   

B. Benefit Issuance: Provide the necessary systems and procedures required to ensure the continuation of the benefit issuance function. The Vendor {Contractor} must be prepared to implement a disaster EBT system to deliver unduplicated benefits. The disaster EBT system must provide easy integration and reconciliation with the State’s eligibility systems and the EBT processor’s database;

C. Benefit Access: Provide access to benefits to Recipients within three (3) calendar days of the application. Disaster EBT cards and PINs must be issued to Cash Assistance, SNAP and SNAP Retailers must have access to manual vouchers if POS terminals and communications are not available. Disaster EBT cards may be pre-loaded with specific benefit values and allow for both Cash Assistance and SNAP benefits to be accessed using a single EBT card;  

D. Federal Disaster Reporting: Implement a disaster EBT system that supports the State in complying with federal disaster reporting and reconciliation requirements.  Reporting requirements include:

1. Card production and issuance reconciliation;
2. Benefit authorization and posting reconciliation;
3. Benefit expungement; and 
4. FNS notification of disaster benefits issued;

E. Disaster System Testing: Conduct periodic tests (as determined by the State but not more than annually) of the disaster EBT system and test the system prior to use in a disaster;

F. Program Integrity and Fraud Prevention: Develop strategies to prevent fraud and ensure program integrity; and 

G. Post Disaster Review: Support the State in complying with FNS requirements for a post disaster review of certification, benefit issuance and fraud prevention.

Level 1 Disaster Support 

The Vendor {Contractor} shall provide Level I Disaster support.  A Level I disaster includes the following:

A. Large but well-defined areas affected;

B. Moderate number of clients affected;

C. Power and telecommunications outages, restoration in three to seven days; and 

D. Benefit redemption sites (Retailers) are available.

Level II Disaster Support 

The Vendor {Contractor} shall provide Level II Disaster support.  A Level II disaster includes the following:

A. Catastrophic;

B. Widespread commercial and residential impact;

C. Limited power and telecommunications service, outages expected to last longer than a week; and

D. Benefit redemption points not available. 


[bookmark: _Toc531764560][bookmark: _Toc31289395][bookmark: _Toc66687662]Disaster Support Services

The EBT Vendor {Contractor} shall provide the following Level 1 services:

A. Suspend Staggered Issuance: Make all posted benefits in a designated County or region (several counties) available immediately regardless of the posted availability date;

B. Benefit Issuance or Reissuance: Issue or reissue benefits at the prior month’s benefit levels to cardholder accounts that were active in the previous month at the State’’s direction;

C. Increased Customer Service Support: Provide the same scope of services to cardholders for the ARU and Customer Service Call Center.  The ARU shall have a specific disaster script that has been approved by the State. Because call volumes will likely increase, the EBT Vendor {Contractor} shall increase the number of customer service representatives available to support cardholders. Customer service representatives shall be alerted when accessing the cardholder’s record that the cardholder resides in the disaster area; and 

D. Identifying Operating Retailer/ATM Locations and Mapping: Provide daily reports to the State identifying operational Retailers and ATM locations and shall provide geographical mapping of the operations and non-operational locations.

[bookmark: _Toc531764561][bookmark: _Toc31289396][bookmark: _Toc66687663]Disaster Support Services Retailer

A. Manual Vouchers: If POS devices and phone lines are inoperable, Retailers will use manual vouchers to document the disbursement of goods under the SNAP. When phone lines are operational, Retailers will request authorization for the manual voucher through either the ARU or customer service. Retailers are fully liable for the amount of the manual transaction; however, the State, in cooperation with FNS, may establish a government stand-in per client, per store, per day, at the time of the disaster. Retailers normally maintain a supply of manual vouchers. Vendor {Contractor} shall propose a method of distributing additional manual vouchers to Retailers during disaster events;

B. Extended Voucher Clearance Period: Provide SNAP Retailers up to 30 calendar days, or another period agreed upon by the State and FNS, to clear the voucher. Retailers may clear the authorized manual voucher at any time during the 30 calendar day period; and 

C. Increased Retailer Customer Service: Provide the same scope of services to Retailers for the ARU and customer service operations. The ARU shall have a specific disaster script that has been approved by the State. Because call volumes will increase, the EBT Vendor {Contractor} shall provide sufficient Call Center support so that service to Retailers is not degraded, including increasing the number of CSRs and the number of lines available.

[bookmark: _Toc531764562][bookmark: _Toc31289397][bookmark: _Toc66687664]Disaster Benefits

Expungement of Disaster Benefits to Cash Assistance and SNAP Recipient: Disaster benefits may be issued as a specific benefit type for use during disaster situations only. These benefits shall be expunged within 365 days after issuance or as specified by the State.




[bookmark: _Toc531764563][bookmark: _Toc31289398][bookmark: _Toc66687665]Disaster Card and PIN Inventory

The EBT Vendor {Contractor} shouldshall maintain a stock of 150,000 disaster vault cards with pre- assigned PINs and/or pre-loaded cards to be available during a disaster. Disaster response benefits would be issued on standard card stock. The card specifications for disaster cards shall be identical to the specifications for standard EBT cards; however, disaster vault cards shall be separate and apart readily distinguishable from the State’s regular cards. If disaster vault cards are compromised, the EBT Vendor {Contractor} shall provide the capability to change the status of the card(s) through an administrative or customer service function. The State is open to  alternative solutions. 

[bookmark: _Toc531764564][bookmark: _Toc31289399][bookmark: _Toc66687666]Disaster Training Materials

Training materials provided to cardholders during a disaster shall be available in English and Spanish. The EBT Vendor {Contractor} shall maintain stock of these materials in the required languages for use during disaster situations.

[bookmark: _Toc531764565][bookmark: _Toc31289400][bookmark: _Toc66687667]Disaster On-Site Card Issuance

When a disaster has been declared, disaster vault cards with pre-assigned PINs shall be shipped to issuance sites via overnight express on the same day of the State’s request. The State will determine the number of cards required for same-day shipment.

[bookmark: _Toc531764566][bookmark: _Toc31289401][bookmark: _Toc66687668][bookmark: _Toc523494954]Blanket P.O. TRANSITION 

The Vendor {Contractor} shall work with any future EBT contractor for a smooth transition between systems at the conclusion of the Blanket P.O. term and any extension options used.  The Vendor {Contractor} shall provide test data and production data in a manner and format that supports the conversion effort as directed by the SCM.  The Vendor {Contractor} shall support the conversion effort at no additional cost to the State. This includes providing a staff on-site at the Vendor’s {Contractor’s} data center on the day of conversion to support the conversion process from the beginning until the process is successfully completed. The Vendor {Contractor} shall also provide a complete reconciliation of its SNAP benefit records to balances remaining in the State’s AMA/ASAP account upon expiration of the Blanket PO.   
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1. [bookmark: _Toc485030615][bookmark: _Toc485031064][bookmark: _Toc400531492][bookmark: _Toc428533963][bookmark: _Toc31289402][bookmark: _Toc66687669] QUOTE PREPARATION AND SUBMISSION

Failure to submit information as indicated below may result in your Quote being deemed non-responsive.

[bookmark: _Toc400531493][bookmark: _Toc428533964][bookmark: _Toc31289403][bookmark: _Toc66687670]GENERAL

A Vendor {Bidder} may submit additional terms as part of its Quote and Quotes including Vendor {Bidder} proposed terms and conditions may be accepted, but Vendor {Bidder} proposed terms or conditions that conflict with those contained in the Bid Solicitation, as defined in Section 2.0 of this Bid Solicitation, or that diminish the State’s rights under any Blanket P.O. resulting from the Bid Solicitation, may render a Quote non-responsive.  It is incumbent upon the Vendor {Bidder} to identify and remove its conflicting proposed terms and conditions prior to Quote submission. Where additional terms are submitted they may be accepted, rejected, or negotiated, in whole or in part, at the State’s sole discretion where the terms do not conflict with material terms of the Bid Solicitation or do not diminish the State’s rights under the Blanket P.O. resulting from the Bid Solicitation.

In the event that a Vendor {Bidder} intends to propose terms and conditions that conflict with the Bid Solicitation, those Vendor {Bidder} proposed terms and conditions shall only be considered if submitted and agreed to pursuant to the electronic question and answer procedure set forth in Section 1.3.1 of this Bid Solicitation.  Vendors {Bidders} shall not submit exceptions in the Quote or on the “Terms and Conditions” Tab through NJSTART. 

After award of the Blanket P.O., if a conflict arises between a Vendor’s {Bidder’s} additional terms included in the Quote and a term or condition of the Bid Solicitation, the term or condition of the Bid Solicitation will prevail.

Use of URLs in a Quote should be kept to a minimum and shall not be used to satisfy any material term of a Bid Solicitation. If a preprinted or other document included as part of the Quote contains a URL, a printed copy of the URL page shall be provided and will be considered as part of the Quote.

[bookmark: _Toc400531494]The forms discussed herein and required for submission of a Quote in response to this Bid Solicitation are available on the Division’s website (http://www.state.nj.us/treasury/purchase/forms.shtml) unless noted otherwise.

[bookmark: _Toc428533965][bookmark: _Toc31289404][bookmark: _Toc66687671]QUOTE DELIVERY AND IDENTIFICATION

A Quote must arrive at the Division in accordance with this Bid Solicitation’s  instructions within the time frames noted on the Bid Solicitation cover sheet and on the “Summary” page of the Bid Solicitation in NJSTART,or as indicated on the posted Bid Amendment if the Quote Opening Date has been changed.  Vendors {Bidders} submitting electronic Quotes via NJSTART are cautioned to allow adequate time to ensure timely uploads of all Quote documents to mitigate unforeseen delays or issues. State regulation mandates that late Quotes are ineligible for consideration.  

[bookmark: _Toc428533966][bookmark: _Toc31289405][bookmark: _Toc66687672]NJSTART ELECTRONIC QUOTE SUBMISSION INSTRUCTION

[bookmark: _Toc31289406][bookmark: _Toc66687673][bookmark: _Toc428533967]NJSTART SUBMISSION OF QUOTE 

Vendors {Bidders} may refer to the “Vendor Registration” and “Submit a Quote” QRGs for additional instructions detailing how to enroll in NJSTART and submit a NJSTART electronic Quote.  QRGs are located on the NJSTART Vendor Support Page.  If the Vendor {Bidder} submits both a NJSTART and a hard copy of the Vendor’s {Bidder’s} Quote, the NJSTART Quote will prevail in the event of a discrepancy between the electronic and paper versions. 

When submitting a NJSTART Quote, do not use any symbols (i.e., #, @, $, &, *) in the filename.  
Uploaded files should be compatible with Microsoft Office and/or Adobe software applications.  
DO NOT UPLOAD files with extensions such as .zip, .numbers, or .pages.

If the Vendor {Bidder} submits a Quote electronically through NJSTART, the Vendor {Bidder} should select the “Confidential” option in NJSTART for attachments on the “Attachments” Tab to request that the documents not be displayed publicly through NJSTART. 

Note: Marking an attachment as "Confidential" in NJSTART shall not constitute the Vendor's {Bidder's} designation of the attachment as exempt from public disclosure under OPRA and/or the common law as outlined in Section 1.4.4.

If a Vendor {Bidder} has designated any data or materials it asserts are exempt from public disclosure under OPRA and/or the common law, the Vendor {Bidder} should include a redacted copy of the Quote indicating the sections identified as confidential.  

[bookmark: _Toc31289407]RESERVED

[bookmark: _Toc400531498][bookmark: _Toc428533969][bookmark: _Toc31289408][bookmark: _Toc66687674]QUOTE CONTENT

The Quote should be submitted in following sections with the content of each section as indicated below.

· Section 1 - Forms (Sections 4.4.1 and 4.4.2).
· Section 2 - Technical Quote (Section 4.4.3); 
· Section 3 - Organizational Support and Experience (Section 4.4.4); and 
· Section 4 - Any other documents to be included by the Vendor {Bidder}.
· Section 5 – State-Supplied Price Sheet (Section 4.4.5).
· Section 6 – State of New Jersey Security Due Diligence Third Party Information Security Questionnaire (Section 4.4.3.3.3)
· 
The Quote should be submitted in three (3) volumes with the content of each volume as indicated below.

A. Volume 1
Section 1 - Forms (Sections 4.4.1 and 4.4.2).

B. Volume 2
Section 2 - Technical Quote (Section 4.4.3); 
Section 3 - Organizational Support and Experience (Section 4.4.4); and 
Section 3A - Any other miscellaneous documents to be included by the Vendor {Bidder}.

C. Volume 3
Section 4 – State-Supplied Price Sheet (Section 4.4.5).
	
Note: Vendors {Bidders} submitting Quotes through NJSTART must complete the State-Supplied Price Sheet (Volume 3) accompanying this Bid Solicitation and upload it as an attachment on the “Attachments” Tab (See Section 4.4.5 of this Bid Solicitation). 

The Vendor {Bidder} must enter a Unit Cost of $1.00 for each price line item on the “Items” Tab in NJSTART. The Vendor {Bidder} is instructed to do so only as a mechanism to comply with Bid Solicitation Section 6.8 and prevent all pricing from being publicly displayed in NJSTART. 

In the event that a Vendor {Bidder} uploads a State-Supplied Price Sheet and completes the Items Tab in NJSTART (instead of entering a Unit Cost of $1.00 as instructed), the State-Supplied Price Sheet will govern. 

[bookmark: _Toc108508238][bookmark: _Toc31289409][bookmark: _Toc66687675][bookmark: _Toc428533970]FORMS, REGISTRATIONS AND CERTIFICATIONS REQUIRED WITH QUOTE 

Vendors {Bidders} should refer to the QRGs “Vendor Forms” and “Attaching Files” for instructions on submitting the forms required by this section of the Bid Solicitation through NJSTART. Vendors {Bidders} may also refer to the QRG “Vendor Categories and Certifications” for additional instructions on completing shortened versions of required forms by completing certifications on the “Maintain Terms and Categories” Tab within its profile in NJSTART. QRGs are located on the NJSTART Vendor Support Page. 

In the event that a Vendor {Bidder} fails to attach a required form, or the attached form is deemed deficient, the Division may access the Primary Form to be considered as part of the Quote.

Vendors {Bidders} are under a continuing obligation to report updates to the information contained in its required forms.

Unless otherwise specified, forms must comply with the signature requirements pursuant to Section 1.4.11 of this Bid Solicitation.

[bookmark: _4.4.1.1_Ownership_Disclosure][bookmark: _4.4.1.1_Signatory_page]OFFER AND ACCEPTANCE PAGE 

The Vendor {Bidder} shall complete and submit the Offer and Acceptance Page accompanying this Bid Solicitation prior to the initiation of negotiation.  The Vendor {Bidder} should submit the Offer and Acceptance Page with the Quote.  All information requested on the Offer and Acceptance Page must be submitted.   

If the Offer and Acceptance Page is not submitted with the Quote or is incomplete, the State will require the Vendor {Bidder} to submit the Offer and Acceptance Page.  If the Vendor {Bidder} fails to comply with the requirement within seven (7) business days of the demand, the State may deem the Quote non-responsive.

The Offer and Acceptance Page must be signed by an authorized representative of the Vendor {Bidder}.  If the Vendor {Bidder} is a limited partnership, the Offer and Acceptance Page must be signed by a general partner.  If the Vendor {Bidder} is a joint venture, the Offer and Acceptance Page must be signed by a principal of each party to the joint venture.  

MACBRIDE PRINCIPLES CERTIFICATION

The Vendor {Bidder} must certify pursuant to N.J.S.A. 52:34-12.2 that it is in compliance with the MacBride principles of nondiscrimination in employment as set forth in N.J.S.A. 52:18A-89.5 and in conformance with the United Kingdom’s Fair Employment (Northern Ireland) Act of 1989, and permit independent monitoring of its compliance with those principles.  See Section 2.5 of the SSTC and N.J.S.A. 52:34-12.2 for additional information about the MacBride principles. 
 
By signing the Bid Solicitation Offer and Acceptance Page, the Vendor {Bidder} is automatically certifying that either:

A. The Vendor {Bidder} has no operations in Northern Ireland; or

B. The Vendor {Bidder} has business operations in Northern Ireland and is committed to compliance with the MacBride principles.

A Vendor {Bidder} electing not to certify to the MacBride Principles must nonetheless sign the Bid Solicitation Offer and Acceptance Page AND must include, as part of its Quote, a statement indicating its refusal to comply with the provisions of this Act.

NON-COLLUSION

By submitting a Quote and signing the Bid Solicitation Offer and Acceptance Page, the Vendor {Bidder} certifies as follows:

A. The price(s) and amount of its Quote have been arrived at independently and without consultation, communication or agreement with any other Vendor {Contractor, Bidder} or any other party;

B. Neither the price(s) nor the amount of its Quote, and neither the approximate price(s) nor approximate amount of this Quote, have been disclosed to any other firm or person who is a Vendor {Bidder} or potential Vendor {Bidder}, and they will not be disclosed before the Quote submission;

C. No attempt has been made or will be made to induce any firm or person to refrain from bidding on this Blanket P.O., or to submit a Quote higher than this Quote, or to submit any intentionally high or noncompetitive Quote or other form of complementary Quote;

D. The Quote of the firm is made in good faith and not pursuant to any agreement or discussion with, or inducement from, any firm or person to submit a complementary or other noncompetitive Quote; and

E. The Vendor {Bidder}, its affiliates, subsidiaries, officers, directors, and employees are not, to Vendor’s {Bidder’s} knowledge, currently under investigation by any governmental agency for alleged conspiracy or collusion with respect to bidding on any Blanket P.O./public contract and have not in the last five (5) years been convicted or found liable for any act prohibited by state or federal law in any jurisdiction involving conspiracy or collusion with respect to bidding on any Blanket P.O./public contract.

NEW JERSEY BUSINESS ETHICS GUIDE CERTIFICATION

The Treasurer has established a business ethics guide to be followed by Vendors {Bidders/Contractors} in its dealings with the State.  The guide provides further information about compliance with Section 2.7 of the SSTC.  The guide can be found at:  
http://www.state.nj.us/treasury/purchase/ethics_guide.shtmlhttps://www.state.nj.us/treasury/purchase/ethics.shtml

By signing the Bid Solicitation Offer and Acceptance Page, the Vendor {Bidder} is automatically certifying that it has complied with all applicable laws and regulations governing the provision of State goods and services, including the Conflicts of Interest Law, N.J.S.A. 52:13D-12 to 28.  

NJ STANDARD BID SOLICITATION FORMS REQUIRED WITH THE QUOTE

Vendor’s {Bidder’s} failure to complete, sign and submit the forms in Section 4.4.1.2 shall be cause to reject its Quote as non-responsive. 

OWNERSHIP DISCLOSURE FORM

Pursuant to N.J.S.A. 52:25-24.2, in the event the Vendor {Bidder} is a corporation, partnership or limited liability company, the Vendor {Bidder} must complete an Ownership Disclosure Form.  

A current completed Ownership Disclosure Form must be received prior to or accompany the submitted Quote.  A Vendor’s {Bidder’s} failure to submit the completed and signed form with its Quote will result in the rejection of the Quote as non-responsive and preclude the award of a Blanket P.O. to said Vendor {Bidder} unless the Division has on file a signed and accurate Ownership Disclosure Form dated and received no more than six (6) months prior to the Quote submission deadline for this procurement.  If any ownership change has occurred within the last six (6) months, a new Ownership Disclosure Form must be completed, signed and submitted with the Quote.

In the alternative, to comply with this section, a Vendor {Bidder} with any direct or indirect parent entity which is publicly traded may submit the name and address of each publicly traded entity and the name and address of each person that holds a 10 percent or greater beneficial interest in the publicly traded entity as of the last annual filing with the federal Securities and Exchange Commission or the foreign equivalent, and, if there is any person that holds a 10 percent or greater beneficial interest, also shall submit links to the websites containing the last annual filings with the federal Securities and Exchange Commission or the foreign equivalent and the relevant page numbers of the filings that contain the information on each person that holds a 10 percent or greater beneficial interest. N.J.S.A. 52:25-24.2.

Vendors {Bidders} using NJSTART to submit a Quote shall make the appropriate certification on the “Maintain Terms and Categories” Tab within its profile by checking the applicable box and, if required, completing and attaching the shortened Ownership Disclosure Form. In the alternative, Vendors {Bidders} may complete the full Ownership Disclosure Form located on the Division’s website and upload it as part of its NJSTART Quote. 

Vendors {Bidders} may refer to the QRGs “Vendor Forms” and “Attaching Files” for instructions on submitting the forms required by this section of the Bid Solicitation through NJSTART. Vendors {Bidders} may also refer to the QRG “Vendor Categories and Certifications” for additional instructions on completing shortened versions of required forms by completing certifications on the “Maintain Terms and Categories” Tab within its profile in NJSTART. QRGs are located on the NJSTART Vendor Support Page. 

Vendors {Bidders} utilizing NJSTART should designate one (1) version of the Ownership Disclosure Form as the Primary Form.  In the event that a Vendor {Bidder} fails to attach an Ownership Disclosure Form, or the attached Ownership Disclosure Form is deemed deficient, the Division may access the Primary Form and consider it as part of the Quote.  Note: The Primary Form must have a Date Created within six (6) months of the Quote submission deadline to be considered valid.

DISCLOSURE OF INVESTMENT ACTIVITIES IN IRAN form

Pursuant to N.J.S.A. 52:32-58, the Vendor {Bidder} must utilize this Disclosure of Investment Activities in Iran form to certify that neither the Vendor {Bidder}, nor one (1) of its parents, subsidiaries, and/or affiliates (as defined in N.J.S.A. 52:32-56(e)(3)), is listed on the Department of the Treasury’s List of Persons or Entities Engaging in Prohibited Investment Activities in Iran and that neither the Vendor {Bidder}, nor one (1) of its parents, subsidiaries, and/or affiliates, is involved in any of the investment activities set forth in N.J.S.A. 52:32-56(f).  If the Vendor {Bidder} is unable to so certify, the Vendor {Bidder} shall provide a detailed and precise description of such activities as directed on the form. A Vendor’s {Bidder’s} failure to submit the completed and signed form with its Quote will result in the rejection of the Quote as non-responsive and preclude the award of a Blanket P.O. to said Vendor {Bidder}.  

Vendors {Bidders} using NJSTART to submit a Quote shall make the appropriate certification on the “Maintain Terms and Categories” Tab within its profile by checking the applicable box and, if required, completing and attaching the shortened Disclosure of Investment Activities in Iran form. In the alternative, Vendors {Bidders} may complete the full Disclosure of Investment Activities in Iran form located on the Division’s website and upload it as part of its NJSTART Quote. 

Vendors {Bidders} may refer to the QRGs “Vendor Forms” and “Attaching Files” for instructions on submitting the forms required by this section of the Bid Solicitation through NJSTART. Vendors {Bidders} may also refer to the QRG “Vendor Categories and Certifications” for additional instructions on completing shortened versions of required forms by completing certifications on the “Maintain Terms and Categories” Tab within its profile in NJSTART. QRGs are located on the NJSTART Vendor Support Page. 

Vendors {Bidders} utilizing NJSTART should designate the most current version of the Disclosure of Investment Activities in Iran form as the Primary Form.  In the event that a Vendor {Bidder} fails to attach a Disclosure of Investment Activities in Iran form, or the attached Disclosure of Investment Activities in Iran form is deemed deficient, the Division may access the Primary Form, as designed in the Vendor {Bidder} profile, to be considered as part of the Quote.

SUBCONTRACTOR UTILIZATION PLAN

Please note that the State of New Jersey will not be utilizing the “Subcontractor” Tab in NJSTART. 

Vendors {Bidders} intending to use a Subcontractor shall submit a Subcontractor Utilization Plan form. The Subcontractor Utilization Plan form is located on the Division’s website. Vendors {Bidders} may refer to the QRGs “Vendor Forms” and “Attaching Files” for instructions on submitting the forms required by this section of the Bid Solicitation through NJSTART. QRGs are located on the NJSTART Vendor Support Page. 

NOTE: If the Blanket P.O. is a small business subcontracting set-aside, the Vendor {Bidder} certifies that in engaging Subcontractors, it shall make a good faith effort to achieve the subcontracting set-aside goals, and shall attach to the Subcontractor Utilization Plan documentation of such efforts in accordance with N.J.A.C. 17:13-4.1 et seq.

For a Quote that does NOT include the use of any Subcontractors, by signing the Bid Solicitation Offer and Acceptance Page, the Vendor {Bidder} is automatically certifying that in the event the award is granted to the Vendor’s {Bidder’s} firm and the Vendor {Bidder} later determines at any time during the term of the Blanket P.O. to engage Subcontractors to provide certain goods and/or services, pursuant to Section 5.8 of the SSTC, the Vendor {Bidder} shall submit a Subcontractor Utilization Plan form for approval to the Division in advance of any such engagement of Subcontractors. 

SMALL BUSINESS SET-ASIDE BLANKET P.O.

Not applicable to this procurement.

2.1.1.1 DISABLED VETERANS’ BUSINESS SET-ASIDE BLANKET P.O. 

Not applicable to this procurement.

2.1.1.2 SMALL BUSINESS AND/OR DISABLED VETERANS’ BUSINESS subcONTRACTING SET-ASIDE BLANKET P.O. 

NOTE: THE VENDOR {BIDDER} SHALL NOT USE THE “SUBCONTRACTOR” TAB IN NJSTART.

This is a Blanket P.O. with set-aside subcontracting goals for New Jersey Small Business Enterprises and/or Disabled Veterans’ Business.  

If the Vendor {Bidder} intends to subcontract, it must submit a Subcontractor Utilization Plan and shall take the following actions to achieve the set-aside subcontracting goal requirements:

A. Attempt to locate eligible small businesses in Categories I, II, III, IV, V, and/or VI as appropriate to the Bid Solicitation;

B. Request a listing of New Jersey Small Business Enterprises and/or Disabled Veterans’ Business from the New Jersey Division of Revenue and Enterprise Services, Small Business  Registration and M/WBE Certification Services Unit;

C. Record efforts to locate eligible businesses, including the names of businesses contacted and the means and results of such contacts;

D. Provide all potential Subcontractors with detailed information regarding the specifications;

E. Attempt, whenever possible, to negotiate prices with potential Subcontractors submitting higher than acceptable price Quotes;

F. Obtain, in writing, the consent of any proposed Subcontractor to use its name in response to the Bid Solicitation; and

G. Maintain adequate records documenting efforts to achieve the set-aside subcontracting goals.

Quotes should also contain a copy of the Division of Revenue and Enterprise Services, Small Business Registration and M/WBE Certification Services Unit’s proof of registration as a small business for any business proposed as a Subcontractor; and documentation of the Vendor’s {Bidder’s} good faith effort to meet the set-aside subcontracting goal in sufficient detail to permit the Division to effectively assess the Vendor’s {Bidder’s} efforts to comply if the Vendor {Bidder} has failed to attain the goals.   

If the Vendor {Bidder} chooses to use Subcontractors and fails to meet the small business subcontracting targets set forth above, the Vendor {Bidder} must submit documentation demonstrating its good faith effort to meet the targets with its Quote or within seven (7) business days upon request.

NOTE: A VENDOR’S {BIDDER’S} FAILURE TO SATISFY THE SMALL BUSINESS SUBCONTRACTING GOAL OR TO PROVIDE SUFFICIENT DOCUMENTATION OF ITS GOOD FAITH EFFORTS TO MEET THE TARGETS WITH THE QUOTE OR WITHIN SEVEN (7) BUSINESS DAYS UPON REQUEST SHALL PRECLUDE AWARD OF A BLANKET P.O. TO THE VENDOR {BIDDER}.

Each Vendor {Bidder} awarded a Blanket P.O. for a procurement which contains the set-aside subcontracting goal requirement shall fully cooperate in any studies or surveys which may be conducted by the State to determine the extent of the Vendor’s {Bidder’s} compliance with N.J.A.C. 17:13-1.1 et seq., and this Bid Solicitation.

4.4.1.7    BID SECURITY

Not applicable to this procurement.

[bookmark: _Toc400531500][bookmark: _Toc428533971][bookmark: _Toc31289410][bookmark: _Toc66687676]FORMS, REGISTRATIONS AND CERTIFICATIONS REQUIRED BEFORE BLANKET P.O. AWARD AND THAT SHOULD BE SUBMITTED WITH THE QUOTE

Unless otherwise specified, forms must contain an original, physical signature, or an electronic signature pursuant to Section 1.4.11 of this Bid Solicitation.

BUSINESS REGISTRATION

In accordance with N.J.S.A. 52:32-44(b), a Vendor {Bidder} and its named Subcontractors must have a valid Business Registration Certificate (“BRC”) issued by the Department of the Treasury, Division of Revenue and Enterprise Services prior to the award of a Blanket P.O.  To facilitate the Quote evaluation and Blanket P.O. award process, the Vendor {Bidder} should submit a copy of its valid BRC and those of any named Subcontractors with its Quote.  See Section 2.1 of the SSTC.

Any Vendor {Bidder}, inclusive of any named Subcontractors, not having a valid business registration at the time of the Quote opening, or whose BRC was revoked prior to the submission of the Quote, should proceed immediately to register its business or seek reinstatement of a revoked BRC.  Vendors {Bidders} should verify its BRC status on the “Maintain Terms and Categories” Tab within its profile in NJSTART. In the event of an issue with a Vendor’s {Bidder’s} BRC, NJSTART provides a link to take corrective action. 

The Vendor {Bidder} is cautioned that it may require a significant amount of time to secure the reinstatement of a revoked BRC. The process can require actions by both the Division of Revenue and Enterprise Services and the Division of Taxation.  For this reason, a Vendor’s {Bidder’s} early attention to this requirement is highly recommended.  The Vendor {Bidder} and its named Subcontractors may register with the Division of Revenue and Enterprise Services, obtain a copy of an existing BRC or obtain information necessary to seek re-instatement of a revoked BRC online at http://www.state.nj.us/treasury/revenue/busregcert.shtml.

A Vendor {Bidder} otherwise identified by the Division as a responsive and responsible Vendor {Bidder}, inclusive of any named Subcontractors, but that was not business registered at the time of submission of its Quote must be so registered and in possession of a valid BRC by a deadline to be specified in writing by the Division.  A Vendor {Bidder} failing to comply with this requirement by the deadline specified by the Division will be deemed ineligible for Blanket P.O. award.  Under any circumstance, the Division will rely upon information available from computerized systems maintained by the State as a basis to verify independently compliance with the requirement for business registration.

A Vendor {Bidder} receiving a Blanket P.O. award as a result of this procurement and any Subcontractors named by that Vendor {Bidder} will be required to maintain a valid business registration with the Division of Revenue and Enterprise Services for the duration of the executed Blanket P.O. {Contract}, inclusive of any Blanket P.O. extensions.   

DISCLOSURE OF INVESTIGATIONS AND OTHER ACTIONS INVOLVING BIDDER FORM

The Vendor {Bidder} should  submit the Disclosure of Investigations and Other Actions Involving Bidder Form,  with its Quote, to provide a detailed description of any investigation, litigation, including administrative complaints or other administrative proceedings, involving any public sector clients during the past five (5) years, including the nature and status of the investigation, and, for any litigation, the caption of the action, a brief description of the action, the date of inception, current status, and, if applicable, disposition.  If a Vendor {Bidder} does not submit the form with the Quote, the Vendor {Bidder} must comply within seven (7) business days of the State’s request or the State may deem the Quote non-responsive.

Vendors {Bidders} using NJSTART to submit a Quote shall make the appropriate certification on the “Maintain Terms and Categories” Tab within its profile by checking the applicable box and, if required, complete and attach the shortened NJSTART form. In the alternative, Vendors {Bidders} may complete the full version of the form located on the Division’s website and upload it as part of its NJSTART Quote. 

Vendors {Bidders} may refer to the QRGs “Vendor Forms” and “Attaching Files” for instructions on submitting the forms required by this section of the Bid Solicitation through NJSTART. Vendors {Bidders} may also refer to the QRG “Vendor Categories and Certifications” for additional instructions on completing shortened versions of required forms by completing certifications on the “Maintain Terms and Categories” Tab within its profile in NJSTART. QRGs are located on the NJSTART Vendor Support Page. 

SOURCE DISCLOSURE 

Not applicable to this procurement.

[bookmark: _Toc31289411][bookmark: _Toc118513773][bookmark: _Toc378232840][bookmark: _Toc400531501][bookmark: _Toc428533972]DISCLOSURE OF INVESTMENTS OF ACTIVITIES IN IRAN

Pursuant to N.J.S.A. 52:32-58, the Vendor {Bidder} must utilize this Disclosure of Investment Activities in Iran form to certify that neither the Vendor {Bidder}, nor one (1) of its parents, subsidiaries, and/or affiliates (as defined in N.J.S.A. 52:32-56(e)(3)), is listed on the Department of the Treasury’s List of Persons or Entities Engaging in Prohibited Investment Activities in Iran and that neither the Vendor {Bidder}, nor one (1) of its parents, subsidiaries, and/or affiliates, is involved in any of the investment activities set forth in N.J.S.A. 52:32-56(f).  If the Vendor {Bidder} is unable to so certify, the Vendor {Bidder} shall provide a detailed and precise description of such activities as directed on the form. Vendor {Bidder} must complete and submit the form prior to the award of the Blanket P.O.  

Vendors {Bidders} using NJSTART to submit a Quote shall make the appropriate certification on the “Maintain Terms and Categories” Tab within its profile by checking the applicable box and, if required, completing and attaching the shortened Disclosure of Investment Activities in Iran form. Vendors {Bidders} not using NJSTART to submit a Quote must complete the full Disclosure of Investment Activities in Iran form located on the Division’s website. 

Vendors {Bidders} may refer to the QRGs “Vendor Forms” and “Attaching Files” for instructions on submitting the forms required by this section of the Bid Solicitation through NJSTART. Vendors {Bidders} may also refer to the QRG “Vendor Categories and Certifications” for additional instructions on completing shortened versions of required forms by completing certifications on the “Maintain Terms and Categories” Tab within its profile in NJSTART. QRGs are located on the NJSTART Vendor Support Page. 

Vendors {Bidders} utilizing NJSTART should designate the most current version of the Disclosure of Investment Activities in Iran form as the Primary Form.  In the event that a Vendor {Bidder} fails to attach a Disclosure of Investment Activities in Iran form, or the attached Disclosure of Investment Activities in Iran form is deemed deficient, the Division may access the Primary Form, as designed in the Vendor {Bidder} profile, to be considered as part of the Quote.

[bookmark: _Toc66687677]TECHNICAL QUOTE 

In this section, the Vendor {Bidder} shall describe its approach and plans for accomplishing the work outlined in the Scope of Work section, i.e., Section 3.0.  The Vendor {Bidder} must set forth its understanding of the requirements of this Bid Solicitation and its approach to successfully complete the Blanket P.O. The Vendor {Bidder} should include the level of detail it determines necessary to assist the evaluation committee in its review of the Vendor’s {Bidder’s} Quote.
 
Vendors {Bidders} may refer to the QRG “Submit a Quote” for instructions detailing how to submit a NJSTART electronic Quote. QRGs are located on the NJSTART Vendor Support Page.  

MANAGEMENT OVERVIEW

The Vendor {Bidder} shall set forth its overall technical approach and plans to meet the requirements of the Bid Solicitation in a narrative format.  This narrative should demonstrate to the State that the Vendor {Bidder} understands the objectives that the Blanket P.O. is intended to meet, the nature of the required work, and the level of effort necessary to successfully complete the Blanket P.O.  This narrative should demonstrate to the State that the Vendor’s {Bidder’s} general approach and plans to undertake and complete the Blanket P.O. are appropriate to the tasks and subtasks involved. 

Mere reiterations of Bid Solicitation tasks and subtasks are strongly discouraged, as they do not provide insight into the Vendor’s {Bidder’s} approach to complete the Blanket P.O. The Vendor’s {Bidder’s} response to this section should be designed to demonstrate to the State that the Vendor’s {Bidder’s} detailed plans and approach proposed to complete the Scope of Work are realistic, attainable and appropriate and that the Vendor’s {Bidder’s} Quote will lead to successful Blanket P.O. completion.

BLANKET P.O. MANAGEMENT

The Vendor {Bidder} should describe its specific plans to manage, control and supervise the Blanket P.O. to ensure satisfactory Blanket P.O. completion according to the required schedule.  The plan should include the Vendor’s {Bidder’s} approach to communicate with the State Contract Manager including, but not limited to, status meetings, status reports, etc.

BLANKET P.O. SCHEDULE AND PLANS

[bookmark: _4.4.2.3_Contract_Schedule][bookmark: _Toc118513776]BLANKET P.O. SCHEDULE

The Vendor {Bidder} shall include a draft Blanket P.O. schedule.  If key dates are a part of this Bid Solicitation, the Vendor’s {Bidder’s} schedule should incorporate such key dates and should identify the completion date for each task and sub-task required by the Scope of Work.  Such schedule should also identify the associated deliverable item(s) to be submitted as evidence of completion of each task and/or subtask.

The Vendor {Bidder} should identify the Blanket P.O. scheduling and control methodology to be used and should provide the rationale for choosing such methodology.  The use of Gantt, PERT or other charts is at the option of the Vendor {Bidder}.Not applicable to this procurement.

[bookmark: _4.4.2.4_mobilization_and][bookmark: _Toc118513777]MOBILIZATION PLAN

It is essential that the State have quick use of the functionality this Blanket P.O. is to provide. Therefore, each Vendor {Bidder} shall include as part of its Quote a mobilization plan, beginning with the date of notification of Blanket P.O. award and lasting no longer than 12 weeks.

Such mobilization plan should include the following elements:

A. A detailed timetable for the mobilization period of 12 weeks.  This timetable should be designed to demonstrate how the Vendor {Bidder} will have the personnel and equipment it needs to begin work on the Blanket P.O. up and operational from the date of notification of award;

B. The Vendor’s {Bidder’s} plan for the deployment and use of management, supervisory or other key personnel during the mobilization period. The plan should show all management, supervisory and key personnel that will be assigned to manage, supervise and monitor the Vendor’s {Bidder’s} mobilization of the Blanket P.O. within the period of 12 weeks;

C. NOTE: The Vendor {Bidder} should clearly identify management, supervisory or other key staff that will be assigned only during the mobilization;

D. The Vendor’s {Bidder’s} plan for recruitment of staff required to provide all services required by the Bid Solicitation on the Blanket P.O. start date at the end of the mobilization period covering 12 weeks; and

E. The Vendor’s {Bidder’s} plan for the purchase and distribution of equipment, inventory, supplies, materials, etc. that will be required to begin work on the Blanket P.O. on the required start date.



OVERVIEW OF sECURITY PLANS AND STANDARDS

The Vendor {Bidder} shall complete and submit the State of New Jersey Security Due Diligence Third-Party Information Security Questionnaire (Questionnaire) with its Quote as per Section 4.4. This Questionnaire is designed to provide the State with an overview of  the Vendor’s {Bidder’s} security and privacy controls to meet the State of New Jersey’s objectives as outlined and documented in the Statewide Information Security Manual and compliance with the State’s security requirements as outlined in Section 3.37.  

The State has executed a Confidentiality/Non-Disclosure Agreement which is attached to the Questionnaire.  The Vendor {Bidder} must countersign the Confidentiality/Non-Disclosure Agreement and include it with its submitted Questionnaire.  No amendments to Confidentiality/Non-Disclosure Agreement are permitted.  

To the extent permissible under the New Jersey Open Public Records Act (“OPRA”), N.J.S.A. 47:1A-1.1 , the New Jersey common law right to know, and any other lawful document request or subpoena, the completed Questionnaire and supplemental documentation provided by the Vendor {Bidder} will be kept confidential and not shared with the public or other Vendors {Bidders}.  Please see Bid Solicitation Section 5.9.


TECHNOLOGY PROJECT PLAN

The Vendor {Bidder} shall provide its draft plan to accomplish all work required by this Blanket P.O.  The Project Plan shall include:

A. The Design and Development Plan:  The Vendor {Bidder} should describe the methodology by which it will design and develop the required system functionality including the Software Development Lifecycle;

B. The System Test Plan:  The Vendor {Bidder} should describe its plans to complete system and user acceptance testing including its methodology for fixing bugs and defects and retesting;

C. The Implementation Plan:  The Vendor {Bidder} should describe its plans for system roll-out including System Pilot Testing and full deployment; and

D. Operations and Maintenance Plans:  The Vendor {Bidder} should describe its plans to support the operational system including application updates, new releases, bug and defect repairs, emergency maintenance/repairs of hardware and software and routine maintenance.  

The plan should demonstrate to the Evaluation Committee that the Vendor {Bidder} understands the scope of work required for a successful implementation of the system, its operations and maintenance and support.

PLANS REQUIRED BY BID SOLICITATION SECURITY PLAN AND STANDARDS 

The Vendor {Bidder} shall provide a draft of the plans required by Section 3.37, 3.38, and 5.9.4.  The draft plans shall include:

A. Security Plan as described in Section 3.37 and 5.9.4;

B. Disaster Recovery Plan as described in Section 3.38

C. Contingency Plan as described in Section 3.38; and

D. Backup Plan as described in Section 3.38.

The plans should demonstrate to the Evaluation Committee that the Vendor {Bidder} understands the scope of work required for a successful implementation of the system, its operations and maintenance and support.

ADDITIONALADDITIONAL PLAN(S)


The Vendor {Bidder} shall provide its draft plan to accomplish all work required by this Blanket P.O.  The Additional Plans shall include:

A. Project Management Plan pursuant to Bid Solicitation Section 3.11.1;
1. System design;
2. Work Plan (see Attachment #7) which cites all of the activities necessary to accomplish the successful conversion of New Jersey’s current EBT system to the Vendor’s {Bidder’s} proposed system without disruption to the business of the State;
3. Customer service and Call Center plans; and 
4. Transaction processing.  

A. The Vendor {Bidder} should also provide as part of its draft Work Plan, drafts of the plans and tasks below:

1. Problem management plan pursuant to Bid Solicitation Section 3.21;
2. Design, development, and implementation (DDI) plan;
3. Functional and acceptance test plans;
4. Work plan to include a description of activities and timelines for the conversion of:
a. Establishment of Retailer agreements; 
b. Equipment deployment; 
c. Training components and schedule; 
d. Format and schedule for the transmission of Recipient data to establish and maintain EBT accounts and benefit information;
e. Identification of card issuance procedures for on-going replacements; and 
f. Availability of Vendor {Contractor} staff to resolve Retailer, operational, settlement, and other problems that may arise.
5. Administrative functions application pursuant to Bid Solicitation Section 3.14;
6. Off-line transaction processing plan;
7. Provision of access to Cash Assistance;
8. Business practices in meeting requirements for TPPs;
9. SNAP Retailer database management plan;
10. Emergency stand-in processing;
11. Case/Recipient set-up and benefit authorization;
12. Determining and maintaining account statuses;
13. Access to Account Information;
14. Settlement plan;
15. Dispute processing;
16. Data analysis tool; 
17. Draft staff user manual; and 
Training plan. 
REQUIRED CERTIFICATION

The Vendor {Contractor} should provide a certificate issued by the federal government indicating that the proposed financial agent is federally insured. If the certificate is not provided with the Quote, the intended awardee shall have ten (10) business days from the date of issuance of the letter of Intent to Award to provide the certificate.   Failure to provide the required certificate may result in the intent to award being withdrawn.
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The Vendor {Bidder} should include information relating to its organization, personnel, and experience, including, but not limited to, references, together with contact names and telephone numbers, evidencing the Vendor’s {Bidder’s} qualifications, and capabilities to perform the services required by this Bid Solicitation.  

The Vendor {Bidder} should include the level of detail it determines necessary to assist the evaluation committee in its review of Vendor’s {Bidder’s} Quote.

LOCATION

The Vendor {Bidder} should include the address of the Vendor’s {Bidder’s} office where responsibility for managing the Blanket P.O. will take place.  The Vendor {Bidder} should include the telephone number and name of the individual to contact.

ORGANIZATION CHARTS

A. Blanket P.O. -Specific Chart.  The Vendor {Bidder} should include a Blanket P.O. organization chart, with names showing management, supervisory and other key personnel (including Subcontractor management, supervisory, or other key personnel) to be assigned to the Blanket P.O.  The chart should include the labor category and title of each such individual; and

B. Chart for Entire Firm.  The Vendor {Bidder} should include an organization chart showing the Vendor’s {Bidder’s} entire organizational structure.  This chart should show the relationship of the individuals assigned to the Blanket P.O. to the Vendor’s {Bidder’s} overall organizational structure.

RESUMES

Detailed resumes should be submitted for all management, supervisory, and key personnel to be assigned to the Blanket P.O,  which includes a resume of a testing liaison. Refer to Section 3.36 of this Bid Solicitation.  Resumes should emphasize relevant qualifications and experience of these individuals in successfully completing Blanket P.O.s of a similar size and scope to those required by this Bid Solicitation.  Resumes should include the following:

A. The individual's previous experience in completing each similar Blanket P.O.;

B. Beginning and ending dates for each similar Blanket P.O.;

C. A description of the Blanket P.O. demonstrating how the individual's work on the completed Blanket P.O. relates to the individual's ability to contribute to successfully providing the services required by this Bid Solicitation; and

D. With respect to each similar Blanket P.O., the name and address of each reference together with a person to contact for a reference check and a telephone number.

The Vendor {Bidder} should provide detailed resumes for each Subcontractor’s management, supervisory, and other key personnel that demonstrate knowledge, ability, and experience relevant to that part of the work which the Subcontractor is designated to perform.  When a Vendor {Bidder} submits resumes pursuant to this paragraph, the Vendor {Bidder} shall redact the social security numbers, home addresses, personal telephone numbers, and any other personally identifying information other than the individual’s name from the resume.

BACKUP STAFF

The Vendor {Bidder} should include a list of backup staff that may be called upon to assist or replace primary individuals assigned.  Backup staff must be clearly identified as backup staff.

In the event the Vendor {Bidder} must hire management, supervisory and/or key personnel if awarded the Blanket P.O., the Vendor {Bidder} should include, as part of its recruitment plan, a plan to secure backup staff in the event personnel initially recruited need assistance or need to be replaced during the Blanket P.O. term.

EXPERIENCE WITH CONTRACTS OF SIMILAR SIZE AND SCOPE

The Vendor {Bidder} should provide a comprehensive listing of contracts of similar size and scope that it has successfully completed, as evidence of the Vendor’s {Bidder’s} ability to successfully complete services similar to those required by this Bid Solicitation.  Emphasis should be placed on contracts that are similar in size and scope to the work required by this Bid Solicitation.  A description of all such contracts should be included and should show how such contracts relate to the ability of the firm to complete the services required by this Bid Solicitation.  For each such contract listed, the Vendor {Bidder} should provide two (2) names and telephone numbers of individuals of the contracting party. Beginning and ending dates should also be given for each contract.

The Vendor {Bidder} must provide details of any negative actions taken by other contracting entities against them in the course of performing these projects including, but not limited to, receipt of letters of potential default, default, cure notices, termination of services for cause, or other similar notifications/processes.  Additionally, the Vendor {Bidder} should provide details, including any negative audits, reports, or findings by any governmental agency for which the Vendor {Bidder} is/was the Vendor {Contractor} on any contracts of similar scope.  In the event a Vendor {Bidder} neglects to include this information in its Quote, the Vendor’s {Bidder’s} omission of necessary disclosure information may be cause for rejection of the Vendor’s {Bidder’s} Quote by the State.

The Vendor {Bidder} should provide documented experience to demonstrate that each Subcontractor has successfully performed work on contracts of a similar size and scope to the work that the Subcontractor is designated to perform in the Vendor’s {Bidder’s} Quote.  The Vendor {Bidder} must provide a detailed description of services to be provided by each Subcontractor.

FINANCIAL CAPABILITY OF THE VENDOR {BIDDER}

The Vendor {Bidder} should provide sufficient financial information to enable the State to assess the financial strength and creditworthiness of the Vendor {Bidder} and its ability to undertake and successfully complete the Blanket P.O.  In order to provide the State with the ability to evaluate the Vendor’s {Bidder’s} financial capacity and capability to undertake and successfully complete the Blanket P.O., the Vendor {Bidder} should submit the following:

A. For publicly traded companies the Vendor {Bidder} should provide copies or the electronic location of the annual reports filed for the two most recent years.
B. For privately held companies the Vendor {Bidder} should provide the certified financial statement (audited or reviewed) in accordance with applicable standards by an independent Certified Public Accountant which include a balance sheet, income statement, and statement of cash flow, and all applicable notes for the most recent calendar year or the Vendor’s {Bidder’s} most recent fiscal year. 

If the information is not supplied with the Quote, the State may still require the Vendor {Bidder} to submit it.  If the Vendor {Bidder} fails to comply with the request within seven (7) business days, the State may deem the Quote non-responsive.

A Vendor {Bidder} may designate specific financial information as not subject to disclosure when the Vendor {Bidder} has a good faith legal/factual basis for such assertion.  A Vendor {Bidder} may submit specific financial documents in a separate, sealed package clearly marked “Confidential-Financial Information” along with the Quote.

The State reserves the right to make the determination to accept the assertion and shall so advise the Vendor {Bidder}.
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The Vendor {Bidder} must submit its pricing using the State-Supplied Price Sheet accompanying this Bid Solicitation and located on the “Attachments” Tab. 

Vendors {Bidders} may refer to the QRG “Submit a Quote” for instructions detailing how to submit a NJSTART electronic Quote. QRGs are located on the NJSTART Vendor Support Page.  

NJSTART PRICING SUBMISSION INSTRUCTIONS

If the Vendor {Bidder} is submitting a NJSTART Quote, the Vendor {Bidder} must enter a Unit Cost of $1.00 for each price line item on the “Items” Tab in NJSTART. The Vendor {Bidder} is instructed to do so only as a mechanism to comply with Bid Solicitation Section 6.8 and prevent all pricing from being publicly displayed in NJSTART. 

STATE-SUPPLIED PRICE SHEET INSTRUCTIONS

A. Price lines #1 and #2:

Vendors {Bidders} must submit an all-inclusive, firm fixed price for these price lines. Price lines #1 and #2 are one (1) time deliverables: 
  for the following:

Price Line #1:Develop, Test, and Implement Design and develop a SNAP EBT System;
Price Line #2: Develop, Test, and Implement a SNAP EBT Recipient Web Portal in English and Spanish;

B. Price lines #3, #4, and #5:

Vendors {Bidders} must submit an all-inclusive, firm fixed price for these price lines.
 These price lines are structured as Cost per Case per Month (CPCM). Vendor {Bidder} shall enter the price for one (1) Case per Month. Please see Attachment #1 for additional details and estimated volumes. This is an on-going monthly deliverable: 

Price Line #3: Develop, Test, and Implement a SNAP EBT Retailer Web Portal in English and Spanish;
Develop, Test, and Implement a SNAP EBT Mobile Application in English and SpanishThe Vendor {Bidder} shall enter the price for one (1) SNAP Case per Month on this price line.
;
Price Line #4: The Vendor {Bidder} shall enter the price for one (1) CASH Case per Month on this price line.


Price Line #5: The Vendor {Bidder} shall enter the price for one (1) SNAP & CASH COMBINED Case per Month on this price line.


C. Price lines #6 through #15: 

Vendors {Bidders} must submit an all-inclusive, firm fixed price for these price lines. The Vendor {Bidder} shall enter the price as a unit of one (1). Please refer to each price line description and referenced attachments for additional details. 

D. Price lines #16  through #18: 

[bookmark: _GoBack]Vendors {Bidders} should submit an all-inclusive, firm fixed price for these price lines. Price lines #16, #17, and #18 are optional for alternative approaches or solutions; the Vendor {Bidder} is not required to submit pricing for these price lines. These lines will not be evaluated. 

The Vendor {Bidder} shall not enter prices for alternative approaches on any other price line, or alter the Price Sheet in any way. Alterations to the State Supplied Price Sheet may result in the Vendor’s {Bidder’s} Quote being deemed non-responsive. 
1. Develop, Test, and Implement a SNAP EBT FNS Retailer Database Management System; 
2. Convert Existing SNAP EBT Database/Data and Load into the New SNAP EBT System;  
3. Establish and Equip Disaster Recovery Location
4. Design, Produce, and Implement a Training Program and Video for State Staff and CWA Staff at 21 Locations Throughout the State of NJ and All Temporary Remote Locations During Conversion from the Old System to the New SNAP EBT System;
5. Create and Maintain a User Manual;
6. Training Brochure for SNAP and Cash Recipients;
7. Printing and Distribution of Recipient Training Brochures to CWAs and Conversion Sites; 
8. Mail Brochures to Existing Recipients at the Time of Card Conversion; and 
9. Establish and Maintain toll free Call Center. 

E. Vendors {Bidders} must submit a firm fixed price per unit for the following:

1. Card Stock for Cash and SNAP;
2. POS Device and Installation at Each Card Issuance Office Location for SNAP and Cash;
3. Dial Up EBT POS Terminal to a TPP Location for SNAP and Cash;
4. Per Transaction charge for ATM Withdrawal (the First 3 Withdrawals per Client are Free); and
5. Manual Processing of SNAP EBT Transactions. 

F. Vendors {Bidders} must submit a firm fixed price for each month of the Blanket P.O. that covers all Vendor {Bidder} costs including the following:

1. Standard Monthly Reports for SNAP EBT and Cash;
2. Transaction Cost Per Month for SNAP Only Cases;
3. Transaction Cost Per Month for Cash Only Cases;
4. Transaction Cost Per Month for SNAP and Cash Combined Cases;
5. Establish, Equip, and Maintain Disaster Recovery Location;
6. Printing and Distribution of Recipient Training Brochures;
7. Disaster Recovery, Backup, and Contingency Operations; 
8. Maintenance and Operations (SNAP EBT System);
9. Maintenance and Operations (SNAP EBT Web Portal for Recipients in English and Spanish);
10. Maintenance and Operations (SNAP EBT Web Portal for Retailers in English and Spanish);
11. Maintenance and Operations (SNAP EBT Mobile Application for Recipients in English and Spanish);
12. Maintenance and Operations (SNAP EBT Mobile Application for Retailers in English and Spanish);
13. Maintenance and Operations (FNS Retailer Database Management System); and 
14. Provide Fiscal Management Services.  

G. Vendors {Bidders} must submit a firm fixed price for each year of the Blanket P.O. that covers all Vendor {Contractor} costs for:  Annual SSAE 16 Examination Audit Reviews. 

H. Vendors {Bidders} must submit an All-Inclusive hourly rate for the Blanket P.O. term for ad hoc Reports. 

In the event that a Vendor {Bidder} using NJSTART to submit a Quote uploads a State-Supplied Price Sheet and completes the “Items” Tab in NJSTART (instead of entering a Unit Cost of $1.00 as instructed), the State-Supplied Price Sheet will govern. 

USE OF “NO BID” VERSUS “NO CHARGE” ON THE STATE-SUPPLIED PRICE SHEET

All price lines must be filled out in accordance with Section 4.4.5.2.  If the Vendor {Bidder} is not submitting a price for an item on a price line, the Vendor {Bidder} must indicate “No Bid” on the State-Supplied Price Sheet accompanying this Bid Solicitation. If the Vendor {Bidder} will supply an item on a price line free of charge, the Vendor {Bidder} must indicate “No Charge” on the State-Supplied Price Sheet accompanying this Bid Solicitation.  The use of any other identifier may result in the Vendor’s {Bidder’s} Quote being deemed non-responsive. 

DELIVERY TIME AND COSTS

Unless otherwise noted elsewhere in the Bid Solicitation, all delivery times are 30 calendar days after receipt of order (ARO) and prices for items in Quotes shall be submitted Freight On Board (F.O.B.) Destination (30 calendar days ARO/F.O.B.).  Quotes submitted other than 30 calendar days ARO/F.O.B. may be deemed non-responsive.  The Vendor {Contractor} shall assume all costs, liability and responsibility for the delivery of merchandise in good condition to the State's Using Agency or designated purchaser.  30 calendar days ARO/F.O.B. does not cover "spotting" but does include delivery on the receiving platform of the Using Agency at any destination in the State of New Jersey unless otherwise specified.

No additional charges will be allowed for any additional transportation costs resulting from partial shipments made at the Vendor’s {Contractor’s} convenience when a single shipment is ordered.

The weights and measures of the State's Using Agency receiving the shipment shall govern.

COLLECT ON DELIVERY (C.O.D.) TERMS

C.O.D. terms are not acceptable as part of a Quote and shall be deemed non-responsive.

CASH DISCOUNTS

The Vendor {Bidder} is encouraged to offer cash discounts based on expedited payment by the State.  The State will make efforts to take advantage of discounts, but discounts will not be considered in determining the price rankings of Quotes.

Should the Vendor {Bidder} choose to offer cash discounts the following shall apply:

A. Discount periods shall be calculated starting from the next business day after the Using Agency has accepted the goods or services, received a properly signed and executed invoice and, when required, a properly executed performance security, whichever is latest; and

B. The date on the check issued by the State in payment of that invoice shall be deemed the date of the State's response to that invoice.

[bookmark: _Toc400531504][bookmark: _Toc428533975][bookmark: _Toc31289414][bookmark: _Toc66687680]COOPERATIVE PURCHASING PROGRAM

Not applicable to this procurement.

[bookmark: _Toc473542870][bookmark: _Toc31289415][bookmark: _Toc66687681]oRAL PRESENTATIONS

Not applicable to this procurement.


[bookmark: _Toc400531505][bookmark: _Toc428533976][bookmark: _Toc31289416][bookmark: _Toc66687682]
SPECIAL CONTRACTUAL TERMS AND CONDITIONS APPLICABLE TO THE BLANKET P.O. 

[bookmark: _Toc400531506][bookmark: _Toc428533977][bookmark: _Toc31289417][bookmark: _Toc66687683]PRECEDENCE OF SPECIAL CONTRACTUAL TERMS AND CONDITIONS

This Blanket P.O. awarded, and the entire agreement between the parties, as a result of this Bid Solicitation shall consist of this Bid Solicitation, SSTC, Bid Amendment to this Bid Solicitation, the Vendor’s {Contractor’s} Quote, any Best and Final Offer, and the Division's Notice of Award.

In the event of a conflict in the terms and conditions among the documents comprising this Blanket P.O., the order of precedence, for purposes of interpretation thereof, listed from highest ranking to lowest ranking, shall be:

A. Executed Offer and Acceptance Page;

B. Bid Solicitation Section 5, as may be amended by Bid Amendment;

C. The State of NJ Standard Terms and Conditions (SSTC) accompanying this Bid Solicitation in Section 9.0;

D. All remaining sections of the Bid Solicitation, as may be amended by Bid Amendment; 

E. The Vendor’s {Contractor’s} final submitted Best and Final Offer; and

F. The Vendor’s {Contractor’s} Quote as accepted by the State.

Note: In the event of conflicting information between the Bid Solicitation and fields contained in NJSTART, the Bid Solicitation will govern and NJSTART will be updated via Bid Amendment or Change Order.
2. [bookmark: _Toc400531507][bookmark: _Toc428533978][bookmark: _Toc31289418][bookmark: _Toc66687684]BLANKET P.O. TERM AND EXTENSION OPTION

The base term of this Blanket P.O. shall be for a period of five (5) years.  The anticipated "Blanket P.O. Effective Date" is provided on the “Summary” page the Bid Solicitation in NJSTART.  If delays in the procurement process result in a change to the anticipated Blanket P.O. Effective Date, the Vendor {Bidder} agrees to accept a Blanket P.O. for the full term of this Blanket P.O. 

This Blanket P.O. may be extended up to two (2) years with no single extension exceeding one (1) year, by the mutual written consent of the Vendor {Contractor} and the Director at the same terms, conditions, and pricing at the rates in effect in the last year of this Blanket P.O. or rates more favorable to the State.  

[bookmark: _Toc400531508][bookmark: _Toc428533979][bookmark: _Toc31289419][bookmark: _Toc66687685]BLANKET P.O. TRANSITION

In the event that a new Blanket P.O. has not been awarded prior to this Blanket P.O. expiration date, including any extensions exercised, and the State exercises this Blanket P.O. transition, the Vendor {Contractor} shall continue this Blanket P.O. under the same terms, conditions, and pricing until a new Blanket P.O. can be completely operational.  At no time shall this transition period extend more than 270 days beyond the expiration date of this Blanket P.O., including any extensions exercised.

[bookmark: _Toc31289420][bookmark: _Toc66687686][bookmark: _Toc108508270][bookmark: _Toc428533980]CHANGE ORDER 

Any changes or modifications to the terms of this Blanket P.O. shall be valid only when they have been reduced to writing and signed by the Vendor {Contractor} and the Director.

[bookmark: _Toc400531510][bookmark: _Toc428533981][bookmark: _Toc31289421][bookmark: _Toc66687687]VENDOR {CONTRACTOR} RESPONSIBILITIES

The Vendor {Contractor} shall have sole responsibility for the complete effort specified in this Blanket P.O.  Payment will be made only to the Vendor {Contractor}.  The Vendor {Contractor} shall have sole responsibility for all payments due any Subcontractor.

The Vendor {Contractor} is responsible for the professional quality, technical accuracy and timely completion and submission of all deliverables, services or commodities required to be provided under this Blanket P.O.  The Vendor {Contractor} shall, without additional compensation, correct or revise any errors, omissions, or other deficiencies in its deliverables and other services.  The approval of deliverables furnished under this Blanket P.O. shall not in any way relieve the Vendor {Contractor} of responsibility for the technical adequacy of its work.  The review, approval, acceptance or payment for any of the services shall not be construed as a waiver of any rights that the State may have arising out of the Vendor’s {Contractor’s} performance of this Blanket P.O.

[bookmark: _Toc400531511][bookmark: _Toc428533982][bookmark: _Toc31289422][bookmark: _Toc66687688]SUBSTITUTION OF STAFF

If it becomes necessary for the Vendor {Contractor} to substitute any management, supervisory or key personnel, the Vendor {Contractor} shall identify the substitute personnel and the work to be performed.  The Vendor {Contractor} must provide detailed justification documenting the necessity for the substitution.  Resumes must be submitted evidencing that the individual(s) proposed as substitute(s) have qualifications and experience equal to or better than the individual(s) originally proposed or currently assigned.

The Vendor {Contractor} shall forward a request to substitute staff to the State Contract Manager for consideration and approval.  No substitute personnel are authorized to begin work until the Vendor {Contractor} has received written approval to proceed from the State Contract Manager.

[bookmark: _Toc400531512][bookmark: _Toc428533983][bookmark: _Toc31289423][bookmark: _Toc66687689]SUBSTITUTION OR ADDITION OF SUBCONTRACTOR(S)

This Subsection serves to supplement but not to supersede Sections 5.8 and 5.9 of the SSTC accompanying this Bid Solicitation.

The Vendor {Contractor} may not subcontract other than as identified in the Vendor’s {Contractor’s} proposal without the prior written consent of the Director.The Vendor {Contractor} shall forward a written request to substitute or add a Subcontractor or to substitute its own staff for a Subcontractor to the State Contract Manager for consideration.  If the State Contract Manager approves the request, the State Contract Manager will forward the request to the Director for final approval.  No substituted or additional Subcontractors are authorized to begin work until the Vendor {Contractor} has received written approval from the Director.

If it becomes necessary for the Vendor {Contractor} to substitute a Subcontractor, add a Subcontractor, or substitute its own staff for a Subcontractor, the Vendor {Contractor} will identify the proposed new Subcontractor or staff member(s) and the work to be performed.  The Vendor {Contractor} must provide detailed justification documenting the necessity for the substitution or addition.

The Vendor {Contractor} must provide detailed resumes of its proposed replacement staff or of the proposed Subcontractor’s management, supervisory, and other key personnel that demonstrate knowledge, ability and experience relevant to that part of the work which the Subcontractor is to undertake.

The qualifications and experience of the replacement(s) must equal or exceed those of similar personnel proposed by the Vendor {Contractor} in its Quote.


[bookmark: _Toc400531513][bookmark: _Toc428533984][bookmark: _Toc31289424][bookmark: _Toc66687690]OWNERSHIP OF MATERIAL


A. Vendor Intellectual Property; COTS and Customized Software – Vendor {Contractor} retains ownership of all Vendor Intellectual Property, and any modifications thereto and derivatives thereof, that Vendor {Contractor} supplies to the State pursuant to the Blanket P.O.  Vendor {Contractor} grants the State a non-exclusive, perpetualroyalty-free license to use Vendor Intellectual Property delivered to the State for the purposes contemplated by the Blanket P.O. for the duration of the Blanket P.O.

B. Third Party Intellectual Property – Unless otherwise specified in the Bid Solicitation that the State, on its own, will acquire and obtain a license to Third Party Intellectual Property, Vendor {Contractor} shall secure on the State’s behalf, in the name of the State and subject to the State’s approval, a license to Third Party Intellectual Property sufficient to fulfill the business objectives, requirements and specifications identified in the Blanket P.O. at no additional cost to the State beyond that in the Quote price.  Under no circumstances will the State accept a license for Third Party Intellectual Property that contains terms and conditions that conflict with the terms and conditions of the Blanket P.O. If Vendor {Contractor} uses Third Party Intellectual Property, Vendor {Contractor} must indemnify the State for infringement claims with respect to the Third Party Intellectual Property.   Vendor {Contractor} agrees that its use of Third Party Intellectual Property shall be consistent with the license for the Third Party Intellectual Property, whether supplied by the Vendor {Contractor}, secured by the State as required by the Bid Solicitation, or otherwise supplied by the State.  

C. Work Product; Custom Software – The State owns all Custom Software which shall be considered “work made for hire”, i.e., the State, not the Vendor {Contractor}, subcontractor, or third party, shall have full and complete ownership of all such Custom Software.  To the extent that any Custom Software may not, by operation of the law, be a “work made for hire” in accordance with the terms of the Blanket P.O., Vendor {Contractor}, subcontractor, or third party hereby assigns to the State, or Vendor {Contractor} shall cause to be assigned to the State, all right, title and interest in and to any such Custom Software and any copyright thereof, and the State shall have the right to obtain and hold in its own name any copyrights, registrations and any other proprietary rights that may be available. 

D. Work Product; Services – The State owns all Deliverables developed for the State in the course of providing Services under the Blanket P.O., including but not limited to, all data, technical information, materials gathered, originated, developed, prepared, used or obtained in the performance of the Blanket P.O., including but not limited to all reports, surveys, plans, charts, literature, brochures, mailings, recordings (video and/or audio), pictures, drawings, analyses, graphic representations, print-outs, notes and memoranda, written procedures and documents, regardless of the state of completion, which are prepared for or are a result of the Services required under the Blanket P.O.    

E. State Intellectual Property –   Data and Background Information.  The State owns all State Intellectual Property and State data and background information provided to Vendor {Contractor} pursuant to the Blanket P.O. The State’s data and background information shall include, without limitation, all data, technical information, and materials provided to Vendor {Contractor} by the State to facilitate performance of the Blanket P.O., including but not limited to all reports, plans, charts, literature, brochures, mailings, recordings (video and/or audio), pictures, drawings, analyses, graphic representations, software computer programs and accompanying documentation and print-outs, notes and memoranda, written procedures and documents. The items described in the preceding sentence shall be delivered or returned to the State of New Jersey upon thirty (30) days’ notice by the State or thirty (30) days after the expiration or termination of the Blanket P.O.  Only to fulfill the purposes of the Blanket P.O. does the State grant Vendor {Contractor} a non-exclusive, royalty-free, world-wide license to use, copy, display, distribute, transmit and prepare derivative works of State Intellectual Property and State data and background information.  No part of the State’s data will be disclosed, sold, assigned, leased or otherwise disposed of to any person or entity other than the State unless specifically directed to do so in writing by the State Contract Manager. The State’s license to Vendor {Contractor} is limited by the term of the Blanket P.O. and the confidentiality obligations set forth in Section 5.9 of the Bid Solicitation.

F. No Rights – Except as expressly set forth in the Blanket P.O., nothing in the Blanket P.O. shall be construed as granting to or conferring upon Vendor {Contractor} any right, title, or interest in State Intellectual Property or any intellectual property that is now owned or licensed to or subsequently owned by or licensed by the State.  Except as expressly set forth in the Blanket P.O., nothing in the Blanket P.O. shall be construed as granting to or conferring upon the State any right, title, or interest in any Vendor  Intellectual Property that is now owned or subsequently owned by Vendor {Contractor}.  Except as expressly set forth in the Blanket P.O., nothing in the Blanket P.O. shall be construed as granting to or conferring upon the State any right, title, or interest in any Third Party Intellectual Property that is now owned or subsequently owned by a Third Party.

G. Vendor {Contractor} Intellectual Property; COTS and Customized Software – Vendor {Contractor} retains ownership of all Vendor {Contractor} Intellectual Property, and any modifications thereto and derivatives thereof, that Vendor {Contractor} supplies to the State pursuant to the Blanket P.O.  Vendor {Contractor} grants the State a non-exclusive, perpetual royalty-free license to use Vendor {Contractor} Intellectual Property delivered to the State for the purposes contemplated by the Blanket P.O.

H. Third Party Intellectual Property – Unless otherwise specified in the Bid Solicitation that the State, on its own, will acquire and obtain a license to Third Party Intellectual Property, Vendor {Contractor} shall secure on the State’s behalf, in the name of the State and subject to the State’s approval, a license to Third Party Intellectual Property sufficient to fulfill the business objectives, requirements and specifications identified in the Blanket P.O. at no additional cost to the State beyond that in the Quote price.  Under no circumstances will the State accept a license for Third Party Intellectual Property that contains terms and conditions that conflict with the terms and conditions of the Blanket P.O. If Vendor {Contractor} uses Third Party Intellectual Property, Vendor {Contractor} must indemnify the State for infringement claims with respect to the Third Party Intellectual Property.   Vendor {Contractor} agrees that its use of Third Party Intellectual Property shall be consistent with the license for the Third Party Intellectual Property, whether supplied by the Vendor {Contractor}, secured by the State as required by the Bid Solicitation, or otherwise supplied by the State.  

I. Work Product; Custom Software – The State owns all Custom Software which shall be considered “work made for hire”, i.e., the State, not the Vendor {Contractor}, subcontractor, or third party, shall have full and complete ownership of all such Custom Software.  To the extent that any Custom Software may not, by operation of the law, be a “work made for hire” in accordance with the terms of the Blanket P.O., Vendor {Contractor}, subcontractor, or third party hereby assigns to the State, or Vendor {Contractor} shall cause to be assigned to the State, all right, title and interest in and to any such Custom Software and any copyright thereof, and the State shall have the right to obtain and hold in its own name any copyrights, registrations and any other proprietary rights that may be available. 

J. Work Product; Services – The State owns all Deliverables developed for the State in the course of providing Services under the Blanket P.O., including but not limited to, all data, technical information, materials gathered, originated, developed, prepared, used or obtained in the performance of the Blanket P.O., including but not limited to all reports, surveys, plans, charts, literature, brochures, mailings, recordings (video and/or audio), pictures, drawings, analyses, graphic representations, print-outs, notes and memoranda, written procedures and documents, regardless of the state of completion, which are prepared for or are a result of the Services required under the Blanket P.O.    

K. State Intellectual Property –   Data and Background Information.  The State owns all State Intellectual Property and State data and background information provided to Vendor {Contractor} pursuant to the Blanket P.O. The State’s data and background information shall include, without limitation, all data, technical information, and materials provided to Vendor {Contractor} by the State to facilitate performance of the Blanket P.O., including but not limited to all reports, plans, charts, literature, brochures, mailings, recordings (video and/or audio), pictures, drawings, analyses, graphic representations, software computer programs and accompanying documentation and print-outs, notes and memoranda, written procedures and documents. The items described in the preceding sentence shall be delivered or returned to the State of New Jersey upon thirty (30) days’ notice by the State or thirty (30) days after the expiration or termination of the Blanket P.O.  Only to fulfill the purposes of the Blanket P.O. does the State grant Vendor {Contractor} a non-exclusive, royalty-free, world-wide license to use, copy, display, distribute, transmit and prepare derivative works of State Intellectual Property and State data and background information.  No part of the State’s data will be disclosed, sold, assigned, leased or otherwise disposed of to any person or entity other than the State unless specifically directed to do so in writing by the State Contract Manager. The State’s license to Vendor {Contractor} is limited by the term of the Blanket P.O. and the confidentiality obligations set forth in Section 5.9 of the Bid Solicitation.

L. No Rights – Except as expressly set forth in the Blanket P.O., nothing in the Blanket P.O. shall be construed as granting to or conferring upon Vendor {Contractor} any right, title, or interest in State Intellectual Property or any intellectual property that is now owned or licensed to or subsequently owned by or licensed by the State.  Except as expressly set forth in the Blanket P.O., nothing in the Blanket P.O. shall be construed as granting to or conferring upon the State any right, title, or interest in any Vendor {Contractor} Intellectual Property that is now owned or subsequently owned by Vendor {Contractor}.  Except as expressly set forth in the Blanket P.O., nothing in the Blanket P.O. shall be construed as granting to or conferring upon the State any right, title, or interest in any Third Party Intellectual Property that is now owned or subsequently owned by a Third Party.

[bookmark: _Toc400531514][bookmark: _Toc428533985][bookmark: _Toc31289425][bookmark: _Toc66687691]SECURITY AND CONFIDENTIALITY

A. The obligations of the State under this provision are subject to the New Jersey Open Public Records Act (“OPRA”), N.J.S.A. 47:1A-1 et seq., the New Jersey common law right to know, and any other lawful document request or subpoena; 

B. By virtue of this Blanket P.O., the parties may have access to information that is confidential to one another.  The parties agree to disclose to each other only information that is required for the performance of their obligations under this Blanket P.O. “Vendor’s {Contractor’s} Confidential Information, to the extent not expressly prohibited by law, shall consist of all information clearly identified as confidential at the time of disclosure (“Vendor {Contractor} Confidential Information”). Notwithstanding the previous sentence, the terms and pricing of this Blanket P.O. are subject to disclosure under OPRA, the common law right to know, and any other lawful document request or subpoena;  

C. The State’s Confidential Information shall consist of all information or data contained in documents supplied by the State, any information or data gathered by the Vendor {Contractor} in fulfillment of the Blanket P.O. and any analysis thereof (whether in fulfillment of the Blanket P.O. or not);

D. A party’s Confidential Information shall not include information that: (a) is or becomes a part of the public domain through no act or omission of the other party, except that if the information is personally identifying to a person or entity regardless of whether it has become part of the public domain through other means, the other party must maintain full efforts under the Blanket P.O. to keep it confidential; (b) was in the other party’s lawful possession prior to the disclosure and had not been obtained by the other party either directly or indirectly from the disclosing party; (c) is lawfully disclosed to the other party by a third party without restriction on the disclosure; or (d) is independently developed by the other party;

E. The State agrees to hold Vendor’s {Contractor’s} Confidential Information in confidence, using at least the same degree of care used to protect its own Confidential Information;   

F. In the event that the State receives a request for Vendor {Contractor} Confidential Information related to this Blanket P.O. pursuant to a court order, subpoena, or other operation of law, the State agrees, if permitted by law, to provide Vendor {Contractor} with as much notice, in writing, as is reasonably practicable and the State’s intended response to such order of law.  Vendor {Contractor} shall take any action it deems appropriate to protect its documents and/or information;

G. In addition, in the event Vendor {Contractor} receives a request for State Confidential Information pursuant to a court order, subpoena, or other operation of law, Vendor {Contractor} shall, if permitted by law, provide the State with as much notice, in writing, as is reasonably practicable and Vendor’s {Contractor’s} intended response to such order of law.  The State shall take any action it deems appropriate to protect its documents and/or information; and

H. Notwithstanding the requirements of nondisclosure described in this Sections 5.9, either party may release the other party’s Confidential Information:

(i) if directed to do so by a court or arbitrator of competent jurisdiction; or
(ii) pursuant to a lawfully issued subpoena or other lawful document request:
(a)	in the case of the State, if the State determines the documents or information are subject to disclosure and Vendor {Contractor} does not exercise its rights as described in Section 5.9 (F), or if Vendor {Contractor} is unsuccessful in defending its rights as described in Section 5.9 (F); or 
(b)	in the case of Vendor {Contractor}, if Vendor {Contractor} determines the documents or information are subject to disclosure and the State does not exercise its rights described in Section 5.9 (G), or if the State is unsuccessful in defending its rights as described in Section 5.9 (G).


[bookmark: _Toc400531515][bookmark: _Toc428533986][bookmark: _Toc31289426][bookmark: _Toc66687692]DATA CONFIDENTIALITY

All financial, statistical, personnel, customer and/or technical data supplied by the State to the Vendor {Contractor} are confidential (State Confidential Information).  The Vendor {Contractor} must secure all data from manipulation, sabotage, theft or breach of confidentiality.  The Vendor {Contractor} is prohibited from releasing any financial, statistical, personnel, customer and/or technical data supplied by the State that is deemed confidential.  Any use, sale, or offering of this data in any form by the Vendor {Contractor}, or any individual or entity in the Vendor’s {Contractor’s} charge or employ, will be considered a violation of this Blanket P.O. and may result in Blanket P.O. termination and the Vendor’s {Contractor’s} suspension or debarment from State contracting.  In addition, such conduct may be reported to the State Attorney General for possible criminal prosecution. 

The Vendor {Contractor} shall assume total financial liability incurred by the Vendor {Contractor} associated with any breach of confidentiality.

When requested, the Vendor {Contractor} and all project staff including its Subcontractor(s) must complete and sign confidentiality and non-disclosure agreements provided by the State. The Vendor {Contractor} may be required to view yearly security awareness and confidentiality training modules provided by the State. Where required, it shall be the Vendor’s {Contractor’s} responsibility to ensure that any new staff sign the confidentiality agreement and complete the security awareness and confidentiality training modules within one (1) month of the employees’ start date.

The State reserves the right to obtain, or require the Vendor {Contractor} to obtain, criminal history background checks from the New Jersey State Police for all Vendor {Contractor} and project staff (to protect the State of New Jersey from losses resulting from Vendor {Contractor} employee theft, fraud or dishonesty).  If the State exercises this right, the results of the background check(s) must be made available to the State for consideration before the employee is assigned to work on the State’s project.  Prospective employees with positive criminal backgrounds for cyber-crimes will not be approved to work on State Projects.  Refer to the National Institute of Standards and Technology (NIST) Special Publication (SP) 800-12, An Introduction to Computer Security:  The NIST Handbook, Section 10.1.3, Filling the Position – Screening and Selecting.

VENDOR’s {CONTRACTOR’S} CONFIDENTIAL INFORMATION

I. The obligations of the State under this provision are subject to the New Jersey Open Public Records Act (“OPRA”), N.J.S.A. 47:1A-1 et seq., the New Jersey common law right to know, and any other lawful document request or subpoena; 

J. By virtue of this Blanket P.O., the parties may have access to information that is confidential to one another.  The parties agree to disclose to each other only information that is required for the performance of their obligations under this Blanket P.O.  Vendor’s {Contractor’s} Confidential Information, to the extent not expressly prohibited by law, shall consist of all information clearly identified as confidential at the time of disclosure and anything identified in Vendor’s {Contractor’s} Quote as Background IP (“Vendor {Contractor} Confidential Information”).  Notwithstanding the previous sentence, the terms and pricing of this Blanket P.O. are subject to disclosure under OPRA, the common law right to know, and any other lawful document request or subpoena;  

K. A party’s Confidential Information shall not include information that: (a) is or becomes a part of the public domain through no act or omission of the other party; (b) was in the other party’s lawful possession prior to the disclosure and had not been obtained by the other party either directly or indirectly from the disclosing party; (c) is lawfully disclosed to the other party by a third party without restriction on the disclosure; or (d) is independently developed by the other party;

L. The State agrees to hold Vendor’s {Contractor’s} Confidential Information in confidence, using at least the same degree of care used to protect its own Confidential Information;   

M. In the event that the State receives a request for Vendor {Contractor} Confidential Information related to this Blanket P.O. pursuant to a court order, subpoena, or other operation of law, the State agrees, if permitted by law, to provide Vendor {Contractor} with as much notice, in writing, as is reasonably practicable and the State’s intended response to such order of law.  Vendor {Contractor} shall take any action it deems appropriate to protect its documents and/or information;

N. In addition, in the event Vendor {Contractor} receives a request for State Confidential Information pursuant to a court order, subpoena, or other operation of law, Vendor {Contractor} shall, if permitted by law, provide the State with as much notice, in writing, as is reasonably practicable and Vendor’s {Contractor’s} intended response to such order of law.  The State shall take any action it deems appropriate to protect its documents and/or information; and

O. Notwithstanding the requirements of nondisclosure described in these Sections 5.9.1 and 5.9.1.1, either party may release the other party’s Confidential Information:

(iii) if directed to do so by a court or arbitrator of competent jurisdiction; or
(iv) pursuant to a lawfully issued subpoena or other lawful document request:
(a)	in the case of the State, if the State determines the documents or information are subject to disclosure and Vendor {Contractor} does not exercise its rights as described in Section 5.9.1.1(E), or if Vendor {Contractor} is unsuccessful in defending its rights as described in Section 5.9.1.1(E); or 
(b)	in the case of Vendor {Contractor}, if Vendor {Contractor} determines the documents or information are subject to disclosure and the State does not exercise its rights described in Section 5.9.1.1(F), or if the State is unsuccessful in defending its rights as described in Section 5.9.1.1(F).

[bookmark: _Toc400531516][bookmark: _Toc428533987][bookmark: _Toc31289427][bookmark: _Toc66687693]DATA SECURITY STANDARDS 

· Data Security: The Vendor {Contractor} at a minimum must protect and maintain the security of data in accordance with the policies and standards contained in the New Jersey Statewide Information Security Manual (https://www.nj.gov/it/docs/ps/NJ_Statewide_Information_Security_Manual.pdf), which is derived from derived from applicable State and federal laws; industry best practices including the National Institute of Standards and Technology (NIST) Cybersecurity Framework for Improving Critical Infrastructure; NIST Special Publication 800-53 Revision 4, Security and Privacy Controls for Federal Information Systems and Organizations; NIST Special Publication 800-171, Protecting Controlled Unclassified Information in Nonfederal Information Systems and Organizations; the Center for Internet Security (CIS) Top 20 Critical Security Controls; and the Cloud Security Alliance (CSA) Cloud Controls Matrix (CCM).

· All information assets and information shall be classified according to their sensitivity and criticality. Protection mechanisms shall be implemented commensurate with the impact should there be a loss of confidentiality, integrity, and/or availability of the asset or information.

· Data usage, storage, and protection is subject to all applicable federal and state statutory and regulatory requirements, as amended from time to time, including, without limitation, those for Health Insurance Portability and Accountability Act of 1996 (HIPAA), Personally Identifiable Information (PII), Tax Information Security Guidelines for Federal, State, and Local Agencies (IRS Publication 1075), New Jersey State tax confidentiality statute,  N.J.S.A. 54:50-8, New Jersey Identity Theft Prevention Act, N.J.S.A. 56:11-44 et. seq., the federal Drivers’ Privacy Protection Act of 1994, Pub.L.103-322, and the confidentiality requirements of N.J.S.A. 39:2-3.4.  Contractor shall also conform to Payment Card Industry (PCI) Data Security Standard.
Data Transmission:  The Contractor must only transmit or exchange State of New Jersey data with other parties when expressly requested in writing and permitted by and in accordance with requirements of the State of New Jersey. The Contractor shall only transmit or exchange data with the State of New Jersey or other parties through secure means supported by current technologies. The Contractor must encrypt all data defined as personally identifiable or confidential by the State of New Jersey or applicable law, regulation or standard during any transmission or exchange of that data.
Data Storage:  All data provided by the State of New Jersey or State data obtained by the Contractor in the performance of the Contract must be stored, processed, and maintained solely in accordance with a project plan and system topology approved by the State Contract Manager. No State data shall be processed on or transferred to any device or storage medium including portable media, smart devices and/or USB devices, unless that device or storage medium has been approved in advance in writing by the State Project Manager.  The Contractor shall encrypt all data at rest defined as personally identifiable information by the State of New Jersey or applicable law, regulation or standard.  The Contractor shall not store or transfer State of New Jersey data outside of the United States.
Data Scope: All provisions applicable to State data include data in any form of transmission or storage, including but not limited to: database files, text files, backup files, log files, XML files, and printed copies of the data.
Data Re-Use:  All State data shall be used expressly and solely for the purposes enumerated in the Contract. Data shall not be distributed, repurposed or shared across other applications, environments, or business units of the Contractor.  No State data of any kind shall be transmitted, exchanged or otherwise passed to other contractors or interested parties except on a case-by-case basis as specifically agreed to in writing by the State Contract Manager. 
Data Breach:  Unauthorized Release Notification:  The Contractor must comply with all applicable State and Federal laws that require the notification of individuals in the event of unauthorized release of personally identifiable information or other event requiring notification. In the event of a breach of any of the Contractor’s security obligations or other event requiring notification under applicable law (“Notification Event”), the Contractor shall assume responsibility for informing the State Contract Manager within 24 hours and all such individuals in accordance with applicable law and to indemnify, hold harmless and defend the State of New Jersey, its officials, and employees from and against any claims, damages, or other harm related to such Notification Event.  All communications must be coordinated with the State of New Jersey.
End of Blanket P.O. Data Handling:  Upon termination/expiration of this Contract the Contractor shall first return all State data to the State in a usable format as defined in the Contract, or in an open standards machine-readable format if not.  The contractor shall then erase, destroy, and render unreadable all Contractor copies of State data according to the standards enumerated in accordance with the State’s most recent Information Disposal and Media Sanitation policy, currently 09-10-NJOIT (https://www.nj.gov/it/) and certify in writing that these actions have been completed within thirty (30) days after the termination/expiration of the Contract or within seven (7) days of the request of an agent of the State whichever shall come first.
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I.	 PERFORMANCE

In performance of this Blanket P.O., the Vendor {Contractor} agrees to comply with and assume responsibility for compliance by his or her employees with the following requirements:

A. All work will be done under the supervision of the Vendor {Contractor} or the Vendor’s {Contractor’s} employees;

B. Any return or return information made available in any format shall be used only for the purpose of carrying out the provisions of this Blanket P.O. Information contained in such material will be treated as confidential and will not be divulged or made known in any manner to any person except as may be necessary in the performance of this Blanket P.O.  Disclosure to anyone other than an officer or employee of the Vendor {Contractor} will be prohibited;

C. All returns and return information will be accounted for upon receipt and properly stored before, during, and after processing. In addition, all related output will be given the same level of protection as required for the source material;

D. The Vendor {Contractor} certifies that the data processed during the performance of this Blanket P.O. will be completely purged from all data storage components of his or her computer facility, and the Vendor {Contractor} will retain no output at the time the work is completed.  If immediate purging of all data storage components is not possible, the Vendor {Contractor} certifies that any IRS data remaining in any storage component will be safeguarded to prevent unauthorized disclosures;

E. Any spoilage or any intermediate hard copy printout that may result during the processing of IRS data will be given to the agency or his or her designee.  When this is not possible, the Vendor {Contractor} will be responsible for the destruction of the spoilage or any intermediate hard copy printouts, and will provide the agency or his or her designee with a statement containing the date of destruction, description of material destroyed, and the method used;

F. All computer systems receiving, processing, storing, or transmitting federal tax information must meet the requirements defined in IRS Publication 1075. To meet functional and assurance requirements, the security features of the environment must provide for the managerial, operational, and technical controls.  All security features must be available and activated to protect against unauthorized use of and access to federal tax information.

G. No work involving federal tax information furnished under this Blanket P.O. will be subcontracted without prior written approval of the IRS;

H. The Vendor {Contractor} will maintain a list of employees authorized access. Such list will be provided to the Agency (DFD) and, upon request, to the IRS reviewing office; and

I. The Agency (DFD) will have the right to void this Blanket P.O. if the Vendor {Contractor} fails to provide the safeguards described above.

II.	CRIMINAL/CIVIL SANCTIONS:

A. Each officer or employee of any person to whom returns or return information is or may be disclosed will be notified in writing by such person that returns or return information disclosed to such officer or employee can be used only for a purpose and to the extent authorized herein, and that further disclosure of any such returns or return information for a purpose or to an extent unauthorized herein constitutes a felony punishable upon conviction by a fine of as much as $5,000 or imprisonment for as long as five (5) years’, or both, together with the costs of prosecution. Such person shall also notify each such officer and employee that any such unauthorized further disclosure of returns or return information may also result in an award of civil damages against the officer or employee in an amount not less than $1,000 with respect to each instance of unauthorized disclosure.  These penalties are prescribed by IRC sections 7213 and 7431 and set forth at 26 CFR 301.6103(n)-1;

B. Each officer or employee of any person to whom returns or return information is or may be disclosed shall be notified in writing by such person that any return or return information made available in any format shall be used only for the purpose of carrying out the provisions of this Blanket P.O.  Information contained in such material shall be treated as confidential and shall not be divulged or made known in any manner to any person except as may be necessary in the performance of this Blanket P.O.  Inspection by or disclosure to anyone without an official need to know constitutes a criminal misdemeanor punishable upon conviction by a fine of as much as $1,000 or imprisonment for as long as one (1) year, or both, together with the costs of prosecution.  Such person shall also notify each such officer and employee that any such unauthorized inspection or disclosure of returns or return information may also result in an award of civil damages against the officer or employee [United States for federal employees] in an amount equal to the sum of the greater of $1,000 for each act of unauthorized inspection or disclosure with respect to which such defendant is found liable or the sum of the actual damages sustained by the plaintiff as a result of such unauthorized inspection or disclosure plus in the case of a willful inspection or disclosure which is the result of gross negligence, punitive damages, plus the costs of the action. These penalties are prescribed by IRC section 7213A and 7431;

C. Additionally, it is incumbent upon the Vendor {Contractor} to inform its officers and employees of the penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a.  Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to Vendors {Contractors} by 5 U.S.C. 552a(m)(1), provides that any officer or employee of a Vendor {Contractor}, who by virtue of his/her employment or official position, has possession of or access to agency records which contain individually identifiable information, the disclosure of which is prohibited by the Privacy Act or regulations established thereunder, and who knowing that disclosure of the specific material is prohibited, willfully discloses the material in any manner to any person or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than $5,000; and

D. Granting a Vendor {Contractor} access to FTI must be preceded by certifying that each individual understands the agency’s security policy and procedures for safeguarding IRS information.  Vendors {Contractors} must maintain its authorization to access FTI through annual recertification.  The initial certification and recertification must be documented and placed in the agency's files for review. As part of the certification and at least annually afterwards, Vendors {Contractors} should be advised of the provisions of IRC Sections 7431, 7213, and 7213A (see Exhibit 6, IRC Sec. 7431 Civil Damages for Unauthorized Disclosure of Returns and Return Information and Exhibit 5, IRC Sec. 7213 Unauthorized Disclosure of Information). The training provided before the initial certification and annually thereafter must also cover the incident response policy and procedure for reporting unauthorized disclosures and data breaches. (See Section 10) For both the initial certification and the annual certification, the Vendor {Contractor} should sign, either with ink or electronic signature, a confidentiality statement certifying its understanding of the security requirements.

III.	INSPECTION:

The IRS and the Agency (DFD) shall have the right to send its officers and employees into the offices and plants of the Vendor {Contractor} for inspection of the facilities and operations provided for the performance of any work under this Blanket P.O. On the basis of such inspection, specific measures may be required in cases where the Vendor {Contractor} is found to be noncompliant with Blanket P.O. safeguards.

[bookmark: _Toc31289429][bookmark: _Toc66687695]SECURITY PLAN

A. The Vendor {Contractor} must provide a security plan.  The document shall describe the administrative, physical, technical and systems controls to be used by the system and/or services.  The Vendor’s {Contractor’s} security plan must, at a minimum, provide security measures for the following areas:

1. Facilities Physical Security;

2. System Security;

3. System Data Security; and

4. Administrative and Personnel Security.

B. The security plan shall provide for review of the Vendor’s {Contractor’s} operations and control system.  The Vendor {Contractor} shall have the capability to detect and report attempted unauthorized entries into the facility and system.  All security requirements for the Vendor {Contractor} apply to development, testing, production and backup systems.

C. The Vendor {Contractor} shall provide a summary overview of the security document and describe how it has been incorporated into a larger security program for automated data processing.  In the plan, the Vendor {Contractor} shall highlight security features of the system.

In addition, the security plan shall identify and define:

1. Regulations and security requirements – how the Vendor {Contractor} will address security requirements such as PCI, HIPAA, FISMA and etc;

2. System, Administrative and Personnel Security - the security responsibilities of and supervision required for information owned and / or operated by the Vendor {Contractor}. Security responsibilities include responsibilities for administration of the infrastructure, implementing or maintaining security and the protection of the confidentiality, integrity, and availability of information systems or processes;

3. Workforce Security - the control process for hiring and terminating of Vendor’s {Contractor’s} employees, and method used for granting and denying access to the Vendor’s {Contractor’s} network, systems and applications.  Identify and define audit controls when employment of the employee terminates;

4. Role based security access – the products and methods for role based security and access to the Vendor’s {Contractor’s} infrastructure and access to the State’s infrastructure;

5. Password Management – the appropriate system password management controls to meet defined regulation or security requirements;

6. Logging / Auditing controls – the Vendor’s {Contractor’s} audit control methods and requirements;

7. Incident Management – the methods for detecting, reporting and responding to an incident, vulnerabilities and threats;

8. Vulnerability / Security Assessment – the products and methods used for scanning Vendor’s {Contractor’s} infrastructure for vulnerabilities and remediation of the vulnerabilities.  Identify and define methods used for initiating and completing security assessments;

9. Anti-virus / malware controls – the products and methods for anti-virus and malware controls that meet industry standards.  It shall include policy statements that require periodic anti-viral software checks of the system to preclude infections and set forth its commitment to periodically upgrade its capability to maintain maximum effectiveness against new strains of software viruses;

10. Firewall – the products and methods for firewall control process and intrusion detection methodology;

11. Database – the products and methods for safeguarding the database(s);

12. Server and infrastructure – the products and methods for "hardening" of the hardware’ operating systems;

13. Transmission - the products and methods on how its system addresses security measures regarding communication transmission, access and message validation; and 

14. Data Integrity – the products and methods on the integrity of all stored data and the electronic images, and the security of all files from unauthorized access.  The Vendor {Contractor} must be able to provide reports on an as-needed basis on the access or change for any file within the system.
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The Vendor {Contractor} is not permitted to issue news releases pertaining to any aspect of the services being provided under this Blanket P.O. without the prior written consent of the Director.
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The Vendor {Contractor} shall not use the State’s name, logos, images, or any data or results arising from this Blanket P.O. as a part of any commercial advertising without first obtaining the prior written consent of the Director.
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The Vendor {Contractor} shall obtain and maintain in full force and effect all required licenses, permits, and authorizations necessary to perform this Blanket P.O.  Notwithstanding the requirements of the Bid Solicitation, the Vendor {Contractor} shall supply the State Contract Manager with evidence of all such licenses, permits and authorizations.  This evidence shall be submitted subsequent to this Blanket P.O. award.  All costs associated with any such licenses, permits, and authorizations must be considered by the Vendor {Bidder} in its Quote.
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All claims asserted against the State by the Vendor {Contractor} shall be subject to the New Jersey Tort Claims Act, N.J.S.A. 59:1-1, et seq., and/or the New Jersey Contractual Liability Act, N.J.S.A. 59:13-1, et seq.
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Nothing in this Blanket P.O. shall be construed to be a waiver by the State of any warranty, expressed or implied, of any remedy at law or equity, except as specifically and expressly stated in a writing executed by the Director.

[bookmark: _Toc400531524][bookmark: _Toc428533995][bookmark: _Toc31289436][bookmark: _Toc66687702]REMEDIES FOR FAILURE TO COMPLY WITH MATERIAL BLANKET P.O. REQUIREMENTS

In the event that the Vendor {Contractor} fails to comply with any material Blanket P.O. requirements, the Director may take steps to terminate this Blanket P.O. in accordance with the SSTC,  authorize the delivery of Blanket P.O. items by any available means, with the difference between the price paid and the defaulting Vendor’s {Contractor’s} price either being deducted from any monies due the defaulting Vendor {Contractor} or being an obligation owed the State by the defaulting Vendor {Contractor}, as provided for in the State administrative code, or take any other action or seek any other remedies available at law or in equity.
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The Division of Purchase and Property and the Vendor {Contractor} (“the Parties”) agree that it would be extremely difficult to determine actual damages which the State of New Jersey will sustain as the result of the Vendor’s {Contractor’s} failure to meet the performance requirements. Any breach by the Vendor {Contractor} will have an adverse effect on the State’s ability to provide SNAP benefits. Therefore, the Parties agree that the liquidated damages specified below are reasonable estimates of the damages the State of New Jersey may sustain from the Vendor’s {Contractor’s} performance deficiencies set forth within this section and are not to be construed as penalties.

The State has the sole discretion to determine whether liquidated damages should be assessed. 

Assessment of liquidated damages shall be in addition to, and not in lieu of, such other remedies as may be available to the State of New Jersey. Except and to the extent expressly provided herein, the Division shall be entitled to recover liquidated damages under each section applicable to any given incident.

The following table defines the State’s performance standards for the delivery of EBT services and the performance deficiencies that may trigger the imposition of hold-back provisions. The Vendor’s {Contractor’s} system must meet FNS regulations.




	Indicator
	Final Standard
	Final Liquidated
Damages

	
EBT System
Bid Solicitation
Section 3.0
	
The EBT system central computer shall be available and operational 99.9% of the time measured on a monthly basis, excluding scheduled downtime.

	
Damages if not available
99.9% of the time on a 
monthly basis per occurrence:

 One (1) occurrence= $2,500
Two (2) occurrences = $3,000
Three (3) occurrences = $3,500
Four occurrences = $4,000
Five (5) or more occurrences = $4,500
Six (6)  or more occurrences= $5,000

	



Customer Service/Call Center Bid Solicitation Section 3.4 and 3.4.1











	
Fewer than 3% or lower of all calls during any month will be abandoned.



95% of all calls to Customer Service Representatives (CSRs) or the Client Audio Response Unit (ARU) are answered within two (2) minutes.




	
$1000 per base point in excess of 3% of incoming calls being abandoned. 


$1000 per base point if 95% of all calls to CSRs or to the ARU are not answered within (2) minutes.


 

	

PIN-select POS Equipment Replacement
Bid Solicitation Section 3.9.3
	

The Vendor {Contractor} must ship replacement PIN-select POS equipment to State, CWA via overnight express within one (1) business day of determination that a problem exists that requires equipment replacement.
	

$1000 per occurrence. 

	
Project Management Plan Bid Solicitation Section 3.11.1

	
All project deliverables shall be delivered by the dates indicated in the Project Management Plan by the Vendor {Contractor}.  
	
$500 per day for each day a project deliverable is delayed. 

	

Design, Development, and Operation Bid Solicitation Section 3.13
	

Access to the system shall be ongoing throughout the life of the Blanket P.O. 
	

$500 per business day in  excess of two (2) days.

	

Retailer Management
Bid Solicitation Section 3.15
	
Newly authorized Retailers must have access to the EBT system within two (2) weeks of  Vendor’s {Contractor’s} receipt of the signed agreement from the retailer?receiving FNS authorization notice.
	
Damages per occurrence:

Over two (2) weeks: $250
Over three (3) weeks: $500
Over four (4) weeks: $1,000
Over five (5) weeks: $1,500
Six (6) weeks or more: $2,000

	



Transaction Response Time Bid Solicitation Sections 3.17, 3.18 and 3.19





Bid Solicitation Section 3.18.1 (B)



Bid Solicitation Section 3.18.1 (C) (12),(13)
	
100% of EBT-only transactions shall be processed within 20 seconds or less measured on a monthly basis. The response time standard refers to online POS transactions and is defined as the time between the pressing of   “enter/send” at the input device and the receipt and display of the entire, complete response at the input device.


The Vendor {Contractor} and its certified TPPs shall meet the response time requirements contained in 7 C.F.R. 274.8(b) (1) (ii).


The Vendor {Contractor} shall provide a report of compliance on a monthly basis by the due date as determined during the kick off meeting.
	
$500 per month in which the standard is not met. 









$500 per month in which the standard is not met. 




$500 per month in which the standard is not met. 



	Cardholder and Retailer Initiated Account Adjustments
Bid Solicitation Section 3.18

	The Vendor {Contractor} shall research 
and complete Recipient-initiated  
adjustments within ten (10) business 
days of the date the adjustment request
 is initiated.



The Vendor {Contractor} shall research
and complete Retailer initiated 
adjustments within ten (10) business 
days from the date the error occurred.
	$500 per occurrence if 
Recipient-initiated 
adjustments are not 
completed within ten (10)
business days of the date 
the adjustment is initiated. 


$500 per occurrence if 
Retailer initiated 
adjustments are not 
completed within ten (10) 
business days of the date 
the error occurred.




	
EBT System Changes
Bid Solicitation Section 3.21

	
Changes to the EBT system without prior notification to the State, which adversely affects State operations or Recipient benefit access.
	
$2,500 for each modification completed without State approval. 

	
Case/ Recipient set-up and benefit authorization Bid Solicitation
Section 3.23


	


Daily benefit authorizations received by 11:59 p.m. ET will be posted to Recipient accounts and be available no later than 12:01 a.m. ET the next morning.


Monthly benefits authorizations shall be posted to the Recipient accounts and be available no later than 12:01 a.m. ET on the benefit availability date.
	Damages if not available by
12:31 am ET:

$1,000 if daily benefits are not available on the following day for two (2) or more occurrences per day within a calendar month.

$3,000 after 30 minutes if monthly benefits are not available on the following day for two (2) or more occurrences per day within a calendar month.



	

File Monitoring Bid Solicitation Sections 3.23 (F), (G), (H), and (I); 3.25; 3.26 (D), (G), and (H)
	

All files and reports are sent accurately and within the time frame designated. 
	

$1000 for each failure to meet this requirement.

	




Change Management Bid Solicitation Section 3.34

	

Response to change or enhancement requests shall be responded to within ten (10) business days, or a mutually agreed upon date. 


Time frames and price estimates shall be provided within 15 business days.
	

$100 per business day in excess of ten (10) days or the mutually agreed upon date. 


$100 per business day in excess of 15 business days. 




[bookmark: _Toc349639918][bookmark: _Toc400531526][bookmark: _Toc428533997][bookmark: _Toc31289438][bookmark: _Toc66687704]NOTIFICATION OF LIQUIDATED DAMAGES

Upon determination that liquidated damages are to be assessed, the Director or the State Contract Manager will notify the Vendor {Contractor} of the assessment in writing. The availability of any period of cure will depend on the situation and will be in the sole discretion of the Director.  The Director may, in the Director’s sole discretion, elect to notify the Vendor {Contractor} that liquidated damages may be assessed so as to provide a warning, prior to assessing them in accordance with this section, but if the Director does not provide such a warning the Director is not precluded from assessing liquidated damages in accordance with this Blanket P.O.  Notwithstanding any provision of any Bid Solicitation to the contrary, should there be any conflict between this section and any provision of a Bid Solicitation, this section shall supersede such Bid Solicitation provision to the contrary.  

[bookmark: _Toc349639919][bookmark: _Toc400531527][bookmark: _Toc428533998][bookmark: _Toc31289439][bookmark: _Toc66687705]CONDITIONS FOR TERMINATION OF LIQUIDATED DAMAGES

The continued assessment of liquidated damages may be terminated at the sole discretion of the Director, only if all of the following conditions are met:

A. The Vendor {Contractor} corrects the condition(s) for which liquidated damages were imposed;

B. The Vendor {Contractor} notifies the State Contract Manager in writing that the condition(s) has (have) been corrected; and


C. The SCM will immediately advise the Director that he/she has received notice from the Vendor {Contractor} that the condition(s) have been corrected, and that the SCM has verified that the condition(s) have been corrected, and that the SCM recommends that the assessment of Liquidated Damages be terminated.  Upon such notification, the Director will timely review and approve the recommendation of State Contract Manager.The Director reviews and approves in writing the recommendation of State Contract Manager.
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If any portion of the liquidated damages provisions is determined to be unenforceable by a New Jersey court in one (1) or more applications, that portion remains in effect in all applications not determined to be invalid and is severable from the invalid applications. If any portion of the liquidated damages provisions is determined to be unenforceable, the other provision(s) shall remain in full force and effect.
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The continued assessment of liquidated damages may be waived in writing at the sole discretion of the Director.  The waiver of any liquidated damages due to the State, shall constitute a waiver only as to such assessment of liquidated damages and not a waiver of any future liquidated damage assessments. The State will assess liquidated damages within 90 days of its notice to the Vendor {Contractor} that such damages may be claimed by the State for any specific triggering eventFailure to assess liquidated damages or to demand payment of liquidated damages within any period of time shall not constitute a waiver of such claim by the State.  
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Once assessed pursuant to Section 5.14, liquidated damages will be deducted from any funds owed to the Vendor {Contractor} by the State, and in the event the amount due the Vendor {Contractor} is not sufficient to satisfy the amount of the liquidated damages, the Vendor {Contractor} shall pay the balance to the State of New Jersey within 30 calendar days of written notification of the assessment. If the amount due is not paid in full, the balance will be deducted from subsequent payments to the Vendor {Contractor}. 

[bookmark: _Toc400531531][bookmark: _Toc428534002][bookmark: _Toc31289443][bookmark: _Toc66687709]RETAINAGE

The amount of retainage for this Blanket P.O. is 10%.  The Using Agency shall retain the stated percentage of each invoice submitted.  At the end of each three (3) month period, the Using Agency shall review the Vendor’s {Contractor’s} performance.  If performance has been satisfactory, the Using Agency shall release 90% of the retainage for the preceding three (3) month period.  Following certification by the State Contract Manager that all services have been satisfactorily performed the balance of the retainage shall be released to the Vendor {Contractor}.

[bookmark: _Toc400531532][bookmark: _Toc428534003][bookmark: _Toc31289444][bookmark: _Toc66687710]ADDITIONAL WORK AND/OR SPECIAL PROJECTS

The Vendor {Contractor} shall not begin performing any additional work or special projects without first obtaining  the State Contract Manager’s recommendation and the Director’s written approval.

In the event of additional work and/or special projects, the Vendor {Contractor} must present a written Quote to perform the additional work to the State Contract Manager.  The Quote should provide justification for the necessity of the additional work.  The relationship between the additional work and the base Blanket P.O. work must be clearly established by the Vendor {Contractor} in its Quote.

The Vendor’s {Contractor’s} written Quote must provide a detailed description of the work to be performed broken down by task and subtask.  The Quote should also contain details on the level of effort, including hours, labor categories, etc., necessary to complete the additional work.

The written Quote must detail the cost necessary to complete the additional work in a manner consistent with this Blanket P.O.  The written price schedule must be based upon the hourly rates, unit costs or other cost elements submitted by the Vendor {Contractor} in the Vendor’s {Contractor’s} original Quote submitted in response to this Bid Solicitation.  Whenever possible, the price schedule should be a firm, fixed price to perform the required work.  The firm, fixed price should specifically reference and be tied directly to costs submitted by the Vendor {Contractor} in its original Quote.  A payment schedule, tied to successful completion of tasks and subtasks, must be included.

Upon receipt and approval of the Vendor’s {Contractor’s} written Quote, the State Contract Manager shall forward same to the Director for the Director’s written approval.  Complete documentation from the Using Agency, confirming the need for the additional work, must be submitted.  Documentation forwarded by the State Contract Manager to the Director must include all other required State approvals, such as those that may be required from the State of New Jersey’s Office of Management and Budget and Office of Information Technology.

In the event the Vendor {Contractor} proceeds with additional work and/or special projects without the Director’s written approval, it shall be at the Vendor’s {Contractor’s} sole risk.  The State shall be under no obligation to pay for work performed without the Director’s written approval.

[bookmark: _Toc400531533][bookmark: _Toc428534004][bookmark: _Toc31289445][bookmark: _Toc66687711]MODIFICATIONS AND CHANGES TO THE State of NJ STANDARD TERMS AND CONDITIONS (SSTC)

2. [bookmark: _Toc400531535][bookmark: _Toc428534006][bookmark: _Toc31289446][bookmark: _Toc66687712]INDEMNIFICATION

Section 4.1 of the SSTC is deleted and replaced with the following:

INDEMNIFICATION –  Section 4.1 of the SSTC is deleted in its entirety and replaced with the following;

4.1 INDEMNIFICATION 

A.	Vendor {Contractor} Responsibilities - The Vendor’s {Contractor’s} liability to the State and its employees in third party suits shall be as follows:
1.	The Vendor {Contractor} shall indemnify, defend, and save harmless the State and its officers, agents, servants and employees, from and against any and all third party claims, demands, suits, actions, recoveries, judgments and costs and expenses in connection therewith:

i.	For or on account of the loss of life, tangible property (not including lost or damaged data) or injury or damage to the person, body or property (not including lost or damaged data) of any person or persons whatsoever, which shall arise from or result directly or indirectly from the work and/or products supplied under the Blanket P.O.; and  
ii.	For or on account of the use of any patent, copyright, trademark, trade secret or other proprietary right of any copyrighted or un-copyrighted composition, secret process, patented or unpatented invention, article or appliance (“Intellectual Property Rights”) furnished or used in the performance of the Blanket P.O.; and
iii.	For or on account of a Breach of Security resulting from Vendor {Contractor}’s breach of its obligation to encrypt Personal Data or otherwise prevent its release or misuse; and
iv.	The Vendor’s {Contractor’s} indemnification and liability under Section 4.1(A)(1) is not limited by, but is in addition to the insurance obligations contained in Section 4.2 of the SSTC (as modified).  

2. In the event of a claim or suit involving third-party Intellectual Property Rights, the Vendor {Contractor}, at its option, may: (1) procure for the State the legal right to continue the use of the product; (2) replace or modify the product to provide a non-infringing product that is the functional equivalent; or (3) refund the purchase price less a reasonable allowance for use that is agreed to by both parties.  The State will (1) promptly notify Vendor {Contractor} in writing of any claim or suit; (2) Vendor {Contractor} shall have control of the defense and settlement of any claim that is subject to Section 4.1(A)(1); provided, however, that the State must approve any settlement of the alleged claim, which approval shall not be unreasonably withheld. The State may observe the proceedings relating to the alleged claim and confer with the Vendor {Contractor} at its expense. Furthermore, neither Vendor {Contractor} nor any attorney engaged by Vendor {Contractor} shall defend the claim in the name of the State of New Jersey, nor purport to act as legal representative of the State of New Jersey, without having provided notice to the Director of the Division of Law in the Department of Law and Public Safety and to the Director of the Division of Purchase and Property, New Jersey Department of the Treasury.  The State of New Jersey may, at its election and expense, assume its own defense and settlement.

3. Notwithstanding the foregoing, Vendor {Contractor} has no obligation or liability for any claim or suit concerning third-party Intellectual Property Rights arising from: (1) the State’s unauthorized combination, operation, or use of a product supplied under this contract with any product, device, or software not supplied by Vendor {Contractor}; (2) the State’s unauthorized alteration or modification of any product supplied under this contract; (3) the Vendor {Contractor}’s compliance with the State’s designs, specifications, requests, or instructions, provided that if the State provides Vendor {Contractor} with such designs, specifications, requests, or instructions, Vendor {Contractor} reviews same and advises that such designs, specifications, requests or instructions present potential issues of patent or copyright infringement and the State nonetheless directs the Vendor {Contractor} to proceed with one or more designs, specifications, requests or instructions that present potential issues of patent or copyright infringement; or (4) the State’s failure to promptly implement a required update, use a new version of the product, or to make a change or modification to the product if requested in writing by Vendor {Contractor}. 

4. Vendor {Contractor} will be relieved of its responsibilities under Subsection 4.1(A)(1)(i), (ii), and (iii) for any claims made by an unaffiliated third party that arise solely from the actions or omissions of the State, its officers, employees or agents.

 
5. This section 4.1 states the entire obligation of Vendor {Contractor} and the exclusive remedy of the State, in respect of any infringement or alleged infringement of any Intellectual Property Rights.  This indemnity obligation and remedy are given to the State solely for its benefit and in lieu of, and Vendor {Contractor} disclaims, all warranties, conditions and other terms of non-infringement or title with respect to any product.

6. The provisions of this indemnification clause shall in no way limit the Vendor {Contractor}'s obligations assumed in the contract, nor shall they be construed to relieve the Vendor {Contractor} from any liability, nor preclude the State from taking any other actions available to it under any other provisions of the contract or otherwise at law or equity. 
 
7. The Vendor {Contractor} agrees that any approval by the State of the work performed and/or reports, plans or specifications provided by the Vendor {Contractor} shall not operate to limit the obligations of the Vendor {Contractor} assumed in the contract.


8. 	The State of New Jersey will not indemnify, defend or hold harmless the Vendor {Contractor}. The State will not pay or reimburse for claims absent compliance with Section 4.1(B) of these SSTCs and a determination by the State to pay the claim or a final order of a court of competent jurisdiction.

C. STATE RESPONSIBILITIES - Subject to the New Jersey Tort Claims Act (N.J.S.A. 59:1-1 et seq.), the New Jersey Contractual Liability Act (N.J.S.A. 59:13-1 et seq.) and the appropriation and availability of funds, the State will be responsible for any cost or damage arising out of actions or inactions of the State, its employees or agents under Section 4.1(A)(1)(i), (ii), and (iii) which results in an unaffiliated third party claim.  This is Vendor {Contractor}’s exclusive remedy for these claims.

4.1.1. LIMITATION OF LIABILITY 

a.	The Vendor’s {Contractor’s} liability for actual, direct damages resulting from the Vendor’s {Contractor’s} performance or non-performance of, or in any manner related to, the contract for any and all third party claims, shall be limited in the aggregate to 200% of the fees paid by the State during the previous twelve months to Vendor {Contractor} for the products or services giving rise to such damages.  Notwithstanding the preceding sentence, in no event shall the limit of liability be less than $100,000. This limitation of liability shall not apply to the following:
i.	The Vendor’s {Contractor's} indemnification obligations as described in Section 4.1; and
ii.	The Vendor’s {Contractor’s} breach of its obligations of confidentiality described in Section 5.9.
b.	Notwithstanding the foregoing exclusions, where a Breach of Security is a direct result of Vendor’s {Contractor’s} breach of its contractual obligation to encrypt Personal Data pursuant to Bid Solicitation Section 3.37.6(C) or otherwise prevent its release as reasonably determined by the State, the Vendor {Contractor} shall bear the costs associated with (1) the investigation and resolution of the Breach of Security; (2) notifications to individuals, regulators, or others required by federal and state laws or as otherwise agreed to; (3) a credit monitoring service required by state or federal law or as otherwise agreed to; (4) a website or a toll-free number and call center for affected individuals required by federal and state laws — all not to exceed the average per record, per person cost calculated for data breaches in the United States in the most recent Cost of Data Breach Study: Global Analysis published by the Ponemon Institute for the public sector at the time of the Breach of Security; and (5) completing all corrective actions as reasonably determined by Vendor {Contractor} based on root cause of the Breach of Security.

c.	The Vendor {Contractor} shall not be liable for punitive, special, incidental, or consequential damages.
The Vendor’s {Contractor’s} liability to the State and its employees in third party suits shall be as follows:

a. The Vendor {Contractor} shall assume all risk of and responsibility for, and agrees to indemnify, defend, and save harmless the State and its officers, agents, servants and employees, from and against any and all third party claims, demands, suits, actions, recoveries, judgments and costs and expenses in connection therewith:
i.	For or on account of the loss of life, property or injury or damage to the person, body or property of any person or persons whatsoever, which shall arise from or result directly or indirectly from the work and/or products supplied under this Blanket P.O. or the order; and
  
ii.	For or on account of the use of any patent, copyright, trademark, trade secret or other proprietary right of any copyrighted or uncopyrighted composition, secret process, patented or unpatented invention, article or appliance (“Intellectual Property Rights”) furnished or used in the performance of this Blanket P.O. {Contract}; and

iii.	The Vendor’s {Contractor’s} indemnification and liability under subsection (a) is not limited by, but is in addition to the insurance obligations contained in Section 4.2 of these Terms and Conditions.  

b. In the event of a claim or suit involving third-party Intellectual Property Rights, the Vendor {Contractor}, at its option, may: (1) procure for the State the legal right to continue the use of the product; (2) replace or modify the product to provide a non-infringing product that is the functional equivalent; or (3) refund the purchase price less a reasonable allowance for use that is agreed to by both parties.  The State will (1) promptly notify Vendor {Contractor} in writing of the claim or suit; (2) Vendor {Contractor} shall have control of the defense and settlement of any claim that is subject to Section 4.1(a); provided; however, that the State must approve any settlement of the alleged claim, which approval shall not be unreasonably withheld. The State may observe the proceedings relating to the alleged claim and confer with the Vendor {Contractor} at its expense. Furthermore, neither Vendor {Contractor} nor any attorney engaged by Vendor {Contractor} shall defend the claim in the name of the State of New Jersey or any Authorized Purchaser, nor purport to act as legal representative of the State of New Jersey or any Authorized Purchaser, without having provided notice to the Director of the Division of Law in the Department of Law and Public Safety and to the Director of DPP.  The State of New Jersey may, at its election and expense, assume its own defense and settlement;

c. 	Notwithstanding the foregoing, Vendor {Contractor} has no obligation or liability for any claim or suit concerning third-party Intellectual Property Rights arising from: (1) the State’s unauthorized combination, operation, or use of a product supplied under this Blanket P.O. with any product, device, or Software not supplied by Vendor {Contractor}; (2) the State’s unauthorized alteration or modification of any product supplied under this Blanket P.O.; (3) the Vendor’s {Contractor’s} compliance with the State’s designs, specifications, requests, or instructions, provided that if the State provides Vendor {Contractor} with such designs, specifications, requests, or instructions, Vendor {Contractor} reviews same and advises that such designs, specifications, requests or instructions present potential issues of patent or copyright infringement and the State nonetheless directs the Vendor {Contractor} to proceed with one (1) or more designs, specifications, requests or instructions that present potential issues of patent or copyright infringement; or (4) the State’s failure to promptly implement a required update or modification to the product provided by Vendor {Contractor}; 

d. Vendor {Contractor} will be relieved of its responsibilities under Subsection 4.1(a)(i) and (ii) for any claims made by an unaffiliated third party that arise solely from the actions or omissions of the State, its officers, employees or agents.  Subject to the New Jersey Tort Claims Act (N.J.S.A. 59:1-1 et seq.), the New Jersey Contractual Liability Act (N.J.S.A. 59:13-1 et seq.) and the appropriation and availability of funds, the State will be responsible for any cost or damage arising out of actions or inactions of the State, its employees or agents under Subsection 4.1(a)(i) and (ii) which results in an unaffiliated third party claim.  This is Vendor’s {Contractor’s} exclusive remedy for these claims;

e. This section states the entire obligation of Vendor {Contractor} and its suppliers, and the exclusive remedy of the State, in respect of any infringement or alleged infringement of any Intellectual Property Rights.  This indemnity obligation and remedy are given to the State solely for its benefit and in lieu of, and Vendor {Contractor} disclaims, all warranties, conditions and other terms of non-infringement or title with respect to any product; and

f.    The State of New Jersey will not indemnify, defend, pay or reimburse for claims or take similar actions on behalf of the Vendor {Contractor}.

4.1.1 	LIMITATION OF LIABILITY

a. The Vendor {Contractor}’s liability to the State for actual, direct damages resulting from the Vendor {Contractor}’s performance or non-performance of, or in any manner related to, this Blanket P.O. for any and all claims, shall be limited in the aggregate to 500% of the fees paid to Vendor {Contractor} for the products or Services giving rise to such damages, except that such limitation of liability shall not apply to the following:
i.	The Vendor {Contractor}'s indemnification obligations as described in the SSTC Section 4.1; and
ii.	The Vendor {Contractor}’s breach of its obligations of confidentiality described in Bid Solicitation Section 5.9.1; and

b. The Vendor {Contractor} shall not be liable for consequential or incidental damages.  

[bookmark: _Toc66687713][bookmark: _Toc400531536][bookmark: _Toc428534007][bookmark: _Toc31289447]INSURANCE 
- PROFESSIONAL LIABILITY INSURANCE

Section 4.2 of the SSTC regarding insurance is deleted and replaced with the following: 

4.2 INSURANCE

The contractor shall secure and maintain in force for the term of the contract insurance as provided herein. All required insurance shall be provided by insurance companies with an A-VIII or better rating by A.M. Best & Company. All policies must be endorsed to provide 30 days’ written notice of cancellation or material change to the State of New Jersey at the address shown below. If the contractor’s insurer cannot provide 30 days written notice, then it will become the obligation of the contractor to provide the same.  The contractor shall provide the State with current certificates of insurance for all coverages and renewals thereof. Renewal certificates shall be provided within 30 days of the expiration of the insurance. The contractor shall not begin to provide services or goods to the State until evidence of the required insurance is provided. The certificates of insurance shall indicate the contract number or purchase order number and title of the contract in the Description of Operations box and shall list the State of New Jersey, Department of the Treasury, Division of Purchase & Property, Contract Compliance & Audit Unit, P.O. Box 236, Trenton, New Jersey 08625 in the Certificate Holder box. The certificates and any notice of cancelation shall be emailed to the State at: 
ccau.certificate@treas.nj.gov

The insurance to be provided by the contractor shall be as follows: 

A. Occurrence Form Commercial General Liability Insurance or its equivalent: The minimum limit of liability shall be $1,000,000 per occurrence as a combined single limit for bodily injury and property damage. The above required Commercial General Liability Insurance policy or its equivalent shall name the State, its officers, and employees as “Additional Insureds” and include the blanket additional insured endorsement or its equivalent. The coverage to be provided under these policies shall be at least as broad as that provided by the standard basic Commercial General Liability Insurance occurrence coverage forms or its equivalent currently in use in the State of New Jersey, which shall not be circumscribed by any endorsement limiting the breadth of coverage; 

B. Automobile Liability Insurance which shall be written to cover any automobile used by the insured. Limits of liability for bodily injury and property damage shall not be less than $1,000,000 per occurrence as a combined single limit. The State must be named as an “Additional Insured” and a blanket additional insured endorsement or its equivalent must be provided when the services being procured involve vehicle use on the State’s behalf or on State controlled property;

C. Worker’s Compensation Insurance applicable to the laws of the State of New Jersey and Employers Liability Insurance with limits not less than: 

1. $1,000,000 BODILY INJURY, EACH OCCURRENCE; 
2. $1,000,000 DISEASE EACH EMPLOYEE; and 
3. $1,000,000 DISEASE AGGREGATE LIMIT. 

a. This $1,000,000 amount may have been raised by the RFP when deemed necessary by the Director; and

b. In the case of a contract entered into pursuant to N.J.S.A. 52:32-17 et seq., (small business set asides) the minimum amount of insurance coverage in subsections a., b., and c. above may have been lowered in the RFP for certain commodities when deemed in the best interests of the State by the Director. 

D. Professional Liability Insurance:  The Vendor {Contractor} shall carry Errors and Omissions, Professional Liability Insurance, and/or Professional Liability Malpractice Insurance sufficient to protect the Vendor {Contractor} from any liability arising out the professional obligations performed pursuant to the requirements of this Blanket P.O.  The insurance shall be in the amount of not less than $5,000,000 and in such policy forms as shall be approved by the State.  If the Vendor {Contractor} has claims-made coverage and subsequently changes carriers during the term of this Blanket P.O., it shall obtain from its new Errors and Omissions, Professional Liability Insurance, and/or Professional Malpractice Insurance carrier an endorsement for retroactive coverage.

E. Cyber Breach Insurance: The Vendor {Contractor} shall carry Cyber Breach Insurance in sufficient to protect the Vendor {Contractor} from any liability arising out of its performance pursuant to the requirements of this Blanket P.O.  The insurance shall be in an amount of not less than $5,000,000 [or higher if appropriate – see table below for consideration] and in such policy forms as shall be approved by the State.  The insurance shall at a minimum cover the following: Data loss, ransomware and similar breaches to computers, servers and software; Protection against third-party claims; cost of notifying affected parties; cost of providing credit monitoring to affected parties; forensics; cost of public relations consultants; regulatory compliance costs; costs to pursue indemnity rights; costs to Data Breach and Credit Monitoring Services analyze the insured’s legal response obligations; costs of defending lawsuits; judgments and settlements; regulatory response costs; costs of responding to regulatory investigations; and costs of settling regulatory claims. 



Section 4.2 of the SSTC regarding insurance is modified with the addition of the following section regarding Professional Liability Insurance.  

D. Professional Liability Insurance:  The Vendor {Contractor} shall carry Errors and Omissions, Professional Liability Insurance, and/or Professional Liability Malpractice Insurance sufficient to protect the Vendor {Contractor} from any liability arising out the professional obligations performed pursuant to the requirements of this Blanket P.O.  The insurance shall be in the amount of not less than $5,000,000 and in such policy forms as shall be approved by the State.  If the Vendor {Contractor} has claims-made coverage and subsequently changes carriers during the term of this Blanket P.O., it shall obtain from its new Errors and Omissions, Professional Liability Insurance, and/or Professional Malpractice Insurance carrier an endorsement for retroactive coverage. 



[bookmark: _Toc400531537][bookmark: _Toc428534008][bookmark: _Toc31289448][bookmark: _Toc66687714]PERFORMANCE GUARANTEE OF VENDOR {CONTRACTOR}

Section 5.11 of the SSTC is deleted and replaced with the following:

5.11	VENDOR {CONTRACTOR} PERFORMANCE WARRANTIES 

1. COTS and Customized Software 
a. Vendor {Contractor} warrants that the COTS and Customized Software products licensed to the State shall operate in all material respects as described in the Bid Solicitation and/or Vendor {Contractor} technical documentation for 90 days after Acceptance.  The State shall notify Vendor {Contractor} of any COTS or Customized Software product deficiency within 90 days after Acceptance. For a Blanket P.O. requiring the delivery of COTS or Customized Software and Custom Software, a notice within one hundred eighty (180) days that describes a deficiency in functional terms without specifying whether the deficiency is with COTS, Customized Software or Custom Software shall be deemed a notice that triggers the warranty provisions in both Section 5.11(a) and 5.11(b) of the Blanket P.O.;
 
b. Except for the portion of Vendor’s {Contractor’s} COTS or Customized Software product that intentionally contains one (1) or more of the following for the purpose of anti-virus protection,  Vendor {Contractor} warrants that, at the time of delivery and installation of the COTS or Customized Software provided pursuant to this Blanket P.O., its product shall be free of what are commonly defined as viruses, backdoors, worms, spyware, malware and other malicious code that will hamper performance of the COTS or Customized Software, collect unlawful PII personally identifiable information on users, or prevent the COTS or Customized Software from performing as required under this Blanket P.O.;

c. In the event of any breach of this warranty, the Vendor {Contractor} shall correct the product errors that caused the breach of warranty, or if Vendor {Contractor} cannot substantially correct such breach in a commercially reasonable manner, the State may end its usage and recover the fees paid to Vendor {Contractor} for the license and any unused, prepaid technical support fees paid.  Under no circumstances does this warranty provision limit the Vendor’s {Contractor’s} obligation in the event of a breach of confidentiality;
 
d. Vendor {Contractor} does not warrant that COTS or Customized Software is error-free or that it will operate uninterrupted.

2. Custom Software
a. Vendor {Contractor} warrants that Custom Software Deliverables shall operate in all material respects as described in the applicable specification documentation for 180 days after Acceptance.  The State shall notify Vendor {Contractor} of any Custom Software deficiency within 180 days after Acceptance of the Custom Software Deliverable.  Where the Vendor {Contractor} is providing multiple Custom Software Deliverables over the term of the Blanket P.O., the Notice Period shall begin to run after the Acceptance of the final Custom Software Deliverable under the Blanket P.O. At that time, the State may assert defect claims relating to any and all of the Custom Software Deliverables provided under the Blanket P.O.; however, the State may also assert claims earlier, in its discretion, without waiving the Notice Period;

b. For a Blanket P.O. requiring the delivery of COTS or Customized Software and Custom Software, a notice within one hundred eighty (180) days that describes a deficiency in functional terms without specifying whether the deficiency is with COTS, Customized Software or Custom Software shall be deemed a notice that triggers the warranty provisions in both Section 5.11(a) and 5.11(b) of the Blanket P.O.

c. Vendor {Contractor} warrants that, at the time of Acceptance of the Custom Software Deliverable provided pursuant to this Blanket P.O., its product shall be free of what are commonly defined as viruses, backdoors, worms, spyware, malware and other malicious code that will hamper performance of the Custom Software, collect unlawful personally identifiable information on users, or prevent the Custom Software from performing as required under this Blanket P.O.  Under no circumstances does this warranty provision limit the Vendor’s {Contractor’s} obligation in the event of a breach of confidentiality;

d. In the event of any breach of this warranty, Vendor {Contractor} shall correct the Custom Software errors that caused the breach of warranty, or if Vendor {Contractor} cannot substantially correct such breach in a commercially reasonable manner, the State may recover a portion of the fees paid to Vendor {Contractor} for the Custom Software with the uncorrected defect or in the event that the Custom Software is still deemed, by the State in its sole discretion, to be usable by the State even with the uncorrected defect, the State may recover a portion of the fees paid to Vendor {Contractor} for the Custom Software (up to the total amount of such charges for such Custom Software) to reflect any reduction in the value of the Custom Software Deliverable as a result of the uncorrected defect. Under no circumstances does this warranty provision limit the Vendor’s {Contractor’s} obligations in the event of a breach of confidentiality;

e. Vendor {Contractor} does not warrant that Custom Software is error-free or that it will operate uninterrupted;

3. IT Services
a. Vendor {Contractor} warrants that all Services will be provided in a professional manner consistent with industry standards.  The State shall notify Vendor {Contractor} of any Services warranty deficiencies within 90 days from performance of the deficient Services;
  
b. In the event of any breach of this warranty, the Vendor {Contractor} shall re-perform the deficient Services, or if Vendor {Contractor} cannot substantially correct a breach in a commercially reasonable manner, the State may end the relevant Services and recover the fees paid to Vendor {Contractor} for the deficient Services.

4. Hardware 
a. Vendor {Contractor} warrants that the equipment offered is standard new equipment, and is the manufacturer's latest model in production, with parts regularly used for the type of equipment offered; that such parts are all in production and not likely to be discontinued; and that no attachment or part has been substituted or applied contrary to manufacturer's recommendations and standard practice;
 
b. Vendor {Contractor} warrants that all equipment supplied to the State and operated by electrical current is UL listed where applicable;

c. Vendor {Contractor} warrants that all new machines are to be guaranteed as fully operational for one (1) year from time of Acceptance by the State.  For the avoidance of doubt, Acceptance with respect to Hardware in this Section 5.11(g) shall occur no later than 60 days after delivery, as evidenced by a signed delivery receipt. The Vendor {Contractor} shall render prompt service without charge, regardless of geographic location;
 
d. Vendor {Contractor} warrants that sufficient quantities of parts necessary for proper service to equipment shall be maintained at distribution points and service headquarters;

e. Vendor {Contractor} warrants that trained mechanics are regularly employed to make necessary repairs to equipment in the territory from which the service request might emanate within a 48-hour period or within the time accepted as industry practice; 

f. Vendor {Contractor} warrants that all Software included with the Hardware shall perform substantially in accordance with specifications, for one (1) year from the time of Acceptance.  Vendor {Contractor} warrants that Software media will be free from material defects in materials and workmanship for a period of one (1) year from the date of Acceptance;

g. In the event of any breach of this warranty, Vendor {Contractor} shall promptly repair, replace or refund the purchase price of product rejected for failure to conform with Vendor’s {Contractor’s} product specifications; and

5. THE WARRANTIES SET FORTH HEREIN ARE EXCLUSIVE AND IN LIEU OF ALL OTHER WARRANTIES, WHETHER EXPRESS OR IMPLIED, AND VENDOR {CONTRACTOR} EXPRESSLY DISCLAIMS ALL OTHER WARRANTIES, INCLUDING ANY IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
6. 


2.2.1 [bookmark: _Toc66687715]Price Fluctuation

Section 6.1 of the New Jersey State Standard Terms and Conditions has been deleted and replaced by the following: 

Unless otherwise agreed to in writing by the State, all prices quoted shall be firm through issuance of contract or purchase order and shall not be subject to increase during the period of the contract. In an exceptional situation the State may consider a price adjustment. Requests for price adjustments must include justification and documentation.

2.2.2 [bookmark: _Toc66687716]Assignment 

Section 5.8 (B) has been deleted and replaced with the following: 

(B) The contractor may not assign its responsibilities under the contract, in whole or in part, without the prior written consent of the Director. provided however that no such consent is needed in the case of a merger, acquisition or sale of substantially all of Vendor’s {Contractor’s} assets associated with the Services.  In the event of a merger, acquisition or sale of substantially all of Vendor {Contractor’s} assets, Vendor {Contractor} will provide timely notice of such transaction to the State, and will cooperate with the State to provide updated information regarding Vendor’s {Contractor’s} ownership, identity and otherwise as required.  

[bookmark: _Toc418488941][bookmark: _Toc428534009]
[bookmark: _Toc66687717][bookmark: _Toc31289450]INSURANCE

Section 7.3 of the Bid Solicitation is hereby modified as follows: 

The first sentence of Section 7.3 is striken and replaced with the following sentence:  The Vendor {Contractor} shall provide the State with current certificates of insurance for all coverages required by the terms of this Blanket P.O.




[bookmark: _Toc66687719]ACCESSIBILITY COMPLIANCE

The Vendor {Contractor} acknowledges that the State may be required to comply with the accessibility standards of Section 508 of the Rehabilitation Act, 29 U.S.C. §794.  The Vendor {Contractor} agrees that any information that it provides to the State in the form of a Voluntary Product Accessibility Template (VPAT) about the accessibility of the Software is accurate to a commercially reasonable standard and the Vendor {Contractor} agrees to provide the State with technical information available to support such VPAT documentation in the event that the State relied on any of Vendor’s {Contractor’s} VPAT information to comply with the accessibility standards of Section 508 of the Rehabilitation Act, 29 U.S.C. §794.  In addition, Vendor {Contractor} shall defend any claims against the State that the Software does not meet the accessibility standards set forth in the VPAT provided by Provider in order to comply with the accessibility standards of Section 508 of the Rehabilitation Act, 29 U.S.C. §794 and will indemnify the State with regard to any claim made against the State with regard to any judgment or settlement resulting from those claims to the extent the Provider’s Software provided under this Blanket P.O. was not accessible in the same manner as or to the degree set forth in the Vendor’s {Contractor’s} statements or information about accessibility as set forth in the then-current version of an applicable VPAT.
The Vendor {Contractor} shall meet the established and testable standards Level AA of the Web Content Accessibility Guidelines 2.0 (WCAG) per the Revised Standard in Section 508 of the Rehabilitation Act of 1973 for any web-based systems.  The Vendor is solely responsible for resolving any operational deficiencies the State reports regarding the accessibility of content available on its products or through its services for the duration of the contract. 

[bookmark: _Toc400531538][bookmark: _Toc428534010][bookmark: _Toc31289451][bookmark: _Toc66687720]BLANKET P.O. ACTIVITY REPORT

The Vendor {Contractor} must provide, on a biannual basis, a record of all purchases made under this Blanket P.O. resulting from this Bid Solicitation.  This reporting requirement includes sales to State Using Agencies, political sub-divisions thereof and, if permitted under the terms of this Blanket P.O., sales to counties, municipalities, school districts, volunteer fire departments, first aid squads and rescue squads, independent institutions of higher education, state and county colleges and quasi-State entities.  Quasi-State agencies include any agency, commission, board, authority or other such governmental entity which is established and is allocated to a State department or any bi-state governmental entity of which the State of New Jersey is a member.

This information must be provided in Microsoft excel such that an analysis can be made to determine the following:

A. Vendor’s {Contractor’s} total sales volume, with line item detail, to each purchaser under this Blanket P.O.;

B. Subtotals by product, including, if applicable, catalog number and description, price list with appropriate page reference, and/or Blanket P.O. discount applied; and

C. Total dollars paid to Subcontractors.

Submission of purchase orders, confirmations, and/or invoices do not fulfill this Blanket P.O. requirement for information.  Failure to report this mandated information may be a factor in future award decisions.

The Vendor {Contractor} must submit the required information in Microsoft Excel format to NJSupplierReports@treas.nj.gov. 

Reports are due:
		January 1st through June 30th – due by July 30th; and
		July1st through December 31st – due by January 30th.
	
[bookmark: _Toc400531539][bookmark: _Toc428534011][bookmark: _Toc31289452][bookmark: _Toc66687721]ELECTRONIC PAYMENTS

With the award of this Blanket P.O., the successful Vendor(s) {Contractor(s)} will be required to receive its payment(s) electronically.  In order to receive your payments via automatic deposit from the State of New Jersey, you must complete the EFT information within your NJSTART Vendor Profile.  Please refer to Section 5.2 of the QRG entitled “Vendor Profile Management – Company Information and User Access” for instructions. QRGs are located on the NJSTART Vendor Support Page.  


[bookmark: _Toc400531540][bookmark: _Toc428534012][bookmark: _Toc31289453][bookmark: _Toc66687722]PROGRAM EFFICIENCY ASSESSMENT FOR STATE USING AGENCIES

The Program Efficiency Assessment shall not be charged against the winning Vendor {Contractor} and therefore is not to be included in the Vendor’s {Bidder’s} pricing. The State Using Agencies shall be charged an assessment equal to one-quarter of one (1) percent (0.25%) of the value of all transactions under this Blanket P.O.  This assessment is authorized by N.J.S.A. 52:27B-56 and N.J.A.C. 17:12-1.5, to maintain the State’s procurement system at a level to meet industry standards of efficiency.

For purposes of this section, “transaction” is defined as the payment or remuneration to the Vendor {Contractor} for services rendered or products provided to the State pursuant to the terms of this Blanket P.O., including but not limited to the following: purchase orders, invoices, hourly rates, firm fixed price, commission payments, progress payments and contingency payments.
[bookmark: _Toc332803059][bookmark: _Toc324415444][bookmark: _5.17_Retainage][bookmark: _5.21_Additional_Work][bookmark: _5.22_Additional_Work][bookmark: _Toc108508282][bookmark: _Toc129504505][bookmark: _Toc376941629]
[bookmark: _5.9_Substitution_of][bookmark: _5.19_requirements_of_Executive_orde][bookmark: _5.20_requirements_of_Executive_orde]

[bookmark: _Toc400531541][bookmark: _Toc428534013]

[bookmark: _Toc31289455][bookmark: _Toc66687723] QUOTE EVALUATION
[bookmark: _Toc118513836]
[bookmark: _Toc400531542][bookmark: _Toc428534014][bookmark: _Toc31289456][bookmark: _Toc66687724]RIGHT TO WAIVE
Pursuant to N.J.A.C. 17:12-2.7(d) the Director may waive minor irregularities or omissions in a Quote.    The Director also reserves the right to waive a requirement provided that the requirement does not materially affect the procurement or the State's interests associated with the procurement.
[bookmark: _Toc400531543][bookmark: _Toc428534015][bookmark: _Toc31289457][bookmark: _Toc66687725]DIRECTOR’S RIGHT OF FINAL Quote ACCEPTANCE

The Director reserves the right to reject any or all Quotes, or to award in whole or in part if deemed to be in the best interest of the State to do so. The Director shall have authority to award orders or Blanket P.O.s in accordance with N.J.S.A. 52:34-12. Tie Quotes will be awarded by the Director in accordance with N.J.A.C. 17:12-2.10. 

[bookmark: _Toc400531544][bookmark: _Toc428534016][bookmark: _Toc31289458][bookmark: _Toc66687726]STATE'S RIGHT TO INSPECT VENDOR (BIDDER) FACILITIES

The State reserves the right to inspect the Vendor’s {Bidder’s} establishment before making an award, for the purposes of ascertaining whether the Vendor {Bidder} has the necessary facilities for performing the Blanket P.O.

The State may also consult with clients of the Vendor {Bidder} during the evaluation of Quotes. Such consultation is intended to assist the State in making a Blanket P.O. award that is most advantageous to the State.

[bookmark: _Toc400531545][bookmark: _Toc428534017][bookmark: _Toc31289459][bookmark: _Toc66687727]Clarification of Quote / STATE'S RIGHT TO REQUEST FURTHER INFORMATION

After the submission of Quotes, unless requested by the State as noted below, Vendor {Bidder} contact with the State is not permitted. 

After the Quotes are reviewed, one (1), some, or all of the Vendors {Bidders} may be asked to clarify certain aspects of its Quote.  A request for clarification may be made in order to resolve minor ambiguities, irregularities, informalities or clerical errors.  Clarifications cannot correct any deficiencies or material omissions, or revise or modify a Quote.

Further, the Director reserves the right to request a Vendor {Bidder} to explain, in detail, how the Quote price was determined.

[bookmark: _Toc400531546][bookmark: _Toc428534018][bookmark: _Toc31289460][bookmark: _Toc66687728]QUOTE EVALUATION COMMITTEE

Quotes may be evaluated by an Evaluation Committee composed of members of affected departments and agencies together with representative(s) from the Division.  Representatives from other governmental agencies may also serve on the Evaluation Committee.  On occasion, the Evaluation Committee may choose to make use of the expertise of outside consultant(s) in an advisory role.

[bookmark: _Toc31289461][bookmark: _Toc66687729][bookmark: _Toc118513837][bookmark: _Toc400531547][bookmark: _Toc428534019]ORAL PRESENTATION 

Not applicable to this procurement.

[bookmark: _Toc118513838][bookmark: _Toc400531548][bookmark: _Toc428534020][bookmark: _Toc31289462][bookmark: _Toc66687730]EVALUATION CRITERIA

The following evaluation criteria categories, not necessarily listed in order of significance, will be used to evaluate Quotes received in response to this Bid Solicitation.  The evaluation criteria categories may be used to develop more detailed evaluation criteria to be used in the evaluation process.

[bookmark: _Toc118513839][bookmark: _Toc400531549][bookmark: _Toc428534021][bookmark: _Toc31289463][bookmark: _Toc66687731]TECHNICAL EVALUATION CRITERIA

Each criterion will be scored and each score multiplied by a predetermined weight to develop the Technical Evaluation Score.

A. Personnel:  The qualifications and experience of the Vendor’s {Bidder’s} management, supervisory, and key personnel assigned to the Blanket P.O., including the candidates recommended for each of the positions/roles required;

B. Experience of firm:  The Vendor’s {Bidder’s} documented experience in successfully completing Blanket P.O. of a similar size and scope in relation to the work required by this Bid Solicitation; and

C. Ability of firm to complete the Scope of Work based on its Technical Quote:  The Vendor’s {Bidder’s} demonstration in the Quote that the Vendor {Bidder} understands the requirements of the Scope of Work and presents an approach that would permit successful performance of the technical requirements of the Blanket P.O.

[bookmark: _Toc118513840][bookmark: _Toc400531550][bookmark: _Toc428534022][bookmark: _Toc31289464][bookmark: _Toc66687732]VENDOR’S {BIDDER’S} STATE-SUPPLIED PRICE SHEET

For evaluation purposes, Vendors {Bidders} will be ranked from lowest to highest according to the total Quote price located on the State-Supplied Price Sheet accompanying this Bid Solicitation. 

[bookmark: _Toc118513841][bookmark: _Toc400531551][bookmark: _Toc428534023][bookmark: _Toc31289465][bookmark: _Toc66687733]QUOTE DISCREPANCIES

In evaluating Quotes, discrepancies between words and figures will be resolved in favor of words.  Discrepancies between Unit Prices and totals of Unit Prices will be resolved in favor of Unit Prices.  Discrepancies in the multiplication of units of work and Unit Prices will be resolved in favor of the Unit Prices.  Discrepancies between the indicated total of multiplied Unit Prices and units of work and the actual total will be resolved in favor of the actual total.  Discrepancies between the indicated sum of any column of figures and the correct sum thereof will be resolved in favor of the correct sum of the column of figures.

In the event that a Vendor {Bidder} using NJSTART to submit a Quote uploads a State-Supplied Price Sheet and completes the “Items” Tab in NJSTART (instead of entering a Unit Cost of $1.00 as instructed), the State-Supplied Price Sheet will govern.

[bookmark: _Toc31289466][bookmark: _Toc66687734][bookmark: _Toc400531552][bookmark: _Toc428534024]EVALUATION OF THE QUOTES 

After the Evaluation Committee completes its evaluation, it recommends to the Director for award the responsible Vendor(s) {Bidder(s)} whose Quote, conforming to this Bid Solicitation, is most advantageous to the State, price and other factors considered. The Evaluation Committee considers and assesses price, technical criteria, and other factors during the evaluation process and makes a recommendation to the Director.  The Director may accept, reject or modify the recommendation of the Evaluation Committee. Whether or not there has been a negotiation process as outlined in Section 6.8 below, the Director reserves the right to negotiate price reductions with the selected Vendor {Bidder}.

[bookmark: _Toc118513842][bookmark: _Toc400531553][bookmark: _Toc428534025][bookmark: _Toc31289467][bookmark: _Toc66687735]NEGOTIATION AND BEST AND FINAL OFFER (BAFO) 

In accordance with N.J.S.A. 52:34-12(f) and N.J.A.C. 17:12-2-7, after evaluating Quotes, the Bureau may establish a competitive range and enter into negotiations with one (1)  Vendor {Bidder} or multiple Vendors {Bidders} within this competitive range.  The primary purpose of negotiations is to maximize the State’s ability to obtain the best value based on the mandatory requirements, evaluation criteria, and cost.  Multiple rounds of negotiations may be conducted with one (1) Vendor {Bidder} or multiple Vendors {Bidders}.  Negotiations will be structured by the Bureau to safeguard information and ensure that all Vendors {Bidders} are treated fairly.

Similarly, the Bureau may invite one (1) Vendor {Bidder} or multiple Vendors {Bidders} to submit a Best and Final Offer (BAFO). Said invitation will establish the time and place for submission of the BAFO. Any BAFO that does not result in more advantageous pricing to the State will not be considered, and the State will evaluate the Vendor’s {Bidder’s} most advantageous previously submitted pricing.

If required, after review of the BAFO(s), clarification may be sought from the Vendor(s) {Bidder(s)}.  The Division may conduct more than one (1) round of negotiation and/or BAFO in order to attain the best value for the State. 

After evaluation of Quotes and as applicable, negotiation(s), and/or BAFO(s), the Bureau will recommend, to the Director, the responsible Vendor(s) {Bidder(s)} whose Quote(s), conforming to the Bid Solicitation, is/are most advantageous to the State, price and other factors considered. The Director may accept, reject or modify the recommendation of the Bureau. The Director may initiate additional negotiation or BAFO procedures with the selected Vendor(s) {Bidder(s)}.

Negotiations will be conducted only in those circumstances where it is deemed by the Bureau or Director to be in the State’s best interests and to maximize the State’s ability to get the best value.  Therefore, the Vendor {Bidder} is advised to submit its best technical and price Quote in response to this Bid Solicitation since the State may, after evaluation, make a Blanket P.O. award based on the content of the initial submission, without further negotiation and/or BAFO with any Vendor {Bidder}.  

All contacts, records of initial evaluations, any correspondence with a Vendor {Bidder} related to any request for clarification, negotiation or BAFO, any revised technical and/or price Quotes, and related documents will remain confidential until a Notice of Intent to Award a Blanket P.O. is issued.

If the Bureau contemplates negotiation, Quote prices will not be publicly read at the Quote opening.  Only the name and address of each Vendor {Bidder} will be publicly announced at the Quote opening.

[bookmark: _Toc31289468][bookmark: _Toc66687736]“REQUEST FOR REVISION” WITHIN NJSTART

The State may request a revision of the Vendor’s {Bidder’s} Quote within NJSTART. The Vendor {Bidder} shall respond to the “Request for Revision” (e.g., to reduce pricing if a BAFO is requested) only for the reason(s) identified by the State. Any changes made by a Vendor {Bidder} to the Quote other than as requested by the State shall be considered null and void. 

[bookmark: _Toc400531554][bookmark: _Toc428534026][bookmark: _Toc31289469][bookmark: _Toc66687737]POOR PERFORMANCE

A Vendor {Bidder} with a history of performance problems may be bypassed for consideration of an award issued as a result of this Bid Solicitation.  The following materials may be reviewed to determine Vendor {Bidder} performance:  Blanket P.O. cancellations for cause pursuant to Section 5.7(B) of the SSTC; information contained in Vendor performance records; information obtained from audits or investigations conducted by a local, state or federal agency of the Vendor’s {Bidder’s} work experience; current licensure, registration, and/or certification status and relevant history thereof; or its status or rating with established business/financial reporting services, as applicable.  Vendors {Bidders} should note that this list is not exhaustive.
[bookmark: _Toc220920713][bookmark: _Toc400531555][bookmark: _Toc428534027][bookmark: _Toc31289470][bookmark: _Toc66687738]
 BLANKET P.O. AWARD

[bookmark: _Toc220920714][bookmark: _Toc400531556][bookmark: _Toc428534028][bookmark: _Toc31289471][bookmark: _Toc66687739]DOCUMENTS REQUIRED BEFORE BLANKET P.O. AWARD

[bookmark: _Toc220920715][bookmark: _Toc400531557][bookmark: _Toc428534029][bookmark: _Toc31289472][bookmark: _Toc66687740]REQUIREMENTS OF PUBLIC LAW 2005, CHAPTER 51, N.J.S.A. 19:44A-20.13 - N.J.S.A. 19:44A-20.25 (FORMERLY EXECUTIVE ORDER NO. 134), EXECUTIVE ORDER NO. 117 (2008) AND N.J.A.C. 17:12-5 ET SEQ.

A. The State shall not enter into a Blanket P.O. to procure services or any material, supplies or equipment, or to acquire, sell, or lease any land or building from any Business Entity, where the value of the transaction exceeds $17,500, if that Business Entity has solicited or made any contribution of money, or pledge of contribution, including in-kind contributions, to a candidate committee and/or election fund of any candidate for or holder of the public office of Governor or Lieutenant Governor, to any State, county, municipal political party committee, or to any legislative leadership committee during certain specified time periods; 

B. Prior to awarding any Blanket P.O. or agreement to any Business Entity, the Business Entity proposed as the intended Vendor {Contractor} of the Blanket P.O. shall submit the Two-Year Chapter 51/Executive Order 117 Vendor Certification and Disclosure of Political Contributions form, certifying that no contributions prohibited by either Chapter 51 or Executive Order No. 117 have been made by the Business Entity and reporting all qualifying contributions made by the Business Entity or any person or entity whose contributions are attributable to the Business Entity. The required form and instructions, available for review on the Division’s website at http://www.state.nj.us/treasury/purchase/forms/eo134/Chapter51.pdf, shall be provided to the intended Vendor {Contractor} for completion and submission to the Division with the Notice of Intent to Award. Upon receipt of a Notice of Intent to Award a Blanket P.O., the intended Vendor {Contractor} shall submit to the Division, in care of the Division Procurement Specialist, the Certification and Disclosure(s) within five (5) business days of the State’s request.  The Certification and Disclosure(s) may be executed electronically by typing the name of the authorized signatory in the “Signature” block as an alternative to downloading, physically signing the form, scanning the form, and uploading the form.  Failure to submit the required forms will preclude award of a Blanket P.O. under this Bid Solicitation, as well as future Blanket P.O. opportunities; and 

C. Further, the Vendor {Contractor} is required, on a continuing basis, to report any contributions it makes during the term of the Blanket P.O., and any extension(s) thereof, at the time any such contribution is made. The required form and instructions, available for review on the Division’s website at http://www.state.nj.us/treasury/purchase/forms/eo134/Chapter51.pdf, shall be provided to the intended Vendor {Contractor} with the Notice of Intent to Award. 

The Two-Year Chapter 51/Executive Order 117 Vendor Certification and Disclosure of Political Contributions form is located on the Division’s website. The form is also available in NJSTART.
Vendors {Bidders} may refer to the QRGs “Vendor Forms” and “Attaching Files” for instructions on submitting the forms required by this section of the Bid Solicitation through NJSTART. QRGs are located on the NJSTART Vendor Support Page. 

Vendors {Bidders} should verify its Chapter 51 Compliance status on the “Maintain Terms and Categories” Tab within its profile in NJSTART. In the event of an issue with a Vendor’s {Bidder’s} Chapter 51 Compliance status, NJSTART provides a link to take corrective action.

[bookmark: _Toc400531558][bookmark: _Toc428534030][bookmark: _Toc31289473][bookmark: _Toc66687741]SOURCE DISCLOSURE REQUIREMENTS


Pursuant to N.J.S.A. 52:34-13.2, all Blanket P.O.s primarily for services awarded by the Director shall be performed within the United States, except when the Director certifies in writing a finding that a required service cannot be provided by a Vendor {Contractor} or Subcontractor within the United States and the certification is approved by the State Treasurer.  Also refer to Section 3.6 Service Performance within U.S. of the SSTC.

Pursuant to the statutory requirements, the intended Vendor {Contractor} of a Blanket P.O. primarily for services with the State of New Jersey must disclose the location by country where services under the Blanket P.O., including subcontracted services, will be performed.  The Source Disclosure Form accompanies the subject Bid Solicitation.  FAILURE TO SUBMIT SOURCING INFORMATION WHEN REQUESTED BY THE STATE SHALL PRECLUDE AWARD OF A BLANKET P.O. {CONTRACT} TO THE INTENDED VENDOR {BIDDER}.

If any of the services cannot be performed within the United States, the Vendor {Bidder} shall state with specificity the reasons why the services cannot be so performed.  The Director shall determine whether sufficient justification has been provided by the Vendor {Bidder} to form the basis of his or her certification that the services cannot be performed in the United States and whether to seek the approval of the Treasurer.

The Source Disclosure Form is located on the Division’s website. The form is also available in NJSTART. Vendors {Bidders} may refer to the QRGs “Vendor Forms” and “Attaching Files” for instructions on submitting the forms required by this section of the Bid Solicitation through NJSTART. QRGs are located on the NJSTART Vendor Support Page. 

BREACH OF BLANKET P.O. 

A SHIFT TO PROVISION OF SERVICES OUTSIDE THE UNITED STATES DURING THE TERM OF THE BLANKET P.O. SHALL BE DEEMED A BREACH OF BLANKET P.O. {CONTRACT}.  If, during the term of the Blanket P.O., or any extension thereof, the Vendor {Contractor} or Subcontractor, who had upon Blanket P.O. award declared that services would be performed in the United States, proceeds to shift the performance of any of the services outside the United States, the Vendor {Contractor} shall be deemed to be in breach of its Blanket P.O. Such Blanket P.O. shall be subject to termination for cause pursuant to Section 5.7b.1 of the SSTC, unless such shift in performance was previously approved by the Director and the Treasurer.

[bookmark: _Toc400531559][bookmark: _Toc428534031][bookmark: _Toc31289474][bookmark: _Toc66687742]AFFIRMATIVE ACTION 

The intended Vendor {Contractor} must submit a copy of a New Jersey Certificate of Employee Information Report, or a copy of Federal Letter of Approval verifying it is operating under a federally approved or sanctioned Affirmative Action program.  Intended Vendors {Contractors} not in possession of either a New Jersey Certificate of Employee Information Report or a Federal Letter of Approval  must complete the Affirmative Action Employee Information Report (AA-302) located on the web at http://www.nj.gov/treasury/purchase/forms/AA_%20Supplement.pdf.

Vendors {Bidders} should verify its Affirmative Action Compliance status on the “Maintain Terms and Categories” Tab within its profile in NJSTART. In the event of an issue with a Vendor’s {Bidder’s} Affirmative Action Compliance status, NJSTART provides a link to take corrective action.

[bookmark: _Toc261501847][bookmark: _Toc400531560][bookmark: _Toc428534032][bookmark: _Toc31289475][bookmark: _Toc66687743]BUSINESS REGISTRATION

In accordance with N.J.S.A. 52:32-44(b), a Vendor {Bidder} and its named Subcontractors must have a valid Business Registration Certificate (“BRC”) issued by the Department of the Treasury, Division of Revenue and Enterprise Services prior to the award of a Blanket P.O.  See Section 4.4.2.1 of this Bid Solicitation for further information.

Vendors {Bidders} should verify its Business Registration Certification Active status on the “Maintain Terms and Categories” Tab within its profile in NJSTART. In the event of an issue with a Vendor’s {Bidder’s} Business Registration Certification Active status, NJSTART provides a link to take corrective action. Vendors {Bidders} may refer to the QRG “Vendor Categories and Certifications” for instructions on completing certifications on the “Maintain Terms and Categories” Tab within its profile in NJSTART. QRGs are located on the NJSTART Vendor Support Page. 

[bookmark: _Toc400531561][bookmark: _Toc428534033][bookmark: _Toc31289476][bookmark: _Toc66687744]FINAL BLANKET P.O. AWARD

Blanket P.O. award will be made with reasonable promptness by written notice to that/those responsible Vendor {Bidder}, whose Quote, conforming to this Bid Solicitation, is most advantageous to the State, price, and other factors considered.  Any or all Quotes may be rejected when the State Treasurer or the Director determines that it is in the public interest to do so.

[bookmark: _Toc400531562][bookmark: _Toc428534034][bookmark: _Toc31289477][bookmark: _Toc66687745]INSURANCE CERTIFICATES

The Vendor {Contractor} shall provide the State with current certificates of insurance for all coverages required by the terms of this Blanket P.O., naming the State as an Additional Insured.   See Section 4.2 of the SSTC accompanying this Bid Solicitation.

Vendors {Bidders} should verify its Insurance Certification Compliance status on the “Maintain Terms and Categories” Tab within its profile in NJSTART. In the event of an issue with a Vendor’s {Bidder’s} Insurance Certification Compliance status, contact the Division Procurement Specialist.

[bookmark: _Toc118513795][bookmark: _Toc400531563][bookmark: _Toc428534035][bookmark: _Toc31289478][bookmark: _Toc66687746][bookmark: OLE_LINK3][bookmark: OLE_LINK4]PERFORMANCE SECURITY

The successful Vendor {Contractor} shall furnish performance security in the amount of 10%.  See N.J.A.C. 17:12-2.5. Acceptable forms of performance security are as follows: 

A. The Vendor {Contractor} shall be required to furnish an irrevocable security in the amount listed in the Bid Solicitation payable to the Treasurer, State of New Jersey, binding the Vendor {Contractor} to provide faithful performance of the Blanket P.O.; or 

B. The performance security shall be in the form of a properly executed individual or annual performance bond issued by an insurance or security company authorized to do business in the State of New Jersey, a certified or cashier's check drawn to the order of the Treasurer, State of New Jersey, or an irrevocable letter of credit drawn naming the Treasurer, State of New Jersey as beneficiary issued by a federally insured financial institution. 

The performance security must be submitted to the State within 30 calendar days unless a shorter time frame is identified by the State prior to Blanket P.O. award. The performance security shall be required for the term of the Blanket P.O. and any extensions thereof. The Blanket P.O. will not be activated until performance security is received.  Failure to submit performance security may result in cancellation of Blanket P.O. for cause pursuant to Section 5.7(b)(1) of the SSTC, and nonpayment for work performed.

Within 30 calendar days of the anniversary of the Blanket P.O. effective date, the Vendor {Contractor} shall provide proof to the Director that the performance bond in the required amount is in effect.  Failure to provide such proof may result in the suspension of payment to the Vendor {Contractor} until such time as the Vendor {Contractor} complies with this requirement.

Although the performance bond is required for the full term of the Blanket P.O., the Director recognizes that the industry practice of sureties is to issue a one (1) year performance bond for goods and services Blanket P.O.s.  Thus, the Vendor {Contractor} is required to submit a one (1) year performance bond for the amount required under the Blanket P.O. and, on each succeeding anniversary date of the Blanket P.O., provide a continuation or renewal certificate to evidence that the bond is in effect for the next year of the Blanket P.O.  This procedure will remain in place for each year of the Blanket P.O. thereafter until the termination of the Blanket P.O.  Failure to provide such proof on the anniversary date of the Blanket P.O. shall result in suspension of the Blanket P.O., and possibly, termination of the Blanket P.O.

For performance bonds based on a percentage of the total estimated Blanket P.O. price, the performance bond requirement is calculated as follows.  For the first year of the Blanket P.O., the performance bond percentage noted above and on the “Summary” page of the Bid Solicitation in NJSTART applied to the estimated total Blanket P.O. amount for the full term of the Blanket P.O.  On each anniversary of the effective date of the Blanket P.O., the amount of the required performance bond, unless otherwise noted, is calculated by applying the established Bid Solicitation performance bond percentage to the outstanding balance of the estimated amount of the Blanket P.O. price to be paid to the Vendor {Contractor}.

In the event that the Blanket P.O. price is increased by a Change Order to the Blanket P.O., the Vendor {Contractor} may be required to provide, within 30 calendar days of the effective date of the Change Order, performance bond coverage for the increase in Blanket P.O. price.  The required increase in the performance bond amount is calculated by applying the established bond percentage set forth above to the increase in Blanket P.O. price.  Failure to provide such proof to the Director of this required coverage may result in the suspension of payment to the Vendor {Contractor} until such time the Vendor {Contractor} complies with this requirement.
[bookmark: _Toc400531564][bookmark: _Toc428534036][bookmark: _Toc31289479][bookmark: _Toc66687747]
 BLANKET P.O. ADMINISTRATION

[bookmark: _Toc400531565][bookmark: _Toc428534037][bookmark: _Toc31289480][bookmark: _Toc66687748]STATE CONTRACT MANAGER

The State Contract Manager (SCM) is the State employee responsible for the overall management and administration of the Blanket P.O. 

The SCM for this project will be identified at the time of execution of Blanket P.O.  At that time, the Vendor {Contractor} will be provided with the State Contract Manager’s name, department, division, agency, address, telephone number, fax phone number, and e-mail address.

[bookmark: _Toc400531566][bookmark: _Toc428534038][bookmark: _Toc31289481][bookmark: _Toc66687749]STATE CONTRACT MANAGER RESPONSIBILITIES

For an agency Blanket P.O. where only one (1) State office uses the Blanket P.O., the SCM will be responsible for engaging the Vendor {Contractor}, assuring that Purchase Orders are issued to the Vendor {Contractor}, directing the Vendor {Contractor} to perform the work of the Blanket P.O., approving the deliverables and approving payment vouchers.  The SCM is the person who the Vendor {Contractor} will contact after the Blanket P.O. is executed for answers to any questions and concerns about any aspect of the Blanket P.O.  The SCM is responsible for coordinating the use of the Blanket P.O. and resolving minor disputes between the Vendor {Contractor} and any component part of the SCM's Department.  The SCM is also responsible for notifying Office of Information Technology (OIT) and other appropriate parties of security and privacy violations or incidents.  The SCM cannot modify the Blanket P.O., direct or approve a Change Order.  

If the Blanket P.O. has multiple users, the SCM shall be the central coordinator of the use of the Blanket P.O. for all Using Agencies, while other State employees engage and pay the Vendor {Contractor}.  All persons and agencies using the Blanket P.O. must notify and coordinate the use of the Blanket P.O. with the SCM.  

[bookmark: _Toc400531567][bookmark: _Toc428534039][bookmark: _Toc31289482][bookmark: _Toc66687750]COORDINATION WITH THE STATE CONTRACT MANAGER

Any Blanket P.O. user that is unable to resolve disputes with a Vendor {Contractor} shall refer those disputes to the SCM for resolution.  Any questions related to performance of the work of the Blanket P.O. by Blanket P.O. users shall be directed to the SCM.  The Vendor {Contractor} may contact the SCM if the Vendor {Contractor} cannot resolve a dispute with Blanket P.O. users.


3.0 [bookmark: _Toc55484407][bookmark: _Toc66687751][bookmark: _Toc6229018][bookmark: _Toc469579741]STATE OF NEW JERSEY STANDARD TERMS AND CONDITIONS
(Rev: 011/12/20202/01/2021)

[bookmark: _Toc485041274][bookmark: _Toc55484408][bookmark: _Toc66687752]. STANDARD TERMS AND CONDITIONS APPLICABLE TO THE CONTRACT
Unless the bidder/offeror is specifically instructed otherwise in the Bid Solicitation/Request for Proposals (RFP), the following terms and conditions shall apply to all contracts or purchase agreements made with the State of New Jersey. These terms are in addition to the terms and conditions set forth in the RFP and should be read in conjunction with same unless the RFP specifically indicates otherwise. In the event that the bidder/offeror would like to present terms and conditions that are in conflict with either these terms and conditions or those set forth in the RFP, the bidder/offeror must present those conflicts during the Question and Answer period for the State to consider. Any conflicting terms and conditions that the State is willing to accept will be reflected in an addendum to the RFP. The State's terms and conditions shall prevail over any conflicts set forth in a bidder/offeror's Proposal that were not submitted through the question and answer process and approved by the State. Nothing in these terms and conditions shall prohibit the Director of the Division of Purchase and Property (Director) from amending a contract when the Director determines it is in the best interests of the State. 

[bookmark: _Toc485039859][bookmark: _Toc6229020][bookmark: _Toc63097817]1.1 CONTRACT TERMS CROSSWALK

	NJSTART Term
	Equivalent Statutory, Regulatory and/or Legacy Term

	Bid/Bid Solicitation 
	Request For Proposal (RFP)/Solicitation

	Bid Amendment 
	Addendum

	Change Order 
	Contract Amendment

	Master Blanket Purchase Order (Blanket P.O.) 
	Contract

	Offer and Acceptance Page
	Signatory Page

	Quote
	Proposal

	Vendor 
	Bidder/Contractor



[bookmark: _Toc485039860][bookmark: _Toc6229021][bookmark: _Toc63097818]2.	STATE LAW REQUIRING MANDATORY COMPLIANCE BY ALL CONTRACTORS
The statutes, laws or codes cited herein are available for review at the New Jersey State Library, 185 West State Street, Trenton, New Jersey 08625. 

[bookmark: _Toc485039861][bookmark: _Toc6229022][bookmark: _Toc63097819]2.1	BUSINESS REGISTRATION
Pursuant to N.J.S.A. 52:32-44, the State is prohibited from entering into a contract with an entity unless the bidder and each subcontractor named in the proposal have a valid Business Registration Certificate on file with the Division of Revenue and Enterprise Services.  A subcontractor named in a bid or other proposal shall provide a copy of its business registration to the bidder who shall provide it to the State.  

The contractor shall maintain and submit to the State a list of subcontractors and their addresses that may be updated from time to time with the prior written consent of the Director during the course of contract performance.  The contractor shall submit to the State a complete and accurate list of all subcontractors used and their addresses before final payment is made under the contract.

Pursuant to N.J.S.A. 54:49-4.1, a business organization that fails to provide a copy of a business registration, or that provides false business registration information, shall be liable for a penalty of $25 for each day of violation, not to exceed $50,000 for each business registration copy not properly provided under a contract with a contracting agency.

The contractor and any subcontractor providing goods or performing services under the contract, and each of their affiliates, shall, during the term of the contract, collect and remit to the Director of the Division of Taxation in the Department of the Treasury, the Use Tax due pursuant to the “Sales and Use Tax Act, P.L. 1966, c. 30 (N.J.S.A. 54:32B-1 et seq.) on all sales of tangible personal property delivered into the State. Any questions in this regard can be directed to the Division of Revenue at (609) 292-1730. Form NJ-REG can be filed online at http://www.state.nj.us/treasury/revenue/busregcert.shtml.

[bookmark: _Toc485039862][bookmark: _Toc6229023][bookmark: _Toc63097820]2.2	ANTI-DISCRIMINATION
All parties to any contract with the State agree not to discriminate in employment and agree to abide by all anti-discrimination laws including those contained within N.J.S.A. 10:2-1 through N.J.S.A. 10:2-4, N.J.S.A. 10:5-1 et seq. and N.J.S.A. 10:5-31 through 10:5-38, and all rules and regulations issued thereunder are hereby incorporated by reference. The agreement to abide by the provisions of N.J.S.A. 10:5-31 through 10:5-38 include those provisions indicated for Goods, Professional Service and General Service Contracts (Exhibit A, attached) and Constructions Contracts (Exhibit B and Executive Order 151, August 28, 2009, attached) as appropriate.

The contractor or subcontractor, where applicable, agrees to comply with any regulations promulgated by the Treasurer pursuant to N.J.S.A. 10:5-31 et seq., as amended and supplemented from time to time.

[bookmark: _Toc485039863][bookmark: _Toc6229024][bookmark: _Toc63097821]2.3	PREVAILING WAGE ACT
The New Jersey Prevailing Wage Act, N.J.S.A. 34: 11-56.25 et seq. is hereby made part of every contract entered into on behalf of the State of New Jersey through the Division of Purchase and Property, except those contracts which are not within the contemplation of the Act. The bidder's signature on [this proposal] is his/her guarantee that neither he/she nor any subcontractors he/she might employ to perform the work covered by [this proposal] has been suspended or debarred by the Commissioner, Department of Labor and Workforce Development for violation of the provisions of the Prevailing Wage Act and/or the Public Works Contractor Registration Acts; the bidder’s signature on the proposal is also his/her guarantee that he/she and any subcontractors he/she might employ to perform the work covered by [this proposal] shall comply with the provisions of the Prevailing Wage and Public Works Contractor Registration Acts, where required. 

[bookmark: _Toc63097822]2.4	AMERICANS WITH DISABILITIES ACT
The contractor must comply with all provisions of the Americans with Disabilities Act (ADA), P.L 101-336, in accordance with 42 U.S.C. 12101, et seq. 

[bookmark: _Toc485039864][bookmark: _Toc6229025][bookmark: _Toc63097823]2.5	MACBRIDE PRINCIPLES
The bidder must certify pursuant to N.J.S.A. 52:34-12.2 that it either has no ongoing business activities in Northern Ireland and does not maintain a physical presence therein or that it will take lawful steps in good faith to conduct any business operations it has in Northern Ireland in accordance with the MacBride principles of nondiscrimination in employment as set forth in N.J.S.A. 52:18A-89.5 and in conformance with the United Kingdom’s Fair Employment (Northern Ireland) Act of 1989, and permit independent monitoring of their compliance with those principles. 

[bookmark: _Toc485039865][bookmark: _Toc6229026][bookmark: _Toc63097824]2.6	PAY TO PLAY PROHIBITIONS
Pursuant to N.J.S.A. 19:44A-20.13 et seq. (P.L. 2005, c. 51), and specifically, N.J.S.A. 19:44A-20.21, it shall be a breach of the terms of the contract for the business entity to: 

A. Make or solicit a contribution in violation of the statute; 
B. Knowingly conceal or misrepresent a contribution given or received; 
C. Make or solicit contributions through intermediaries for the purpose of concealing or misrepresenting the source of the contribution; 
D. Make or solicit any contribution on the condition or with the agreement that it will be contributed to a campaign committee or any candidate of holder of the public office of Governor or Lieutenant Governor, or to any State or county party committee; 
E. Engage or employ a lobbyist or consultant with the intent or understanding that such lobbyist or consultant would make or solicit any contribution, which if made or solicited by the business entity itself, would subject that entity to the restrictions of the Legislation; 
F. Fund contributions made by third parties, including consultants, attorneys, family members, and employees; 
G. Engage in any exchange of contributions to circumvent the intent of the Legislation; or 
H. Directly or indirectly through or by any other person or means, do any act which would subject that entity to the restrictions of the Legislation. 

[bookmark: _Toc485039866][bookmark: _Toc6229027][bookmark: _Toc63097825]2.7	POLITICAL CONTRIBUTION DISCLOSURE
The contractor is advised of its responsibility to file an annual disclosure statement on political contributions with the New Jersey Election Law Enforcement Commission (ELEC), pursuant to N.J.S.A. 19:44A-20.27 (P.L. 2005, c. 271, §3 as amended) if in a calendar year the contractor receives one (1) or more contracts valued at $50,000.00 or more. It is the contractor’s responsibility to determine if filing is necessary. Failure to file can result in the imposition of penalties by ELEC. Additional information about this requirement is available from ELEC by calling 1(888)313-3532 or on the internet at http://www.elec.state.nj.us/.

[bookmark: _Toc485039867][bookmark: _Toc6229028][bookmark: _Toc63097826]2.8	STANDARDS PROHIBITING CONFLICTS OF INTEREST
The following prohibitions on contractor activities shall apply to all contracts or purchase agreements made with the State of New Jersey, pursuant to Executive Order No. 189 (1988). 

No vendor shall pay, offer to pay, or agree to pay, either directly or indirectly, any fee, commission, compensation, gift, gratuity, or other thing of value of any kind to any State officer or employee or special State officer or employee, as defined by N.J.S.A. 52:13D-13b. and e., in the Department of the Treasury or any other agency with which such vendor transacts or offers or proposes to transact business, or to any member of the immediate family, as defined by N.J.S.A. 52:13D-13i., of any such officer or employee, or partnership, firm or corporation with which they are employed or associated, or in which such officer or employee has an interest within the meaning of N.J.S.A. 52: 13D-13g;
 
The solicitation of any fee, commission, compensation, gift, gratuity or other thing of value by any State officer or employee or special State officer or employee from any State vendor shall be reported in writing forthwith by the vendor to the New Jersey Office of the Attorney General and the Executive Commission on Ethical Standards, now known as the State Ethics Commission;

No vendor may, directly or indirectly, undertake any private business, commercial or entrepreneurial relationship with, whether or not pursuant to employment, contract or other agreement, express or implied, or sell any interest in such vendor to, any State officer or employee or special State officer or employee having any duties or responsibilities in connection with the purchase, acquisition or sale of any property or services by or to any State agency or any instrumentality thereof, or with any person, firm or entity with which he/she is employed or associated or in which he/she has an interest within the meaning of N.J.S.A. 52:13D-13g. Any relationships subject to this provision shall be reported in writing forthwith to the Executive Commission on Ethical Standards, now known as the State Ethics Commission, which may grant a waiver of this restriction upon application of the State officer or employee or special State officer or employee upon a finding that the present or proposed relationship does not present the potential, actuality or appearance of a conflict of interest;

No vendor shall influence, or attempt to influence or cause to be influenced, any State officer or employee or special State officer or employee in his/her official capacity in any manner which might tend to impair the objectivity or independence of judgment of said officer or employee;

No vendor shall cause or influence, or attempt to cause or influence, any State officer or employee or special State officer or employee to use, or attempt to use, his/her official position to secure unwarranted privileges or advantages for the vendor or any other person; and
 
The provisions cited above in paragraphs 2.8a through 2.8e shall not be construed to prohibit a State officer or employee or Special State officer or employee from receiving gifts from or contracting with vendors under the same terms and conditions as are offered or made available to members of the general public subject to any guidelines the Executive Commission on Ethical Standards, now known as the State Ethics Commission may promulgate under paragraph 3c of Executive Order No. 189. 

[bookmark: _Toc485039868][bookmark: _Toc6229029][bookmark: _Toc63097827]2.9	NOTICE TO ALL CONTRACTORS SET-OFF FOR STATE TAX NOTICE
Pursuant to N.J.S.A. 54:49-19, effective January 1, 1996, and notwithstanding any provision of the law to the contrary, whenever any taxpayer, partnership or S corporation under contract to provide goods or services or construction projects to the State of New Jersey or its agencies or instrumentalities, including the legislative and judicial branches of State government, is entitled to payment for those goods or services at the same time a taxpayer, partner or shareholder of that entity is indebted for any State tax, the Director of the Division of Taxation shall seek to set off that taxpayer’s or shareholder’s share of the payment due the taxpayer, partnership, or S corporation. The amount set off shall not allow for the deduction of any expenses or other deductions which might be attributable to the taxpayer, partner or shareholder subject to set-off under this act. 
The Director of the Division of Taxation shall give notice to the set-off to the taxpayer and provide an opportunity for a hearing within 30 days of such notice under the procedures for protests established under R.S. 54:49-18. No requests for conference, protest, or subsequent appeal to the Tax Court from any protest under this section shall stay the collection of the indebtedness. Interest that may be payable by the State, pursuant to P.L. 1987, c.184 (c.52:32-32 et seq.), to the taxpayer shall be stayed. 

[bookmark: _Toc485039869][bookmark: _Toc6229030][bookmark: _Toc63097828]2.10	COMPLIANCE - LAWS
The contractor must comply with all local, State and Federal laws, rules and regulations applicable to this contract and to the goods delivered and/or services performed hereunder. 

[bookmark: _Toc485039870][bookmark: _Toc6229031][bookmark: _Toc63097829]2.11	COMPLIANCE - STATE LAWS
It is agreed and understood that any contracts and/or orders placed as a result of [this proposal] shall be governed and construed and the rights and obligations of the parties hereto shall be determined in accordance with the laws of the State of New Jersey.

[bookmark: _Toc485039871][bookmark: _Toc6229032][bookmark: _Toc63097830]2.12	WARRANTY OF NO SOLICITATION ON COMMISSION OR CONTINGENT FEE BASIS
The contractor warrants that no person or selling agency has been employed or retained to solicit or secure the contract upon an agreement or understanding for a commission, percentage, brokerage or contingent fee, except bona fide employees or bona fide established commercial or selling agencies maintained by the contractor for the purpose of securing business.  If a breach or violation of this section occurs, the State shall have the right to terminate the contract without liability or in its discretion to deduct from the contract price or consideration the full amount of such commission, percentage, brokerage or contingent fee.

[bookmark: _Toc485039872][bookmark: _Toc6229033][bookmark: _Toc63097831]3.	STATE LAW REQUIRING MANDATORY COMPLIANCE BY CONTRACTORS UNDER CIRCUMSTANCES SET FORTH IN LAW OR BASED ON THE TYPE OF CONTRACT 

[bookmark: _Toc485039873][bookmark: _Toc6229034][bookmark: _Toc63097832]3.1	COMPLIANCE - CODES
The contractor must comply with NJUCC and the latest NEC70, B.O.C.A. Basic Building code, OSHA and all applicable codes for this requirement. The contractor shall be responsible for securing and paying all necessary permits, where applicable. 

[bookmark: _Toc485039874][bookmark: _Toc6229035][bookmark: _Toc63097833]3.2	PUBLIC WORKS CONTRACTOR REGISTRATION ACT
The New Jersey Public Works Contractor Registration Act requires all contractors, subcontractors and lower tier subcontractor(s) who engage in any contract for public work as defined in N.J.S.A. 34:11-56.26 be first registered with the New Jersey Department of Labor and Workforce Development pursuant to N.J.S.A. 34:11-56.51. Any questions regarding the registration process should be directed to the Division of Wage and Hour Compliance at (609) 292-9464. 

[bookmark: _Toc485039875][bookmark: _Toc6229036][bookmark: _Toc63097834]3.3	PUBLIC WORKS CONTRACT - ADDITIONAL AFFIRMATIVE ACTION REQUIREMENTS
N.J.S.A. 10:2-1 requires that during the performance of this contract, the contractor must agree as follows: 

A. In the hiring of persons for the performance of work under this contract or any subcontract hereunder, or for the procurement, manufacture, assembling or furnishing of any such materials, equipment, supplies or services to be acquired under this contract, no contractor, nor any person acting on behalf of such contractor or subcontractor, shall, by reason of race, creed, color, national origin, ancestry, marital status, gender identity or expression, affectional or sexual orientation or sex, discriminate against any person who is qualified and available to perform the work to which the employment relates;

B. No contractor, subcontractor, nor any person on his/her behalf shall, in any manner, discriminate against or intimidate any employee engaged in the performance of work under this contract or any subcontract hereunder, or engaged in the procurement, manufacture, assembling or furnishing of any such materials, equipment, supplies or services to be acquired under such contract, on account of race, creed, color, national origin, ancestry, marital status, gender identity or expression, affectional or sexual orientation or sex;

C. There may be deducted from the amount payable to the contractor by the contracting public agency, under this contract, a penalty of $50.00 for each person for each calendar day during which such person is discriminated against or intimidated in violation of the provisions of the contract; and

D. This contract may be canceled or terminated by the contracting public agency, and all money due or to become due hereunder may be forfeited, for any violation of this section of the contract occurring after notice to the contractor from the contracting public agency of any prior violation of this section of the contract.

N.J.S.A. 10:5-33 and N.J.A.C. 17:27-3.5 require that during the performance of this contract, the contractor must agree as follows: 

A. The contractor or subcontractor, where applicable, will not discriminate against any employee or applicant for employment because of age, race, creed, color, national origin, ancestry, marital status, affectional or sexual orientation, gender identity or expression, disability, nationality or sex. Except with respect to affectional or sexual orientation and gender identity or expression, the contractor will take affirmative action to ensure that such applicants are recruited and employed, and that employees are treated during employment, without regard to their age, race, creed, color, national origin, ancestry, marital status, affectional or sexual orientation, gender identity or expression, disability, nationality or sex. Such action shall include, but not be limited to the following: employment, upgrading, demotion, or transfer; recruitment or recruitment advertising; layoff or termination; rates of pay or other forms of compensation; and selection for training, including apprenticeship. The contractor agrees to post in conspicuous places, available to employees and applicants for employment, notices to be provided by the contracting officer setting forth the provisions of this nondiscrimination clause; 

B. The contractor or subcontractor, where applicable will, in all solicitations or advertisements for employees placed by or on behalf of the contractor, state that all qualified applicants will receive consideration for employment without regard to age, race, creed, color, national origin, ancestry, marital status, affectional or sexual orientation, gender identity or expression, disability, nationality or sex; 

C. The contractor or subcontractor where applicable, will send to each labor union or representative of workers with which it has a collective bargaining agreement or other contract or understanding, a notice, to be provided by the agency contracting officer, advising the labor union or workers' representative of the contractor's commitments under this act and shall post copies of the notice in conspicuous places available to employees and applicants for employment, N.J.A.C. 17:27-3.7 requires all contractors and subcontractors, if any, to further agree as follows: 

1. The contractor or subcontractor agrees to make good faith efforts to meet targeted county employment goals established in accordance with N.J.A.C. 17:27-5.2;

2. The contractor or subcontractor agrees to inform in writing its appropriate recruitment agencies including, but not limited to, employment agencies, placement bureaus, colleges, universities, and labor unions, that it does not discriminate on the basis of age, race, creed, color, national origin, ancestry, marital status, affectional or sexual orientation, gender identity or expression, disability, nationality or sex, and that it will discontinue the use of any recruitment agency which engages in direct or indirect discriminatory practices;

3. The contractor or subcontractor agrees to revise any of its testing procedures, if necessary, to assure that all personnel testing conforms with the principles of job-related testing, as established by the statutes and court decisions of the State of New Jersey and as established by applicable Federal law and applicable Federal court decisions; and
 
4. In conforming with the targeted employment goals, the contractor or subcontractor agrees to review all procedures relating to transfer, upgrading, downgrading and layoff to ensure that all such actions are taken without regard to age, race, creed, color, national origin, ancestry, marital status, affectional or sexual orientation, gender identity or expression, disability, nationality or sex, consistent with the statutes and court decisions of the State of New Jersey, and applicable Federal law and applicable Federal court decisions. 

[bookmark: _Toc485039876][bookmark: _Toc485041292][bookmark: _Toc6229037][bookmark: _Toc63097835]3.4	BUILDING SERVICE
Pursuant to N.J.S.A. 34:11-56.58 et seq., in any contract for building services, as defined in N.J.S.A. 34:11-56.59, the employees of the contractor or subcontractors shall be paid prevailing wage for building services rates, as defined in N.J.S.A. 34:11.56.59. The prevailing wage shall be adjusted annually during the term of the contract. 

[bookmark: _Toc485039877][bookmark: _Toc485041293][bookmark: _Toc6229038][bookmark: _Toc63097836]3.5	THE WORKER AND COMMUNITY RIGHT TO KNOW ACT
The provisions of N.J.S.A. 34:5A-1 et seq. which require the labeling of all containers of hazardous substances are applicable to this contract. Therefore, all goods offered for purchase to the State must be labeled by the contractor in compliance with the provisions of the statute. 

[bookmark: _Toc485039878][bookmark: _Toc485041294][bookmark: _Toc6229039][bookmark: _Toc63097837]3.6	SERVICE PERFORMANCE WITHIN U.S.
Under N.J.S.A. 52:34-13.2, all contracts primarily for services awarded by the Director shall be performed within the United States, except when the Director certifies in writing a finding that a required service cannot be provided by a contractor or subcontractor within the United States and the certification is approved by the State Treasurer. 
A shift to performance of services outside the United States during the term of the contract shall be deemed a breach of contract. If, during the term of the contract, the contractor or subcontractor, proceeds to shift the performance of any of the services outside the United States, the contractor shall be deemed to be in breach of its contract, which contract shall be subject to termination for cause pursuant to Section 5.7(b) (1) of the Standard Terms and Conditions, unless previously approved by the Director and the Treasurer. 




[bookmark: _Toc485039879][bookmark: _Toc485041295][bookmark: _Toc6229040][bookmark: _Toc63097838]3.7	BUY AMERICAN
Pursuant to N.J.S.A. 52:32-1, if manufactured items or farm products will be provided under this contract to be used in a public work, they shall be manufactured or produced in the United States and the contractor shall be required to so certify.

[bookmark: _Toc63097839]3.8	DOMESTIC MATERIALS
Pursuant to N.J.S.A. 52:33-2 et seq., if the contract is for the construction, alteration or repair of any public work, the contractor and all subcontractors shall use only domestic materials in the performance of the work unless otherwise noted in the specifications.

[bookmark: _Toc63097840]3.9	DIANE B. ALLEN EQUAL PAY ACT
Pursuant to N.J.S.A. 34:11-56.14 and N.J.A.C. 12:10-1.1 et seq., a contractor performing “qualifying services” or “public work” to the State or any agency or instrumentality of the State shall provide the Commissioner of Labor and Workforce Development a report regarding the compensation and hours worked by employees categorized by gender, race, ethnicity, and job category. For more information and report templates see https://nj.gov/labor/equalpay/equalpay.html.

[bookmark: _Toc63097841]3.10	EMPLOYEE MISCLASSIFICATION
In accordance with Governor Murphy’s Executive Order #25 and the Task Force’s July 2019 Report, employers are required to properly classify their employees.  Workers are presumed to be employees and not independent contractors, unless the employer can demonstrate all three factors of the “ABC Test” below:

1. Such individual has been and will continue to be free from control or direction of the performance of such service, but under his or her contract of service and in fact; and
1. Such service is either outside the usual course of business for which such service is performed, or that such service is performed outside of all places of business of the enterprise for which such service is performed; and 
1. Such individual is customarily engaged in an independently established trade, occupation, profession or business.

This test has been adopted by New Jersey under its Wage & Hour, Wage Payment and Unemployment Insurance Laws to determine whether a worker is properly classified. 

[bookmark: _Toc485039880][bookmark: _Toc485041296][bookmark: _Toc6229041][bookmark: _Toc63097842]4.	INDEMNIFICATION AND INSURANCE 

[bookmark: _Toc485039881][bookmark: _Toc485041297][bookmark: _Toc6229042][bookmark: _Toc63097843]4.1	INDEMNIFICATION
The contractor’s liability to the State and its employees in third party suits shall be as follows: 

A. Indemnification for Third Party Claims - The contractor shall assume all risk of and responsibility for, and agrees to indemnify, defend, and save harmless the State of New Jersey and its employees from and against any and all claims, demands, suits, actions, recoveries, judgments and costs and expenses in connection therewith which shall arise from or result directly or indirectly from the work and/or materials supplied under this contract, including liability of any nature or kind for or on account of the use of any copyrighted or uncopyrighted composition, secret process, patented or unpatented invention, article or appliance furnished or used in the performance of this contract;

B. The contractor’s indemnification and liability under subsection (a) is not limited by, but is in addition to the insurance obligations contained in Section 4.2 of these Terms and Conditions; and

C. In the event of a patent and copyright claim or suit, the contractor, at its option, may: (1) procure for the State of New Jersey the legal right to continue the use of the product; (2) replace or modify the product to provide a non-infringing product that is the functional equivalent; or (3) refund the purchase price less a reasonable allowance for use that is agreed to by both parties.

[bookmark: _Toc485039882][bookmark: _Toc485041298][bookmark: _Toc6229043][bookmark: _Toc63097844]4.2	INSURANCE
The contractor shall secure and maintain in force for the term of the contract insurance as provided herein. All required insurance shall be provided by insurance companies with an A-VIII or better rating by A.M. Best & Company. All policies must be endorsed to provide 30 days’ written notice of cancellation or material change to the State of New Jersey at the address shown below. If the contractor’s insurer cannot provide 30 days written notice, then it will become the obligation of the contractor to provide the same.  The contractor shall provide the State with current certificates of insurance for all coverages and renewals thereof. Renewal certificates shall be provided within 30 days of the expiration of the insurance. The contractor shall not begin to provide services or goods to the State until evidence of the required insurance is provided. The certificates of insurance shall indicate the contract number or purchase order number and title of the contract in the Description of Operations box and shall list the State of New Jersey, Department of the Treasury, Division of Purchase & Property, Contract Compliance & Audit Unit, P.O. Box 236, Trenton, New Jersey 08625 in the Certificate Holder box. The certificates and any notice of cancelation shall be emailed to the State at: 
ccau.certificate@treas.nj.gov

The insurance to be provided by the contractor shall be as follows: 

F. Occurrence Form Commercial General Liability Insurance or its equivalent: The minimum limit of liability shall be $1,000,000 per occurrence as a combined single limit for bodily injury and property damage. The above required Commercial General Liability Insurance policy or its equivalent shall name the State, its officers, and employees as “Additional Insureds” and include the blanket additional insured endorsement or its equivalent. The coverage to be provided under these policies shall be at least as broad as that provided by the standard basic Commercial General Liability Insurance occurrence coverage forms or its equivalent currently in use in the State of New Jersey, which shall not be circumscribed by any endorsement limiting the breadth of coverage; 

G. Automobile Liability Insurance which shall be written to cover any automobile used by the insured. Limits of liability for bodily injury and property damage shall not be less than $1,000,000 per occurrence as a combined single limit. The State must be named as an “Additional Insured” and a blanket additional insured endorsement or its equivalent must be provided when the services being procured involve vehicle use on the State’s behalf or on State controlled property;

H. Worker’s Compensation Insurance applicable to the laws of the State of New Jersey and Employers Liability Insurance with limits not less than: 

4. $1,000,000 BODILY INJURY, EACH OCCURRENCE; 
5. $1,000,000 DISEASE EACH EMPLOYEE; and 
6. $1,000,000 DISEASE AGGREGATE LIMIT. 

c. This $1,000,000 amount may have been raised by the RFP when deemed necessary by the Director; and

d. In the case of a contract entered into pursuant to N.J.S.A. 52:32-17 et seq., (small business set asides) the minimum amount of insurance coverage in subsections a., b., and c. above may have been lowered in the RFP for certain commodities when deemed in the best interests of the State by the Director. 

[bookmark: _Toc485039883][bookmark: _Toc485041299][bookmark: _Toc6229044][bookmark: _Toc63097845]5.	TERMS GOVERNING ALL CONTRACTS 

[bookmark: _Toc485039884][bookmark: _Toc485041300][bookmark: _Toc6229045][bookmark: _Toc63097846]5.1	CONTRACTOR IS INDEPENDENT CONTRACTOR
The contractor's status shall be that of any independent contractor and not as an employee of the State. 

[bookmark: _Toc485039885][bookmark: _Toc485041301][bookmark: _Toc6229046][bookmark: _Toc63097847]5.2	CONTRACT AMOUNT
The estimated amount of the contract(s), when stated on the RFP form, shall not be construed as either the maximum or minimum amount which the State shall be obliged to order as the result of the RFP or any contract entered into as a result of the RFP. 

[bookmark: _Toc485039886][bookmark: _Toc485041302][bookmark: _Toc6229047][bookmark: _Toc63097848]5.3	CONTRACT TERM AND EXTENSION OPTION
If, in the opinion of the Director, it is in the best interest of the State to extend a contract, the contractor shall be so notified of the Director’s Intent at least 30 days prior to the expiration date of the existing contract. The contractor shall have 15 calendar days to respond to the Director's request to extend the term and period of performance of the contract. If the contractor agrees to the extension, all terms and conditions of the original contract shall apply unless more favorable terms for the State have been negotiated. 

[bookmark: _Toc485039887][bookmark: _Toc485041303][bookmark: _Toc6229048][bookmark: _Toc63097849]5.4	STATE’S OPTION TO REDUCE SCOPE OF WORK
The State has the option, in its sole discretion, to reduce the scope of work for any deliverable, task or subtask called for under this contract. In such an event, the Director shall provide to the contractor advance written notice of the change in scope of work and what the Director believes should be the corresponding adjusted contract price. Within five (5) business days of receipt of such written notice, if either is applicable: 

A. If the contractor does not agree with the Director’s proposed adjusted contract price, the contractor shall submit to the Director any additional information that the contractor believes impacts the adjusted contract price with a request that the Director reconsider the proposed adjusted contract price. The parties shall negotiate the adjusted contract price. If the parties are unable to agree on an adjusted contract price, the Director shall make a prompt decision taking all such information into account, and shall notify the contractor of the final adjusted contract price; and

B. If the contractor has undertaken any work effort toward a deliverable, task or subtask that is being changed or eliminated such that it would not be compensated under the adjusted contract, the contractor shall be compensated for such work effort according to the applicable portions of its price schedule and the contractor shall submit to the Director an itemization of the work effort already completed by deliverable, task or subtask within the scope of work, and any additional information the Director may request. The Director shall make a prompt decision taking all such information into account, and shall notify the contractor of the compensation to be paid for such work effort. 

[bookmark: _Toc485039888][bookmark: _Toc485041304][bookmark: _Toc6229049][bookmark: _Toc63097850]5.5	CHANGE IN LAW
If, after award, a change in applicable law or regulation occurs which affects the Contract, the parties may amend the Contract, including pricing, in order to provide equitable relief for the party disadvantaged by the change in law.  The parties shall negotiate in good faith, however if agreement is not possible after reasonable efforts, the Director shall make a prompt decision as to an equitable adjustment, taking all relevant information into account, and shall notify the Vendor {Contractor} of the final adjusted contract price.  

[bookmark: _Toc485039889][bookmark: _Toc485041305][bookmark: _Toc6229050][bookmark: _Toc63097851]5.6	SUSPENSION OF WORK
The State may, for valid reason, issue a stop order directing the contractor to suspend work under the contract for a specific time. The contractor shall be paid for goods ordered, goods delivered, or services requested and performed until the effective date of the stop order. The contractor shall resume work upon the date specified in the stop order, or upon such other date as the State Contract Manager may thereafter direct in writing. The period of suspension shall be deemed added to the contractor's approved schedule of performance. The Director shall make an equitable adjustment, if any is required, to the contract price. The contractor shall provide whatever information that Director may require related to the equitable adjustment. 

[bookmark: _Toc485039890][bookmark: _Toc485041306][bookmark: _Toc6229051][bookmark: _Toc63097852]5.7	TERMINATION OF CONTRACT 
A. For Convenience: 
Notwithstanding any provision or language in this contract to the contrary, the Director may terminate this contract at any time, in whole or in part, for the convenience of the State, upon no less than 30 days written notice to the contractor;

B. For Cause:
7. Where a contractor fails to perform or comply with a contract or a portion thereof, and/or fails to comply with the complaints procedure in N.J.A.C. 17:12-4.2 et seq., the Director may terminate the contract, in whole or in part, upon ten (10) days’ notice to the contractor with an opportunity to respond; and
 
8. Where in the reasonable opinion of the Director, a contractor continues to perform a contract poorly as demonstrated by e.g., formal complaints, late delivery, poor performance of service, short-shipping, so that the Director is required to use the complaints procedure in N.J.A.C. 17:12-4.2 et seq., and there has been a failure on the part of the contractor to make progress towards ameliorating the issue(s) or problem(s) set forth in the complaint, the Director may terminate the contract, in whole or in part, upon ten (10) days’ notice to the contractor with an opportunity to respond.
 
C. In cases of emergency the Director may shorten the time periods of notification and may dispense with an opportunity to respond; and

D. In the event of termination under this section, the contractor shall be compensated for work performed in accordance with the contract, up to the date of termination. Such compensation may be subject to adjustments. 

[bookmark: _Toc485039891][bookmark: _Toc485041307][bookmark: _Toc6229052][bookmark: _Toc63097853]5.8	SUBCONTRACTING OR ASSIGNMENT 
A. Subcontracting: The contractor may not subcontract other than as identified in the contractor’s proposal without the prior written consent of the Director. Such consent, if granted in part, shall not relieve the contractor of any of his/her responsibilities under the contract, nor shall it create privity of contract between the State and any subcontractor. If the contractor uses a subcontractor to fulfill any of its obligations, the contractor shall be responsible for the subcontractor’s: (a) performance; (b) compliance with all of the terms and conditions of the contract; and (c) compliance with the requirements of all applicable laws; and 

B. Assignment: The contractor may not assign its responsibilities under the contract, in whole or in part, without the prior written consent of the Director. 

[bookmark: _Toc485039892][bookmark: _Toc485041308][bookmark: _Toc6229053][bookmark: _Toc63097854]5.9	NO CONTRACTUAL RELATIONSHIP BETWEEN SUBCONTRACTORS AND STATE
Nothing contained in any of the contract documents, including the RFP and vendor’s bid or proposal shall be construed as creating any contractual relationship between any subcontractor and the State. 

[bookmark: _Toc485039893][bookmark: _Toc485041309][bookmark: _Toc6229054][bookmark: _Toc63097855]5.10	MERGERS, ACQUISITIONS
If, during the term of this contract, the contractor shall merge with or be acquired by another firm, the contractor shall give notice to the Director as soon as practicable and in no event longer than 30 days after said merger or acquisition. The contractor shall provide such documents as may be requested by the Director, which may include but need not be limited to the following: corporate resolutions prepared by the awarded contractor and new entity ratifying acceptance of the original contract, terms, conditions and prices; updated information including ownership disclosure and Federal Employer Identification Number. The documents must be submitted within 30 days of the request. Failure to do so may result in termination of the contract for cause. 

If, at any time during the term of the contract, the contractor's partnership, limited liability company, limited liability partnership, professional corporation, or corporation shall dissolve, the Director must be so notified. All responsible parties of the dissolved business entity must submit to the Director in writing, the names of the parties proposed to perform the contract, and the names of the parties to whom payment should be made. No payment shall be made until all parties to the dissolved business entity submit the required documents to the Director. 

[bookmark: _Toc485039894][bookmark: _Toc485041310][bookmark: _Toc6229055][bookmark: _Toc63097856]5.11	PERFORMANCE GUARANTEE OF CONTRACTOR
The contractor hereby certifies that: 
A. The equipment offered is standard new equipment, and is the manufacturer's latest model in production, with parts regularly used for the type of equipment offered; that such parts are all in production and not likely to be discontinued; and that no attachment or part has been substituted or applied contrary to manufacturer's recommendations and standard practice;

B. All equipment supplied to the State and operated by electrical current is UL listed where applicable;

C. All new machines are to be guaranteed as fully operational for the period stated in the contract from time of written acceptance by the State. The contractor shall render prompt service without charge, regardless of geographic location;

D. Sufficient quantities of parts necessary for proper service to equipment shall be maintained at distribution points and service headquarters;

E. Trained mechanics are regularly employed to make necessary repairs to equipment in the territory from which the service request might emanate within a 48-hour period or within the time accepted as industry practice; 

F. During the warranty period the contractor shall replace immediately any material which is rejected for failure to meet the requirements of the contract; and

G. All services rendered to the State shall be performed in strict and full accordance with the specifications stated in the contract. The contract shall not be considered complete until final approval by the State's using agency is rendered. 

[bookmark: _Toc485039895][bookmark: _Toc485041311][bookmark: _Toc6229056][bookmark: _Toc63097857]5.12	DELIVERY REQUIREMENTS
A. Deliveries shall be made at such time and in such quantities as ordered in strict accordance with conditions contained in the contract;

B. The contractor shall be responsible for the delivery of material in first class condition to the State's using agency or the purchaser under this contract and in accordance with good commercial practice;
 
C. Items delivered must be strictly in accordance with the contract; and

D. In the event delivery of goods or services is not made within the number of days stipulated or under the schedule defined in the contract, the using agency shall be authorized to obtain the material or service from any available source, the difference in price, if any, to be paid by the contractor. 

[bookmark: _Toc485039896][bookmark: _Toc485041312][bookmark: _Toc6229057][bookmark: _Toc63097858]5.13	APPLICABLE LAW AND JURISDICTION
This contract and any and all litigation arising therefrom or related thereto shall be governed by the applicable laws, regulations and rules of evidence of the State of New Jersey without reference to conflict of laws principles and shall be filed in the appropriate Division of the New Jersey Superior Court. 

[bookmark: _Toc485039897][bookmark: _Toc485041313][bookmark: _Toc6229058][bookmark: _Toc63097859]5.14	CONTRACT AMENDMENT
Except as provided herein, the contract may only be amended by written agreement of the State and the contractor. 

[bookmark: _Toc485039898][bookmark: _Toc485041314][bookmark: _Toc6229059][bookmark: _Toc63097860]5.15	MAINTENANCE OF RECORDS
The contractor shall maintain records for products and/or services delivered against the contract for a period of five (5) years from the date of final payment unless a longer period is required by law. Such records shall be made available to the State, including the Comptroller, for audit and review.

[bookmark: _Toc485039899][bookmark: _Toc485041315][bookmark: _Toc6229060][bookmark: _Toc63097861]5.16	ASSIGNMENT OF ANTITRUST CLAIM(S)
The contractor recognizes that in actual economic practice, overcharges resulting from antitrust violations are in fact usually borne by the ultimate purchaser. Therefore, and as consideration for executing this contract, the contractor, acting herein by and through its duly authorized agent, hereby conveys, sells, assigns, and transfers to the State of New Jersey, for itself and on behalf of its political subdivisions and public agencies, all right, title and interest to all claims and causes of action it may now or hereafter acquire under the antitrust laws of the United States or the State of New Jersey, relating to the particular goods and services purchased or acquired by the State of New Jersey or any of its political subdivisions or public agencies pursuant to this contract. 
In connection with this assignment, the following are the express obligations of the contractor: 

A. It shall take no action that will in any way diminish the value of the rights conveyed or assigned hereunder; 
B. It shall advise the Attorney General of New Jersey: 
1. In advance of its intention to commence any action on its own behalf regarding any such claim or cause(s) of action; and
2. Immediately upon becoming aware of the fact that an action has been commenced on its behalf by some other person(s) of the pendency of such action. 
C. It shall notify the defendants in any antitrust suit of the within assignment at the earliest practicable opportunity after the contractor has initiated an action on its own behalf or becomes aware that such an action has been filed on its behalf by another person. A copy of such notice shall be sent to the Attorney General of New Jersey; and 
D. It is understood and agreed that in the event any payment under any such claim or cause of action is made to the contractor, it shall promptly pay over to the State of New Jersey the allotted share thereof, if any, assigned to the State hereunder. 
[bookmark: _Toc485039900][bookmark: _Toc485041316][bookmark: _Toc6229061][bookmark: _Toc63097862]6.	TERMS RELATING TO PRICE AND PAYMENT 

[bookmark: _Toc485039901][bookmark: _Toc485041317][bookmark: _Toc6229062][bookmark: _Toc63097863]6.1	PRICE FLUCTUATION DURING CONTRACT
Unless otherwise agreed to in writing by the State, all prices quoted shall be firm through issuance of contract or purchase order and shall not be subject to increase during the period of the contract. 
In the event of a manufacturer's or contractor's price decrease during the contract period, the State shall receive the full benefit of such price reduction on any undelivered purchase order and on any subsequent order placed during the contract period. The Director must be notified, in writing, of any price reduction within five (5) days of the effective date. 

Failure to report price reductions may result in cancellation of contract for cause, pursuant to provision 5.7(b)1. 

In an exceptional situation the State may consider a price adjustment. Requests for price adjustments must include justification and documentation.

[bookmark: _Toc485039902][bookmark: _Toc485041318][bookmark: _Toc6229063][bookmark: _Toc63097864]6.2	TAX CHARGES
The State of New Jersey is exempt from State sales or use taxes and Federal excise taxes. Therefore, price quotations must not include such taxes. The State's Federal Excise Tax Exemption number is 22-75-0050K. 

[bookmark: _Toc485039903][bookmark: _Toc485041319][bookmark: _Toc6229064][bookmark: _Toc63097865]6.3	PAYMENT TO VENDORS
A. The using agency(ies) is (are) authorized to order and the contractor is authorized to ship only those items covered by the contract resulting from the RFP. If a review of orders placed by the using agency(ies) reveals that goods and/or services other than that covered by the contract have been ordered and delivered, such delivery shall be a violation of the terms of the contract and may be considered by the Director as a basis to terminate the contract and/or not award the contractor a subsequent contract. The Director may take such steps as are necessary to have the items returned by the agency, regardless of the time between the date of delivery and discovery of the violation. In such event, the contractor shall reimburse the State the full purchase price; 

B. The contractor must submit invoices to the using agency with supporting documentation evidencing that work or goods for which payment is sought has been satisfactorily completed or delivered. For commodity contracts, the invoice, together with the Bill of Lading, and/or other documentation to confirm shipment and receipt of contracted goods must be received by the using agency prior to payment. For contracts featuring services, invoices must reference the tasks or subtasks detailed in the Scope of Work section of the RFP and must be in strict accordance with the firm, fixed prices submitted for each task or subtask on the RFP pricing sheets. When applicable, invoices should reference the appropriate RFP price sheet line number from the contractor’s bid proposal. All invoices must be approved by the State Contract Manager or using agency before payment will be authorized; 

C. In all time and materials contracts, the State Contract Manager or designee shall monitor and approve the hours of work and the work accomplished by contractor and shall document both the work and the approval. Payment shall not be made without such documentation. A form of timekeeping record that should be adapted as appropriate for the Scope of Work being performed can be found at www.nj.gov/treasury/purchase/forms/Vendor_Timesheet.xls; and

D. The contractor shall provide, on a monthly and cumulative basis, a breakdown in accordance with the budget submitted, of all monies paid to any small business, minority or woman-owned subcontractor(s). This breakdown shall be sent to the Chief of Operations, Division of Revenue, P.O. Box 628, Trenton, NJ 08646. 

[bookmark: _Toc485039904][bookmark: _Toc485041320][bookmark: _Toc6229065][bookmark: _Toc63097866]6.4	OPTIONAL PAYMENT METHOD: P-CARD
The State offers contractors the opportunity to be paid through the MasterCard procurement card (p-card). A contractor’s acceptance and a State agency’s use of the p-card are optional. P-card transactions do not require the submission of a contractor invoice; purchasing transactions using the p-card will usually result in payment to a contractor in three (3) days. A contractor should take note that there will be a transaction-processing fee for each p-card transaction. To participate, a contractor must be capable of accepting the MasterCard. Additional information can be obtained from banks or merchant service companies. 

[bookmark: _Toc485039905][bookmark: _Toc485041321][bookmark: _Toc6229066][bookmark: _Toc63097867]6.5	NEW JERSEY PROMPT PAYMENT ACT
The New Jersey Prompt Payment Act, N.J.S.A. 52:32-32 et seq., requires state agencies to pay for goods and services within 60 days of the agency's receipt of a properly executed State Payment Voucher or within 60 days of receipt and acceptance of goods and services, whichever is later. Properly executed performance security, when required, must be received by the State prior to processing any payments for goods and services accepted by state agencies. Interest will be paid on delinquent accounts at a rate established by the State Treasurer. Interest shall not be paid until it exceeds $5.00 per properly executed invoice. 

Cash discounts and other payment terms included as part of the original agreement are not affected by the Prompt Payment Act. 

[bookmark: _Toc485039906][bookmark: _Toc485041322][bookmark: _Toc6229067][bookmark: _Toc63097868]6.6	AVAILABILITY OF FUNDS
The State’s obligation to make payment under this contract is contingent upon the availability of appropriated funds and receipt of revenues from which payment for contract purposes can be made. No legal liability on the part of the State for payment of any money shall arise unless and until funds are appropriated each fiscal year to the using agency by the State Legislature and made available through receipt of revenue.

[bookmark: _Toc485039907][bookmark: _Toc485041323][bookmark: _Toc6229068][bookmark: _Toc63097869]7.	TERMS RELATING TO ALL CONTRACTS FUNDED, IN WHOLE OR IN PART, BY FEDERAL FUNDS 
The provisions set forth in this Section of the Standard Terms and Conditions apply to all contracts funded, in whole or in part, by Federal funds as required by 2 CFR 200.317.

[bookmark: _Toc63097870][bookmark: _Toc485039908][bookmark: _Toc485041324]7.1	CONTRACTING WITH SMALL AND MINORITY BUSINESSES, WOMEN’S BUSINESS ENTERPRISES, AND LABOR SURPLUS AREA FIRMS
Pursuant to 2 CFR 200.321, the State must take all necessary affirmative steps to assure that minority businesses, women’s business enterprises, and labor surplus area firms are used when possible.  Accordingly, if subawards are to be made the Contractor shall:
(1)	Include qualified small and minority businesses and women’s business enterprises on solicitation lists;
(2)	Assure that small and minority businesses, and women’s business enterprises are solicited whenever they are potential sources;
(3)	Divide total requirements, when economically feasible, into smaller tasks or quantities to permit maximum participation by small and minority businesses, and women’s business enterprises;
(4)	Establish delivery schedules, where the requirement permits, which encourage participation by small and minority businesses, and women’s business enterprises; and,
(5)	Use the services and assistance, as appropriate, of such organizations as the Small Business Administration and the Minority Business Development Agency of the Department of Commerce.

[bookmark: _Toc63097871]7.2	DOMESTIC PREFERENCE FOR PROCUREMENTS
Pursuant to 2 CFR 200.322, where appropriate, the State has a preference for the purchase, acquisition, or use of goods, products, or materials produced in the United States (including but not limited to iron, aluminum, steel, cement, and other manufactured products).  If subawards are to be made the Contractor shall include a preference for the purchase, acquisition, or use of goods, products, or materials produced in the United States (including but not limited to iron, aluminum, steel, cement, and other manufactured products). For purposes of this section:
(1)	“Produced in the United States” means, for iron and steel products, that all manufacturing processes, from the initial melting stage through the application of coatings, occurred in the United States.
(2)	“Manufactured products” means items and construction materials composed in whole or in part of nonferrous metals such as aluminum; plastics and polymer-based products such as polyvinyl chloride pipe; aggregates such as concrete; glass, including optical fiber; and lumber.

[bookmark: _Toc63097872]7.3	PROCUREMENT OF RECOVERED MATERIALS
Where applicable, in the performance of contract, pursuant to 2 CFR 200.323, the contractor must comply with section 6002 of the Solid Waste Disposal Act, as amended by the Resource Conservation and Recovery Act. The requirements of Section 6002 include procuring only items designated in guidelines of the Environmental Protection Agency (EPA) at 40 CFR Part 247 that contain the highest percentage of recovered materials practicable, consistent with maintaining a satisfactory level of competition, where the purchase price of the item exceeds $ 10,000 or the value of the quantity acquired during the preceding fiscal year exceeded $10,000; procuring solid waste management services in a manner that maximizes energy and resource recovery; and establishing an affirmative procurement program for procurement of recovered materials identified in the EPA guidelines.

To the extent that the scope of work or specifications in the contract requires the contractor to provide recovered materials the scope of work or specifications are modified to require that as follows.
i. In the performance of this contract, the Contractor shall make maximum use of products containing recovered materials that are EPA-designated items unless the product cannot be acquired— 
1.	Competitively within a timeframe providing for compliance with the contract performance schedule; 
2.	Meeting contract performance requirements; or 
3.	At a reasonable price. 
ii. Information about this requirement, along with the list of EPA- designated items, is available at EPA’s Comprehensive Procurement Guidelines web site, https://www.epa.gov/smm/comprehensive- procurement-guideline-cpg-program. 
iii. The Contractor also agrees to comply with all other applicable requirements of Section 6002 of the Solid Waste Disposal Act.” 

[bookmark: _Toc485039909][bookmark: _Toc485041325][bookmark: _Toc63097873]7.4	EQUAL EMPLOYMENT OPPORTUNITY
Except as otherwise provided under 41 CFR Part 60, all contracts that meet the definition of "federally assisted construction contract" in 41 CFR Part 60-1.3 must include the equal opportunity clause provided under 41 CFR 60-1.4(b), in accordance with Executive Order 11246, "Equal Employment Opportunity" (30 FR 12319, 12935, 3 CFR Part, 1964-1965 Comp., p. 339), as amended by Executive Order 11375, "Amending Executive Order 11246 Relating to Equal Employment Opportunity," and implementing regulations at 41 CFR part 60, "Office of Federal Contract Compliance Programs, Equal Employment Opportunity, Department of Labor."  See, 2 CFR Part 200, Appendix II, para. C.

During the performance of this contract, the contractor agrees as follows:
(1) The contractor will not discriminate against any employee or applicant for employment because of race, color, religion, sex, sexual orientation, gender identity, or national origin. The contractor will take affirmative action to ensure that applicants are employed, and that employees are treated during employment without regard to their race, color, religion, sex, sexual orientation, gender identity, or national origin. Such action shall include, but not be limited to the following:
Employment, upgrading, demotion, or transfer; recruitment or recruitment advertising; layoff or termination; rates of pay or other forms of compensation; and selection for training, including apprenticeship. The contractor agrees to post in conspicuous places, available to employees and applicants for employment, notices to be provided setting forth the provisions of this nondiscrimination clause.
(2) The contractor will, in all solicitations or advertisements for employees placed by or on behalf of the contractor, state that all qualified applicants will receive consideration for employment without regard to race, color, religion, sex, sexual orientation, gender identity, or national origin.
(3) The contractor will not discharge or in any other manner discriminate against any employee or applicant for employment because such employee or applicant has inquired about, discussed, or disclosed the compensation of the employee or applicant or another employee or applicant. This provision shall not apply to instances in which an employee who has access to the compensation information of other employees or applicants as a part of such employee's essential job functions discloses the compensation of such other employees or applicants to individuals who do not otherwise have access to such information, unless such disclosure is in response to a formal complaint or charge, in furtherance of an investigation, proceeding, hearing, or action, including an investigation conducted by the employer, or is consistent with the contractor's legal duty to furnish information.
(4) The contractor will send to each labor union or representative of workers with which he/she has a collective bargaining agreement or other contract or understanding, a notice to be provided advising the said labor union or workers' representatives of the contractor's commitments under this section, and shall post copies of the notice in conspicuous places available to employees and applicants for employment.
(5) The contractor will comply with all provisions of Executive Order 11246 of September 24, 1965, and of the rules, regulations, and relevant orders of the Secretary of Labor.
(6) The contractor will furnish all information and reports required by Executive Order 11246 of September 24, 1965, and by rules, regulations, and orders of the Secretary of Labor, or pursuant thereto, and will permit access to his/her books, records, and accounts by the administering agency and the Secretary of Labor for purposes of investigation to ascertain compliance with such rules, regulations, and orders.
(7) In the event of the contractor's noncompliance with the nondiscrimination clauses of this contract or with any of the said rules, regulations, or orders, this contract may be canceled, terminated, or suspended in whole or in part and the contractor may be declared ineligible for further Government contracts or federally assisted construction contracts in accordance with procedures authorized in Executive Order 11246 of September 24, 1965, and such other sanctions may be imposed and remedies invoked as provided in Executive Order 11246 of September 24, 1965, or by rule, regulation, or order of the Secretary of Labor, or as otherwise provided by law.
(8) The contractor will include the portion of the sentence immediately preceding paragraph (1) and the provisions of paragraphs (1) through (8) in every subcontract or purchase order unless exempted by rules, regulations, or orders of the Secretary of Labor issued pursuant to section 204 of Executive Order 11246 of September 24, 1965, so that such provisions will be binding upon each subcontractor or vendor. The contractor will take such action with respect to any subcontract or purchase order as the administering agency may direct as a means of enforcing such provisions, including sanctions for noncompliance:
Provided, however, that in the event a contractor becomes involved in, or is threatened with, litigation with a subcontractor or vendor as a result of such direction by the administering agency, the contractor may request the United States to enter into such litigation to protect the interests of the United States.

The applicant further agrees that it will be bound by the above equal opportunity clause with respect to its own employment practices when it participates in federally assisted construction work: Provided, That if the applicant so participating is a State or local government, the above equal opportunity clause is not applicable to any agency, instrumentality or subdivision of such government which does not participate in work on or under the contract.

The applicant agrees that it will assist and cooperate actively with the administering agency and the Secretary of Labor in obtaining the compliance of contractors and subcontractors with the equal opportunity clause and the rules, regulations, and relevant orders of the Secretary of Labor, that it will furnish the administering agency and the Secretary of Labor such information as they may require for the supervision of such compliance, and that it will otherwise assist the administering agency in the discharge of the agency's primary responsibility for securing compliance.

The applicant further agrees that it will refrain from entering into any contract or contract modification subject to Executive Order 11246 of September 24, 1965, with a contractor debarred from, or who has not demonstrated eligibility for, Government contracts and federally assisted construction contracts pursuant to the Executive Order and will carry out such sanctions and penalties for violation of the equal opportunity clause as may be imposed upon contractors and subcontractors by the administering agency or the Secretary of Labor pursuant to Part II, Subpart D of the Executive Order. In addition, the applicant agrees that if it fails or refuses to comply with these undertakings, the administering agency may take any or all of the following actions: Cancel, terminate, or suspend in whole or in part this grant (contract, loan, insurance, guarantee); refrain from extending any further assistance to the applicant under the program with respect to which the failure or refund occurred until satisfactory assurance of future compliance has been received from such applicant; and refer the case to the Department of Justice for appropriate legal proceedings.

[bookmark: _Toc485039910][bookmark: _Toc485041326][bookmark: _Toc63097874]7.5	DAVIS-BACON ACT, 40 U.S.C. 3141-3148, AS AMENDED
When required by Federal program legislation, all prime construction contracts in excess of $2,000 shall be done in compliance with the Davis-Bacon Act (40 U.S.C. 3141- 3144, and 3146-3148) and the requirements of 29 C.F.R. pt. 5 as may be applicable. The contractor shall comply with 40 U.S.C. 3141-3144, and 3146-3148 and the requirements of 29 C.F.R. pt. 5 as applicable.  Contractors are required to pay wages to laborers and mechanics at a rate not less than the prevailing wages specified in a wage determination made by the Secretary of Labor.  Additionally, contractors are required to pay wages not less than once a week.

[bookmark: _Toc63097875][bookmark: _Toc485039911][bookmark: _Toc485041327]7.6	COPELAND ANTI-KICKBACK ACT
Where applicable, the Contractor must comply with Copeland "Anti-Kickback" Act (40 U.S.C. 3145), as supplemented by Department of Labor regulations (29 CFR Part 3, "Contractors and Subcontractors on Public Building or Public Work Financed in Whole or in Part by Loans or Grants from the United States").
a.	Contractor. The Contractor shall comply with 18 U.S.C. § 874, 40 U.S.C. § 3145, and the requirements of 29 C.F.R. pt. 3 as may be applicable, which are incorporated by reference into the OGS centralized contract. 
b.	Subcontracts. The Contractor or subcontractor shall insert in any subcontracts the clause above and such other clauses as FEMA may by appropriate instructions require, and also a clause requiring the subcontractors to include these clauses in any lower tier subcontracts. The prime contractor shall be responsible for the compliance by any subcontractor or lower tier subcontractor with all of these contract clauses.
c.	Breach. A breach of the clauses above may be grounds for termination of the OGS centralized contract, and for debarment as a Contractor and subcontractor as provided in 29 C.F.R. § 5.12.

[bookmark: _Toc63097876]7.7	CONTRACT WORK HOURS AND SAFETY STANDARDS ACT, 40 U.S.C. 3701-3708
Where applicable, all contracts awarded by the non-Federal entity in excess of $ 100,000 that involve the employment of mechanics or laborers must  comply with 40 U.S.C. 3702 and 3704, as supplemented by Department of Labor regulations (29 CFR Part 5).  
(1) Overtime requirements. No contractor or subcontractor contracting for any part of the contract work which may require or involve the employment of laborers or mechanics shall require or permit any such laborer or mechanic in any workweek in which he or she is employed on such work to work in excess of forty hours in such workweek unless such laborer or mechanic receives compensation at a rate not less than one and one-half times the basic rate of pay for all hours worked in excess of forty hours in such workweek. 
(2) Violation; liability for unpaid wages; liquidated damages. In the event of any violation of the clause set forth in paragraph (b)(1) of this section the contractor and any subcontractor responsible therefor shall be liable for the unpaid wages. In addition, such contractor and subcontractor shall be liable to the United States (in the case of work done under contract for the District of Columbia or a territory, to such District or to such territory), for liquidated damages. Such liquidated damages shall be computed with respect to each individual laborer or mechanic, including watchmen and guards, employed in violation of the clause set forth in paragraph (b)(1) of this section, in the sum of $27 for each calendar day on which such individual was required or permitted to work in excess of the standard workweek of forty hours without payment of the overtime wages required by the clause set forth in paragraph (b)(1) of this section.
(3) Withholding for unpaid wages and liquidated damages. The unauthorized user shall upon its own action or upon written request of an authorized representative of the Department of Labor withhold or cause to be withheld, from any moneys payable on account of work performed by the contractor or subcontractor under any such contract or any other Federal contract with the same prime contractor, or any other federally-assisted contract subject to the Contract Work Hours and Safety Standards Act, which is held by the same prime contractor, such sums as may be determined to be necessary to satisfy any liabilities of such contractor or subcontractor for unpaid wages and liquidated damages as provided in the clause set forth in paragraph (b)(2) of this section. 
(4) Subcontracts. The contractor or subcontractor shall insert in any subcontracts the clauses set forth in paragraph (b)(1) through (4) of this section and also a clause requiring the subcontractors to include these clauses in any lower tier subcontracts. The prime contractor shall be responsible for compliance by any subcontractor or lower tier subcontractor with the clauses set forth in paragraphs (b)(1) through (4) of this section.

[bookmark: _Toc485039912][bookmark: _Toc485041328][bookmark: _Toc63097877]7.8	RIGHTS TO INVENTIONS MADE UNDER A CONTRACT OR AGREEMENT
If the Federal award meets the definition of "funding agreement" under 37 CFR § 401.2 (a) and the recipient or subrecipient wishes to enter into a contract with a small business firm or nonprofit organization regarding the substitution of parties, assignment or performance of experimental, developmental, or research work under that "funding agreement," the recipient or subrecipient must comply with the requirements of 37 CFR Part 401, "Rights to Inventions Made by Nonprofit Organizations and Small Business Firms Under Government Grants, Contracts and Cooperative Agreements," and any implementing regulations issued by the awarding agency.

[bookmark: _Toc485039913][bookmark: _Toc485041329][bookmark: _Toc63097878]7.9	CLEAN AIR ACT, 42 U.S.C. 7401-7671Q, AND THE FEDERAL WATER POLLUTION CONTROL ACT, 33 U.S.C. 1251-1387, AS AMENDED 
Where applicable, Contract and subgrants of amounts in excess of $150,000, must comply with the following:

Clean Air Act
1. The contractor agrees to comply with all applicable standards, orders or regulations issued pursuant to the Clean Air Act, as amended, 42 U.S.C. § 7401 et seq.
2. The contractor agrees to report each violation to the Division of Purchase and Property and understands and agrees that the Division of Purchase and Property will, in turn, report each violation as required to assure notification to the Federal Emergency Management Agency, and the appropriate Environmental Protection Agency Regional Office. 
3. The contractor agrees to include these requirements in each subcontract exceeding $150,000 financed in whole or in part with Federal assistance provided by FEMA. 

Federal Water Pollution Control Act 
1. The contractor agrees to comply with all applicable standards, orders, or regulations issued pursuant to the Federal Water Pollution Control Act, as amended, 33 U.S.C. 1251 et seq. 
2. The contractor agrees to report each violation to the Division of Purchase and Property and understands and agrees that the Division of Purchase and Property will, in turn, report each violation as required to assure notification to the Federal Emergency Management Agency, and the appropriate Environmental Protection Agency Regional Office. 
3. The contractor agrees to include these requirements in each subcontract exceeding $150,000 financed in whole or in part with Federal assistance provided by FEMA. 

[bookmark: _Toc485039914][bookmark: _Toc485041330][bookmark: _Toc63097879]7.10	DEBARMENT AND SUSPENSION (EXECUTIVE ORDERS 12549 AND 12689) 
(1) This contract is a covered transaction for purposes of 2 C.F.R. pt. 180 and 2 C.F.R. pt. 3000. As such, the contractor is required to verify that none of the contractor’s principals (defined at 2 C.F.R. § 180.995) or its affiliates (defined at 2 C.F.R. § 180.905) are excluded (defined at 2 C.F.R. § 180.940) or disqualified (defined at 2 C.F.R. § 180.935). 
(2) The contractor must comply with 2 C.F.R. pt. 180, subpart C and2 C.F.R. pt. 3000, subpart C, and must include a requirement to comply with these regulations in any lower tier covered transaction it enters into. 
(3) This certification is a material representation of fact relied upon by the State or authorized user. If it is later determined that the contractor did not comply with 2 C.F.R. pt. 180, subpart C and 2 C.F.R. pt. 3000, subpart C, in addition to remedies available to the State or authorized user, the Federal Government may pursue available remedies, including but not limited to suspension and/or debarment. 
(4) The bidder or proposer agrees to comply with the requirements of2 C.F.R. pt. 180, subpart C and 2 C.F.R. pt. 3000, subpart C while this offer is valid and throughout the period of any contract that may arise from this offer. The bidder or proposer further agrees to include a provision requiring such compliance in its lower tier covered transactions. 

[bookmark: _Toc485039915][bookmark: _Toc485041331][bookmark: _Toc63097880]7.11	BYRD ANTI-LOBBYING AMENDMENT, 31 U.S.C. 1352 
Contractors that apply or bid for an award exceeding $100,000 must file the required certification. Each tier certifies to the tier above that it will not and has not used Federal appropriated funds to pay any person or organization for influencing or attempting to influence an officer or employee of any agency, a member of Congress, officer or employee of Congress, or an employee of a member of Congress in connection with obtaining any Federal contract, grant or any other award covered by 31 U.S.C. 1352. Each tier must also disclose any lobbying with non-Federal funds that takes place in connection with obtaining any Federal award. Such disclosures are forwarded from tier to tier up to the non-Federal award.  Such disclosures are forwarded from tier to tier up to the recipient who in turn will forward the certification(s) to the awarding agency.

[bookmark: _Toc63097881]7.12 PROHIBITION ON CERTAIN TELECOMMUNICATIONS AND VIDEO SURVEILLANCE SERVICES OR EQUIPMENT
(a)	Recipients and subrecipients are prohibited from obligating or expending loan or grant funds to:
(1)	Procure or obtain;
(2)	Extend or renew a contract to procure or obtain; or
(3)	Enter into a contract (or extend or renew a contract) to procure or obtain equipment, services, or systems that uses covered telecommunications equipment or services as a substantial or essential component of any system, or as critical technology as part of any system. As described in Public Law 115–232, section 889, covered telecommunications equipment is telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation (or any subsidiary or affiliate of such entities).
(i)	For the purpose of public safety, security of government facilities, physical security surveillance of critical infrastructure, and other national security purposes, video surveillance and telecommunications equipment produced by Hytera Communications Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology Company (or any subsidiary or affiliate of such entities).
(ii)	Telecommunications or video surveillance services provided by such entities or using such equipment.
(iii)	Telecommunications or video surveillance equipment or services produced or provided by an entity that the Secretary of Defense, in consultation with the Director of the National Intelligence or the Director of the Federal Bureau of Investigation, reasonably believes to be an entity owned or controlled by, or otherwise connected to, the government of a covered foreign country.



EXHIBIT A

MANDATORY EQUAL EMPLOYMENT OPPORTUNITY LANGUAGE
N.J.S.A. 10:5-31 et seq. (P.L. 1975, c. 127)
N.J.A.C. 17:27 et seq.

GOODS, GENERAL SERVICE AND PROFESSIONAL SERVICES CONTRACTS

During the performance of this contract, the contractor agrees as follows:

The contractor or subcontractor, where applicable, will not discriminate against any employee or applicant for employment because of age, race, creed, color, national origin, ancestry, marital status, affectional or sexual orientation, gender identity or expression, disability, nationality or sex. Except with respect to affectional or sexual orientation and gender identity or expression, the contractor will ensure that equal employment opportunity is afforded to such applicants in recruitment and employment, and that employees are treated during employment, without regard to their age, race, creed, color, national origin, ancestry, marital status, affectional or sexual orientation, gender identity or expression, disability, nationality or sex.  Such equal employment opportunity shall include, but not be limited to the following: employment, upgrading, demotion, or transfer; recruitment or recruitment advertising; layoff or termination; rates of pay or other forms of compensation; and selection for training, including apprenticeship.  The contractor agrees to post in conspicuous places, available to employees and applicants for employment, notices to be provided by the Public Agency Compliance Officer setting forth provisions of this nondiscrimination clause.

The contractor or subcontractor, where applicable will, in all solicitations or advertisements for employees placed by or on behalf of the contractor, state that all qualified applicants will receive consideration for employment without regard to age, race, creed, color, national origin, ancestry, marital status, affectional or sexual orientation, gender identity or expression, disability, nationality or sex.

The contractor or subcontractor will send to each labor union, with which it has a collective bargaining agreement, a notice, to be provided by the agency contracting officer, advising the labor union of the contractor's commitments under this chapter and shall post copies of the notice in conspicuous places available to employees and applicants for employment.

The contractor or subcontractor, where applicable, agrees to comply with any regulations promulgated by the Treasurer pursuant to N.J.S.A. 10:5-31 et seq., as amended and supplemented from time to time and the Americans with Disabilities Act.

The contractor or subcontractor agrees to make good faith efforts to meet targeted county employment goals established in accordance with N.J.A.C. 17:27-5.2.

The contractor or subcontractor agrees to inform in writing its appropriate recruitment agencies including, but not limited to, employment agencies, placement bureaus, colleges, universities, and labor unions, that it does not discriminate on the basis of age, race, creed, color, national origin, ancestry, marital status, affectional or sexual orientation, gender identity or expression, disability, nationality or sex, and that it will discontinue the use of any recruitment agency which engages in direct or indirect discriminatory practices.

The contractor or subcontractor agrees to revise any of its testing procedures, if necessary, to assure that all personnel testing conforms with the principles of job related testing, as established by the statutes and court decisions of the State of New Jersey and as established by applicable Federal law and applicable Federal court decisions.

In conforming with the targeted employment goals, the contractor or subcontractor agrees to review all procedures relating to transfer, upgrading, downgrading and layoff to ensure that all such actions are taken without regard to age, race, creed, color, national origin, ancestry, marital status, affectional or sexual orientation, gender identity or expression, disability, nationality or sex, consistent with the statutes and court decisions of the State of New Jersey, and applicable Federal law and applicable Federal court decisions.

The contractor shall submit to the public agency, after notification of award but prior to execution of a goods and services contract, one of the following three documents:

Letter of Federal Affirmative Action Plan Approval;

	Certificate of Employee Information Report; or

Employee Information Report Form AA302 (electronically provided by the Division and distributed to the public agency through the Division’s website at http://www.state.nj.us/treasury/contract_compliance).

The contractor and its subcontractors shall furnish such reports or other documents to the Division of Purchase an Property, CCAU, EEO Monitoring Program as may be requested by the office from time to time in order to carry out the purposes of these regulations, and public agencies shall furnish such information as may be requested by the Division of Purchase an Property, CCAU, EEO Monitoring Program for conducting a compliance investigation pursuant to N.J.A.C. 17:27-1 et seq.


EXHIBIT B

MANDATORY EQUAL EMPLOYMENT OPPORTUNITY LANGUAGE
N.J.S.A. 10:5-31 et seq. (P.L. 1975, c. 127)
N.J.S.A. 10:5-39 et. seq. (P.L. 1983, c. 197)
N.J.A.C. 17:27-1.1 et seq.

CONSTRUCTION CONTRACTS

During the performance of this contract, the contractor agrees as follows:

The contractor or subcontractor, where applicable, will not 	discriminate against any employee or applicant for employment because of age, race, creed, color, national origin, ancestry, marital status, affectional or sexual orientation, gender identity or expression, disability, nationality or sex. Except with respect to affectional or sexual orientation and gender identity or expression, the contractor will ensure that equal employment opportunity is afforded to such applicants in recruitment and employment, and that employees are treated during employment, without regard to their age, race, creed, color, national origin, ancestry, marital status, affectional or sexual orientation, gender identity or expression, disability, nationality or sex. Such equal employment opportunity shall include, but not be limited to the following: employment, up grading, demotion, or transfer; recruitment or recruitment advertising; layoff or termination; rates of pay or other forms of compensation; and selection for training, including apprenticeship. The contractor agrees to post in conspicuous places, available to employees and applicants for employment, notices to be provided by the Public Agency Compliance Officer setting forth provisions of this nondiscrimination clause.

The contractor or subcontractor, where applicable will, in all solicitations or advertisements for employees placed by or on behalf of the contractor, state that all qualified applicants will receive consideration for employment without regard to age, race, creed, color, national origin, ancestry, marital status, affectional or sexual orientation, gender identity or expression, disability, nationality or sex.

N.J.S.A. 10:5-39 et seq. requires contractors, subcontractors, and permitted assignees performing construction, alteration, or repair of any building or public work in excess of $250,000 to guarantee equal employment opportunity to veterans.

The contractor or subcontractor will send to each labor union, with which it has a collective bargaining agreement, a notice, to be provided by the agency contracting officer, advising the labor union or workers' representative of the contractor's commitments under this act and shall post copies of the notice in conspicuous places available to employees and applicants for employment.

The contractor or subcontractor, where applicable, agrees to comply with any regulations promulgated by the Treasurer, pursuant to N.J.S.A. 10:5-31 et seq., as amended and supplemented from time to time and the Americans with Disabilities Act.

When hiring or scheduling workers in each construction trade, the contractor or subcontractor agrees to make good faith efforts to employ 	minority and women workers in each construction trade consistent with the targeted employment goal prescribed by N.J.A.C. 17:27-7.2; provided, however, that the Dept. of LWD, Construction EEO Monitoring Program may, in its discretion, exempt a contractor or subcontractor from compliance with the good faith procedures prescribed by the following provisions, A, B and C, as long as the Dept. of LWD, Construction EEO Monitoring Program is satisfied that the contractor or subcontractor is employing workers provided by a union which provides evidence, in accordance with standards prescribed by the Dept. of LWD, Construction EEO Monitoring Program, that its percentage of active "card carrying" members who are minority and women workers is equal to or greater than the targeted employment goal established in accordance with N.J.A.C. 17:27-7.2.  The contractor or subcontractor agrees that a good faith effort shall include compliance with the following procedures:

(A)	If the contractor or subcontractor has a referral agreement or arrangement with a union for a construction trade, the contractor or subcontractor shall, within three business days of the contract award, seek assurances from the union that it will cooperate with the contractor or subcontractor as it fulfills its affirmative action obligations under this contract and in accordance with the rules promulgated by the Treasurer pursuant to N.J.S.A. 10:5-31 et. seq., as supplemented and amended from time to time and the Americans with Disabilities Act.  If the contractor or subcontractor is unable to obtain said assurances from the construction trade union at least five business days prior to the commencement of construction work, the contractor or subcontractor agrees to afford equal employment opportunities minority and women workers directly, consistent with this chapter.  If the contractor's or subcontractor's prior experience with a construction trade union, regardless of whether the union has provided said assurances, indicates a significant possibility that the trade union will not refer sufficient minority and women workers consistent with affording equal employment opportunities as specified in this chapter, the contractor or subcontractor agrees to be prepared to provide such opportunities to minority and women workers directly, consistent with this chapter, by complying with the hiring or scheduling procedures prescribed under (B) below; and the contractor or subcontractor further agrees to take said action immediately if it determines that the union is not referring minority and women workers consistent with the equal employment opportunity goals set forth in this chapter.

(B)	If good faith efforts to meet targeted employment goals have not or cannot be met for each construction trade by adhering to the procedures of (A) above, or if the contractor does not have a referral agreement or arrangement with a union for a construction trade, the contractor or subcontractor agrees to take the following actions:

(1) To notify the public agency compliance officer, the Dept. of LWD, Construction EEO Monitoring Program, and minority and women referral organizations listed by the Division pursuant to N.J.A.C. 17:27-5.3, of its workforce needs, and request referral of minority and women workers;
		
(2) To notify any minority and women workers who have been listed with it as awaiting available vacancies;

(3) Prior to commencement of work, to request that the local construction trade union refer minority and women workers to fill job openings, provided the contractor or subcontractor has a referral agreement or arrangement with a union for the construction trade;

(4) To leave standing requests for additional referral to minority and women workers with the local construction trade union, provided the contractor or subcontractor has a referral agreement or arrangement with a union for the construction trade, the State Training and Employment Service and other approved referral sources in the area;

(5) If it is necessary to lay off some of the workers in a given trade on the construction site, layoffs shall be conducted in compliance with the equal employment opportunity and non-discrimination standards set forth in this regulation, as well as with applicable Federal and State court decisions;

(6) To adhere to the following procedure when minority and women workers apply or are referred to the contractor or subcontractor:

(i) The contactor or subcontractor shall interview the referred minority or women worker.

(ii) If said individuals have never previously received any document or certification signifying a level of qualification lower than that required in order to perform the work of the construction trade, the contractor or subcontractor shall in good faith determine the qualifications of such individuals. The contractor or subcontractor shall hire or schedule those individuals who satisfy appropriate qualification standards in conformity with the equal employment opportunity and non-discrimination principles set forth in this chapter. However, a contractor or subcontractor shall determine that the individual at least possesses the requisite skills, and experience recognized by a union, apprentice program or a referral agency, provided the referral agency is acceptable to the Dept. of LWD, Construction EEO Monitoring Program. If necessary, the contractor or subcontractor shall hire or schedule minority and women workers who qualify as trainees pursuant to these rules. All of the requirements, however, are limited by the provisions of (C) below.

(iii) The name of any interested women or minority individual shall be maintained on a waiting list, and shall be considered for employment as described in (i) above, whenever vacancies occur. At the request of the Dept. of LWD, Construction EEO Monitoring Program, the contractor or subcontractor shall provide evidence of its good faith efforts to employ women and minorities from the list to fill vacancies.

(iv) If, for any reason, said contractor or subcontractor determines that a minority individual or a woman is not qualified or if the individual qualifies as an advanced trainee or apprentice, the contractor or subcontractor shall inform the individual in writing of the reasons for the determination, maintain a copy of the determination in its files, and send a copy to the public agency compliance officer and to the Dept. of LWD, Construction EEO Monitoring Program.

(7) To keep a complete and accurate record of all requests made for the referral of workers in any trade covered by the contract, on forms made available by the Dept. of LWD, Construction EEO Monitoring Program and submitted promptly to the Dept. of LWD, Construction EEO Monitoring Program upon request.

(C)	The contractor or subcontractor agrees that nothing contained in (B) above shall preclude the contractor or subcontractor from complying with the union hiring hall or apprenticeship policies in any applicable collective bargaining agreement or union hiring hall arrangement, and, where required by custom or agreement, it shall send journeymen and trainees to the union for referral, or to the apprenticeship program for admission, pursuant to such agreement or arrangement. However, where the practices of a union or apprenticeship program will result in the exclusion of minorities and women or the failure to refer minorities and women consistent with the targeted county employment goal, the contractor or subcontractor shall consider for employment persons referred pursuant to (B) above without regard to such agreement or arrangement; provided further, however, that the contractor or subcontractor shall not be required to employ women and minority advanced trainees and trainees in numbers which result in the employment of advanced trainees and trainees as a percentage of the total workforce for the construction trade, which percentage significantly exceeds the apprentice to journey worker ratio specified in the applicable collective bargaining agreement, or in the absence of a collective bargaining agreement, exceeds the ratio established by practice in the area for said construction trade.  Also, the contractor or subcontractor agrees that, in implementing the procedures of (B) above, it shall, where applicable, employ minority and women workers residing within the geographical jurisdiction of the union.

After notification of award, but prior to signing a construction contract, the contractor shall submit to the public agency compliance officer and the Dept. of LWD, Construction EEO Monitoring Program an initial project workforce report (Form AA-201) electronically provided to the public agency by the Dept. of LWD, Construction EEO Monitoring Program, through its website, for distribution to and completion by the contractor, in accordance with N.J.A.C. 17:27-7. 

The contractor also agrees to submit a copy of the Monthly Project Workforce Report once a month thereafter for the duration of this contract to the Dept. of LWD, Construction EEO Monitoring Program and to the public agency compliance officer.

The contractor agrees to cooperate with the public agency in the payment of budgeted funds, as is necessary, for on the job and/or off the job programs for outreach and training of minorities and women.

(D)	The contractor and its subcontractors shall furnish such reports or other documents to the  Dept. of LWD, Construction EEO Monitoring Program as may be requested by the Dept. of LWD, Construction EEO Monitoring Program from time to time in order to carry out the purposes of these regulations, and public agencies shall furnish such information as may be requested by the Dept. of LWD, Construction EEO Monitoring Program for conducting a compliance investigation pursuant to N.J.A.C. 17:27-1.1 et seq.


EXECUTIVE ORDER NO. 151 REQUIREMENTS

It is the policy of the Division of Purchase and Property that its contracts should create a workforce that reflects the diversity of the State of New Jersey. Therefore, contractors engaged by the Division of Purchase and Property to perform under a construction contract shall put forth a good faith effort to engage in recruitment and employment practices that further the goal of fostering equal opportunities to minorities and women. 

The contractor must demonstrate to the Division of Purchase and Property’s satisfaction that a good faith effort was made to ensure that minorities and women have been afforded equal opportunity to gain employment under the Division of Purchase and Property’s contract with the contractor. Payment may be withheld from a contractor’s contract for failure to comply with these provisions. 

Evidence of a “good faith effort” includes, but is not limited to:

1. The Contractor shall recruit prospective employees through the State Job bank website, managed by the Department of Labor and Workforce Development, available online at https://newjersey.usnlx.com/;
2. The Contractor shall keep specific records of its efforts, including records of all individuals interviewed and hired, including the specific numbers of minorities and women;
3. The Contractor shall actively solicit and shall provide the Division of Purchase and Property with proof of solicitations for employment, including but not limited to advertisements in general circulation media, professional service publications and electronic media; and 
4. The Contractor shall provide evidence of efforts described at 2 above to the Division of Purchase and Property no less frequently than once every 12 months. 
5. The Contractor shall comply with the requirements set forth at N.J.A.C. 17:27. 

This language is in addition to and does not replace good faith efforts requirements for construction contracts required by N.J.A.C. 17:27-3.6, 3.7 and 3.8, also known as Exhibit B.
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