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1. Introduction

1.1 Background

Under seotions 1903(a)(3)(A)(1) and 1903(a)(3)(B) of the Social Seowrity Act, the Conters for
Medioare & Medicaid Services (CMS) has issued now standards and conditions that must be met
by the states in order for Medicaid technology investments (including treditional cleims
processing systems, as well as sligibility systems) to be eligible for the enhanced match funding,
The final regulation establishing these standards end conditions was made public on April 14,
2011 at hitp: ons.gov/# searchResulis: 0:po=70; -2010-0251,

Our purpose in moving to this standards and conditions-based approach to approving federal
funding is intended to foster better collaboration with states, reduce unnecessary paperwork, and
focus attention on the key elements of success for modetn systems development and deployment,

" In this document, we provide mare detail about the seven conditions and stendards and the Iénds
of information, activities and documentation the fedetal government will sxamine over the
course of a systetns develupment lifecycle to allow for initial and ongoing approval of enhanced
funding. More importantly, these dimensions of development and artifacts are essential to help
states ensure they are making efficient investments and will nitimetely improve the likelihood of
successful system implementation and operation, This document, and the principles contained f
our April 2011 final regulation, brild on the work CMS, states and private industry have done
over the last six years under the Medioald Information Technology Architecture (MITA)

Initiative,

MITA is intended to foster integtated business and information technology (IT) transformation
across the Medicaid enterprise to improve the administration and operation of the Medicaid
program. (The Medicaid enterprise is comprised of the states, the federal government, and
stakeholders who are directly and indireotly part of the administration and health care delivery
coosystenm.) The MITA initiatlve provides a common famewotk for ell Medicaid stakeholdets
10 focus on opportanities to build common services by decoupling legacy systems and processes,
and lberating data previously stored and contained in inacosssible silos. The MITA frarmework
facilitetes 4 more modern and agile approach to traditional systeras development lifecycle
approaches that have bad great difficulty in keeping up with the rate of change demanded by the
chenging business landscape of health care delivery and administration, By providing a common
Framework for the Medlcuid Enterprise to plan, architect, engineer, and inplement new and
changing business requirements, the effort to modernize Medicaid IT systems and processes
becomes more stable, uniforim, and lowets the risk of poor implementation. Over time, this
effort will drive the states’ systems toward 8 widespread network of shared, common technology
and processoes that support improved state administration of the Medicaid program. Que initial
emphagis 8 on streamlining the eligibility and enrollment process, fmproving user experiences,
increasing admindstrative efficiencies, and supporling with greater effectiveness the ability to
mannge care and produce improved health ontcomes for Medioald beneficiatles,

The MITA initiative began in 2005 with the concept of moving the design aud development of
Medicaid information systoms away from the siloed, sub-system components that comprise a
typical Medicaid Management Tnformation Systems (MMIS) and moving to & service oriented
architecture (SOA) framework of designing Medicaid information systems along the core
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prineiple thal business processes inform and drive the implementation of business services. The
MTT'A initiative produced an architeoture framewotle—business, technical, and information—
along with a business maturity model for process improvement, that guides the planming of
techmology and infrastructure build-out to meet the changing business.needs of Mediceaid
programs, MITA enables sll state Medicaid enterprises to meet common objectives within the
MITA framework while still supporting local needs unique to the particular state. All MITA
framework doounents are avallable to the public at ‘

hitpfwww.cma.gov/MedicaidfoTechArch/,

CMS is also issuing Guidance for Exchange and Medicatd Information Technology (IT) Systems
(T Guidance) relevant to Medicaid agencies as it articulates expeotations and supports
development and design. for Medioald and Exchange operations. Medicald and Exchange IT
Guidance focuses on those business functions and supporting I'T solutions needed for succsssfil
implementation of expanded coverage through premium tax credits and reduced cost sharing,
and enrollpent in Medicaid and Children’s Health Insurance Program (CHIP), .

—— o CM recognizes that-thereia.not a-“*one gize fits all’” technology solution to.every business ... _
challenge. Each technology investoent myist be viewed in light of existing, interrelated assets
and their maturity. There are trade-offs concerning schedules, costs, risks, business goals, and
other factors thet should be considered when making technalogy investments; however, CMS
must ensure thaf enhanced Federal Financial Participation (FFP) funding is approved only when
Medicaid infrastruchire and information systems projects meet statitory and regulatory
requirements to support efficient and effective operation of the program,

1.2 Purpose and Scope

The purpose of this document is o assist states ns they design, develop, implement and operate
technology and systatus projects in support of the Medioaid program, This dooument provides
additional insight and context to states to allow them to meet the conditions and standards for
enhanced federal match for Medicaid technology investments. Futute editions of this guidance
will be developed with additional input from and consultation with states.

2.  Conditions and Standards

2.1 Modularity Standard

"This oondition requires fhe use of a modular, flexible approach 1o systéms development,
inchading the use of open interfaces e exposed application prograroming interfaces (APT); the
separation of business 1ules from core programming; and the availability of business rules in
both human and machire-roadable formats, The commitment to formal sysiem developiment
methodology end open, reusable system architectire is extremely impottant in order to ensure
that sietes can more easily chisnge atd maintain Systens, us well as infegrate and interoperats
with g clinical and administrative ecosystem designed to delivet person-oentric services and
bensfits.

Modularity is breaking down systems 1'equil'ements into component parts. Extramely complex
systems can be developed as part of a gervico-orlented atchiteoturs (SOA), Modularity also
helps address the challenges of vustomization, Baseline web services and capabilities can be
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developed for end used by anyous, with exceptions for specifio business processes handled by a
- soparate module that interoperates with the baseline modules, With modulatity, changes can be
made indspendently to the baseline capabilities without affecting how the extension wotks. By
doing 80, the desigh ensures that future iterations of software can be deployed without breeking
custom funotionality,
A critical elament of complianee with this condition is providing CMS with an understanding of
where services and code will be tightly coupled, and whers the state will pursue a more :
eggressive decoupling strategy.
Use of Systems Development Lifecycle methodologles. States should use & system
development lifecycle (SDLC) methodology for improved efficiency and quelity of products and
services, The system development lifsoyole methodology should heve distinet, well-Cefined
phases for inception through close-out; include planning that desaribes schedules, target dates,
and budgets; should exhibit controls over the life of the project via written docurnentation,
Tormal reviews, and signofffacosptance by the systern owner(s); and should have well-

-7 “documented; ropeatable provessey with tlear input and vutput oriteria (o, artifacts) Statey — - ———

ghould assess deliversblos against CMS guidelines such as MITA end Medicaid and Exchange

IT Guidenee. ,
CMS is imnplementing a streamlined systems development life cycle process for Exchange Grants
that accommodates CMS feedback and direction to the states, All grantees have received
guidance on this process. We will also distribute Tnformation on our combined Fxchange/
Medicald governance processes to states through & vatiety of different mechanisms, including
{nformational bulleting and by posting materials on our CMS website. States will be required to
particlpate in this process for eligibility and enrollment systems needed to iraplement expansions
under the Affordable Care Act, States may refer to this SDLC process as a model they can
employ internally for other Medicaid IT projects. Otherwise, the system development
methodology Framework selected by the state should suit the speclfic kinds of project, based on
varying techmical, organizational, project, and team factors, Some mature methodologles for
consideration include the tradifional “waterfall” model; Rapid Application Developmont (RAD);
Spiral Approach; Unified Preccss or Rational Unified Process (RUP), which reinforces the usage
of Unified Modeling Language (UML); and Agile Developraent.

The objective of any SDLC process is to provide structure and discipline, and states are to build
secure I'T selutions based on 8OA principles. The application of and adherence to SOA
principles should facilitate the delivery of flexible, agile, and interoperable MMISs. States
should employ an open, reusable system architecture that separates the preseatation layer,
‘busivess logic (i.e., service layer), and deta layer for greater flenibility, security, performance,
end guatity of design, implementation, maintenance, and enhancement in the software life cycle,
The system architecture should utilize a user interface (UT) Framework that deploys presentation
components to allow for communication with disparate populations wsing different media
formats such as web, emall, mobile, and short message service (1.0, text messaging).

Identification and description of open tuterfaces, States should emphasize the flexibility of
open interfices and exposed APl as components for the service layer, States should identify all
interfaces in thelr development plan and discuss bow those interfaces will be maintained, States
must develop end maintain an exposed API {0 ahy data services hub available for the reporting of
data, verifications, and exchange of data among states. Sarvice interfaoes should be documented
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in an Interface Control Document (ICD). This ICD, for which CMS can provide a template,
shonld contain details of bardwars, operating systems, software, memory, service packs, product
keys, and versions,

Use of business rules engines. States should ensure the use of business rules engines to separate
business rules from core programming, and should provide information about the change control
prooess that will mapage development and implementation of business rules. States should be
able fo accommodate changes to business rules on a regularized schedule and on ah emergenc
basig, .
States should identify and document the business rules engines used, the manner in which the
business rules engine(s) is implemented in the stete’s architecture, the type of business rles
engine (e.g., forward-chaining, backward-chaining, deterministic/dormain specific, event
prooeseing, inference-based, eto.); the licensing and support model associated with the business
rules engine(s); and the approximate number of rules the business rules engine(s) exeoutes for 8
given business process,

Submisston of business rules to a HHS-designated repository, States should be prepared to
submit all their business rules in lnmman-readsble form to an HHS repogitory, which will be made
available to other states and to the public. In their APD, states must specify when they expect 1o
tnake those business ruies available. CMS will provide additional detsil and spetifications about
how to subit those rules. If the states want to protect distribution of any specific bustness rales
(e.g:, those that protect against fraud), states may specify their desire to protect those rules,

2.2 MITA Condition

This condition requires states to align to and advance inoteasingly in MTTA msturity for
business, architecture, and data. CMS expects the states to complete and eontinue to make
teasurable progress in implementing their MITA roadmaps, Already the MITA investmonts by
federal, state, and privatopartnars have allowed us to make important incremental imptovements
to share data and reuse business models, applicatians, and components. CMS stilves, however,
to build on and acoelerate the modernization of the Medicaid enterprise that has thus far been
achieved, _

MITA Self Assessmonts, CMS will be reviewing and producing MITA 3,0 in 2011, This next
version of MITA will take into account the changes required by the Affordable Care Act and the
availability of new tochnologies such as eloud computing and build out maturity levels 4 and 5,
Onee completed, CMS expects all states to update thelr solf assessments within 12 months, Ifa
state has not yet completed a self assessment, it may wait untll vetslon 3.0 is published (expected
in 2011), '

MITA Roudinaps, States will provide to CMS & MITA Maturity Mode! Roadmap that
addresses goals and objectives, as well as key activities and milestones, covering a.5-year
outlook for their proposed MMIS solution, as part of the APD process. This decument wiil be

opdated on an ammual basis. States should demonstrate how they plan to improve in MITA
mafurity over the S-year period and their anticipated thming for full MITA maturtty, States

zhould ensure that they have u sequenciug plan that considers cost, benefit, schedule, and risk.

Concept of Operutions (COO0) and Business Process Models (BPM). States should develap =
concept of operations and business work flows for the different business functions of the \state to
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advance the alignment of the state’s capability meturity with the MITA Maturity Model (MMM),
Thess COO and buaihess work flows should align to any provided by CMS in support of

Medioaid and Exchange business opérations and requirements, States should work to strearnline
and standardize these operational approaches and business work flows to minimize
cugtomization demands on teckmology solutions and optimize business outcomes. CMS will
provide more direction in fiure guidance about the form and format for the COO and BPMs,

2.3 Industry Standards Condition

States must ensure alignment with, and incorporation of, industry standards: the Health Insutance
Portability and Accountability Act of 1995 (HIPAA) security, privacy and transgotion standards;
aooeasibility standards established utder seetion 508 of the Rehabilitation Act, or standards that

~ provide greater acoessibility for individuals with disabilities, aud compliance with federal civil
rights laws; stendards adopted by the Secretary under section 1104 of the Affordabls Cate Aot
and standards and protocols adopted by the Ssoretary ymder section 1561 of the Affordable
Care Act,
CMS must ensure that Medicaid infrastructure and information system investments are made
with the assuranoe that timely and reliable adoption of industry standards and produsctive use of
those standards are part of the investments. Industry standards promote reuse, data exchange,
and reduction of administrative burden on patents, providers, aud applicants,

Identification of industry standards. CMS will communicate applicable standerds to states.
Standards would be updated petiodically to ensure conformance with ohanges in the industry.
States will be required to update systerns and practices to adhete to evolving industry standards
in order to remain eligible for enhanced FFP funding. '

The state must identify all industry standavds relevant to the scope and purpose of their project
and produce development and testing plans fo ensure full compliance. States must also have risk
and mitigation strategies in place to address potential failures to comply.

Incorporation of industry standards in requirernents, dsvelopment, and tosting phases,
States must implement practices and procedures for the systom dovelopment phases such as
requiternents analysis, systom testing, and user acceptance testing (UAT), States® plans must
ensure that all systems comply folly and on-time with all indostry standerds adopted by the
Seorctary of HEHS.

To comply with to the Rehabilitation Act’s section 508(c) for accessibility of user interfaces for
disabled persans, states must prochice 2 Seotion 508 Product Assessment Package as part of their
SDLC. The state should perform regularly scheduled (i.e., automatic) scans and mamual testing
for Bection 508(c) compliance for all types of user interface screens (stutic, dynamic, Web,
client-server, mobile, ete.) to meet the standards for full compliance. Software is available that
asglat with Section 508(¢) compliance testing.

2.4 Leverage Condition
State solutions should promote sharing, leverags, and reuss of Medioaid technologies ang .
systems within and among states.

States can benefit substantially from the experience and investments of other states through the
reuse of components and technologios alroady developed, consistent with a service-oriented
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avchitecture, from publicly available or commeroially sold components and products, and from
the use of clond technologies to ehare infrastructure and applications, CMS comnits to wotk
asgortively with the states to identify promising state systems that oan be leveraged and used by
other states. Purther, CMS would strongly encourage the states to move to regional or multi-
state solutions when cost effective, and will seek to support and facilitate such solutions, Tn
addition, CMS will expedite APD approvals for states that ere participating in shered
development activities with other states, and that are developing components end solutions
expressly intended for snccessful reyse by other states,

CMS will also review carefully any proposed Investments in sub-state systems when the federal
government is asked to share in the costs of updating or maintaiting multiple systems
porforming essentially the same functions within the same state.

Malti-state cfforts, States should identify any components and solutions that are being
developed with the participation of or contribution by other states.

Availability for rense. States should identify any components and solutions that have high
applicability for other reuse by other states, how other states will participate in adviging and
reviewing these artifacts, and the development and testing path for these solutions and
compenents will promofe reugs, As the capability becomes gvailable, states should supply key
artifacts to a common, national cloud-based repository accessible by all states and CMS. Further
definition of these artifacts (SLDC deliverables, business requirements and process flows, and
coneeptual and Jogioal data models) and how to provide them to the national repository will
follow in subsequent guidance,
Ideatification of open source, clond-based aud commercial producty. States shoukl putsue a
‘service-based and oloud-flrst strategy for system development. States will identify and discuss
how they will idettify, evaluate, and incorporate commercially or publicly available off-the-ghelf
or open source solutions, and discuss considerations and plans for cloud computing, States
should identify any ground-up development activity within their development approaches end
explain why this ground-up activity has been selected.

Customization, States will identify the degree and amount of customization needed for any
transfer solutions, and how such customization will be minimized.

Transition and retivement plans. States ghould identify existing duplicative system services!
within the state and ssek to eliminate cuplicative system servioes.if the work is cost effective
such as lower total cost of ownership over the long ferm,

2.5 Business Results Condition

Systams should support sccurate and timely processing of claims (including claims of
eligibility), adjudicetions, and effective commmmnications with providers, beneficdaries, and the
public,

Ultimately, the test of an effective and efficiont system ig whether it supports end ensbles an
effootive and efficient business process, producing and conmmmicating the intended operationsl
resulis witha high degree of reliability and aocuracy. It would be inappropriate fo provide
enbanced fedoral funding for systetns that ate unable to support desired busiticas outcomes.
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Degree of automation. The state should be highly automnated in systematio processing of claims
(including olaitns of eligibility) and steps to accept, process, and maintain all adjudicated
claims/transactions.
Customer service, States shovld document how they will produce.a 21™-century customer std
partner experience for all Individuals (applicants, benefictaries, plans, end providers), This 21%-
century customer expetience should nelude the sbility to submit and manage interactions with
Medioald through the web and to self-menage and monitor accounts and history electronically,
1t should also outline how customer prefersnces for commumioations by emsil, text, mobile
devices, or phones will be accommodated. States should also comtuit to testing and evaluation
plens fo ensute providers, applicants, and others interacting with and using their systems will

. have the opportunity to provide feedback and assessment of accessibility, ease of use, and
appropriateness of decisions,

Performance standarde and testing, CMS mtends to provide sdditional guldance ouncenung
performatce standatds—both functional and non-functional, and with respect to service level
agreements (SLA) and key performance indicators (KPI). We expect to consult with states and
stakeholders as we develop and refine these measures and agsociated targets. As this Hst of
measures will be focused on very core elements/indicators of success, states should also consider
adding state-specifio measures to this Hst,

For the implementation of IT system enhancements, states will execute tests sgainst test cases
intended to verify and validate the system’s adherence to its functional and non-fmectional

requiretnenis,

For operational I'T systerns, states will periodically evaluate systen: performance against
eslablished SLAs., When SLAs are not met, states will create and execute a Plan of Action with
Milestones (POAM). CMS reserves the right to inspect a state’s performance agssssment
outcornes and POAMSs. States will periodically evaluate operationsl business prooesses against
ostablished KPIs, Whet KPTs are not met, states will create and execute a POAM, CMS
reserves the right to inspect a state’s performance assessment outcomes and POAMS.

2.6 Reporting Condition
Solutions should produce transaction date, reports, and pmfol'mancc information that would

. contribute to program evaluation, continuoug tmprovernent in business operations, and
trapsparency and accountability,
Systerns should be able to produce and to expose electronically the avcurate data that are
necessary for oversight, edministration, evaluation, integrity, and transparency, These reports
should be automatically genarated through open interfaces to designatod fodoral repositories or
dats hubs, with appropriate audit trells. MITA 3.0 will provide additions] detail about reporting
requirements and needs that ariss from the Affordable Care Act. Additional details ebout data

definitions, specificutions, thming, and routing of information will be supplied later this year,

2.7 Inieroperability Condition

Systems musl emsute soamloss coordination and ntegration with the Bxchange (whether run by
the state or federal government), and allow interoperability with health information exchanges,
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public health sgencies, human services programs, and community organizations providing
outreach and enrollment assistance services.

CMS expects that a key cutcome of the government’s technology investments will be a mouch
higher degree of interaction and interoperability in order to maximize value and minimize burden
and costs on providers, beheficiaries, and other stakeholders, CMS is emphasizing in this
standard and condition an expectation that Medicaid sgencies work in concett with Exchanges
(whether state or federally administered) to share business services and technology Investments
in order to produce scamless and efficiemt customer experiences. Systems must also be built
with the appropriate architeoture and using standardized messaging and communication
protocols in order fo preserve the ability to efficiently, effeotively, and appropriataly exchange
data with other participants in the heslih and buman services entetprise.

As stated inn MITA Framework 2,0, each state is “responsibls for knowing and understanding its
environment (date, applications-and infrastructure) in arder to map its data to information-
shering requirements, The data-sharing architscture also eddresses the conceptual and logical
meobanisms used for data sharing (1.e,, data hubs, repositories, and registries). The data-sharing
architesture will also address data semantics, data harmonizetion steategles, shared-data
ownership, secutity and privacy implications of shared dats, and the quality of shared data.

Interactions with the Exchange, States should ensute that open interfaces are establighed and
mainteined with any federal dats services hub and that requests to the hub ate prepared and
available for submission immediately after suocessful completion of the application for
eligibility, States must ensure and test communications between Rxchange and Mediogid
systems o that determinations and referrals can be effectively transmitted from the Exchange.
States should desciibe how shated services will support both the Bxchange and Medicaid,

Interactions with other entities. States should consult with and discuss how the proposed
systems development path will support interoperability with health information exchanges,
public health agencies, and humen serviees programs o promote effective customer service and
better olitdoal management and health services to beneficiaries. States should also consult with
and digeuss how eligibility systems will allow community service organizations io assist
applicants seeking health care coverage to complete forms and to submit those forms
eleotronically.

3. Next Steps

CMS will contintie to refine, update, and expand this guidance in the fiture, based on initial and
continuing feedback from states, beneficiaries, providers, snd industry; snd with expetience over
time. We intend to actively soliclt feadback and well as to fnrvite . Our experience with states
that are early in implementing now oligibility systets in support of Exchanges, Medicaid, and
CHIFP, as well s slates that are beginning or in early stages of development of new clalms
gysterns, will be instramontal in helping us to further tefine and ghape this giidance,
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APL
BPM

CHIP

CcO0O

MITA
MMIS

POAM

RUP
SDLC
- SLA
SOA
UAT

Acronyms

Applicetion Programming Intetface
Business Process Model

Children’s Health Ingurance Program

Centers for Medicare & Medioaid Services
Coneept of Operations

Federal Finencial Participation

U.S. Department of Health and Huran Services
Health Insurance Pottability-and Accountability Act of 1596
Informeation Technology

Key Performance Indicator

Medicaid Information Technology Architectire
Medicaid Manaéemmt Information System,
MITA Matuity Model

Plan of Action and Milestones

Rapid Applicetion Development

Rational Unified Process

System Development Life Cycle

Service Level Agreement

Service-Oriented Archiiecture

User Acceptance Testing

User Interface

Uniform Modeling Leanguage
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