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     UPS Replacement Scope of Work – Data Centers and LMRs 



STATEMENT OF WORK (SOW)
BIT CRITICAL INFRASTRUCTURE POWER UPGRADE PROJECT
1.0 PROJECT BACKGROUND AND SUMMARY
The Bureau of Information Technology (BIT) requires the furnishing, installation, commissioning, and support of Uninterruptible Power Supply (UPS) systems to enhance the resilience and reliability of its critical infrastructure. This project encompasses two distinct but parallel scopes of work: an interim upgrade for remote Land Mobile Radio (LMR) tower sites and a permanent modernization initiative for primary data centers.
1.1 LMR Tower Site Scope Summary
This scope covers the furnishing, delivery, installation, commissioning, and one (1) year of post-installation support for 5 kVA outdoor-rated UPS systems at critical LMR tower sites throughout the US Virgin Islands. This is intended as an interim solution to ensure network continuity. Sites will be prioritized based on criticality, with St. Croix as the highest priority.
1.2 Data Center Scope Summary
This scope covers the furnishing, delivery, installation, commissioning, and one (1) year of post-installation support for 100 kVA modular, scalable, industrial-grade double-conversion online UPS systems at two primary BIT data center locations. These systems are intended as a permanent solution and must comply with Tier II (Concurrently Maintainable) requirements.
1.3 Governing Specification
All UPS systems shall be provided in accordance with the attached reference specification, Section 26 33 53 - Static Uninterruptible Power Supply for Critical Communications (Attachment 1).
2.0 PROJECT LOCATIONS
2.1 LMR Tower Sites (Primary)
The contractor shall be responsible for furnishing and delivering 5 kVA UPS systems to the following priority sites. Secondary sites may be included if funding allows.
· Flaghill, St. Thomas (Royal Systems)
· Mountain Top, St. Thomas (SBA Towers)
· Recovery Hill, St. Croix (BIT)
· St. Georges, St. Croix (Lan Communication)
· Blue Mountain, St. Croix (BIT)
2.2 Data Center Sites
The contractor shall be responsible for furnishing and delivering 100 kVA UPS systems to the following BIT data center locations:
· 9059 Estate Castle Coakley, Christiansted, St. Croix, VI
· 8000 Nisky Center, St. Thomas, VI
3.0 APPLICABLE DOCUMENTS AND REFERENCES
The following documents and standards form a part of this SOW. The latest edition of each shall apply.
· Section 26 33 53 - Static Uninterruptible Power Supply (Attachment 1)
· UL 1778, 3rd Edition, Uninterruptible Power Systems
· IEC 62040-3, Uninterruptible power systems (UPS)
· ANSI/BICSI 002-2024, Data Center Design and Implementation Best Practices
· Telcordia GR-3160, NEBS Requirements for Telecommunications Data Center Equipment
· IEEE 1184, Guide for Batteries for Uninterruptible Power Supply Systems
· ATIS-0600015, Uninterruptible Power Systems for Telecommunications Facilities
· NIST Cybersecurity Framework (CSF) Version 2.0
· IEC 62443, Security for Industrial Automation and Control Systems
· National Electrical Safety Code (NESC)
· National Electrical Code (NEC), latest edition
4.0 WORK TASKS
4.1 General Requirements for All Sites
· Project Management: Provide day-to-day management of all Contract requirements, including all managerial, technical, administrative, quality assurance, and quality control tasks.
· Coordination: Coordinate with BIT, tower owners (e.g., SBA Towers, Lan Communication), and data center facility managers to ensure proper access and compliance with site-specific requirements.
· Cybersecurity: Appoint a dedicated Cybersecurity Officer responsible for implementing and maintaining all security measures throughout the project lifecycle per NIST CSF 2.0 and, for data centers, IEC 62443.
· Documentation: Provide site-specific documentation for each location, including as-built drawings, test reports, and maintenance procedures.
4.2 LMR Tower Site-Specific Tasks
· Site Assessments: Conduct site assessments at all LMR locations to determine specific installation requirements, accounting for difficult access conditions (4x4 vehicle required for all sites).
· Installation: Furnish, deliver, and install 5 kVA outdoor-rated UPS systems with hot-swappable components. Systems must be designed for harsh coastal environments, including NEMA 3R rating, 150 mph wind loads, and salt fog protection.
· Integration: Integrate UPS systems with existing generator systems and remote monitoring infrastructure.
4.3 Data Center-Specific Tasks
· First Article Inspection (FAI): Conduct a First Article Inspection, including a cybersecurity vulnerability assessment, prior to full production.
· Installation: Furnish, deliver, and install two (2) complete 100 kVA modular UPS systems with hot-swappable components.
· Integration: Integrate UPS systems with existing Building Management Systems (BMS) and Data Center Infrastructure Management (DCIM) systems.
· Digital Twin: Provide a digital twin model of the UPS systems for integration into BIT’s building information management (BIM) system.
5.0 TRAINING
5.1 LMR Tower Site Training
Provide comprehensive training for tower maintenance personnel. Training shall be available on-site with options for virtual attendance. Curriculum must cover routine maintenance, battery testing and replacement, alarm interpretation, and emergency procedures for remote sites.
5.2 Data Center Training
Provide comprehensive training per Section 26 33 53 for BIT's engineers and technicians. Training shall be available during business hours (8am-5pm) with options for virtual attendance and recorded sessions.
6.0 DELIVERABLES
In addition to the deliverables identified in Section 26 33 53, the Contractor shall provide:
· Project Schedule: A detailed manufacturing, delivery, and installation schedule within thirty (30) days of Notice to Proceed (NTP), accounting for LMR site prioritization, access challenges, and data center coordination.
· Cybersecurity Plan & Report: A cybersecurity implementation plan delivered with commissioning procedures, and a final implementation report detailing configuration settings, access controls, and monitoring protocols.
· Spare Parts List: A recommended spare parts list, with quantities and price breakdown, to cover three (3) years of routine and unscheduled maintenance post-warranty.
· Commissioning Procedures: Detailed commissioning procedures and checklists at least thirty (30) days prior to the first commissioning (sixty (60) days for data centers).
· Remote Monitoring: Implementation of remote monitoring with a centralized dashboard for all sites (LMR and Data Centers) and one (1) year of support service post-installation.
· Sustainability Report (Data Center Only): A sustainability impact report detailing energy efficiency metrics and carbon footprint reduction estimates.
7.0 DELIVERY AND INSTALLATION SCHEDULE
The Contractor shall manage the project in phases, adhering to the following schedule from NTP.
Phase 1 (LMR - St. Thomas):
· Site: Flaghill
· Timeline: Within 8 weeks of NTP
Phase 2 (LMR - St. Thomas):
· Site: Mountain Top
· Timeline: Within 12 weeks of NTP
Phase 3 (LMR - St. Croix):
· Sites: Recovery Hill, St. Georges, Blue Mountain
· Timeline: Within 20 weeks of NTP
Phase 4 (Data Centers):
· Sites: Castle Coakley (STX) and Nisky Center (STT)
· Timeline: Both sites within 28 weeks of NTP
Phase 5 (Secondary LMR Sites - Optional):
· Sites: As listed in Appendix A of the LMR SOW
· Timeline: Within 28 weeks of NTP (if funded)
The Contractor shall provide real-time shipment tracking with environmental (shock, temperature, humidity) monitoring for all equipment in transit.

8.0 ACCEPTANCE CRITERIA
Acceptance is contingent upon successful completion of the following for each site and system:
· Factory Acceptance Testing (FAT): Satisfactory FAT including environmental testing (NEBS Level 3 for LMR) and cybersecurity assessment. BIT shall be notified at least 3 weeks in advance.
· Site Acceptance Testing (SAT): Successful site acceptance testing performed and documented at each location with BIT representatives.
· Performance Validation:
· LMR Sites: Battery runtime validation demonstrating minimum 8-hour capacity at full load.
· Data Centers: Load bank testing at 100% capacity for a minimum of 4 hours.
· Integration Testing: Successful integration testing with existing generators (LMR), BMS, and DCIM (Data Center) systems.
· Cybersecurity Assessment: Successful completion of a cybersecurity assessment and/or penetration test demonstrating compliance with NIST CSF 2.0 and secure operation.
· Final Documentation: Delivery of all site-specific documentation packages, including as-built drawings, test reports, geotagged photos (for LMR sites), and cybersecurity reports.
9.0 WARRANTY
· Comprehensive Warranty: All workmanship, parts, and materials shall be warranted against failures or defects for a period of two (2) years after BIT acceptance.
· Remote Monitoring: The warranty shall include remote monitoring services for the first year following installation.
· Cybersecurity Updates: Cybersecurity software and firmware updates shall be provided at no additional cost for the warranty period.
· Battery Warranty: Battery systems shall carry a 5-year pro-rated warranty.
10.0 ENVIRONMENTAL AND SITE-SPECIFIC REQUIREMENTS
· LMR Sites (Outdoor): Equipment must be designed for harsh coastal environments with an operating temperature range of -40°C to +65°C, minimum NEMA 3R rating, designed to withstand wind loads of 150 mph and seismic Zone 4 requirements, and certification to withstand salt fog (ASTM B117). All sites require 4x4 vehicle access.
· Data Centers (Indoor): Equipment must meet or exceed Energy Star requirements, have an expected service life of not less than 15 years, and utilize 100% recyclable or reusable packaging.

11.0 CYBERSECURITY REQUIREMENTS
· Compliance: All network-connected components shall comply with NIST CSF 2.0. Data center components shall also comply with IEC 62443.
· Access Control: Implement role-based access control and multi-factor authentication for all remote access capabilities.
· Encryption: All data transmissions shall be encrypted using TLS 1.3 or higher.
· Incident Response: A security incident response plan must be provided and tested before commissioning.
· Audit Logs: Systems shall provide detailed audit logs of all access and configuration changes.
12.0 REPORTING AND COMMUNICATION
· Project Portal: Implement a secure project communication portal with multi-factor authentication for all project-related communications and document sharing.
· Status Reporting: Provide regular project status reports. Weekly during installation phases for LMR sites, and bi-weekly for the data center phase. Reports shall include progress against milestones, an issues log, and a risk register.
· Communication Plan: Provide a communication plan for coordinating with multiple site owners and managing access to remote LMR locations.
13.0 NON-DISCLOSURE AND CONFIDENTIALITY
The use of BIT documents shall not be disclosed without the express written approval of the Director/CIO of BIT. All contractors and subcontractors must sign confidentiality agreements before accessing project information.
APPENDIX A: ACCEPTANCE TESTING PROTOCOL (Data Centers)
Factory Acceptance Tests (FAT)
1. Visual Inspection
2. Electrical Safety Tests
3. Performance Verification
4. Cybersecurity Vulnerability Assessment
5. Environmental Operation Tests
6. Alarm and Monitoring Verification
Site Acceptance Tests (SAT)
1. Receiving Inspection
2. Installation Verification
3. Power-On Tests
4. Load Bank Testing
5. Integration Testing
6. Cybersecurity Configuration Validation
7. Final Documentation Review
Performance Metrics
1. Efficiency: >96% at full load
2. Input Power Factor: >0.99
3. Total Harmonic Distortion: <5%
4. Noise Level: <65 dB(A)
5. Mean Time Between Failures: >250,000 hours
APPENDIX B: SITE PRIORITIZATION AND SCHEDULE (LMRs)
Tier 1 - Critical Sites (Initial Implementation)
1. Flaghill, St. Thomas (Royal System) - Highest Priority
2. Mountain Top, St. Thomas (SBA Towers)
3. Recovery Hill, St. Croix (BIT)
4. St. Georges, St. Croix (Lan Communication)
5. Blue Mountain, St. Croix (BIT)
Tier 2 - Secondary Sites (If Funding Allows)
6. Benner Hill, St. Thomas (BIT)
7. Bordeaux Mountain, St. John (SBA Towers)
8. Fortuna, St. Thomas (Virgin Island Fire Service)
9. Crown Mountain, St. Thomas (Department of Homeland Security)
10. Cotton Valley, St. Croix (BIT)
11. Mount Stewart, St. Croix (Reef Broadcasting)
12. Burns Hill, St. Croix (Liberty)
APPENDIX C: SITE INFORMATION SUMMARY (LMRs)
	Site Name
	Island
	Coordinates
	Owner
	Criticality
	Access
	Current Backup

	Bordeaux Mountain
	St. John
	18-20-8.3N/64-43-33.7W
	SBA Towers
	Tier 1
	4x4 Vehicle
	Generator

	Benner Hill
	St. Thomas
	18-19-41N/64-51-32W
	BIT
	Tier 1
	4x4 Vehicle
	Generator

	Recovery Hill
	St. Croix
	17-44-03.4N/64-42-00.8W
	BIT
	Tier 1
	4x4 Vehicle
	Generator

	St. Georges
	St. Croix
	17-43-08.9N/64-51-22.5W
	Lan Communication
	Tier 1
	4x4 Vehicle
	Generator

	Cotton Valley
	St. Croix
	17-44-28N/64-37-29W
	BIT
	Tier 1
	4x4 Vehicle
	Generator

	Flaghill
	St. Thomas
	18-19-47.7N/64-54-38.2W
	Royal System
	Tier 2
	4x4 Vehicle
	Generator

	Mountain Top
	St. Thomas
	18-21-15.2N/64-56-38.6W
	SBA Towers
	Tier 2
	4x4 Vehicle
	Generator

	Fortuna
	St. Thomas
	18-21-0.17N/65-00-39.22W
	Virgin Island Fire Service
	Tier 2
	4x4 Vehicle
	Generator

	Crown Mountain
	St. Thomas
	18-21-24.14N/64-58-21.36W
	Department of Homeland Security
	Tier 2
	4x4 Vehicle
	Generator

	Blue Mountain
	St. Croix
	17-45-18.1N/64-47-58.7W
	BIT
	Tier 2
	4x4 Vehicle
	Generator

	Mount Stewart
	St. Croix
	17-44-40.9N/64-50-3.5W
	Reef Broadcasting
	Tier 2
	4x4 Vehicle
	Generator

	Burns Hill
	St. Croix
	17-45-28N/64-52-37W
	Liberty
	Tier 2
	4x4 Vehicle
	Generator



APPENDIX D: PERFORMANCE METRICS (LMRs
1. Efficiency: >94% at full load
2. Input Power Factor: >0.98
3. Output THD: <3% at linear load
4. Noise Level: <65 dB(A) at 1 meter
5. Mean Time Between Failures: >200,000 hours
6. Battery Runtime: >8 hours at full load
7. Temperature Operating Range: -40°C to +65°C
8. Seismic Rating: Zone 4 per IBC 2018
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