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SECTION 26 33 53
UNINTERRUPTIBLE POWER SUPPLY (UPS) FOR CRITICAL INFRASTRUCTURE
PART 1 – GENERAL
1.01 DESCRIPTION:
A. This section specifies providing Uninterruptible Power Supply (UPS) systems for two distinct critical infrastructure applications within the Bureau of Information Technology (BIT):
1. LMR Tower Site UPS: A ruggedized, outdoor-rated, double-conversion online UPS system specifically designed for Land Mobile Radio (LMR) tower sites. The system shall be rated for 5 kVA and consist of a rectifier/charger, inverter, static transfer switch, and internal controls manufactured as a single integrated assembly capable of withstanding harsh environmental conditions. The UPS shall provide continuous, clean power to critical LMR equipment with a minimum of 8 hours of battery backup at full load.
2. Data Center UPS: A modular, scalable, industrial-grade, double-conversion online UPS system with a centralized static bypass switch and maintenance bypass. The system shall be rated for 100 kVA and consist of a rectifier/charger, inverter, static transfer switch, and internal controls manufactured as a single integrated assembly. The design shall comply with Tier II (Concurrently Maintainable) requirements as defined in ANSI/BICSI 002-2024 and be designed for a service life of not less than 15 years.
B. Related Work Specified Elsewhere (LMR Tower Sites Only):
1. Tower structural modifications and grounding system
2. AC primary power service and distribution
3. Environmental shelter HVAC systems
4. Lightning protection systems
5. DC power systems for telecommunications equipment
1.02 QUALITY ASSURANCE:
A. Comply with the following Codes, Regulations, Reference Standards and Specifications (latest edition of each):
1. Codes and regulations of jurisdictional authorities
2. National Electrical Code (NEC)
3. National Electrical Safety Code (NESC)
4. UL 1778, 3rd Edition, Uninterruptible Power Systems
5. IEC 62040-3, Uninterruptible power systems (UPS) - Part 3: Method of specifying the performance and test requirements
6. NIST Cybersecurity Framework (CSF) Version 2.0
7. IEC 62443, Security for Industrial Automation and Control Systems (for Data Center UPS)
8. ISO/IEC 27001, Information security management systems (for Data Center UPS)
9. ANSI/BICSI 002-2024, Data Center Design and Implementation Best Practices (for Data Center UPS)
10. Telcordia GR-3160, NEBS Requirements for Telecommunications Data Center Equipment (for LMR Tower UPS)
11. IEEE 1184, Guide for Batteries for Uninterruptible Power Supply Systems
12. ATIS-0600015, Uninterruptible Power Systems for Telecommunications Facilities (for LMR Tower UPS)
13. ISO 9001 (Manufacturer's Quality Management System)
B. Source Quality Control:
1. Design Verification: Submit Mean Time Between Failures (MTBF) and Mean Time To Repair (MTTR) calculations for major subsystems.
2. Factory Acceptance Test (FAT): Perform a full FAT witnessed by the Owner or their representative. Submit test plan and results at least 3 weeks prior to testing.
3. Environmental Testing:
· LMR Tower UPS: Submit certification of compliance with NEBS Level 3 requirements, including Temperature Class 4 (-40°C to +65°C).
· Data Center UPS: Demonstrate equipment can operate in dirty and harsh environments.
4. Seismic Testing: Certification for Zone 4 seismic performance per IBC for all equipment.
5. EMI/RFI Testing: Compliance with FCC Part 15 and EN 55022 Class A.
C. Furnish products of a manufacturer regularly engaged in the manufacturing of industrial grade UPS systems with a proven service network.
D. Qualifications of Instructor for Operation and Maintenance Training:
1. Instructor holds current manufacturer-specific certification on the proposed equipment.
2. Instructor has a minimum of five (5) years of field experience with the specified UPS system.
1.03 SUBMITTALS:
A. General: Submit the following for approval electronically via a secure project portal with multi-factor authentication.
B. Shop Drawings: In accordance with requirements of Table 1. Include single-line diagrams illustrating concurrent maintainability and fault isolation paths (for Data Center UPS).
C. Certification: Submit NEBS Level 3 (LMR Tower), Seismic Zone 4, Environmental Class 4 (LMR Tower), and safety agency certifications (UL, cUL, CE).
D. Documentation:
1. Submit field-test plan and documentation within thirty (30) days after award.
2. Do not proceed with testing until plan and documentation are approved.
3. Submit certified copies of test data, dated and clearly identified within two weeks after completion of testing.
4. All test reports shall be provided in searchable PDF and native electronic formats (e.g., .dwg, .edb) for integration into the Owner's systems.
5. For Data Center UPS, submit certified test data for specified enclosure intake filter performances (MERV 8/13).
E. Cybersecurity Submittal: Provide a detailed plan for securing all network-accessible components of the UPS, including configuration settings, user access controls, and patch management procedures compliant with NIST CSF 2.0 and, for Data Center UPS, IEC 62443.
F. As-built drawing: All As-Built drawings provided shall be BIM-ready and comply with BIT metadata requirements.
G. Operations and maintenance training material: Submit electronic copies of training course descriptions and syllabus, training plans, and instructor qualifications thirty (30) days prior to commencement of training.
H. Operation and Maintenance (O&M) Manuals:
1. Include general theory of operation, description of components, and procedures for operational checks, troubleshooting, and alignment.
2. Cybersecurity O&M: Include a dedicated section detailing cybersecurity monitoring, patch management procedures, and incident response for the UPS management system.
3. The Authority shall have the right to retain and reproduce unlimited copies of the O&M manuals.
I. Preventive Maintenance Instruction (PMI):
1. Provide a separate PMI document detailing all necessary maintenance requirements and frequency.
2. The PMI shall include step-by-step instructions, data sheets, and checklists.
3. Include procedures for verifying cybersecurity integrity after any maintenance is performed.
1.04 PRODUCT DELIVERY, STORAGE AND HANDLING:
A. Ship each unit securely packaged and labeled for safe handling. Each shipping container shall be equipped with a cellular-based GPS and environmental (shock, temperature, humidity) tracker. Data from the tracker shall be made accessible to the Owner for the duration of shipment.
B. Temporary Bracing: Where necessary, brace each unit for hoisting and skidding. Label temporary bracing: "TEMPORARY-REMOVE BEFORE OPERATION."
C. Protection against concealed damage: Include within shipping container a mechanical impact recorder. Submit impact chart with manufacturer's recommendations for disposition of damaged materials.
D. Store equipment in a secure and dry storage facility.
1.05 TRAINING:
A. GENERAL REQUIREMENTS:
1. Submit training plans and instructor qualifications sixty (60) days prior to commencement of training for approval.
2. Use only instructors with a minimum of five (5) years of hands-on maintenance and troubleshooting experience on the specific UPS model provided.
3. Remote Training Option: Provide the option for virtual attendance and recording of all classroom (theoretical) training sessions.
4. Cybersecurity Training: Training shall include a module on the cybersecurity features of the UPS, secure remote access procedures, and recognition of potential security threats.
B. LMR TOWER SITE TRAINING (5 kVA Systems):
1. Provide comprehensive training for tower maintenance personnel covering:
a. Routine maintenance procedures
b. Battery testing and replacement
c. Alarm interpretation and response
d. Remote monitoring system operation
e. Emergency procedures for remote sites
C. DATA CENTER TRAINING (100 kVA Systems):
1. Provide three (3) levels of training for BIT's engineers and technicians:
a. Level 1 (Operations): One (1) day course on safe operation using circuit diagrams.
b. Level 2 (Maintenance): Two (2) day course on basic functions and troubleshooting common alarms. (Prerequisite: Level 1)
c. Level 3 (Advanced Service): Two (2) day course on analyzing and repairing complex system malfunctions, enabling participants to carry out the most common repairs and maintenance work. (Prerequisites: Level 1 & 2)
2. Design classroom and field instruction to cover fault isolation and troubleshooting techniques to the extent necessary to permit a technician to diagnose and repair faulty modules. Provide troubleshooting and fault isolation of simulated faults.
3. Training materials shall be submitted in both paper and electronic (pdf) format and be suitable for hosting on the Owner's learning management system (LMS). Provide instructor guides, student workbooks, and all necessary training aids.
4. Supplemental Training: In the event Contractor changes or performs modifications to equipment subsequent to the training that impact form, fit, function, or cybersecurity posture; provide supplementary training on a one-time basis.
PART 2 – PRODUCTS
2.01 MANUFACTURERS:
A. Furnished UPS shall be from a manufacturer regularly engaged in the production of industrial-grade UPS systems specifically designed for critical infrastructure applications, whether harsh outdoor environments (LMR Towers) or high-availability data centers.
2.02 PRODUCTS AND MATERIALS:
A. General Requirements:
1. The UPS shall be a true double-conversion online system complying with UL 1778 3rd Edition and IEC 62040-3, Class 1.
2. Modularity & Redundancy:
· LMR Tower UPS: N+1 internal redundancy for power modules.
· Data Center UPS: Hot-swappable, user-replaceable power and control modules (rectifiers, inverters, controllers) to facilitate rapid repair and minimize MTTR, supporting concurrently maintainable design principles.
3. Enclosure & Environment:
· LMR Tower UPS: Outdoor rated enclosure (NEMA 3R minimum, NEMA 4X preferred). Capable of operating in temperature range of -40°C to +65°C. Relative humidity 0-95% non-condensing. Corrosion resistance verified via salt fog testing per ASTM B117.
· Data Center UPS: ANSI/NEMA 250, Type 1-PFVF enclosure (pressurized forced ventilation with inlet air filters). Two-stage intake filter assembly (MERV 8 pre-filter, MERV 13 final filter) with differential pressure monitoring.
4. Finish: Light-gray enamel, ANSI Z55.1 Color 61, two mils minimum DFT.
5. Operational Noise Level: Not exceeding 65 dB(A) measured at 1 meter from the front of the unit under full load.
B. Input Characteristics (for both system types, unless noted):
1. Input Voltage: 120/240V AC ± 25% (LMR Tower); 480V, 3-phase (Data Center)
2. Input Frequency: 45-65 Hz (LMR Tower); 60 Hz ± 5% (Data Center)
3. Input Power Factor: >0.99 at full load
4. Input Total Harmonic Distortion (THDi): <5% at full load
5. Surge protection: Integrated per IEEE C62.41 (LMR Tower)
C. Output Characteristics (for both system types, unless noted):
1. Output Voltage: 120/240V AC ± 1% (LMR Tower); 480Y/277V, 3-phase, 4-wire (Data Center)
2. Output Frequency: 60 Hz ± 0.1%
3. Output Waveform: Pure sine wave, Total Harmonic Distortion (THD) <3% (LMR Tower); <5% (Data Center)
4. Overload Capability:
· LMR Tower: 125% for 10 minutes, 150% for 1 minute
· Data Center: 125% for 15 minutes, 200% for 30 seconds (without bypass)
5. Crest Factor: 3:1 minimum
D. Battery System:
1. Technology: Valve Regulated Lead Acid (VRLA) or Lithium Iron Phosphate (LiFePO4) shall be offered as an option. For the Data Center UPS, submittals shall include a comparative analysis of both technologies including life cycle cost, footprint, weight, and expected lifespan.
2. Runtime:
· LMR Tower UPS: Minimum 8 hours at full load (5 kVA).
· Data Center UPS: Minimum 5 minutes at full load (100 kVA).
3. Enclosure (LMR Tower UPS): NEMA 3R rated, corrosion resistant.
4. Monitoring: Provide a comprehensive battery monitoring system (BMS) capable of monitoring individual battery blocks/cells for voltage, internal resistance, and temperature. Alarms shall be generated for weak or failing cells. Include temperature compensation and predictive battery failure notification.
E. Monitoring, Control, and Communications:
1. Local Display:
· LMR Tower UPS: Backlit LCD with status indicators.
· Data Center UPS: High-resolution color touchscreen display (minimum 7") providing graphical single-line diagrams, real-time system metrics, event logging, and role-based access control.
2. Remote Communications:
· The system shall include standard Ethernet (RJ45) and optional multi-mode fiber optic port.
· Supported protocols shall include Modbus TCP/IP, SNMP v3 (with encryption), and HTTPS/SSL for a secure web interface.
· API Access (Data Center UPS): The system shall provide a RESTful API for integration with building management systems (BMS) and data center infrastructure management (DCIM) systems.
3. Hardwired Alarms (Form "C" Contacts): Provide the following alarm contacts for field wiring:
· UPS Rectifier Alarm (Normal/Abnormal)
· UPS Inverter Alarm (Normal/Abnormal)
· UPS on Bypass / Transfer Switch Position
· Low Battery / Battery Alarm
· Summary Alarm
4. Environmental Monitoring (LMR Tower UPS): Integrate monitoring for cabinet temperature, humidity, and intrusion detection.
F. Power Components (Data Center UPS - 100 kVA):
1. Rectifier/Charger:
· Technology: IGBT-based, high-frequency switching design.
· Efficiency: >96% at full load.
· Automatic recharging on equalizing cycle after power return, with ramped input current.
2. Static Inverter:
· Technology: IGBT with Pulse Width Modulation (PWM).
· Output-voltage regulation: ±1% for balanced load.
· Output-frequency control: Phase-locked to bypass source within ±2%.
· Efficiency: ≥ 96% at full load and ≥ 97% at half load in double conversion mode.
3. Static Transfer Switch:
· Type: Silicon-controlled rectifier (SCR)-type, integral to UPS.
· Automatic transfer and retransfer based on inverter failure, overload, or manual command.
· Maintenance Bypass: Provide a manually operated maintenance bypass arrangement to transfer load to bypass source without interruption, allowing for complete isolation of the UPS for service.
G. Control and Instrument Wiring:
1. Factory-installed.
2. Wire: Type PLTC or ITC tinned-copper wire.
3. Wire terminals: Tinned-copper ring or spade-type compression terminals.
4. Wire identification: Each wire identified with the circuit number corresponding to wiring diagrams.
H. Nameplates:
1. Provide three-ply, laminated phenolic nameplates engraved through black face to white core.
2. Each major enclosure labeled with nameplate identifying the equipment.
PART 3 – EXECUTION
3.01 INSTALLATION:
A. Site Preparation (LMR Tower UPS):
1. Prepare concrete pad per manufacturer's specifications.
2. Install proper grounding per NEC and telecommunications standards.
3. Provide appropriate clearances for maintenance and ventilation.
B. Equipment Installation:
1. Mount UPS and battery cabinets securely.
2. Install input and output wiring in conduit.
3. Connect grounding system.
4. Install environmental monitoring sensors.
5. Verify proper ventilation and clearances (especially for Data Center UPS intake filtration).
C. Battery Installation:
1. Install batteries per manufacturer's instructions.
2. Connect battery strings with proper torque values.
3. Install battery monitoring system.
4. Verify battery insulation resistance.
3.02 TESTING AND COMMISSIONING:
A. Pre-energization Checks:
1. Verify all connections are secure and proper torque.
2. Check insulation resistance of all circuits.
3. Verify proper grounding.
4. Confirm environmental seals (LMR Tower) or filter integrity (Data Center) are intact.
B. Functional Testing:
1. Energizing and Start-Up: Perform initial energizing under the guidance of the manufacturer's certified representative.
2. Power Quality Verification: Measure input/output voltage, current, frequency, and THD.
3. Transfer Tests:
· LMR Tower: Utility to battery and return; generator integration.
· Data Center: Normal to bypass and return; isolation and de-energizing.
4. Load Bank Testing:
· LMR Tower: 100% capacity for minimum 2 hours.
· Data Center: 100% capacity for minimum 4 hours.
5. Battery Runtime Validation:
· LMR Tower: Demonstrate minimum 4-hour discharge test, validating 8-hour capacity.
· Data Center: Validate runtime meets specified requirements (minimum 5 minutes).
6. Alarm and Monitoring Verification: Verify all local and remote alarms, and communication protocols (SNMP, Modbus, API).
7. Cybersecurity Configuration Verification: Validate configuration settings, access controls, and audit logs.
C. System Documentation:
1. As-built drawings
2. Certified test reports
3. Operation and maintenance manuals
4. Spare parts list
5. Cybersecurity implementation report
3.03 WARRANTY AND MAINTENANCE:
A. Warranty:
1. UPS System: 3 years parts and labor (LMR Tower); 2 years parts and labor (Data Center)
2. Batteries: 5 years pro-rated warranty for all systems
3. 24/7 technical support
4. 4-hour response time for critical issues (LMR Tower)
5. Cybersecurity software and firmware updates provided at no additional cost for the warranty period.
B. Maintenance Agreement (Optional):
1. Option for extended maintenance agreement.
2. Preventive maintenance visits (semi-annual).
3. Battery testing and replacement program.
4. Remote monitoring services.
END OF SECTION

TABLE 1: LIST OF SHOP DRAWINGS
	Item
	Requirements

	1
	Outline dimensions, including weights and foundation requirements for equipment to be furnished.

	2
	Front views, floor plans, and mounting details for equipment to be furnished.

	3
	One-line block diagrams illustrating power flow and, for Data Center UPS, concurrent maintainability.

	4
	List of standard symbols and nomenclature.

	5
	Elementary diagrams with description of each circuit.

	6
	Interconnection wiring diagram.

	7
	Wiring diagrams, showing internal wiring of equipment furnished.



APPENDIX A: PERFORMANCE METRICS SUMMARY
	Parameter
	LMR Tower UPS (5 kVA)
	Data Center UPS (100 kVA)

	Efficiency (Full Load)
	>94%
	>96%

	Input Power Factor
	>0.99
	>0.99

	Output THD
	<3%
	<5%

	Input THDi
	<5%
	<5%

	Noise Level
	<65 dB(A)
	<65 dB(A)

	MTBF
	>200,000 hours
	>250,000 hours

	Operating Temp Range
	-40°C to +65°C
	0°C to +40°C (ambient)

	Enclosure Rating
	NEMA 3R (NEMA 4X preferred)
	NEMA 1-PFVF

	Seismic Rating
	Zone 4 per IBC
	Zone 4 per IBC




APPENDIX B: LMR TOWER SITE BATTERY RUNTIME CALCULATIONS (5 kVA)
	Load (kVA)
	Runtime (hours)
	Battery Type
	Quantity

	5.0
	8
	VRLA / LiFePO4
	Per design

	4.0
	10
	VRLA / LiFePO4
	Per design

	3.0
	15
	VRLA / LiFePO4
	Per design

	2.0
	24+
	VRLA / LiFePO4
	Per design



APPENDIX C: MONITORING PARAMETERS (5 kVA LMR TOWER UPS)
	Parameter
	Monitoring Requirement
	Notes

	AC Input
	
	

	Input Voltage (L-N, L-L)
	Continuous
	True RMS, per phase

	Input Current
	Continuous
	True RMS, per phase

	Input Frequency
	Continuous
	

	AC Output
	
	

	Output Voltage (L-N, L-L)
	Continuous
	True RMS, per phase, ± 1% accuracy

	Output Current
	Continuous
	True RMS, per phase, ± 1% accuracy

	Output Frequency
	Continuous
	± 0.1% accuracy

	Load Percentage
	Continuous
	Per phase and total, % of rated kVA/kW

	Output Power (kW, kVA)
	Continuous
	Real and apparent power

	Crest Factor
	Continuous
	Per phase

	Battery System
	
	

	DC Bus Voltage
	Continuous
	

	Battery Current
	Continuous
	± indication for charge/discharge

	Battery Temperature
	Continuous
	Via remote temperature sensor

	Individual Cell/Block Voltage
	Periodic / On-Demand
	Via BMS, with alarm for deviation

	Internal Resistance
	Periodic / On-Demand
	Via BMS, with alarm for trend deviation

	Runtime Remaining
	Calculated
	Based on current load and battery capacity

	Battery Health / Capacity
	Calculated
	Estimated state of health

	Environmental
	
	

	Cabinet Ambient Temperature
	Continuous
	With high-temp alarm

	Cabinet Humidity
	Continuous
	With high-humidity alarm

	Intrusion Detection
	Discrete
	Door open/close status

	Status & Alarms
	
	

	Overall System Status
	Discrete
	Normal / Alarm

	On Battery
	Discrete
	Indicates utility failure

	Low Battery
	Discrete
	Pre-shutdown warning

	Bypass Active
	Discrete
	UPS in bypass mode

	Inverter Alarm
	Discrete
	Inverter fault

	Rectifier Alarm
	Discrete
	Rectifier fault

	Overload Status
	Discrete
	Warn at 90%, alarm at 100%+

	Summary Alarm (Form C)
	Discrete
	Dry contact for external systems

	Communication Health
	
	

	SNMP/Modbus/Network Status
	Continuous
	Heartbeat / link status
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